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 چكيده خبر

 پذيري سال جاري است، پس اين خبر را بافاي بدترين آسيببراي واي KRACKي حملهكنيد كه اگر فكر مي

  دقت بخوانيد...

مايكروسافت، هاي ديروز شركت. باشد KRACKبدتر از حمله  تواندميپذيري ديگري وجود دارد كه آسيب

ي رمزنگاري بخانهپذيري جدي در كتاي يك آسيبو فوجيتسو به مشتريان خود درباره Lenovo ،HPگوگل، 

RSA پذيري فقط داشتن كليد عمومي ضروري است و نيازي به برداري از اين آسيبهشدار دادند. براي بهره

هاي دهد كه دادهپذيري به مهاجم اين امكان را ميپذير نيست. اين آسيبدسترسي فيزيكي به دستگاه آسيب

هايي كه ي ديجيتالي تزريق كند و حفاظتشده ءامضا افزارحساس قرباني را رمزگشايي كند، كد مخرب به نرم

  شوند را دور بزند.مانع دسترسي يا سوءاستفاده از كامپيوتر هدف مي

  

  شرح خبر

بلكه در  نبودهخود استاندارد رمزنگاري مربوط به  ،مرتبط با رمزگذاري )CVE-2017-15361پذيري (اين آسيب

آلماني ) اينفينئون (شركت TPM )Trusted Platform Moduleتوسط   RSAسازي توليد جفت كليد پياده

  ) قرار دارد.هاهاديتوليدكننده تجهيزات الكترونيكي و نيمه

  

TPM  گيرد و براي امن كردن طور گسترده مورد استفاده قرار مييك ميكروكنترلر اختصاصي است كه به

شده شده و براي فرآيندهاي رمزنگاري امن ها طراحيافزار از طريق ادغام كليد رمزنگاري در دستگاهسخت

  شود.استفاده مي

  

اه ماساريك در توسط محققان امنيتي در دانشگداشته و به تازگي ساله  5 سابقه پذيري الگوريتمياين آسيب

  جمهوري چك كشف شده است. 

 

ROCAي فاكتورگيري براي بازيابي كليدهاي خصوصي : حملهRSA   

) كه توسط محققان معرفي شده است، به ROCA )Return of Coppersmith's Attackي فاكتورگيري حمله

دهد كه فقط با داشتن كليد عمومي هدف، كليد خصوصي رمزنگاري را محاسبه مهاجم راه دور اين امكان را مي

  كند.
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ذير پفقط داشتن كليد عمومي ضروري است و نيازي به دسترسي فيزيكي به دستگاه آسيببراي اجراي حمله، 

 RSAهاي ي كليدهمهنبوده و و ضعيف  بي عدد تصادفي معيوكنندهوليدتبه وابسته پذيري آسيب. اين نيست

  پذير در معرض خطر قرار دارند.ي آسيبشده تراشه توليد

  

هاي حساس قرباني را رمزگشايي كند، دهد كه دادهمهاجم اين امكان را ميپذيري به استفاده از اين آسيبسوء

هايي كه مانع دسترسي يا سوءاستفاده از ي ديجيتالي تزريق كند و حفاظتشدهء افزار امضامخرب به نرم كد

  شوند را دور بزند.كامپيوتر هدف مي

  

  دهدتگاه را در معرض خطر قرار ميميلياردها دس ROCAي حمله

هاي طولتمامي و براي ون توسط اينفينئ 2012شده از اوايل سال هاي توليدبر روي تراشه ROCAي حمله

ي امن براي ذخيره PCهاي شناسايي ملي، مادربردهاي در كارت بيت كه معمولاً  2048و  1024جمله  كليدي از

استفاده شده  PGPهاي احراز اصالت، در طول مرور امن وب و براي حفاظت از پيام مانند رمزهاي عبور، در توكن

  .گذاردتاثير مياست، 

  

ي ها و كتابخانهشده با استفاده از تراشههاي دولتي و سازماني محافظتي امنيت كامپيوترپذيراين آسيب

  كند.تضعيف مينيز رمزنگاري اينفينئون را 

  

اند، تحت يافتهتوسعه Fujitsoو  HP ،Lenovoگوگل كه توسط  ChromeBookهاي ويندوزي و اكثر دستگاه

  قرار دارند. ROCAي تاثير حمله

  

اين تعداد دو تا سه برابر اين  است اما احتمالاً 760000شده تاكنون حدود پذير تاييدهاي آسيبكليد تعداد كل

  مقدار است.

  

و محققان  هاي اينفينئون گزارش داده شدوژيتكنولشركت ي سال جاري به پذيري در فوريهاين آسيب

امنيت ارتباطات و كامپيوتر ارائه دادند.  شبخدر  ACMنوامبر در كنفرانس  2هاي كامل خود را در تاريخ يافته
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ي كار پذير قبل از اينكه جزئيات نحوههاي رمزنگاري آسيبزمان كافي براي تغيير كليد شركت سازندهبنابراين 

  برداري از آن منتشر شود، داشتند.ي بهرهپذيري و نحوهآسيب

  

اي را افزاريهاي نرمروزرسانيلنوو و فوجيتسو به، HPاكثر فروشندگان از جمله اينفينئون، مايكروسافت، گوگل، 

پذيري منتشر هايي را براي كاهش آسيبهاي مرتبط و همچنين دستورالعملافزارها و نرمافزاربراي سخت

  هايشان را هرچه زودتر وصله كنند.شود كه دستگاهتوصيه مي اكيداًبنابراين به كاربران  اند.كرده

  

  ذيرپفهرست تجهيزات آسيب

  fujitsuشركت 

• TPM1.2 - FW133.32, FW149.32 (SLB9645) 

• TPM1.2 - FW4.00 up to FW4.33 (SLB9655/9656) 

• TPM1.2 - FW4.40 up to FW4.42 (SLB9660) 

• TPM1.2 - FW6.00 up to FW6.42 (SLB9670) 

• TPM2.0 - FW 5.00 up to FW5.61 (SLB9665) 

• TPM2.0 - FW7.00 up to FW7.61 (SLB9670) 
  

  تجهيزات گوگل

• asuka - Dell Chromebook 13 3380 

• auron-paine - Acer Chromebook 11 (C740) 

• auron-yuna - Acer Chromebook 15 (CB5-571) 

• banjo - Acer Chromebook 15 (CB3-531) 

• banon - Acer Chromebook 15 (CB3-532) 

• buddy - Acer Chromebase 24 

• candy - Dell Chromebook 11 (3120) 

• caroline - Samsung Chromebook Pro 

• cave - ASUS Chromebook Flip C302 

• celes - Samsung Chromebook 3 

• chell - HP Chromebook 13 G1 

• clapper - Lenovo N20 Chromebook 

• cyan - Acer Chromebook R11 (CB5-132T / C738T) 

• daisy-skate - HP Chromebook 11 2000-2099 / HP Chromebook 11 G2 

• daisy-spring - HP Chromebook 11 1100-1199 / HP Chromebook 11 G1 

• edgar - Acer Chromebook 14 (CB3-431) 
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• elm - Acer Chromebook R13 (CB5-312T) 

• enguarde - ASI Chromebook 

• enguarde - Crambo Chromebook 

• enguarde - CTL N6 Education Chromebook 

• enguarde - Education Chromebook 

• enguarde - eduGear Chromebook R 

• enguarde - Edxis Education Chromebook 

• enguarde - JP Sa Couto Chromebook 

• enguarde - Lenovo N21 Chromebook 

• enguarde - M&A Chromebook 

• enguarde - RGS Education Chromebook 

• enguarde - Senkatel C1101 Chromebook 

• enguarde - True IDC Chromebook 

• enguarde - Videonet Chromebook 

• expresso - Bobicus Chromebook 11 

• expresso - Consumer Chromebook 

• expresso - Edxis Chromebook 

• expresso - HEXA Chromebook Pi 

• falco - HP Chromebook 14 

• gandof - Toshiba Chromebook 2 (2015 Edition) 

• glimmer - Lenovo ThinkPad 11e Chromebook 

• gnawty - Acer Chromebook 11 (C730 / C730E) 

• gnawty - Acer Chromebook 11 (C735) 

• guado - ASUS Chromebox CN62 

• hana - Lenovo N23 Yoga/Flex 11 Chromebook 

• hana - Poin2 Chromebook 14 

• heli - Haier Chromebook 11 G2 

• kefka - Dell Chromebook 11 Model 3180 

• kefka - Dell Chromebook 11 3189 

• kevin - Samsung Chromebook Plus 

• kip - HP Chromebook 11 2100-2199 / HP Chromebook 11 G3 

• kip - HP Chromebook 11 2200-2299 / HP Chromebook 11 G4/G4 EE 

• kip - HP Chromebook 14 ak000-099 / HP Chromebook 14 G4 

• lars - Acer Chromebook 11 (C771, C771T) 

• lars - Acer Chromebook 14 for work (CP5-471) 

• leon - Toshiba Chromebook 

• link - Google Chromebook Pixel 

• lulu - Dell Chromebook 13 7310 

• mccloud - Acer Chromebox 
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• monroe - LG Chromebase 22CB25S 

• monroe - LG Chromebase 22CV241 

• ninja - AOPEN Chromebox Commercial 

• nyan-big - Acer Chromebook 13 (CB5-311) 

• nyan-blaze - HP Chromebook 14 x000-x999 / HP Chromebook 14 G3 

• nyan-kitty - Acer Chromebase 

• orco - Lenovo 100S Chromebook 

• panther - ASUS Chromebox CN60 

• peach-pi - Samsung Chromebook 2 13" 

• peach-pit - Samsung Chromebook 2 11" 

• peppy - Acer C720 Chromebook 

• quawks - ASUS Chromebook C300 

• reks - Lenovo N22 (Touch) Chromebook 

• reks - Lenovo N23 Chromebook 

• reks - Lenovo N23 Chromebook (Touch) 

• reks - Lenovo N42 (Touch) Chromebook 

• relm - Acer Chromebook 11 N7 (C731) 

• relm - CTL NL61 Chromebook 

• relm - Edxis Education Chromebook 

• relm - HP Chromebook 11 G5 EE 

• relm - Mecer V2 Chromebook 

• rikku - Acer Chromebox CXI2 

• samus - Google Chromebook Pixel (2015) 

• sentry - Lenovo Thinkpad 13 Chromebook 

• setzer - HP Chromebook 11 G5 / HP Chromebook 11-vxxx 

• squawks - ASUS Chromebook C200 

• sumo - AOpen Chromebase Commercial 

• swanky - Toshiba Chromebook 2 

• terra - ASUS Chromebook C202SA 

• terra - ASUS Chromebook C300SA/C301SA 

• tidus - Lenovo ThinkCentre Chromebox 

• tricky - Dell Chromebox 

• ultima - Lenovo ThinkPad 11e Chromebook 3rd Gen (Yoga/Clamshell) 

• veyron-fievel - AOpen Chromebox Mini 

• veyron-jaq - Haier Chromebook 11 

• veyron-jaq - Medion Akoya S2013 

• veyron-jaq - True IDC Chromebook 11 

• veyron-jaq - Xolo Chromebook 

• veyron-jerry - CTL J2 / J4 Chromebook for Education 
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• veyron-jerry - eduGear Chromebook K Series 

• veyron-jerry - Epik 11.6" Chromebook ELB1101 

• veyron-jerry - HiSense Chromebook 11 

• veyron-jerry - Mecer Chromebook 

• veyron-jerry - NComputing Chromebook CX100 

• veyron-jerry - Poin2 Chromebook 11 

• veyron-jerry - Positivo Chromebook CH1190 

• veyron-jerry - VideoNet Chromebook BL10 

• veyron-mickey - ASUS Chromebit CS10 

• veyron-mighty - Chromebook PCM-116E 

• veyron-mighty - eduGear Chromebook M Series 

• veyron-mighty - Haier Chromebook 11e 

• veyron-mighty - Lumos Education Chromebook 

• veyron-mighty - MEDION Chromebook S2015 

• veyron-mighty - Nexian Chromebook 11.6-inch 

• veyron-mighty - Prowise 11.6" Entry Line Chromebook 

• veyron-mighty - Sector 5 E1 Rugged Chromebook 

• veyron-mighty - Viglen Chromebook 11 

• veyron-minnie - ASUS Chromebook Flip C100PA 

• veyron-speedy - ASUS Chromebook C201PA 

• veyron-tiger - AOpen Chromebase Mini 

• winky - Samsung Chromebook 2 11 - XE500C12 

• wizpig - CTL J5 Chromebook 

• wizpig - Edugear CMT Chromebook 

• wizpig - Haier Convertible Chromebook 11 C 

• wizpig - PCMerge Chromebook PCM-116T-432B 

• wizpig - Prowise ProLine Chromebook 

• wizpig - Viglen Chromebook 360 

• wolf - Dell Chromebook 11 

• zako - HP Chromebox CB1-(000-099) / HP Chromebox G1/ HP Chromebox for 

Meetings 

• Chrome OS M61 - build 9765.81.0 and later 

• Chrome OS M62 - build 9901.42.0 and later 

• Chrome OS M63 - build 10020.0.0 and later 

  

  HPشركت 

• HP Chromebook 11 G4 EE 

• HP Chromebook 11 G5 
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• HP Chromebook 11 G5 EE 

• HP Chromebook 13 G1 

• HP Chromebook 14 G4 

• HP Elite x2 1011 G1 Tablet 

• HP Elite x2 1012 G1 Tablet 

• HP Elite x2 1012 G2 Tablet 

• HP EliteBook 1020 G2 

• HP EliteBook 1030 G1 

• HP EliteBook 1040 G2 

• HP EliteBook 1040 G3 

• HP EliteBook 1040 G4 

• HP EliteBook 612 G1 

• HP EliteBook 720 G1 

• HP EliteBook 720 G2 

• HP EliteBook 725 G2 

• HP EliteBook 725 G3 

• HP EliteBook 725 G4 

• HP EliteBook 740 G1 

• HP EliteBook 740 G2 

• HP EliteBook 745 G2 

• HP EliteBook 745 G3 

• HP EliteBook 745 G4 

• HP EliteBook 750 G1 

• HP EliteBook 750 G2 

• HP EliteBook 755 G2 

• HP EliteBook 755 G3 

• HP EliteBook 755 G4 

• HP EliteBook 820 G1 

• HP EliteBook 820 G2 

• HP EliteBook 820/828 G3 

• HP EliteBook 820/828 G4 

• HP EliteBook 840 G1 

• HP EliteBook 840 G2 

• HP EliteBook 840/848 G3 

• HP EliteBook 840/848 G4 

• HP EliteBook 850 G1 

• HP EliteBook 850 G2 



ROCA: يخصوص يدهايكل يابيباز يبرا يريفاكتورگ يحمله RSA 
 

 

• HP EliteBook 850 G3 

• HP EliteBook 850 G4 

• HP EliteBook Folio 1040 G1 

• HP EliteBook Folio 9480m 

• HP EliteBook Folio G1 

• HP EliteBook Revolve 810 G2 

• HP EliteBook Revolve 810 G3 

• HP EliteBook x360 1020 G2 Notebook PC 

• HP EliteBook x360 G2 

• HP ElitePad 1000 G2 

• HP mt20 Mobile Thin Client 

• HP mt21 Mobile Thin Client 

• HP mt40 Mobile Thin Client 

• HP mt41 Mobile Thin Client 

• HP mt42 Mobile Thin Client 

• HP mt43 Mobile Thin Client 

• HP Pro Tablet 608 G1 

• HP Pro x2 612 G2 

• HP ProBook 11 G2 

• HP ProBook 430 G1 

• HP ProBook 430 G2 

• HP ProBook 430 G3 

• HP ProBook 430 G4 

• HP ProBook 430 G5 

• HP ProBook 440 G1 

• HP ProBook 440 G2 

• HP ProBook 440 G3 

• HP ProBook 440 G4 

• HP ProBook 440 G5 

• HP ProBook 445 G1 

• HP ProBook 445 G2 

• HP ProBook 450 G1 

• HP ProBook 450 G2 

• HP ProBook 450 G3 

• HP ProBook 450 G4 

• HP ProBook 450 G5 

• HP ProBook 455 G1 
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• HP ProBook 455 G2 

• HP ProBook 455 G3 

• HP ProBook 455 G4 

• HP ProBook 470 G1 

• HP ProBook 470 G2 

• HP ProBook 470 G3 

• HP ProBook 470 G4 

• HP ProBook 470 G5 

• HP ProBook 640 G1 

• HP ProBook 640 G2 

• HP ProBook 640 G3 

• HP ProBook 645 G1 

• HP ProBook 645 G2 

• HP ProBook 645 G3 

• HP ProBook 650 G1 

• HP ProBook 650 G2 

• HP ProBook 650 G3 

• HP ProBook 650 G3 

• HP ProBook 655 G2 

• HP ProBook 655 G3 

• HP ProBook x360 11 G1 EE 

• HP ProBook x360 11 G2 EE 

• HP Spectre Pro 13 G1 

• HP Spectre Pro x360 G2 

• HP Stream 11 Pro G2 

• HP Stream 11 Pro G3 

• HP Stream 11 Pro G4 EE 

• HP Stream 14 Pro G3 

• HP ZBook 14u G4 Mobile Workstation 

• HP ZBook 15 Mobile Workstation 

• HP ZBook 15 G2 Mobile Workstation 

• HP ZBook 15 G3 Mobile Workstation 

• HP ZBook 15 G4 Mobile Workstation 

• HP ZBook 15u G3 Mobile Workstation 

• HP ZBook 15u G4 Mobile Workstation 

• HP ZBook 17 Mobile Workstation 

• HP ZBook 17 G2 Mobile Workstation 
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• HP ZBook 17 G3 Mobile Workstation 

• HP ZBook 17 G4 Mobile Workstation 

• HP ZBook Studio G3 Mobile Workstation 

• HP ZBook Studio G4 Mobile Workstation 

• HP ZHAN 66 Pro G1 

• HP 260 G1 Desktop Mini PC 

• HP 260 G2 Desktop Mini PC 

• HP 280 G1 MT Business PC 

• HP 280 G2 MT Business PC 

• HP 280 G2 MT Business PC 

• HP 285 Pro G1 MT Business PC 

• HP 285 Pro G2 MT Business PC 

• HP 406 G1 MT Business PC 

• HP 406 G2 MT Business PC 

• HP Elite Slice 

• HP EliteDesk 700 G1 Microtower PC 

• HP EliteDesk 700 G1 Small Form Factor PC 

• HP EliteDesk 705 G1 Desktop Mini PC 

• HP EliteDesk 705 G1 Microtower PC 

• HP EliteDesk 705 G1 Small Form Factor PC 

• HP EliteDesk 705 G2 Desktop Mini PC 

• HP EliteDesk 705 G2 Microtower PC 

• HP EliteDesk 705 G2 Small Form Factor PC 

• HP EliteDesk 705 G3 Desktop Mini PC 

• HP EliteDesk 705 G3 Microtower PC 

• HP EliteDesk 705 G3 Small Form Factor PC 

• HP EliteDesk 800 G1 Desktop Mini PC 

• HP EliteDesk 800 G2 Desktop Mini PC 

• HP EliteDesk 800 G1 Small Form Factor PC 

• HP EliteDesk 800 G2 Small Form Factor PC 

• HP EliteDesk 800 G3 Desktop Mini PC 

• HP EliteDesk 800 G3 Small Form Factor PC 

• HP EliteDesk 800 G1 Ultra-slim PC 

• HP EliteDesk 800/880 G1 Tower PC 

• HP EliteDesk 800/880 G2 Tower PC 

• HP EliteDesk 800/880 G3 Tower PC 

• HP EliteOne 1000 G1 23.8-in All-in-One PC 
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• HP EliteOne 1000 G1 23.8-in Touch All-in-One PC 

• HP EliteOne 1000 G1 27-in Touch 4K UHD All-in-One PC 

• HP EliteOne 705 G1 21-inch Non-Touch All-in-One PC 

• HP EliteOne 705 G2 23-inch Touch All-in-One PC 

• HP EliteOne 800 G1 21.5-inch Non-Touch All-in-One PC 

• HP EliteOne 800 All-in-One PC 

• HP EliteOne 800 G2 23-inch Non-Touch All-in-One PC 

• HP EliteOne 800 G2 23-inch Touch All-in-One PC 

• HP EliteOne 800 G3 23.8-inch Non-Touch All-in-One PC 

• HP EliteOne 800 G3 23.8-inch Touch All-in-One PC 

• HP ElitePOS G1 Retail System Model 141 

• HP ElitePOS G1 Retail System Model 143 

• HP ElitePOS G1 Retail System Model 145 

• HP MP9 G2 Retail System 

• HP MP9 G2 Retail System Model 9000 

• HP ProDesk 400 G1 Desktop Mini PC 

• HP ProDesk 400 G2 Desktop Mini PC 

• HP ProDesk 400 G3 Desktop Mini PC 

• HP ProDesk 400 G3 Small Form Factor PC 

• HP ProDesk 400 G4 Small Form Factor PC 

• HP ProDesk 400/480 G1 Small Form Factor PC 

• HP ProDesk 400/480 G2 Microtower PC 

• HP ProDesk 400/480 G3 Microtower PC 

• HP ProDesk 400/480 G4 Microtower PC 

• HP ProDesk 400/490/498 G1 Microtower PC 

• HP ProDesk 405 G2 Microtower PC 

• HP ProDesk 485 G2 Microtower PC 

• HP ProDesk 490/498 G2 Microtower PC 

• HP ProDesk 490/498 G3 Microtower PC 

• HP ProDesk 600 G1 Desktop Mini PC 

• HP ProDesk 600 G2 Desktop Mini PC 

• HP ProDesk 600 G1 Small Form Factor PC 

• HP ProDesk 600 G2 Small Form Factor PC 

• HP ProDesk 600 G3 Desktop Mini PC 

• HP ProDesk 600 G3 Small Form Factor PC 

• HP ProDesk 600/680 G1 Tower PC 

• HP ProDesk 600/680 G2 Microtower PC 
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• HP ProDesk 600/680 G3 Microtower PC 

• HP ProOne 400 G1 19.5-inch Non-Touch All-in-One PC 

• HP ProOne 400 G1 21.5-inch Touch All-in-One 

• HP ProOne 400 G1 23-inch Non-Touch All-in-One 

• HP ProOne 400 G2 20-inch Touch All-in-One PC 

• HP ProOne 400 G3 All-in-One PC 

• HP ProOne 400/460/480 G2 20-inch Non-Touch All-in-One PC 

• HP ProOne 600 G1 All-in-One PC 

• HP ProOne 600 G2 21.5-inch Non-Touch All-in-One PC 

• HP ProOne 600 G2 21.5-inch Touch All-in-One PC 

• HP ProOne 600 G3 All-in-One PC 

• HP RP5 Retail System Model 5810 

• HP RP9 G1 AiO Retail System Model 9015 

• HP RP9 G1 AiO Retail System Model 9018 

• HP t530 Thin Client 

• HP t530 Thin Client 

• HP t620 Flexible Thin Client 

• HP t620 PLUS Flexible Thin Client 

• HP t630 Thin Client 

• HP t630 Thin Client 

• HP t730 Thin Client 

• HP t730 Thin Client 

• HP t820 Flexible Thin Client 

• HP Z VR Backpack G1 

• HP Z 
• HP Z1 G3 Workstation 

• HP Z2 Mini G3 Workstation 

• HP Z238 Microtower Workstation 

• HP Z240 SFF Workstation 

• HP Z240 Tower Workstation 

• HP Z4 G4 Workstation 

• HP Z440 Workstation 

• HP Z6 G4 Workstation 

• HP Z640 Workstation 

• HP Z8 G4 Workstation 

• HP Z840 Workstation 

• HP Z230 MT Workstation 
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• HP Z230 SFF Workstation 

• HP Z228 Microtower Workstation 
• TPM 2.0 ver. 7.62.3126.0 

• TPM 2.0 ver. 7.62.3126.0 

• TPM 2.0 ver. 7.62.3126.0 

• TPM 1.2 ver. 6.43.243.0 

• TPM 2.0 ver. 7.62.3126.0 

• TPM 1.2 ver. 6.43.243.0 

• TPM 2.0 ver. 7.62.3126.0 

• TPM 1.2 ver. 6.43.243.0 

• TPM 2.0 ver. 7.62.3126.0 

• TPM 1.2 ver. 4.43 (SLB9660) 

• TPM 2.0 ver. 5.62 (SLB9665) 

• TPM 2.0 ver. 7.62.3126.0 

• TPM 1.2 ver. 4.43.257.0 (SLB9660) 

• TPM 2.0 ver. 5.62.3126.0 (SLB9665) 

• TPM 2.0 ver. 7.62.3126.0 

• TPM 1.2 ver. 4.43.257.0 (SLB9660) 

• TPM 2.0 ver. 5.62.3126.0 (SLB9665) 

• TBA 
• HP ENVY Notebook PC (models 13-ab000 ~ 13-ab099) 

• HP Spectre 13 Laptop PC (models 13-af0xx) 

• HP Spectre Notebook PC (models 13-v000 ~ 13-v099) 

• HP Spectre Notebook PC (models 13-v100 ~ 13-v199) 

• HP Spectre x2 12 Detachable PC (models 12-c000~12c-c099) 

• HP Spectre x2 Detachable PC (models 12-a000 ~ a099) 

• HP Spectre x360 13 Convertible PC (models 13-ae0xx) 

• HP Spectre x360 Convertible PC (models 13-4100 ~ 4199) 

• HP Spectre x360 Convertible PC (models 13-4100 ~ 4199) 

• HP Spectre x360 Convertible PC (models 13-4200 ~ 4299) 

• HP Spectrex360 Convertible PC (models 13-w000 ~ 13-w099) 

• HP Spectrex360 Convertible PC (models 15-ap000-15ap099) 

• HP Spectrex360 Convertible PC (models 15-bl000 ~ 15-bl099) 

• HP Spectrex360 Convertible PC (models 15-bl100 ~ 15-bl199) 

• OMEN X by HP 17 Laptop PC (models 17-ap000 ~ 17-ap099) 

• OMEN X by HP Desktop PC 
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• HPE Trusted Platform Module 2.0 Kit FW 5.51 - TPM 2.0 FW 5.62 is not affected. This 

is the Gen9 TPM 2.0 option (only Gen9 servers could have this option). The TPM 2.0 

Option for Gen9 servers is not standard on Gen9 servers - it is an option. 

• HP ProLiant BL460c Gen9 Server Blade n/a - only if "HPE Trusted Platform Module 2.0 

Kit" w/ FW version 5.51 is installed. 

• HP ProLiant BL660c Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HP ProLiant DL120 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" w/ 

FW version 5.51 is installed. 

• HP ProLiant DL160 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" w/ 

FW version 5.51 is installed. 

• HP ProLiant DL360 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" w/ 

FW version 5.51 is installed. 

• HP ProLiant DL380 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" w/ 

FW version 5.51 is installed. 

• HP ProLiant DL388 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" w/ 

FW version 5.51 is installed. 

• HP ProLiant DL580 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" w/ 

FW version 5.51 is installed. 

• HP ProLiant DL60 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" w/ 

FW version 5.51 is installed. 

• HP ProLiant DL80 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" w/ 

FW version 5.51 is installed. 

• HP ProLiant ML110 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HP ProLiant ML150 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE Apollo 4200 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" w/ 

FW version 5.51 is installed. 

• HPE ProLiant DL180 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant DL180 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant DL20 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant DL560 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 
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• HPE ProLiant ML10 Gen9 E3-1225 v5 3.3GHz 4-core 8GB-R 1TB Non-hot Plug 4LFF 

SATA 300W AP Svr/Promo n/a - only if "HPE Trusted Platform Module 2.0 Kit" w/ FW 

version 5.51 is installed. 

• HPE ProLiant ML10 Gen9 E3-1225 v5 4GB-R 1TB Non-hot Plug 4LFF SATA 300W 

Svr/S-Buy n/a - only if "HPE Trusted Platform Module 2.0 Kit" w/ FW version 5.51 is 

installed. 

• HPE ProLiant ML10 Gen9 E3-1225 v5 8GB-R 1TB Non-hot Plug 4LFF SATA 300W 

Perf Svr n/a - only if "HPE Trusted Platform Module 2.0 Kit" w/ FW version 5.51 is 

installed. 

• HPE ProLiant ML10 Gen9 E3-1225 v5 8GB-R 2TB Non-hot Plug 4LFF SATA 300W 

Svr/GO n/a - only if "HPE Trusted Platform Module 2.0 Kit" w/ FW version 5.51 is 

installed. 

• HPE ProLiant ML10 Gen9 E3-1225 v5 8GB-R 2TB Non-hot Plug 4LFF SATA 300W 

Svr/TV n/a - only if "HPE Trusted Platform Module 2.0 Kit" w/ FW version 5.51 is 

installed. 

• HPE ProLiant ML10 Gen9 G4400 4GB-R Non-hot Plug 4LFF SATA 300W Entry Svr 

n/a - only if "HPE Trusted Platform Module 2.0 Kit" w/ FW version 5.51 is installed. 

• HPE ProLiant ML30 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant ML350 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant ML350 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant XL170r Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant XL190r Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant XL230a Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant XL230a Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant XL250a Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant XL250a Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant XL260a Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 
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• HPE ProLiant XL450 Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant XL730f Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant XL730f Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant XL740f Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant XL740f Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant XL750f Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

• HPE ProLiant XL750f Gen9 Server n/a - only if "HPE Trusted Platform Module 2.0 Kit" 

w/ FW version 5.51 is installed. 

 

  Lenovoشركت 

• Lenovo 100S Chromebook 

• Lenovo Flex 11 Chromebook 

• Lenovo N20 Chromebook 

• Lenovo N21 Chromebook 

• Lenovo N22 (Touch) Chromebook 

• Lenovo N23 Chromebook 

• Lenovo N23 Chromebook (Touch) 

• Lenovo N23 Yoga Chromebook 

• Lenovo N42 (Touch) Chromebook 

• ThinkCentre Chromebox 

• ThinkPad 11e Chromebook 

• ThinkPad 11e Chromebook 3rd Gen (Yoga/Clamshell) 

• ThinkPad 13 Chromebook 

• ThinkCentre M710 t/s 

• ThinkCentre M710q 

• ThinkCentre M715 t/s 

• ThinkCentre M910 t/s/q/x 

• ThinkPad 13e 

• ThinkPad 25 

• ThinkPad E460/E560  

• ThinkPad E465/E565 
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• ThinkPad E470/E570 

• ThinkPad E475/E575 

• ThinkPad L460 

• ThinkPad L470 

• ThinkPad L560 

• ThinkPad L570 

• ThinkPad P40 

• ThinkPad P50 

• ThinkPad P50s 

• ThinkPad P51 

• ThinkPad P70 

• ThinkPad P71 (20Hx) 

• ThinkPad T460  

• ThinkPad T460p  

• ThinkPad T460s 

• ThinkPad T470 (20Hx) 

• hinkPad T470p 

• ThinkPad T470s (20Hx) 

• ThinkPad T560 

• ThinkPad T570 (20Hx) 

• ThinkPad X1 Carbon (20Hx) 

• ThinkPad X1 Carbon, X1 Yoga 

• ThinkPad X1 Tablet (20Gx) 

• ThinkPad X1 Tablet (20Jx) 

• ThinkPad X1 Yoga  (20Jx) 

• ThinkPad X260 

• ThinkPad X270 

• ThinkPad Yoda 370 /ThinkPad S1 3rd 

• ThinkPad Yoga 14 460 S3 

• ThinkPad Yoga 260, S1 

• ThinkStation P320 Tiny 

• ThinkStation P410 

• ThinkStation P500 

• ThinkStation P510 

• ThinkStation P700 

• ThinkStation P710 

• ThinkStation P900 
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• ThinkStation P910 

 

  شركت مايكروسافت

• Windows 10 for 32-bit Systems 

• Windows 10 for x64-based Systems 

• Windows 10 Version 1511 for 32-bit Systems 

• Windows 10 Version 1511 for x64-based Systems 

• Windows 10 Version 1607 for 32-bit Systems 

• Windows 10 Version 1607 for x64-based Systems 

• Windows 10 Version 1703 for 32-bit Systems 

• Windows 10 Version 1703 for x64-based Systems 

• Windows 8.1 for 32-bit systems 

• Windows 8.1 for x64-based systems 

• Windows RT 8.1 

• Windows Server 2012 

• Windows Server 2012 R2 

• Windows Server 2016 
  

 

 

  


