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HOME | INSERT DESIGN PAGE LAYOUT = REFERENCES MAILINGS ~ REVIEW  VIEW Sign in
ks Z g ey | d% Find ~
= | % % S SO —. &= 3= Y
[ g [(CourierNew -|105 | A A | Aa~ [ fp i=-i=- %~ (== M0 (2L | T | pagbcend AaBbCcDd AaBbCe | Replace
4 ac
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Clipboard & Font 1 Paragraph 1 Styles 1 Editing »~

Files has been encrypted with Qinynore ransomware, a Russian Hacker
organization in association with anonymous.

Send me some bitcoins or say goodbye to your files

Note: Don’t try to be smart, if you are seeing this it means that even if
your antivirus detect the virus the files are already encryped.

Even If you can’t see time is still counting, do not forget, 5 hours to
pay since you got infected
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. » Libraries » Documents »
P [ S S ST T S O BN e . S SRS & SE S S5 e s B 0§

Organize ¥ Share with v Burn New folder

Favorites Documents library
Includes: 2 locations
- Libraries
*. Documents

+. Music

=, Pictures
& videos

‘& Computer
& Local Disk (C)
» Media (E})

& Network Explorer Suite Signatures loljpg net.bat
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WE ARE ANONYMOUS.
WE ARE LEGION.

WE DO NOT FORGET. ‘
WE DO NOT FORGIVE. ORYOUWONT

EXPECT US. cmasstoe. ~o GET YOUR FILES BACK

YOU HAVE 5 HOURS TO
PAY 0,68266375 BITCOINS(400
TO THIS ADRESS:
940927654672984
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C:\Program Files (xA1), C:\ProgramData, C:\Users, Drive D, Drive E

Ixt, .doc, .docx, .xls, .xIsx, .ppt, .pptx, .odt, .jpg, .png, .csv, .sql, .mdb, .sIn, .php, .asp, .aspx,
.html, .xml, .psd, .mpY, .dwg, .pdf, .mid, .flv, .vdi, .rtf, .backup, .bak, .sql, .ms\), .gif, .jar,

.bat, .zip, .rar, .vbs, .jpeg, .bmp, .JPG, .Ink, .exe, .dll, .mui

145 5, 1, ... 5 Calculator Snipping Tool J=3 5 ssaes s 63 2,8 bl sl Qinynore bélcl{

DAL e Ll ol (65108 50 4 bgs e 53 gl LS e

Accessories

Calculator.Ink.anonymous
Command Prompt.Ink.anonymous SADEGH
displayswitch.Ink.anonymous
Math Input Panel.Ink.anonymous Documents
Mobility Center.Ink.anonymous
NetworkProjection.Ink.anonymous Pictures
Notepad.Ink.anonymous .
s Music

Paint.Ink.anonymous
Remote Desktop Connection.Ink.anot

Computer
Run.Ink.anonymous
Snipping Tool.Ink.anonymous

Control Panel
Sound Recorder.Ink.anonymous

Sticky Notes.Ink.anonymous Devices and Printers
Sync Center.Ink.anonymous

Welcome Center.Ink.anonymous Default Programs
Windows Explorer.Ink.anonymous
Wordpad.Ink.anonymous Help and Support

Ease of Access

Back

Shut down | »
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Lol La b slesl 4 "anonymous™ W sy b LB (65108 505 31 ey ol sdaline LG &S shailan

Organize v

| Favorites

. Libraries
. Documents
4. Music
=, Pictures
l Videos

& Computer
& Local Disk (C)

+ Media (E)

@ Network

dia (E) »
£ W W )

Burn New folder
Name

test file (1)
dnSpy.zip.anonymous

) test file (1).bak.anonymous
test file (1).docx.anonymous
test file (1).dwg.anonymous
test file (1).exe.anonymous
test file (1).jpg.anonymous
test file (1).mp3.anonymous
test file (1).pdf.anonymous
test file (1).rar.anonymous
test file (2).bak.anonymous
test file (2).docx.anonymous
test file (2).JPG.anonymous
wc.jpg.anonymous
Jérar.anonymous
wdusge.MpP3.2anonymous

Jl 38l ass.exe.anonymous

¥ Date modified

11/16/2018 12:24 ...
11/16/2018 12:24 ...
11/16/2018 12:24

11/16/2018 12:24 ...

11/16/2018 12:24 ..
11/16/2018 12:24 ...
11/16/2018 12:24 .

11/16/2018 12:24 ...
11/ 18 12:24 .
11/16/2018 12:24 .

11/16/2018 12:24 .
11/16/2018 12:24 ...
11/16/.
11/16/2018 12:24

11/16/2018 12:24 ...

11/16/2018 12:24 ...

Type

File folder
ANONYMOUS Fil
ANONYMOUS Fil
ANONYMOUS F
ANONYMOUS F
ANONYMOUS Fi
ANONYMOUS F
ANONYMOUS Fi
ANONYMOUS F
ANONYMOUS F
ANONYMOUS Fil
ANONYMOUS Fi
ANONYMOUS F
ANONYMOUS F
ANONYMOUS F
ANONYMOUS F
ANONYMOUS F

e

o ® 0o ® 0o ® 0O O 0 6 0 6 6 60 0

2

5
5442 K

4

6,233 &

510 KB
72,215 KB
90 KB
539 KB
134 KB
226 KB
29,909 KB
4,069 KB

5,442 KB

Sds ezman S e eslitul (RAM) dasl> b b s s V0 IV 5 CPU b b us s o
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File Options View Help
{Applicationsl Processesl Services_{ Performance | Networking | Users |

CPU Usage CPU Usage History

Physical Memory (MB) System

Total 2047 Handles 14163

Cached 1141 Threads 527

Available 1284 Processes 44

Free 161 Up Time 0:00:34:01
Commit (MB) 999 / 4094

Kernel Memory (MB)

Paged 107

Nonpaged 42 “y Resource Monitor...

Processes: 44 CPU Usage: 4% Physical Memory: 37%
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EBdnSpy.zip X
ooo | 00 01 02 03 0405 06 07 08 09 Oa 0b Oc 0d Qe OF

dnSpy.zip.anonymous X \5)\.)5}04\_;\\ Ay

00 01 0203 0405 06 07 0809 O0a 0b Oc 0d Oe OF

S004b 03 04 14 00 00 00 08 00 4d 78 50 4c 43 1d
00000010 | ad fe &b 2a 00 00 28 56 00 00 33 00 00 00 &3 73
00000020 | 2£ 40 69 63 72 6f 73 6f 66 74 2= 56 69 73 75 61
00000030 | 6c §3 74 75 64 69 6f 2e 43 6f 64 70 6f 73 &9 T4
00000040 | 69 6f Ge 2e 72 65 73 6f 75 72 €3 65 73 2e &4 6c
00000050 | 6ced 7b 07 58 13 d9 da  £0 Oc 1d 52 50 71 ed e0
00000060 | 80 d8 10 e2 84 Oe 6b a3 22 4a 93 20 d2 75 20 03
00000070 | 04 92 Oc a6 49 70 55 40 bl ad 1d 1b 56 b0 £7 de
00000080 | 15 1b &5 ed bd ad ba £6 ba 6b dd bS d7 £f 3d 67
00000080 | 82 10 8a bb £7 fe df bd df 7e £7 79 e= 60 a6 9¢
00000020 | £3 b6 £3 £6 29 46 £6 9b 46 98 12 04 61 06 bf af
00000060 | 5 09 62 17 cl 6f 54 89 bf de b2 el 67 db 62 8f _.b.Ao]%:Bdglp
000000c0 | 2d b1 cd fa al d3 2e 32 e2 ad 53 5c aa 44 49 65  -+fund.2aws\3DIe
00000040 | 28 b8 14 05 23 a3 9218 b9 9c 53 51 89 2c a5 50  (,..#2' . eSQ,¥E
00000020 | cb 29 89 9c 0a 89 16 51 32 4= cc Oa ea dd bl 71  E)se.%.Q2NI.20xq
000000£0 | d1 d1 &8 09 25 66 08 d2 94 90 fc 46 £4 d5 d3 bd  Ff.3°.0" &
00000100 | 45 98 38 dS 22 6b 11 84 2b5c 58 f1 63 37 ba c3 E-80"k..+\Xfc7°R
00000110 | 8e 82 df 10 7c 59 17 9f 9b £0 72 13 44 c5 91 28 %,B.|Y.¥»sr.Dh'(
00000120 | €4 ¢7 0Ob c2 49 58 57 d7 3c 04 8a fe 55 lc 0d 07  &C.ATXWs<.3pU...
00000130 | be 4d 03 ba 3d 09 9 6 a6 b9 dl 82 17 41 b4 75  ¥M.°=.Zn|'f,.A°u
00000140 | €6 17 59 fb 1£ d0 45 bS5 ©d 32 88 8e 37 2b b8 ee  =.V@.DEm 2°37+.1
00000150 | 62 74 2d S0 bl 99 2a 38 de 6b ab 5b 97 Zb 2f 77  nu-P™*BBke[—H/w
00000160 | 15 12 43 04 0a a5 22 89 d0 c9 06 32 12 16 £0 73 ..C..¥"wPE.2..8s
00000170 | &b Oc d7 15 fe 09 14 ac 94 4b d2 c3 92 ad &3 €5
00000180 | 51 0d 2e @8 aa 98 07 75 42 75 c7 28 e6 cd DbE &0
00000180 | 82 b8 Oe ca b& d6 cd 9f 01 21 ee 81 le 62 28 9
000001a0 | ec S 6d a2 4e 75 Oe 74 88 ac fbel b2 c3 f11d

~be*..(V..3...cs
/Microsoft.Visua
1Studio. Composit
ion.resources.dl
1i{.X.0U05..TPgid

. .eik 2 kTpxi=g
7 Spepauieyit e
5966) F6>F~. 2.5~

i meNu.t"-gasia.

< " 3

File Comparison

e E & & 9

Type Offset (Source) Offset (Dest)

Size

Inserted 20,179,101 20,179,101 5

00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000030
00000020
000000b0
000000e0
00000040
000000e0
000000£0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
00000120

<

6563 fc 30 2d 45 90 07 ec 65 bd eb 91 e7 5c be
52 13 30 ba ec 65 1a d7 64 11 22 c0 e9 03 dd ca
5791 2cdl 0279 c4 ed 89 c9 52 54 09 52 12 a5
37 £f 8£ 16 ed Sb 9b Bc 42 74 9d 00 de 4d 83 c2
£9 32 c£DbS 32 fb ccoal 49 ca 41 09 af 00 d7 b3
b8 2c 61 3c 13 96 cd 86 Oe 96 79 77 £6 9c dd af
Sc2d 07 £3 ¢8 15 el Sf 32 90 74 1d Sa a7 €2 15
3b7d cacd bf 01 99 99 9 7a 4b 52 7 b2 cb d6
9d ef le ad 24 04 46 6d 62 £9 56 66 da 93 ae 22
77d6 5325 €a g9 dédl d4 3d 05 fe ds 7a 31 SC
3487 1£ 80 82 1b a2 89 31 9c £9 92 6 £6 a9 6f
41 bf 39 €b 1a 15 31 9a 9f d7 e5 54 36
a5 6f 27 bf 36 66 £4 72 86 17 40 a0 97 1c 43 %
ad 82 05 71 Of cf 58 2c dd 42 98 S5f 78 c9 a4 99
0% c8 62 Of fc 2c 6d 60 a2 15 17 7f 7d al ca £7
37 66 38 ea 15 52 87 95 30 e9 8a T7c bé di 44 Bd
60 64 48 1b 16 8e 40 d4 4b 03 cdad 57 18 90 14
2c 8f dd 25 8c d7 10 ba 8f 07 dc aa £9 e3 60 de
bl 51 93 90 cc 81 33 b3 ce 6a 29 74 dd ed 24 78 Q" I 3*Ijectésx
9c d9 08 50 18 4a 6f da 58 8c 29 66 26 8e cB 63  U.P.JoUXE) faifc
1727 SEOf 1716 192 7Tbad 70 ad cf ad 99 8 .5 .....{ep-I-2%
be b2 28 ad 48 a7 bb fa 4f fc 95 fd Oa d3 02 £5
4e dc bf db 12 6f 00 4d 3£ dl 88 68 4&d 94 d3 c3
2d 60 =2 S8 62 95 b7 0= d3 9a eb cf 0a 4a d7 ae
Ze 0c 7c 98 dS c9 e6 £2 87 26 85 20 ab 76 9d T
b7 23 49 3 lccd 41 a8 cl fc 15e9 ad c3 d3 25
1b 30 48 42 €7 5 c0 19 £0 £9 7e 70 b %a %c ec

i

[EcH0-E .ie&'g\,
X.0%ie.xd.*h& 6
W ,fi.yE SERT.R.¥
7§ .&[EBt .BMFA
w2ipzai IER.T.x?

wOSEj%00G=.p0z1\
4%.€, okled’ 2600
Bpoe. 1ETxETEMEL
¥o';6£6rt.@ —.Cr
8.q.IX, ¥B"_xEx™
.Eb.@,ms..0 }jE=
7£8&.2+-0&5| "6D
~dH. . £80K. I-W.

, ¥3Ex.© HadN

-mAXbe -.0581. Ixe
- .| GEzote

A2l e PDF sbl aslice Sl 331zl cnl gl o) JoB 058GT el alasdle BB 5 5 poad 55 45 plailes

dJ)—Q—’J‘J‘)jdL:JL)J.; d;j_A.’ O‘J—Af&‘)—) dﬁw}‘ L;\.»Jv.@.d éu“)‘ um?—l.@_n .,\MJ&J.EJ‘L)AS

SthisIcon

Klos gai a3 3550 LU S g SIS 4 gl

hidden_tear.recursos.loljpg X

NOTE: IF YOU TRY TO SHUTDOWN OR REMOVE THIS MALWARE
FROM YOUR PC YOU WON'T BE ABLE TO RECOVER YOUR FILES!!!

T T e e

e T i 2
WE ARE ANONYMOUS, isiiisimseiaess
WE ARE LEGION. REE
WE DO NOT FORGET.

WE DO NOT FORGIVE.

EXPECT US.

YOU HAVE 5 HOURS TO s
PAY 0,68266375 BITCOINS(400¢€)
TO THIS ADRESS:

940927654672984

e e A

ORYOU WON'T

-z GET YOUR FILES BACK

vl doviantartcom
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hidden_tear.recursos.trol.vbs >
Bet wshShell = wscript.CreateObject

“(pay)"”

=“(pay) "~

“(pay)"

“(pay)"

“(pay)"”

“(pay)"

=(pay)"~

=(pay)"~

“(pay)"”

=(pay)"~

“(pay)"

=(pay)"~

=(pay)"~

p 19090

Jador SO o w5 L lad e Dles 55 45 AL o 1531 L startAction() ol 4 by e 5 AS ankad

s OJ\AT
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startAction() : void

", password);

", password);

*, password);

*, password);

", password);

assword
"/C ping 1.1.1.1 -n 1 -w 5808 > Nul & " + Application.

CreatePassword() ¢) e b (M8 50, g SIS N0 55 sy SO sl

s oS pls 5 L LB S5, by e mls (mb ol

encryptDirectory() SR Gl ey S LIRIEL s s 5e gle L
LS s
L LA‘}iLé LS)‘JE;}AJ L] iﬁ;ﬁ'rﬂ ))‘}~wi CjU d)i\ L;‘j;;‘Jj L

SendPassword() _ o N
25 o DA Bl B s se ) 58 2l
messageCreator() S o sl L b el LU U )

UpdateWallpaper() 35S el s
RSN NIF LS

Playaudio() s Sl el 300 Do i S &L

Start() S
J Ba®

st d SIS N0 5, 5 S a5 UL e CreatePassword()0) b by 55 IS askd
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CreatePassword(int) : string X

length)

lder stri
om random =
(8 < length--)

uilder hi nop GHIJK /" [random. Next

O 3 Szl a5 50 sla LU ) 45 AL o encryptDirectory() mb « bs o 5 IS ankss

el sdalice JJ,L;

encryptDirectory(String, String) : Void X

ctory(location , password

(location)

(files(i))

, password)

=i

es(j), password)

au by s,y Gl_? o=l Sl Las u il . SendPassword() @l: w by 53 U8 anks
258 oo 0B L B s g0 (0558 s 53 b LB (6108 5,
SendPassword(string) : void

password)

(

hs, contents);

Olye Lo | palm b play & b, b a5 Al . messageCreator() &b« Lye 3 US anksd

LS o slw| YOU_MUST_READ_ME.rtf
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messageCreator() : void

Forml.

(path, contents);

03 Al e 92 u@ls ol Sl 3L as WL« UpdateWallpaper() GU @ bge o5 dS ankd
258 o ARG ) se (5555

UpdateWallpaper() : void

folderPath
Forml. X
ml. ("
(folderPath +
= folderPath +

My et LS e &gef oy el 01 Sl 3 L a5 Al e Set() b e by 3 AS s
ZJ;SLSA

Set() : void

Aled e oslinal 2o YOUCBC > s AES (5,0 50, o, 501 5 DBl w3505 o5Lal 45 shailes

LBl e 3 ol B 5 S anks
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[1 bytesToBeEncrypted, [1 passwordBytes)

ncryptor(), CryptoStreamMode.

result;

@U dsles il @\js Sl d e dle a5 UL e EncryptFile(,) GU @ bge 55 US ankad
L |2l s Move(,) mbs 5l oslinad bl oo K505 o0, S &0 b s 10 45 AES_Encrypt(,)

D das s x5 anonymous” 4 | BT IGTRERTSPY
EncryptFile(string, string) : void >
password)

(file);
password) ;

(file, file +

playaudio() :

LS e oslizal (O 5 =6 SSelan 4 25 (535 s SlulS 5l Lais Qinynore 53~

_CorExeMain

\Y
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:&L:.f}o,.x:i!}

READ_ME.txt Ol pe o e LB G 121 51 e Qinynore 5300 b S Oyso S s b

PRSY B W Y N WY -3 s WL P U PV S PRI P 0y P PU S 4
Pl e BB sl Lo 5 psal LS e sl C:\Users\SADEGH\AppData\Roaming

| » Computer » Local Disk (C:) » Users » SADEGH » AppData » Roaming »

- = = [ B8 W - = LE =
Organize ¥ /) Open ~ Share with ~ Al Mewialder
e Name & Date modified Type Size
| Adobe — > —
B Libiraties L oy _ | READ_ME.txt - Notepad
|, Documents | Hex-Rays File Edit Format View Help r |
3w Py WIN-TOCDPFD33VG-C:\Users\SADEGH\AppData\Roaming [4FbMj42do&A/ie*|
&, Pictures | Media Center
& videos | Microsoft
I Mozilla
‘& Computer | Process Hack
& Local Disk (C:) | Telegram Del
» Media (E) | WinRAR
I Wireshark
@ Network I www.shadowell
READ_ME.txt

PAEb e Al b e sl bl st gla b LS 5,

& HiddenTearDecrypter - O X

Settings Tools About

Extension: Lanonyrnous - ] [] Regex Ext. Select Directory
Password: [4FbMi42dodAvie” <G |

S 30 mp 3.anonymous A |

[*]“Deaypted: C:\Users\SADEGH\Desktop \Encrypted files\

SR 30.Mp3 15

[+] File: C:\Users\SADEGH\Desktop\Encrypted files\a » abedefghikimnopar:

J 3! exe anonymous
[+] Decrypted: C:\Users\SADEGH\Desktop\Encrypted files\» »

J Sl exe

Decrypted 16 fies! W g | Facat

Done! v2.2.0.11 .:
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DA Sl 5 e

i Qinynore i Bl-l b ol ollas gabis
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Gen:Heur.Ransom.REntS.Gen.1
Malware/Win32.Generic.C1020407
Trojan[Ransom|/MSIL.Ryzerlo
Win32:Trojan-gen
Gen:Heur.Ransom.REntS.Gen.1
malicious_confidence_80% (D)
Unsafe

Trojan.Encoder.10598
Gen:Heur.Ransom.REntS.Gen.1
W32/Ransom.iQ.gen!Eldorado
MSIL/Filecoder.Z!tr
Trojan-Ransom.HiddenTear
Trojan ( 004de29f1 )
HEUR:Trojan.Win32.Generic
malware (ai score=100)
Ransomware-FTD!49C158EE6G5B3
Trojan.Win32.Encoder.fhsapi

Trj/GdSda.A

Ransom.Ryzerlo!8.782
(TFE:C:hdzBs4KIXBK)

Ransom.HiddenTear!g1
Ransom_RAMSIL.SM
TScope.Trojan.MSIL
W32 Ransomware.Gen

HEUR:Trojan.Win32.Generic

AegisLab
AlYac

Avast

Avira
CAT-QuickHeal
Cybereason

Cyren

ESET-NOD32
F-Secure
GData
Jiangmin
K7GW

Malwarebytes

Microsoft

Palo Alto Networks

Qihoo-360

Sophos AV

Tencent

TrendMicro-HouseCall

ViRobot

Zillya

Alibaba
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Trojan.Win32.Generic.4!c
Trojan.Ransom.HiddenTear
Win32:Trojan-gen
HEUR/AGEN.1016243
Trojan.YakbeexMSIL.ZZ4
malicious.e65b32
W32/Ransom.iQ.gen!Eldorado
Gen:Heur.Ransom.REntS.Gen.1 (B}
a variant of MSIL/Filecoder.AK
Gen:Heur.Ransom.RENtS.Gen.1
MSIL.Trojan-Ransom.Cryptear.H
Trojan.Generic.bnniw
Trojan ( 004de29f1 )
Ransom.HiddenTear
Ransomware-FTD!49C158EE6583
Ransom:MSIL/Ryzerlo.B
generic.ml
Win32/Trojan.Ransom.ec8
Mal/Cryptear-A

Win32.Trojan Fakedoc.Auto
Ransom_RAMSIL.SM
Trojan.Win32.Ransom.2802176
Trojan.Generic.Win32.71805
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