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MS Office documents, OpenOffice, PDF, text files, databases, photos, music, video, image files,
archives, etc
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/ [ ((HOW_TO_RECOVER 62/ X

(& @file:///C:/Users)Public/Desktop/LHOW_TO_RECOVER_69H2Q.htmI Q | @

* Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Your ID: UvsKSmGSnGmYIKB
Your extension: 69H2Q

QALY

Your files are encrypted!

Download and install Tor Browser:

http:/www torproject.org/download/download-easy.html

And follow this link via Tor Browser:

i
http:/'roval666k6zvxnai.onion’

i

Or use this alternative in any exceptional cases:

http:/'roval666k6zyxnai tor2web.top’

Ll axl s httproyall\1ikizyxnai.torYweb.top L httproyaliiikizyxnai.onion JUJ @
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Your ID: 1kDAIXQ5qml7Fl00
Your extension: PIw6

O Your files are encrypted!

O pownload and install Tor Browser:
http://www.torproject.org/download/download-easy. html
(O And follow this Tlink via Tor Browser:
http://royalé666kézyxnai.onion/

Q

Q

O

(nvbcQjw) or use this alternative in any exceptional cases:

http://royal666ké6zyxnai. tor2web. top/
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Your files are encrypted

Log into secure area to proceed with decrypting your personal data.

ENTER ID BELOW

SUBMIT




INSTRUCTIONS BUY BITCOIN TEST DECRYPT LOGOUT

6dr jPe45blqudlu@ ° 0.120080 'BTC* ° 9 Days 13:17:14

= TkfsAJ L] 19hTbg jgfYRqc8tuldn454kMexHqTx1xE ® 19 Days 13:17:14

Your files are encrypted

It means that your files have been transformed on a structural level and became
inaccessible. Access recovery is possible by transforming them back to the original state by
using Princess Decryptor. Princess Decryptor is a special paid software which can be bought
only here. Its purpose is short and simple - decrypting encrypted data. We provide free test
decryption to ensure that our software will perfectly recover all your encrypted files after
purchase. Navigate to 'test decrypt' through the top section of this page. Each copy of
Princess Decryptor is created individually for each encrypted user based on unique pair of ID
and Extension and serves to recover your files only. Other decryptors will not be able to
recover your files as well as your decryptor will not be able to recover theirs.

INSTRUCTIONS

INSTRUCTIONS BUY BITCOIN TEST DECRYPT LOGOUT

Bdr jPe45bAqudlul L] 0.12000 'BTC' L] 9 Days 13:17:56

- TkfsAJ L] 18hTbg jglifYRqc8tuldn454kMexHgTx1xE L} 18 Days 13:17:56

What to do next?

First of all, look at the timers. The upper one indicates remaining time before the price
increase. The lower one indicates remaining time until database entry removal. After its
expiry, data recovery will be impossible, your login will cease existing. You must act within the
given time frames and now is the best moment to start. Then, you must realize that the
solution is much more closer than you may think. Briefly, all you have to do is: get Bitcoin
address, top up its balance and send the balance to our address. After completing these
simple steps you will be able to download the decryptor and recover your files. We will guide
you through this whole process to make this even simpler. Follow hereby instructions.

Navigate to 'buy Bitcoin' through the top section of this page
Choose preferable option and purchase required amount of Bitcoin
Send exactly ©0.1208@ 'BTC' to the following Bitcoin address

Wait till the transaction is confirmed

Download and run Princess Decryptor
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INSTRUCTIONS BUY BITCOIN TEST DECRYPT LOGOUT

6dr jPe45bOquolu@ @ 0.12000 'BTC' L 9 Days 13:10:08

. TkfsAJ L J 18hTbg, jgWfYRqc8tul. dn454kMexHqTx1xE (] 18 Days 13:10:08

Decrypt 1 file for free

Select file, upload it, wait 5-10 sec.
The result will appear right here compressed into zip.

Fllename Size Link

Decrypted. jpg 16 bytes >> Download <<

INSTRUCTIONS BUY BITCOIN TEST DECRYPT LOGOUT

6dr jPe45bBquilui [ J 0.128088 'BTC' [ ] 9 Days 13:16:32

.tkfsAJ @ 1ShTbg jglfYRqc8tuldn454kMexHqTx1xE @ 18 Days 13:16:32

How to buy Bitcoin

In case you are unfamiliar with cryptocurrencies, we recommend you
to stick with the options presented below. Otherwise, just pass further.

* Attention: inlaid websites should be visited only via your regular browser. Avoid using TOR browser to
navigate, make any kind of transactions or perform any associated operations beyond this website.

Most hassle-free. Register, deposit funds, convert to Bitcoin and send it right away to our address
Somewhat less preferable. Requires your comprehension and personal wallet like e.g. greenaddress

Still not enough?
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6dr jPe45bBqullud @ 8.12888 'BTC* [} 9 Days 13:16:32

.TkfsAJ @ 19hTbg jgifYRqc8tuLdn454kMexHqTx1ixE @ 19 Days 13:1B:32

How to buy Bitcoin

In case you are unfamiliar with cryptocurrencies, we recommend you
to stick with the options presented below. Otherwise, just pass further.

* Attention: inlaid websites should be visited only via your regular browser. Avoid using TOR browser to
navigate, make any kind of transactions or perform any associated operations beyond this website.

Most hassle-free. Register, deposit funds, convert to Bitcoin and send it right away to our address

WEBSITE LANGUAGES LOCATIONS PAYMENT METHODS

spectrocoin.com @ m ank| visA (@B @ |E| swin) pomain) |PM| oxmw| pares
cryptopay.me P aw visa @2
bitit.io Ed R avi) [visal (@B (==
cex.io J aw visa (@B | @
dsx.uk ave | @
www.bitpanda.com — av (visa (@B| o= [ER| swin pouan

www.cointree.com.au auwr 3] pou

jCL_:c,l«ackﬁ.j_SC,_.:)v\.if-ej.>uJJJAJJgb%\uWﬁ‘bJJ‘)cﬁ&wﬁ)bwd‘y

RGN PSS WS AP I u.l.;l.u

Summary Transactions
Address 1ShTbgjgWiYR Ldn454kMexHqQTX1XE No. Transactions 1
Hash Total Received 0.00012 BTC
160
Final Balance 0.00012 BTC
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loc_4814D6:
cmp
ige
push
lea
push
push
call
push
push
push
call

:M)wOW\JQMdu&GWJ&j)

; CODE XREF: WinMain{x,x,x,x)+452Tj
esi, 26F9%h
short loc_4814FA
ebx ; cchBufferLength
eax, [ebp+szUolumeMountPoint]
eax ; 1pszVUolumeMountPoint
offset szRootPathName ; "De yazukesijavo bohisabiyoho xucojanuka™...
ds:FindFirstUolumeMountPointW

ebx ; cchBufferLength
ebx ; 1lpszUolumeMountPoint
ebx ; hFindVolumeMountPoint

ds:FindNextUolumeMountPointV

LS e aia LG g 5

- DATA XREF:

; DWORD _ stdcall GetFileType{HANDLE hFile)

extrn GetFileType:dword ; CODE XREF: _ ioinit+13FTp

; __ioinit+1DBTp
> DATA XREF:
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Ad-Aware
AlYac
Arcabit
AVG

8itDefender

Cybereason
Cyren
Emsisoft
eScan
F-Secure
GData
Jiangmin
K7GW
Malwarebytes

McAfee

Panda
Rising
Sophos ML
Symantec
TrendMicro
VBA32

Zillya

1160..
1160..
1160..
11680..
1160..
11660..
11660..
11680..
1160..
1160..
1160..
11680...
116e..
11680..

1596.965599 192.1638.111.134
1596.965665 192.168.111.134
1596.965725 192.168.111.134
1596.965739 192.168.111.134
1596.965811 192.168.111.134
1596.965838 192.1638.111.134
1596.965907 192.168.111.134
1596.965936 192.168.111.134
1596.966007 192.163.111.134
1596.966024 192.168.111.134
1596.966351 192.168.111.134
1596.966394 192.1638.111.134
1596.966472 192.1638.111.134
1596.966488 192.168.111.134

167.114.195.225
167.114.196.226
167.114.196.227
167.114.196.228
167.114.196.229
167.114.196.23@
167.114.196.231
167.114.196.232
167.114.196.233
167.114.196.234
167.114.196.235
167.114.196.236
167.114.196.237
167.114.196.238

uoP 407 61845 >
UDP 407 61845 |
uDP 407 61845 -»‘
UDP 407 61845 >
upbpP 407 61845 >
upP 407 61845 >
UDP 407 61845 -
upP 487 61845 >
uoP 407 61845 >
UDP 407 61845 =
uopP 407 61845 |
UDP 61845 -
UDP 407 61845 -
uoP 407 61345 >

: VirusTotal £ble =>4 &
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Trojan.GenenckD 31170134
Trogan.Ransom.Princess
Trogan.Genenc.D1DB9ESE
Win32:Trojan-ger
Trojan.GenerickD.31170134
TrojWare. Win32.PSW.ComnsFs
malicious 13d313

W32/Trojan DTLE-4889

Trojan.GenerickD.311701

Tregan.GenenckD.31170134

Trojan.GenenckD31170134

Trejan.GenerickD.31170134

rejanDownioade
Trogan (00533035¢e!
Ransom MalPack
Packed-FINIACAEAFIEIFFO

TroganWin32/Skeeyah Alrle

TI/GdSda.A

Trojanfuerbo

(TFE:S:QOQBIUNATXS)

heuristic
Packed Generic.525
Ransom PRINCESSLOCKER.E
BScope.T

ojan.Chapak

0l Nl

'Y

AhnLab-v3
Antiy-AVL

Avast

Baidu
CAT-QuickHea!
CrowdStrike Falcon
Cylance

Drweb

Endgame
ESET-NOD32
Fortinet

Ikarus

K7AntVirus
Kaspersky

MAX
McAfee-GW-Edition
Palo Alto Networks
Qihoo-360
Sophos AV
SUPERANtISpyware
Tencent
TrendMicro-HouseCall
Webroot

ZoneAlarm

LAl Al Sl A L Al A A A Ll

Win-Trojan/Gandcrzb04 Exp

Trojan/Win32 Fuerboos

Win32:Trojen-gen

2. Trojan WisdomEyes.16070401...,

Trojan.Chapak.ZZ5
alicious confidence 100% (W
Unsafe

Trojan.PWs Panda. 13495
alicious (high confidence)

a variant of Win32/Kryptik GILH
W32/ Kryplik. GINK!L

Trojan Wi

32.Cypt

005330

Trajan

Trojan-Ransom Win32.Enc

nalware (ai score=100)

BehavesLike Win32.Genericdc

yenesic.m!

Win32.TrojanEncederLpvi

Ransom PRINCESSLOCKER.B

W32 Adware.Gen

Trojan-RansemWin32.Encodere



=le Ublg glis g eulbliyl eyljg

2loy

&

whplele Ublg 5 gUs ¢ lojLu

Db S e g g g dlile oy S

Al 35S 0 gLS s g aloli 55 35 ge 153l BT 5 s s BT ) Slase Vsl Lol Jls s

S g b o b S 1 0T 03 13 2L cpl plolid 4 36

Clean

Clean

Dangerous:
Trojan.GenericKD. 31170134

Dangerous:
Trojan-Ransom Win32.Encoder.E

Dangerous:
Win32/Kryptik, GJLH

Dangerous:
Trojan.PWS Panda.13495

Clean

Dangerous:
Malware

Dangerous:
Trojan.GenericKD. 31170134

Clean

Dangerous:
Packed Generic.525

3
f

e

231902675

Q150

11.00

0992

112680251

110118

212

75.0.30

WegpaA

gl

sophos

f_secure

kaspersky

eset

drweb

clam_av

comodo

bitdefender

avast

symantec



