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, 26 items

Include in library ~

Share with ~

A

Name

Burn

HOW_TO_RESTORE_FILES.txt

New folder

Date modified

12/12/2018 1:41 A...

Type

Text Document

test (1).apk.protected

12/12/2018 1:41 A...

PROTECTED File

test (1).avi.protected
test (1).bmp.protected
test (1).DAT.protected
test (1).docx.protected
test (1).htm.protected
test (1).html.protected
test (1).jpg.protected
test (1).mkv.protected
test (1).mp3.protected
test (1).mpeg.protected
test (1).pdf.protected
test (1).ppt.protected
test (1).rar.protected
test (1).srt.protected
test (1).ts.protected
test (2).DAT.protected
test (2).mkv.protected
test (2).mp3.protected
test.mkv.protected
testmp4.protected
Zw.aViprotected
Zwl.bmp.protected
Zws. DAT.protected

Zws.docx.protected

12/12/2018 1:41 A...
12/12/2018 1:41 A...
12/12/2018 1:41 A...
12/12/2018 141 A...
12/12/2018 141 A...
12/12/2018 141 A...
12/12/2018 141 A...
12/12/2018 1.41 A...
12/12/2018 1.41 A...
12/12/2018 141 A..
12/12/2018 141 A..
12/12/2018 141 A
12/12/2018 141 A
12/12/2018 1:41 A...
12/12/2018 1:41 A...
12/12/2018 1:41 A...
12/12/2018 1:41 A...
12/12/2018 141 A..
12/12/2018 141 A...
12/12/2018 141 A...
12/12/2018 1:41 A...
12/12/2018 1:41 A...
12/12/2018 1:41 A...
12/12/2018 1:41 A...

PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File
PROTECTED File

864,500 KB
4,485 KB
45,740 KB
4,256 KB
579 KB
1KB

93 KB
1,015,201 ..
96,802 KB
864,500 KB
6,296 KB
307,219 KB
111,221 KB
31433 KB
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| HOW_TO_RESTORE_FILES.txt - Notepad = =
File Edit Format View Help
I SYSTEM SECURITY ALERT ! R

Your SERVER was tried to be attacked by an outsider.
Immediatly change your password, use a minimum of 8 characters in length.

A1l your personal files was encrypted with RSA public key (1024 bit) to SAVE them from a third party persons.
Now they are ENCRYPTED and SAFE!

To RESTORE all your files back immediatly, follow this few simple steps:

1) Our SECURE-SERVER service charge a payment for file decryption and preventing damage of your SERVER by 3th party persons;

2) After your SUCCESSFUL payment, write us an E-MAIL with your unique SERVER-ID and Payment ID;

3) Receive an DECRYPTION TOoOL from us back to your E-MAIL;

4) Run the tool on your SERVER and safe-decrypt all your files back to NORMAL state.

We STRONGLY RECOMMEND you NOT to use any other decryption tool, files will be LOST! Only our DECRYPTION TOOL can turn back your files.
We guarantee:

100% Successful restoring all of your files

100% Satisfaction guarantee

100% safe and secure service

As a proof, you can send us 1 file and we will DECRYPT it for free and send it back to you.

Our E-MAIL: secureserver@memeware.net

Payment type: Bitcoin

Ssumm: $900

Our wallet: 1cfMu2eknajfpnyvLbwR3m?jZRXujtx8Cm

Your SERVER-ID:
1EZTQTHWIMUFLD5SDGCDTIfu7Yyzs16eIozTIzmdIbg/IKVawdZvZMpLyv7 4X9AwBVDT+rtJ4FUUHHX0KZIe3DWQU tX51t4QzWyPL /AwwXPNmIe5SwPIrPendvgwCGYywZs 2AYgx
U33CH1phxd0zx9+dIJbn7DIGMCcFWEMCaeUOFLVXKauQsMctPLPr715/uDNnOMOBIB6 /k3NtTTuAoD2VETr17 dxZg2z5s+YKNyDBpYIybGIVO1T4kGQuURXJpUOHMawQO2t1ADCA
UCS5tiEGH/ZXZn+vxdoHGESLefEHTC19HU9/etDS6apHTe8XcOwi7BThCAaH1L+0TQhGZ30yE1J2xeZ0Zx] gEywXFgmw5cI4f2yq/pgTMsiyYqaopa/41g182t+2iNS9+kms+ot/
+ru5Cmtiv35qZ+U2SoMCntDIBYRFISQqVU0esQ4Teds gy jwbyv2ruwDuT5RCZF60ymEUVL cyAkPTDXZ 3L dkrwGvMyEDNUPABHekBOL k6m/Q/KDVnTSPqoMKnYioES55vdrugsaf
UpNiKNwFx1YDDRTt607vFab1yj7T2D81p+33fof vgN/C3UUADNouctiIG1opfOFUT6VG3PPM+bd2iTisXhI4Up1HYANS11Z0gYVinn/r/vyYxHQCV]jiPtTz+WEtx2Gwvrlbg/1
lafcgbuvsYs8wg=

For any questions, write us: secureserver@memeware.net
MEMEWARE SECURE-SERVER SYSTEMS (c) 2018
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Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

Summary Transactions
Address 1CiMUZ2eKnajfpnYVLbWR3m7jZRXujtx8Cm No. Transactions 10
Hash 160 7fead463a8bb37e93b08448a22aaf618a1f7b0462 Total Received 1.27148672 BTC
Final Balance 1.00580791 BTC
Request Payment Donation Button
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text:-88481A14 aWwindows: 5 DATA XREF: .text:off_481BF4jlo
text-ae461A014 unicode @8, <Windows>,8

-text:88481A24 aProgramFiles: 5 DATA XREF: .text:88481BF8lo
text-0046102Y unicode @, <Program Files>.@

.text:804081A48 aProgramFilesX8: 5 DATA XREF: .text:88481BFClo
.text:-00461A40 unicode @, <Program Files {x86)>.0

.text:884081A68 aRecycle_bin: 5 DATA XREF: .text:88481CA0L0
.text:-00461A68 unicode @, <$Recycle.bin>,@

.text:88481ADC String2: ; DATA XREF: sub_482617+F o
text:@0481ADC unicode 8, < delete shadows fall fquiet>,@
.text:88481B14 align 8

_text:00461E18 ; const WCHAR ApplicationMame

.text:80481B18 ApplicationName: ; DATA XREF: sub_482617+47 10
.text:00481B18 unicode 8, <{C:%Windows\sysnative\ussadmin.exe>,@
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LteAt:00402D356 loc_4682D36:
.text:08482D36
.text:-00402D38
.text:88482D3A
.text:88482D3F
.texdt:00402D43
text:a8482D44
Ltext:00402D4A
.text:a8482D40
.text:00402D4E
.text:88482D53
.text:-00402D57
.text:88482D58
.text:00402D5E
text:a8482D68
.text:00402D62
text:08482D64

text:00401390
.text:80481390
.text:00401390
.text:884813908
.text:80481390
text:00401390
.text:00401300
.text:00401390
text: 00401390
-text:00481390
text:00401390
.text:884813908
.text:00481390
text:00401390
.text:88481390
.text:00401390
text 00401390
.text:80481390
text:00401390
.text:884813908
.text:00481390
text:00401390
.text:88481390
.text:00401390
text 00401390
.text:80481390
text:00401390
.text:884813908
.text:00401390
text:00401390
.text:80481390
.text:00401390
.text:884813908
.text:80481390
text:00401390
.text:884813908

; CODE XREF: sub_4B82C5D+A2Tj

test al, BA7h

jz short loc_ 482D69

push offset a_protected ; ".protected”

lea eax, [esp+264h+FindFileData.cFileName]
push eax

call ds:Stritriv

test eax, eax

jnz short loc_482D69

push offset aHow to_restore ; "HOW TO RESTORE FILES.t=t™
lea eax, [esp+264h+FindFileData.cFileName]
push eax ; 1lpString1

call ds:lstrcmpl

test eax, eax

jz short loc_482D69

mou ecx, esi ; 1lpExistingFileMame
call sub_4829B8

il odalie LU 25 n gl 3 ol gl pliy LU o

P ' ,8Dh, BAh
'Your SERUVER was tried to be attacked by an outsider.',8Dh,Bah
'Immediatly change your password, use a minimum of 8 characters in*
' length.',8Dh,B8Ah

8Dh, 8AK

'All your personal files was encrypted with RSA public key (1024 b*"

'it) to SAVE them from a third party persons. ',8Dh,BAh

'‘Mow they are ENCRYPTED and SAFE?!",8Dh,B8Ah

80h, BAN

'To RESTORE all your files back immediatly, follow this few simple’
steps:*®,80h, 8Ah

8bh , BAh

‘1) Our SECURE-SERVUER service charge a payment for file decryption®
and preventing damage of your SERVER by 3th party persons;’,8Dh,8Ah

'2} After your SUCCESSFUL payment, write us an E-MAIL with your un®

‘ique SERVER-ID and Payment ID;',8Dh,BAh

'3} Receive an DECRYPTION TOOL from us back to your E-HAIL;',8Dh,8Ah

'4)} Run the tool on your SERVER and safe-decrypt all your files ba"

'ck to HORMAL state.®,B8Dh,BAh

8bh , BAh

'We STROMGLY RECOMHMEND you NOT to use any other decryption tool, f°

‘iles will be LOSTY! Only our DECRYPTION TOOL can turn back your fi®

‘les.',8Dh, Bfh

8Dh, BAh

'We guarantee:’,8Dh,BAh

8Dh, BAK

'188% Successful restoring all of your files',BDh,BAN

'180% Satisfaction guarantee',8Dh,B8Ah

'188% Safe and secure seruvice',B8Dh,BAh

80h, BAh

'As a proof, you can send us 1 Ffile and we will DECRYPT it for fre"
‘e and send it back to you.’,8Dh,B8Ah
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-text:008482C5D FindFileData
-text:88482C5D 1pThreadParameter= dword ptr B8

.text:00402C5D
text:08402C5D
-text:08482C5E
text:00402C60
-text:08482C63
text:-00402C69
-text:084082C6A
text:00402C70
-text:-08482C71
text:-00402C72
-text:-08482C77
text:-00402C79
-text:08482C7B
text:00402C7C
-text:-08482C82
text:00402C84
-text:-084082C86
.text:00402CEC
-text:08482C8F
text:00402C04
-text:-08482C99
text:00402C9A
-text:08482CANA
.text:00402CA3
-text:-08482CA7
.text:00402CAB
-text:08482CA9
text:00402CAF
-text:-08482CB2
.text:00402CESB

-text:084082CBA

= WIN32_FIMD_DATAW ptr -256h

push
mowv
and
sub
push
mowv
push
push
push
push
call
push
call
mowv
test
jz
push
push
push
push
call
add
lea
push
push
call
cmp
jz
moy

ebp

ebp, esp

esp, BFFFFFFF8h

esp, 254h

ebx

ebx, ds:GetProcessHeap

esi

edi

1883Eh ; duBytes

8 5 duFlags
ebx ; GetProcessHeap

eax 5 hHeap
ds:HeapAlloc

esi, eax

esi, esi

loc_A4B82DB9
[ebp+1pThreadParameter ]
offset as HE AN
7FFFh

esi

ds:zunsprintfy

esp, ‘18h

eax, [esp+26Bh+FindFileData]
eax ; 1pFindFileData
esi ; 1pFileHame
ds FindFirstFilew

eax, BFFFFFFFFh

loc_4B82DAD

ebx, eax

6“3_:240 BL. J_'.!'Z‘."" e el 0 enlanad LQJ..».L‘B 6}‘J§Jﬁ) L;\J" J'.’.) IS dxlad BL CryptEncrypt CU )\

text: 08402000 loc_4B2A8D:
-text:0040200D
-text:80482018
-text:080482A012
-text:004082A013
-text:004082A16
-text:00402A18
-text:004082A1A
-text:o04082A1D
-text:00482A1E
-text:00482A1F
-text:80402A208
-text:-00482A22
-text:-00482Aa23
-text:-00482A029
-text:-00482Aa2F
-text:00482A308
-text:08482A35
-text:-08482A37
-text:-08482A38
-text:08482A3A
-text:-08482A3F
-text:A8482A48
text:AB48Z2A46
-text:a0482A49
-text:AB048Z2A40
-text:A0482A52
-text:A0482A55

mou
mou
inc
sub
jnz
push
lea
push
push
push
push
push
push
call
push
push
push
push
push
push
push
call
mou
cmp
jz
mou
mou

el 0l oslais| CreatefFile @U Sl e LB

al, [edx+ecx]

; CODE XREF: sub_4829B8+5E}j

[ecx], al

BCX

esi, 1

short loc_482008D0

38h ; duwBuflLen

eax, [ebp+pdwDatalen]

eax ; pduDatalLen

edi ; pbData

esi ; duFlags

1 ; Final

esi ; hHash

phKey ; hKey

ds:CryptEncrypt

esi ; hTemplateFile

88h ; duwFlagsAndAttributes
3 ; duCreationDisposition
esi ; lpSecuritynttributes
1 ; dwShareMode
ACAABAAAAKL ; dubDesiredAccess

ebx ; 1pFileHame

ds:CreateFileW

[ebp+hFile], eax
eax, OFFFFFFFFh

loc_hB2C47

[ebp+var_14], esi
[ebp+var_18], esi



=le Ublg glis g eulbliyl eyljg

2loy

&

el Ubl g gl ¢ ojLu

AS aalas S e ealitd Lo b (65108 55 IS (5108 505 sl i+ ATRSA (25 U1 51l BIzL ol

text:00403004 loc_L483004:
-text:-08483004
.text:00403009
-text:-0840300A
.text:00403 008
-text:0840308E
.text:064683010
-text:-084083016
.text:00403061C
-text:-08483021
.text:00403023
-text:084083025
.text:00403027
-text:-08408302A
.text:00403 02D
-text:-08483032
.text:00403033
-text:-084083039
.text:0040303C
-text:-0848303D
.text:0040303E
-text:08483048
.text:00403 041
-text:08403042
.text:00403 048
-text:0840304A
.text: 00403040
-text:0840304F
.text:004083050
-text:-084083056
.text:0040305B
-text:88483085C

push
push
push
push
push
push
call
call
mowv
test
jz
moy
lea
push
push
lea
mowv
push
push
push
push
push
call
test
jz
moy
push
lea
call
pop
mowv

il o a3 pl o by e 25

CODE XREF: start+571j

offset phKey 5 phKey

ebx ; duFlags

ebx 5 hPubKey
dword ptr [esi+8] ; dwDatalLen
duord ptr [esi] ; pbData
hProu ; hProuv
ds:CryptImportKey

sub_4@61F7 @

edi, eax

edi, edi

short loc_4830868

ec®, [esi+BCh]

eax, [ebp+pdwbDatalen]

288h 4096 Bit ; duBuflLen

eax 5 pduDatalen
eax, [ebp+pbData]
[ebp+pdwDatalen], ecx

eax ; pbData

ebx 5 duFlags

1 : Final

ebhx s hHash

edi ; hKey
ds:CryptEncrypt

eax, eax

short loc_483861
edx, [ebp+pduwDatalen]

ecx
ecx, [ebp+pbData]
sub_4B1E2F

ecx

1pBuffer, eaz

&) — VYL RSA V':'UJ_Q‘ 3 )‘J'._é‘GL_g o= ‘d;s\j_ﬁ-cL_g (’L&’i 03 el b V'>L€’° slesl b

k:N.»:‘ a>}5 ealaal LAJ.:Le LS‘)‘K}")

el ol eslixal Lo B 05,5 (gl gome 0Ll 9 (gl 5 IS ankad )

.text:00402AE1 loc_4O2AE1:
-text:80482AE1
.text:00402AE3
-text:98482AEY
text:00402AE7
.text:98482AES
text:00402AED
-text:98482AEE
text:00402AEF
-text:98482AF5
text:00402AF8
-text:08482AFA
text:00402AFD
-text:98482AFF
.text:08402B01

; CODE XREF: sub_4B29B8+1Dh}j

®xor eax, eax
push eax ; lpOverlapped

lea eax, [ebp+HumberOfBytesRead]

push eax s 1oHu

[push 2888h10240 Byte ; nNumherﬂFBytesTuReadI
push ebx ; lpBufter

push edi ; hFile

call ds:ReadFile

mou ecx, [ebp+HumberOfBytesRead]

Ror eax, eax

mou [ebp+uvar_18], ecx

cmp ecx, eax

jbe short loc_482B5B

mou edi, eax

odl szﬁndix CJJFmits_A aJ_JLy$ LAL}i@ )\ S e )\JﬁA QJ?:;LSA c.meﬁ~o‘YQ RS D S )‘Qaitxﬁ

el e Jasiie o 3 g e atds BB s )5 aS e e IS andad s g aels] s o
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-text:08482BCE
-text:08482BCE
-text:00482BCF
-text:08482BD1
-text 984082804
-text:88482BDS
-text:004082BDE
-text:08482BDE
-text:-984082BEQ
-text:08402BE1
-text:-00402BEL
-text:00482BES
-text:08482BEY
-text:00482BES
-text:00402BEE
-text:-98482BF1
-text:-90402BFL4
-text:00482BFA
-text:08482BFF
-text:-aa4p2Cca1
-text:00482C03
-text:-884082CH4
-text:06482C 00
-text:aa482cec
-text:88482CAHE
-text:-984082C10
-text:08482C15
-text:00482C16
-text:08482C18
-text:-984082C20
-text:-98482C21
-text:08482C27
-text:08482C2A
-text:08402C2E
-text:88482C2C

lea eax, [ebp+HumberOfBytesRead]

push eax ; lpHumberOfBytesWritten
push 4 ; NHumberOfBytesTollrite
lea eax, [ebp+Buffer]

push eax : lpBuffer

push [ebp+hFile] ; hFile

call ds:WriteFile

®or eax, eax

push eax ; lpOverlapped

lea eax, [ebp+HumberOfBytesRead]

push eax ; 1pHumberOfBytesWritten
push 38h ; NHumberOFfBytesTolWrite
push edi ; lpBuffer

push [ebp+hFile] ; hFile

call ds:iriteFile

push [ebp+hFile] ; hobject

call ds:CloseHandle

push 1883Eh ; duBytes

push 8 ; dwFlags

call esi ; GetProcessHeap

push eax ; hHeap

call ds:HeapAlloc

mowv esi, eax

test esi, esi

jz short loc_4B2C45

push offset a_protected ; "_protected"

push ebx

push offset ass  UESEST

push ¥FFFh

push esi

call ds:unsprintfy

add esp, 14h

push esi ; lpHewFileHName

push ebx ; 1pExistingFileHame
call ds :HoveFilel
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CR || test (1).mp3.bin X AW [ test (1).mp3.pr.. X History
p p3.p
=
1% || nooooooo | 00 01 02 03 04 077 | 00000000 Ch\Users'\AdmintDesktopitest (1). mp3 pru:utected bin i|
=)
dz 0ooooooa 44 33 03 000 0ooaoooan a2 6e 3d 54 f
£ [2] . £ Default
I—— | 00000010 00 55 00 00 01 £ 00000010 cd3 50 &7 38 &
g 0ooooo2a0 06 34 06 45 08 2 0ooooo2a0 dd 10 8d e4 84 0 @ Open
'E 00000030 06 45 06 47 08 2 00000030 df £3 &6d 87 14 b
g 00000040 06 20 00 28 06 4 00000040 27 52 fa 03 485 2
’_‘-‘._e 00000050 o0 2f 06 cc 06 2 00000050 38 d9 f8 df fa 1 —
l;.; 0oooooen 06 45 06 47 08 2 0oooooen 12 ee 189 c6 e2 6 {DH'S‘ED’T ECDPY 8.
=3 00000070 ik 00 00 01 ££f £ 00000070 1f £f4 cc 3e ab 3 .
E Selection 1 x
3 0oooooean 20 00 41 00 76 0 0oooooen 2f al 9b ea d0 1
o | o] e
E 00000090 68 00 €1 00 72 0 00000090 38 0c 05 7c 55 Z E d 2 it
<.
& 00o0000a0 77 00 57 00 2e 0 00o0000a0 54 42 &9 0c 40 8 R T
= 000000k0 75 00 73 00 &9 0 000000k0 g7 22 f1 Bl =a% 35 -
= | Total Size Mo sele
0000000 45 32 00 00 00 4, 0000000 b ec 55 73 68 6 .,
@ Fragments Mo sele
m || < > < »
=1]
< |File Comparison J =
2 |g 2
: ||| & 6| @
— | Type Offset (Source) Offset (Dest) Size
Matched 10,240 10,240 4,581,532
{
EE (| ™[ 7 test (1).mkwbin - x W[ 7 test (1).mkv.protected.bin X
éj 0ooooooo | 00 01 02 03 04 05 06 07 0, | 0ooooooo | 00 01 02 03 04 05 06 07 08 09 0a Ob [,
3 | oooooooo | BBl 4s af a3 a3 42 s6 el o oooonooo | [BE]30 £6 77 1a c4 12 ed c0 09 43 67 ¢
= npooooolo | 04 42 £3 B1 0B 42 B2 82 & 00000010 | 47 75 Of d6 94 a5 dc 37 21 51 63 95 ¢
g 00000020 | 42 87 21 04 42 85 81 02 1 00000020 | 14 £0 98 47 £6 72 eb a8 82 35 £f 50 &
% || cooooo30 | 34 ©3 ecc b4 11 4d 9b T4 & 00000030 | b2 59 #a 64 0 ee bb 66 19 Zb 23 dl ¢
= || ooooooso | 49 a9 66 53 ac 82 10 03 & 00000040 | 86 de &4 £3 £1 a0 90 db 65 98 82 54 I
~ )l 00000050 | ae b 53 ac 82 10 c7 4d Hl 00000050 | Se 1d 22 a7 11 a6 17 69 b6 bl ed £4 ¢
(3| oooooo60 | 6b 53 ac 84 34 c3 Se e e v | ooooooso | 59 £0 Sd 24 a4 bd 18 80 55 46 d7 ad v
=« > < >
% File Comparison I =
=
ERl X e R
E._c Type Offset (Source) Offset (Dest) Size
&
b
E—, 834,211,154 10,883
E
g 884,211,571 11,300
Q
885,211,229 12,960
Matched 885,211,646 14,338 2,085 L
885,212,480 15,423 1,252 i
Matched 885,213,732 885,213,732 33,476 b
Ready Offset: 00000000 (0) Size: (x34c3cdc (885,247, 260): 844,24 MB Hex bytes, 16, Default ANS| OVR I
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t:-084027AC
t:-084027AD
t:-084027AF
t:084027B2
t:004027B8
t:084027BD
t:ee4027C0
t:084027C3
ft- 06482706
t:084027CC
t:-084027CF
t:084027D2
t:-004027D8
t:-084027DD
t:004027E0
t:084027E3
t:-004027E9
t:084027ER
t:084027ED
t:004027F 0
t:-004027F6
t:084027FB
t:004027FE
t:00402804
t:-00402805
t:08402808
t:- 008402800
t:0840280E
t:0040280F
t:00402810
t:0e0402811
t:00402814

AL o Cend ol bg e 53 US axded 50 el |

push ebp

mov ebp, esp

sub esp, 18h

call ds:GetUserDefaultLangID
mau ecx,| ¥19h

movzx eax, 4ax

mov [ebp+var_ 8], ecx

cmp ax, cx

jz loc_408288D

add ecx, 26h

cmp ax, cx

jz loc_48288D

mau ecx, |423h

mov [ebp+uar_L], ecz

cmp ax, cx

jz loc_48288D

dec BCx

mov [ebp+var_18], ecx

cmp ax, cx

jz loc_4B288D

moy ecx,@

cmp ax, cx

jz loc_408288D

push ebx

mov ebx, ds:GetKeyboardlLayoutlList
b{ild eax, eax

push esi

push edi

push eax ; 1lpList
push eax 5 nBuff
mov [ebp+var_1], al

call ebx ; GetKeyboardLayoutlList

@L_’JEM)J bj_>- CA_:,}L&Q dl_ﬁLﬂ)‘kf'_i)‘Jg‘CL U’i‘ A eala yﬁJﬁWﬁ 45)}.10.;“

text:004028D2 loc_L4828D2:

-text:-084828D2
.text:004028D8
-text:084828DE
.text:004028DF
-text:084028ES
text:004028E7
-text:084028E9
text:004028EF
-text:-084828F8
.text:004028F2
-text:-084028F8
text:004028FA
-text:084028FD
text:004028FF
-text:-a84682901
.text:00402962
-text:-0840829068
.text:004029089

push
lea
push
call
test
jnz
push
push
push
call
mowv
cmp
jz
push
push
call
push
call

:fogLSA odalis Jij Jijﬁaj‘)s‘) Coaond d}i‘4f l’JHJﬁ IS dalad 'JJ*:LSA u_isjln

; CODE XREF: sub_482893+82]15
ds:off_4B1CBC[edi] ; 1pString2?
eax, [ebp+pe.szExeFile]
eax ; 1pString1
ds:1lstrcmpl
eax, eax
short loc_48298F
[ebp+pe.th32ProcessID] ; dwProcesslid

eax : bInheritHandle
1 ; duDesiredAccess
ds:0penProcess

ebx, eax

ebx, BFFFFFFFFh
short loc_48298F

1] ; uExitCode
ebhx ;s hProcess
ds:TerminateProcess

ebx ; hObject

ds:CloseHandle

2loy
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VirusTotal <lele =>4 5

4 3 VirusTotal wlole 3 595 g0 S5l 5T 5 wg s BTV S1EE 5550 slias L il Jl= o

Ad-Aware

ALYac

Avast

Avira

Bkav

CrowdStrike Falcon
Cylance

Emsisoft
ESET-NOD32
Fortinet

Ikarus

K7GW
Malwarebytes
McAfee

Microsoft

Palo Alto Networks
Qihoo-360

Sophos AV
Symantec
Trapmine
TrendMicro-HouseCall

VIPRE

PeEP PP PEPEPEPEPRPPPPPEEDPDDPP

S o b o b S 1 0T 0 IBIEL cpl bl

Gen:HeurZard.2
Trojan.Ransom.Filecoder
Win32:Malware-gen
HEUR/AGEN.1038376
W32.AlDetectVM.malware
malicious_confidence_70% (W)
Unsafe

Gen:HeurZard.2 (B)

awariant of Win32/FilecoderNTL
W32/FilecoderNTL!tr
Trojan-Ransom. FileCoder
Trojan ( 005425ed1 )
Ransom.FileCryptor
Artemis!5A43D20B5CEC
TrojanWin32/Occamy.C
genericml
Win32/Trojan.Ransom.1bd
Mal/EncPk-ZC

MLAttribute. HighConfidence
malicious.moderate.mlscore
Ransom.Win32Z0UTSIDER. THABADAH

TrojanWin32.Generic!BT

'Y

AhnLab-v3
Arcabit

AVG
BitDefender
Comodo
Cybereason
Drweb
eScan
F-Secure
GData
K7AntiVirus
Kaspersky
MAX
McAfee-GW-Edition
NANO-Antivirus
Panda
Rising
Sophos ML
Tencent
TrendMicro
VBA32

ZoneAlarm

PP PPPEPEEDPDDDPD

Malware/Gen.Generic C2883682
Trojan.Zard2

Win32:Malware-gen
Gen:HeurZard.2
Malwareg#bhud2exbarru
malicious.b5cBoc
Trojan.Encoder.26800

Gen:Heur Zard.2

Gen:Heur Zard.2

Gen:Heur Zard.2

Trojan (005425ed1 )
Trojan-Ransom.Win32.Cryptor.cdk
malware {ai score=87)
BehavesLike Win32.Upatrelm
Trojan.win32.Encoder.fkxgvm

Trj/GdSda.A

Malware Heuristic!ET#92%
(RDM+:cmRtazojBVocGRHxE3j2XFLN. ..

heuristic

Win32Trojan.CryptorSwbb
Ransom.Win32.0UTSIDER. THABAOAH
BScopeTrojan.Dynamer

Trojan-Ransom.Win32 Cryptor.cdk
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Dangerous

Dangerous
Trojan.Encoder. 26800

Dangerous
a variant of Win32/Filecoder NTL trojan

Dangerous
Win32:Malware-gen|PE3-DB2CA8DFO0001 D459A15AF557B790400|trojWin32:Eve-gen

Dangerous
Mal/EncPk-ZC

Clean

Clean

Dangerous
Heur AdvMLC

Dangerous

Dangerous
Gen:Heur.Zard.2(DB)

Clean

Dangerous
Gen:Heur.Ransom.Imps.1

Clean

Dangerous

g BT

comodo

drweb

avast

sophos

fprot

wlugal

symantec

kaspersky

escan

clamav

fsecure

mcafee

bitdefender
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