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SYSTEM GRANT

PROFILE

DATABASE LINK

PUBLIC DATABASE LINK

PUBLIC SYNONYM

SYNONYM

DIRECTORY

SELECT ANY DICTIONARY

GRANT ANY OBJECT PRIVILEGE
GRANT ANY PRIVILEGE

DROP ANY PROCEDURE

SYS.AUD$

PROCEDURE

ALTER SYSTEM

TRIGGER

CREATE SESSION

CREATE USER

ALTER USER

DROP USER

CREATE ROLE
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ALTER PROFILE

DROP PROFILE

CREATE DATABASE LINK

ALTER DATABASE LINK

DROP DATABASE LINK

CREATE SYNONYM

ALTER SYNONYM

DROP SYNONYM
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DROP PROCEDURE/FUNCTION/PACKAGE/PACKAGE BODY

ALTER SYSTEM

CREATE TRIGGER
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SELECT USERNAME
FROM DBA USERS WITH DEFPWD

WHERE USERNAME NOT LIKE '$XS$NULL%';

A ol ooz ool s Lo QT P i 05l5,05 a5 60,5 sl U 5 ceed (593 Hews Izl L
1g3kw pylio
2200 J“""’U ‘) Lg)g)lf Lgl.a:[alj 0319)35 O‘gSGQ 2 ‘_glas ui’ﬁ) )1 salasu l;

)9,'1..'.»0 &ﬁwd[ﬂc)b)ﬁbu‘f)sw)d ooy el d,.JLo.) 6;3)5 Lglmﬁb)‘g_i:)ﬂb‘_g‘f °

9 12l 0319,35 i sl 2

PASSWORD <username>

05lg,d5 a5 IS o 4y g olm! Bolal Ojee a1, (sloslg 05 lei o ) Can Sl 5l eolaiul b @

Bl plaislwls b3 i

begin

for r user in

(select username from dba users with defpwd where username not
like 'SXS$SNULLS')

loop

DBMS OUTPUT.PUT LINE ('Password for user '||r user.username]||"'

will be changed.');

execute immediate 'alter user "'||r user.username||'" identified
by "'||DBMS RANDOM.string('a',16)||'"account lock password expire';
end loop;

end;
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sl A 93] 0y 0
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘APEX 040000" AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t

o _raw(‘oracle’) || hextoraw(substr (spare4,43,20)), 3)))
union
SELECT ‘defaultpwd2’ FROM sys.user$ WHERE name = ‘APEX 040000’ AND

password=‘EE7785338B8FFE3D’ ;

(s ilwpglio

Db oo S B0z ladie 4 0315,05 <5 gtws sl L

ALTER USER “APEX 0400007 IDENTIFIED BY "<new password phrase>";

APPQOSSYS w5 Gl V-)-Y
<l (Quality of Service) wleos coaS b lag o sl olod SIe APPQOSSYS (6 1,15 lus>

ool A g5 0y g

051,35 ! 5l eMbl .08 5 co ciiie APPQOSSYS (6,5 Clus 4y 00,8 i 0519,35 s (yloj o
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘APPQOSSYS’ AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o _raw (‘appgossys’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE wusername =
‘APPQOSSYS’ ;

16 jlwpglie

Db oo S Bz Jladie 4 0315,05 (5 jetws sl L

ALTER USER “APPQOSSYS” IDENTIFIED BY “<new password phrase>“;

CTXSYS ‘Sﬁ)lf olus y-y-v

.l Oracle Text 00 CTXSYS 5,5 Clus

ol Az i g g

Q5$45ﬁ)5\+LM>(Jﬂtsujy;ojooUﬁMJ;yudg;z;odﬂyuf

tel®d Camisg 3l eI

LJ_" Lg‘)_>‘ ‘._, 4_>UL..> Q}.wdn oola_l F=3) ULQ_M:): )| 6).’)[5 uLm.} LJ"‘ (51*3 w.’uaa )‘ &)Lb‘ ‘_g‘).:
S Sl ol el adg Fuly oleie o defaultpwd3 | 4 defaultpwd2 defaultpwdl «ylows

SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘CTXSYS’” AND

substr (spared, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o raw(‘ctxsys’) || hextoraw(substr(spare4,43,20)), 3)))

union

AR\
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SELECT ‘defaultpwd2’ AS defaultpassword FROM sys.user$ WHERE name =
‘CTXSYS’” AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o _raw(‘change on install’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd3’ FROM dba users with defpwd WHERE username =
‘CTXSYS' ;

16 jlwpglie

Db oo i Bz Jladie 4 0315,05 (5 etws sl L

ALTER USER “CTXSYS” IDENTIFIED BY “<new password phrase>"“;

DBSNMP ¢ »,5 ol V-)-F

o pae sl (Oracle Enterprise Manager) Js1,l co pos o9 fawly lawgs DBSNMP (6 IS Clu>
3505 o )5 ookl 590 ST 0 Shas &l

FEVN PICI /RN

33,5 e DBSNMP (5,5 LS Clas i (25,8 iy 055,08 Cenl (San o JS1,] cocti 0950 4y s
sl bl i) (628 Sl (nl slojozme jlosliial sgm 4 joxie Wil oo 035,35 51 e
¢ (hashed password <l 5 IS lu 05lg,35 ouls (5 5lwp o

sl Comdg 31 £

o=l Sl b azsliz 0g-d oo ooliinl 1o plowp 516yl Clas cnl (b Sy 5l Bl (sl
03l9,05 sl (6,08 Gl ) s adgs uly yleie 4 defaultpwd2 | defaultpwdl «ylows

SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘DBSNMP’ AND

substr (spared, 3,40) =

rawtohex (utl raw.cast to varchar?2(sys.dbms crypto.hash(utl raw.cast t
o _raw(‘dbsnmp’) || hextoraw(substr(spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘DBSNMP' ;
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ALTER USER “DBSNMP” IDENTIFIED BY “<new password phrase>";
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘DIP’” AND

substr (spare4d, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o raw(‘dip’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘DIP’;

16 jlwpglie
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ALTER USER “DIP” IDENTIFIED BY “<new password phrase>"“;
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘EXFSYS’” AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o _raw(‘exfsys’) || hextoraw(substr (spare4d,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘EXFSYS';
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ALTER USER “EXFSYS” IDENTIFIED BY “<new password phrase>"“;

MDDATA 5,5 cluws  )-)-Y
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘MDDATA’ AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o raw('‘mddata’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘MDDATA' ;
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ALTER USER “MDDATA” IDENTIFIED BY “<new password phrase>“;

MDSYS 0,5 clus Y-Y1-A
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘MDSYS’ AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o raw(‘'sys’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ AS defaultpassword FROM sys.user$ WHERE name =
‘MDSYS’ AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o raw('‘mdsys’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd3’ FROM dba users with defpwd WHERE username =
‘MDSYS' ;

(s ilwpglio

b oo s Bz ladie 4 0315,05 <5 gtws sl L

ALTER USER “MDSYS” IDENTIFIED BY “<new password phrase>"“;

LBACSYS ‘Sﬁ)lf olus y-3-4
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ol dar gl g
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘LBACSYS’ AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o _raw(‘lbacsys’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE wusername =
‘LBACSYS' ;

16 jlwpglie
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ALTER USER “LBACSYS” IDENTIFIED BY “<new password phrase>"“;

OLAPSYS (¢ y)lf Gls  )-)-) -
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P2 059,05 ghils (6 ) Gl pl wgd adgi Fwly oleie 4 defaultpwd2 | defaultpwdl

SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘OLAPSYS’ AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o_raw('‘manager’) || hextoraw (substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘OLAPSYS' ;

16 jlwpglie
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ALTER USER “OLAPSYS” IDENTIFIED BY “<new password phrase>"“;

ORACLE_OCM (5 5,5 Glus  V-1-1)
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘ORACLE OCM’ AND

substr (spare4d, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o _raw(‘oracle ocm’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘ORACLE_OCM’ ;

(s ilwpglio

Db oo S Bz ladie 4 0315,05 <5 gtws sl> 1L

ALTER USER “ORACLE OCM” IDENTIFIED BY “<new password phrase>";
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘ORDDATA’ AND

substr (spare4d, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o _raw(‘orddata’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘ORDDATA' ;

‘s ilwpglio

Db oo S Bz ladie 4 0315,05 <5 gtws sl L

ALTER USER “ORDDATA” IDENTIFIED BY “<new password phrase>"%;
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘ORDPLUGINS’ AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o _raw(‘ordplugins’) || hextoraw (substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘ORDPLUGINS' ;

(s ilwpglio

b o et > lade 4y 05l9,35 < g jeiws s>l b

ALTER USER “ORDPLUGINS” IDENTIFIED BY “<new password phrase>";
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.l Oracle Multimedia ,,0. ORDSYS (5,5 Clus>
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘ORDSYS’ AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o raw(‘ordsys’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘ORDSYS’ ;

16 jlwpglie

Db oo S Bz Jladie 4 0315,05 (5 jetws sl L

ALTER USER “ORDSYS” IDENTIFIED BY “<new password phrase>“;

OUTLN ‘Sﬁ)lfylao Y-V-40
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Py 0519,05 l)ls (6 ) Gl (pl gl adgi by leie 4y defaultpwd?2 L defaultpwdl

SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘OUTLN’ AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o _raw(‘outln’) || hextoraw(substr (spare4,43,20)), 3)))

union
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SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘OUTLN' ;

16 jlwpglie

b o yedd o lade 4y 05l9,35 (5 e sl L

ALTER USER “OUTLN” IDENTIFIED BY “<new password phrase>“;

OWBSYS_AUDIT 0,5 Gl V-1V F
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘OWBSYS AUDIT’ AND

substr (spare4d, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o _raw(‘owbsys audit’) || hextoraw (substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘OWBSYS_ AUDIT';

16 jlwpglie
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ALTER USER “OWBSYS AUDIT” IDENTIFIED BY “<new password phrase>";
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘OWBSYS’” AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o _raw(‘owbsys’) || hextoraw(substr (spare4d4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘OWBSYS' ;

16 jlwpglie

b o et > lade 4y 05l9,35 < g jeiws s>l b

ALTER USER “OWBSYS” IDENTIFIED BY “<new password phrase>"“;

SI_INFORMTN_SCHEMA (5,5 wlws  1-)-1A
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
*SI _INFORMTN SCHEMA’ AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o raw(‘'si informtn schema’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘SI_ INFORMTN SCHEMA’;

16 jlwpglie

Db oo S Bz Jladie 4 0315,05 (5 jetws sl L

ALTER USER “SI INFORMTN SCHEMA” IDENTIFIED BY “<new passwordphrase>"“;

SPATIAL_CSW_ADMIN_USR 1,5 clus  1-1-14
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ol Az il g g
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘SPATIAL CSW_ADMIN USR’ AND

substr (spare4, 3,40) =
rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o raw('‘spatial csw_admin usr’) || hextoraw (substr (spare4,43,20)),

3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘SPATIAL CSW_ADMIN USR’;

16 jlwpglie

b o et > ok 4y 05l9,35 <5 jeiws s>l L

ALTER USER “SPATIAL CSW ADMIN USR” IDENTIFIED BY "“<new password
phrase>"“;

SPATIAL_WFS_ADMIN_USR (6 ,i5 wluws>  V-)-Y-
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘SPATIAL WFS ADMIN USR’ AND

substr (spare4, 3, 40) =
rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t

5 Web Feature Service
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o raw('‘spatial wfs admin usr’) || hextoraw (substr (spare4,43,20)),

3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =

‘SPATIAL WFS_ADMIN USR’;

16 ilwpglio
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ALTER USER “SPATIAL WFS ADMIN USR” IDENTIFIED BY "“<new password
phrase>"“;
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘SYS’ AND

substr (spared, 3,40) =

rawtohex (utl raw.cast to varchar?2(sys.dbms crypto.hash(utl raw.cast t
o_raw('‘manager’) || hextoraw (substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ AS defaultpassword FROM sys.user$ WHERE name =
‘SYS’ AND

substr (spared, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o _raw(‘change on install’) || hextoraw(substr(spare4,43,20)), 3)))

union
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SELECT ‘defaultpwd3’ AS defaultpassword FROM sys.user$ WHERE name =
‘SYS’ AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o raw(‘d syspw’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd4’ FROM dba users with defpwd WHERE username =
‘8YS’;
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ALTER USER “SYS” IDENTIFIED BY “<new password phrase>"“;
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘SYSTEM’ AND

substr (spared, 3,40) =
rawtohex (utl raw.cast to varchar?2(sys.dbms crypto.hash(utl raw.cast t
o_raw('‘manager’) || hextoraw (substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ AS defaultpassword FROM sys.user$ WHERE name =
‘SYSTEM’ AND
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substr (spare4, 3,40) =
rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o raw(‘d systpw’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd3’ FROM dba users with defpwd WHERE username =
‘SYSTEM' ;
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ALTER USER “SYSTEM” IDENTIFIED BY “<new password phrase>"“;
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘WK_TEST’ AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o raw(‘wk test’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘WK_TEST';
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ALTER USER “WK TEST” IDENTIFIED BY “<new password phrase>";
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name
‘WKPROXY’ AND

substr (spare4, 3, 40) =
rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o _raw(‘change on install’) || hextoraw(substr(spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ AS defaultpassword FROM sys.user$ WHERE name
‘WKPROXY’ AND

substr (spare4, 3, 40) =
rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o _raw (‘wkproxy’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd3’ FROM dba users with defpwd WHERE username =
‘WKPROXY' ;
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ALTER USER “WKPROXY” IDENTIFIED BY “<new password phrase>"%;
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘WKSYS” AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o raw(‘wksys’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘WKSYS' ;
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ALTER USER “WKSYS” IDENTIFIED BY “<new password phrase>";
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘WMSYS’ AND

substr (spared, 3,40) =
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rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o _raw(‘wmsys’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ FROM dba users with defpwd WHERE username =
‘WMSYS' ;
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ALTER USER “WMSYS” IDENTIFIED BY “<new password phrase>"“;
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SELECT ‘defaultpwdl’ AS defaultpassword FROM sys.user$ WHERE name =
‘XDB’ AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o raw(‘'xdb’) || hextoraw(substr (spare4,43,20)), 3)))

union

SELECT ‘defaultpwd2’ AS defaultpassword FROM sys.user$ WHERE name =
‘XDB’ AND

substr (spare4, 3,40) =

rawtohex (utl raw.cast to varchar2(sys.dbms crypto.hash(utl raw.cast t
o _raw(‘change on install’) || hextoraw(substr(spare4,43,20)), 3)))

union
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SELECT ‘defaultpwd3’ FROM dba users with defpwd WHERE username =
‘XDB' ;
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ALTER USER “XDB” IDENTIFIED BY "“<new password phrase>"“;
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SELECT USERNAME
FROM ALL USERS

WHERE USERNAME IN ('BI','HR','IX',6'OE','PM',6 'SCOTT','SH');
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$ORACLE HOME/demo/schema/drop sch.sqgl

DROP USER SCOTT CASCADE;
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SELECT username FROM all users WHERE username = ‘BI’;
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DROP USER “BI” CASCADE;
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SELECT username FROM all users WHERE username = ‘HR’;
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DROP USER “HR” CASCADE;
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SELECT username FROM all users WHERE username = ‘IX’;
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DROP USER “IX” CASCADE;
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SELECT username FROM all users WHERE username = ‘OE’;
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DROP USER “OE” CASCADE;
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SELECT username FROM all users WHERE username = ‘PM’;
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DROP USER “PM” CASCADE;

SCOTT & 900 ‘5).3)15 olus V\-Y-#

O;LSA )‘)9 oolaz! S99 JS‘)‘ Sl PRI EL Y (5LQJLAA )‘ 6)[M¢.) 3o SCOTT <U5.o.: ng:)ls \_)LM>

el dar o3 s agd
MLl s jls (53 i 031935 S el slml s (yloj j0 Cenl (S a5 SCOTT diges (5 )5 Clus
aS o)l Jlim! puizan 05h (6,05 Clus (pl slajeoe 5l oolaiul g 4y i Wilgi oo 0519,35 ol

3 9lm Cewd 5 15 00ls oL j0 D92 90 e Slrosld plus Ay s wd Jemme ik 4 (60,5 Clus oyl

"\"L’cs" wl/.s\ Lg‘oolfz;’.wl‘sg éé‘a 30 g diged (6,5 Clus i 092 )'1 cs“"L’ I WESPLIWIEN LS

suLo_wJJ u_J‘ 6‘1_>‘ LJ 4_.7UL\> QHGQ oola_ul ) uLo.w)J )‘ J.«A‘)L} LJJ‘ (_,>JJ.9 ms )‘ é)ua‘ Lg‘).:

Dylo 0529 IS )0 diges (6,5 Clus ol gl 0ails § 0 (60,65,

SELECT username FROM all users WHERE username = ‘SCOTT’;
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DROP USER “SCOTT” CASCADE;
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SELECT username FROM all users WHERE username = ‘SH’;
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DROP USER “SH” CASCADE;
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SELECT name FROM vS$datafile;
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sudo su

chown oracle <datafile>
chgrp oinstall <datafile>
chmod 640 <datafile>
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SELECT member FROM v$logfile;
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sudo su
chown oracle <redolog>
chgrp oinstall <redolog>

chmod 640 <redolog>
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SECURE_CONTROL _<listener_name> yxwl,l  Y-3-)

sl jstaie an jo,w L LS| 65,85 (6l (b3, JSSgp g5 az a5 S oo (asiie yial )l (4

S 1PC
ol Az g3 g g
055 ygo gl BB e g el Ml JUIS (59, 5 b (S0 poe Ol jgiws gl >

tel®d Camisg 3l eI

g ] 30 S e oolai il g e 5l yeS A el ed oS 5l oMbl (5l
aS 80,5 olwlid g5 o 29,5 odalice bass o yLid |y JST)) cuas e ORACLE_HOMES
Jiw)l =9y au Glaas (51040 (g luie 4> SECURE_CONTROL _<listener_name> .l,L

grep -i SECURE CONTROL SORACLE HOME/network/admin/listener.ora

(s ilwpglio

39 gn o3lil 25 95 31yl on! 53lopglas sl

# add either of the following lines to listener.ora
SECURE_CONTROL <listener name>=tcps

SECURE_CONTROL <listener name>=ipc

EXTPROC wlodiss  Y-)-Y

) Jole s S e loaslboliS (9,0 5l bass, 1yl o5l>l Oracle EXproc cslie goss,So
o 1y bele witces haw )0 (555w 2 Gzl Bl pladllulS im WS e ool 8

ol Az i g g

Sy o 3 s bl Jd e b oS! -l Oracle EXProc ;| wa>loe oolaiuw! sguw ol 45 a>g5 b
lge SRl ST aiges (49,0 5l ele s laailioliS” (ol 2]

tsk2d Curdg 5l e

) ol s (pl azlin oS oo eolitul 1 s5mw 5l 55 0e ey (ad Zomdg Sl MBI Sl
3,18 3429 EXTPROC 5l solain] oSl pmy Wils )5 5 (29,5 olsie
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grep -i EXTPROC $SORACLE HOME/network/admin/listener.ora

16 ilwpglio

.55,.»‘54 salaul P S )‘ )-‘-"‘)L’ C)‘l‘ djbﬁsu& 6‘)-”

# remove the lines configuring EXTPROC from listener.ora

ADMIN_RESTRICTIONS_<listener_name> yl,l4  Y-\-Y

set jgiws 3l oolazwl L) listener sle ol b bgs s Sl il atils ON Jlaie yol,b ol assilis

ol listener.ora L ol pg o pmets dsS 2 aojY g 5105 0g2g (ISNICHl laxs jo

FERVPICICTRNTE
A8 S o |y piaes Wlg5 oo gy yebo 4 listener Sledas oss G 5 oolaiw] sgu b plos
tel®d Camisg 3l eI

8 lade gtws (pl Gl b oS oo coliiul 53 jgiws 5l HeS 06 el (8 Comsg 5l oMb (6l
9> 398 yeiwd 51045 o 0ols islei ADMIN_RESTRICTIONS_<listener_name> i\l

Sl OFF Ll 9 (8,8 8 Jlodie el )l ol jlade ol axslas

grep -i ADMIN RESTRICTIONS S$ORACLE HOME/network/admin/listener.ora

16 jlwpglie

D o oolaiwl y 5 gl 1 el cnl (g 5lupglie sl

# add the following line to listener.ora

ADMIN RESTRICTIONS <listener name>=0ON

Oye ogleds V-)-F
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R LRGN PRI
25— =l (25 ey LS (oo o0liul 5 ystws 5l S de sl (ed Conss 5l Ml (]

‘gﬁb ;_Sﬁ

grep 1521 SORACLE HOME/network/admin/listener.ora

16 jlwpglie

Dg oo olaiwl 53 a3l el pl (g5lepglie Iy

#configure the listener to listen on a port other than 1521

SECURE_ REGISTER_<listener_name> ywl,ly,  Y-1-0

g oo a8 pdy ol SS9y 4> 3l ge,m b registration slaccslgs o a5 WS oo aduive el )l o]
A 1C g teps (TCP/IP with SSL) « el )b cpl (sl cpol 5 Joud BB polio

ST R PURNRYY)
D55 D ygeo gl BB g g el MlST Ll (g, » b registration slacaslgs> o gl
tel®d Camisg 3l eI

0‘9_:(5@ ‘5)9).> PRV-Y R L_a ML;.Q ool ) )G )‘ )95..).@ )a..c‘)l.) L;J.ﬁ Wg )‘ &)Ua‘ 6‘)"
(55 iyl 51515 (s Jaie 4> SECURE_REGISTER_<listener_name> jzal a5 5,5 ololis

Diwn g8 BB o SS9 n (eled gy b anilas g5

grep -i SECURE REGISTER $ORACLE HOME/network/admin/listener.ora

16 jlwpglie

D9 o oolaiwl y 5 gl 1 el cnl (g 5lupglie sl

# add either of the following lines to listener.ora
SECURE _REGISTER <listener name>=tcps

SECURE_ REGISTER <listener name>=ipc

uﬁg&ﬁc&h&ﬁﬁﬁ Y-¥
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AUDIT_SYS_OPERATIONS ygwlyl  Y-Y-)

|,/ SYSDBA |, SYSOPER jsoms b )5 S, a5 0,508 adS sl TRUE jzally ol ke aziliz
Ngdiee )5S0, 5 Cod ele i Sla Ll )0 S e

LR PUINI

Eldas §l oanasg 0390 0 cdibly 453 o iws SYSDBA L SYSOPER (slojymma 4 palye dzsliz
385 alrsl Sl e | e

rsk2d Curdg I e

Sde y5iws cpl Sl b azmiliz oS oo ool 5 jews 5l jsSae bl (led Cunds 5l Ml (]
5 b S e 1,2 SYSDBA L SYSOPER jszme b )5 s a5 550 4lS e ol 5, TRUE

;).:5.,.0(54 Lg)‘ibb”)

‘gﬁb ;_Sﬁ

SELECT UPPER(VALUE) FROM V$PARAMETER WHERE UPPER (NAME) =

‘AUDIT SYS OPERATIONS';

(s ilwpglio
5 S S o |,>| SYSDBA L SYSOPER jemme b i)l oSy a8 l,5m adS o35 ysmws > b

ALTER SYSTEM SET AUDIT SYS OPERATIONS = TRUE SCOPE = SPFILE;

AUDIT_TRAIL yl,l Y-y-v

Hlasle (See polie wms oo Lis 1y 6,80l @zl (S sl &l

sl Jlab ¢, Sislas g, NONE

g o0 plsl Jole gl Co pae cod sla Jols o (5, Kok, OS

15 45 mulBy 5l solaws atl) 553 e aloxil ool il 15,5 45 SSYS.AUD Jsoz o s Kislays, DB
(gt o Cod oo pimmns Cap ke Co gl BB 5o i3 wims o & 00l oKl g Jlab é Lo
Wlowds (6, Kok g, i Jled el a5 gl SQL & lgiws o ol o 4 DB les DB, EXTENDED
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G0, ot JLsb cel a5 (o) SQL &g o ol yos 4 XML ylas XML, EXTENDED

slodds

SR PURVRYY

Sl 031 (6551 maz (Sl (STl 00l oSl 5l diged S o (s5eee (ol g Al slo Sy gle b

Silw o o2l 8 1) Jlom! OMSiw 28

t 2 Camisg 31 eI

e giwd cul sl b asiliz oS (oo oolitul g5 jgiws 5l 5sS 0 Jel)ly (ad Consg 5l Ml sl

! JL:B )..«.c W 30 Lg)Li:b‘doj) sbj.,.o o&‘d;ﬁ NONE
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‘AUDIT TRAIL';

SELECT UPPER(VALUE) FROM V$PARAMETER WHERE UPPER (NAME) =

16 jlwpglie

Sgiisn Jub () 83Mg) 05 Sygas Sl elaS s sl 2L

ALTER SYSTEM SET AUDIT TRAIL
——0or
ALTER SYSTEM SET AUDIT TRAIL
——0or
ALTER SYSTEM SET AUDIT TRAIL
——0or
ALTER SYSTEM SET AUDIT TRAIL
——0or

ALTER SYSTEM SET AUDIT TRAIL

DB, EXTENDED SCOPE = SPFILE;

OS SCOPE = SPFILE;

XML, EXTENDED SCOPE = SPFILE;

DB SCOPE = SPFILE;

XML SCOPE = SPFILE;

GLOBAL_NAMES ygwl,  Y-YV-Y

ol 4 a5 osls oS3l b plias DATABASE LINK (S Cesly so 0l TRUE jall ol oo asilis

ol Az i g g

DATABASE LINK LSl 5l osliasl 55 (6l alis il sl TRUE jial)ly ol oo azsilin
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t 2 Camisg I eI

Slde lows cnl Gzl b azslin 09 oo ooliiial nj Glown 51 el )l cnl (Jad Comdg 5l Ml (1
So s oo Joaie ol a5 a5 ool oSyl b olias DATABASE LINK (S oyl o 55 oils 5, TRUE

Bl S92 g

R 4
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SELECT UPPER (VALUE) FROM V$PARAMETER WHERE UPPER (NAME) =

‘GLOBAL NAMES' ;

16 jlwpglie
Seis oo Jmaie ] ay a5 glosls oL b plias DATABASE LINK Sy Gl o 25 5id > L

Bl S92 g

ALTER SYSTEM SET GLOBAL NAMES = TRUE SCOPE = SPFILE;

LOCAL_LISTENER glyb  Y-Y-¥

— Oracle Net listener soloss b S oyl 4 a5 aiS o aseiw |, Network Name G jal,b oyl
Db oo iS5 (local) ools oL bie y9m (53,

ol dazr g3 o aed

&, registration -Lej ;0 TCP/IP | SGg, yo9m Jlad &j9—0 ,0 a5 TNS poisoning ale> 4 a>45 b
50,5 oolatwl jelate (ul 4 IPC JSGg, 5l Lo Canl p3Y o o

tel®d Camisg 3l eI

Ol ol 2 b asslin 095 e ooliiol 15 Glows 51 bl cnl (Jad Cndg 5l Dl 6

TCP/IP s> 4 IPC JSSg, 5l cansls 0,0 392> TCP/IP JSSg, 5l oolaiwl oSl a5 04d ascine
23,5 oolau!

SELECT VALUE FROM V$PARAMETER WHERE UPPER(NAME) = ‘LOCAL_ LISTENER’;

16 jlwpglie

g g0 oolatwl IPC SGg 5 5l ey Hews sl b

ALTER SYSTEM SET

YA
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LOCAL LISTENER=' (DESCRIPTION= (ADDRESS=(PROTOCOL=IPC) (KEY=REGISTER)))'
SCOPE = BOTH;

O7_DICTIONARY_ACCESSIBILITY gyl Y-Y-0
Llel (60,,LS el olpas 5l (g o 4 ANY (slojome bl o poe ;0 Jegead 5y Yoo
(S9iad 08 5y ma iz 39 el IS S, 4 DROP ANY TABLE jyte sl 5Sas Yoo 395 oo

ANY Lajsme g0 o] o a5 aisl ansls FALSE luis O7_DICTIONARY_ACCESSIBILITY
s ool LB atpes Jshaz 5, Slkes sl,>! ),y DROP ANY TABLE wile

ST R PURNRYY)

QajfhyL~>-u;b)uﬂL§Q)h>L»

tel®d Camisg 3l eI

)‘A.O./a cuLo.w).’ U"‘ 6‘)9-‘ La 4.7uL..’> ‘59-“-"5" oolaw! ) QL‘“""")" )‘ ).uo‘)l.a U"‘ le.x.% “"“‘Mﬁ )‘ é)'u"‘ 6‘).’

s S ot J5hz 535 1 Slkas aloxil gl ANY e 95 ouils 5 5y FALSE

SELECT UPPER (VALUE) FROM VS$PARAMETER WHERE UPPER (NAME) =

‘07 DICTIONARY ACCESSIBILITY';

16 jlwpglie

ALTER SYSTEM SET O7 DICTIONARY ACCESSIBILITY = FALSE SCOPE = SPFILE;

OS_ROLES gwl)y  Y-Y-#

9 35 0 513 bl e onge 2 (IS jeb a4 b o o wBL TRUE el )ly (ol jlade asslis
el 1o 5 ke Jime o0l oSl 355 sl FALSE jzal )l ol 51

ool A g5 0y g

395 g 53 Lok Sy e anl il parle )Ll s Jale piar Coal (Sas Sl & 4255 L
gﬁj,ﬁbﬂloﬁboﬁ;g

t 2 Camisg 3l eI
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e clams s oyl sz b asiliz 05 o ool 115 Slomsy 51 ebly ol (Lled S 5 DL ol

o] l.a:u.u.m w).u)uc Jj}wuo ool ol.f;b ‘bﬁ.w OJJ‘O;J.’ FALSE
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SELECT UPPER (VALUE) FROM VSPARAMETER WHERE UPPER (NAME) = ‘OS ROLES’;

(g ibwpglio

ALTER SYSTEM SET OS ROLES = FALSE SCOPE = SPFILE;

REMOTE_LISTENER gl Y-Y-V

— Oracle Net listener golass b o wyol 4 45 aiS o aseiw |, Network Name <G il )b oyl
Db oo Sl (remote pile SG) ool oL biee yo e 5l e cile (s,

ST R PURNRYY)

asly lbls )l o s Jleel b ogids Sl paloe il pdy ISl remote listener ;i oolaiwl assli>
88,5 b 1o ISl cpl ol g dmis 18 .0,9] oo Cawd 4

:uga§C;§uégj|&§UN

Sl (lows ol Gl b assilis 0gd o oolainl j5 Glowsy 5l el )l cpl (28 Comdg 3l oMb ol s
Sl Jled i remote listener Sl o gis oails 55

SELECT UPPER (VALUE ) FROM VSPARAMETER WHERE UPPER (NAME)
‘REMOTE LISTENER';

16 jlwpglie

Sl on Jlad e remote listener oSl «y 5 jeiws sl

ALTER SYSTEM SET REMOTE LISTENER = ‘' SCOPE = SPFILE;

REMOTE_LOGIN_PASSWORDFILE gl Y-Y-A

Sl e Geadld Sl g pm S bl gl ool Gl pae 9l NONE jully ol jlade aziliz
o Ilol 5ol any by o Sl (6 5 o yg0 1l e o isd Lol 5Ll ele gl Lawss
S5 g0 0,635 035,35 L

S R TORNEYY)
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35 508 Plsl las |y clol 5l ol ceul ol 0515,38 L 5l ool sgu 5 slolid b o>l
3L NONE lade slyls el ol 04 oo drogs ases
tel®d Camisg 3l oMb

e clams s oyl sz b asiliz 05 o ool 115 Slomsy 51 ebly ol (Lled S 5 DL ol
el Jab e 0315,08 6 51 oolitusl w35 0ils 5,3 NONE
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SELECT UPPER (VALUE) FROM V$PARAMETER WHERE UPPER (NAME) =

‘REMOTE LOGIN PASSWORDFILE' ;

16 jlwpglie

Sion Jub s s i 8 Sl Sl e y5ies sl

ALTER SYSTEM SET REMOTE LOGIN PASSWORDFILE = 'NONE' SCOPE = SPFILE;

REMOTE_OS_AUTHENT syl Y-Y-9
U053 Jale piw ;o Sdlol Growas 51 wd® 90 ol 0,5 S aib TRUE il )b o) jlade asulis
&S Eedlad ools oL o wilgs e

SV PV L RVRVY)
Al Jled e b Gl cpl cyg0 ol )5 &bl g el 4 yliacalsl pas 4 a>gi
tel®d Camisg 3l eI

Slade lows cnl Gl b azslin 09 oo oolital nj Glown 51 Sl )l cnl (Jad Condg 5l M 1
el Jlab pu iS5l ol 3945 0l 5, FALSE

SELECT UPPER (VALUE) FROM VS$PARAMETER WHERE UPPER (NAME) =

‘REMOTE_OS_AUTHENT’ ;

16 jlwpglie

.oyiuf(Jbélﬁi‘JBQ‘Cﬁ\gﬂ})ygaakﬂ)?lb
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ALTER SYSTEM SET REMOTE OS AUTHENT = FALSE SCOPE = SPFILE;

REMOTE_OS_ROLES yilyli  Y-Y-)-

g g0 Ll Coman,y 4 00ld oSS

o] A 93 g O

il JUd a8 b Ol Gl g0 ofy 2yl Akl5 (99 el 4 Glisebol pac 4 az g5 L
b Cardg 5l e

Slde lows cnl Gzl b azslin 09 oo oolital nj Glown 51 el )l cnl (Jad Condg 5l Xl (1
ol Jleb e il ol 0945 0ils 5, FALSE

SELECT UPPER(VALUE) FROM V$PARAMETER WHERE UPPER (NAME) =

‘REMOTE_OS_ROLES’ ;

(s ilwpglio

ALTER SYSTEM SET REMOTE OS ROLES = FALSE SCOPE = SPFILE;

UTL_FILE_DIR jlyly Y-Y-\)

O (S;U.Sw )‘ oolawl L) M‘}:Go 0ol oLi:L: Q‘JJ)S as ‘AJ&SQ ua.?uwc ‘) kS’LQ’M 6).AA‘)L’ w‘
s plol | Ll ksl obio] kgl ailss Sllas g WS Wy oo i W yonne o] 4 UTL_FILE

ol Az i g g

Job i el 50 il JoL8 T 5l oola il s b ploe col ails yutae Jlode yiel)l cpl ST
WSl

tel®d Camisg 3l eI

1 Package 6
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UL ylomas g sl sl b il 558 o ooliil 135 Slomsy 51 el ol Slad Copndy 5l LI ol

5,05 5925 UTL_FILE_DIR (¢l; (g yommce e e oo 5y

R 4
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SELECT VALUE FROM VS$PARAMETER WHERE UPPER (NAME)='UTL FILE DIR';

(g ibwpglio

WS g0 yero |y (6 e UTL_FILE_DIR (5 j9i00 sly>l b

ALTER SYSTEM SET UTIL FILE DIR = '' SCOPE = SPFILE;

SEC_CASE_SENSITIVE_LOGON il Y-Y-\Y
g 001y By > dy ol 051g,38 sl TRUE ol oyl ltie aziliz
ol dnr 93] g g

g oo 3 )lado yu brute force sle alos aSbh g winlys iy 0,5
tel®d Camisg 3l eI

ke loms ol Glzl b azsliz 05 oo ooliil o5 laws 51 bl cnl Sled cndg 51 DMl (sl

SELECT UPPER (VALUE) FROM VS$SPARAMETER WHERE UPPER (NAME) =

‘SEC_CASE_SENSITIVE LOGON’ ;

(s ilwpglio

b S amlys | cenlio Jlode 2el)ly ol e 55w glyz b

ALTER SYSTEM SET SEC _CASE SENSITIVE LOGON = TRUE SCOPE = SPFILE;

1 Case Sensitive 7
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SEC_MAX_FAILED_LOGIN_ATTEMPTS gwlyly, Y-Y-\Y

ools oLl amy 9955 sl (gt ssb 4 Wlgi oo )5 SG a5 wiS e e | (Slads slasd pal )l
42) UNLIMITED ;o) ol (6l o oS polie casles adad |y Jlasl jg,m a5 o1 5 i osS oD
SR PHRVRYY

4 Y gy @ie g Brute Force ala> gl,>! Sl paloe S5 caisl sgammal jial)ly ol oo asslis
'Q)BTLSA Cowd

rslad Cordg 3l e

Shde cplown cnl G2l b azilin 098 oo oslitul pj Glows 5l ially ool (ad Cundg 5l Dbl (1

D,la 0929 050 (il jO Codgae g e ouils S UNLIMITED

‘gﬁb ;_Sﬁ

SELECT UPPER(VALUE) FROM V$PARAMETER WHERE UPPER (NAME) =

‘SEC_MAX_ FAILED LOGIN ATTEMPTS';

(s ilwpglio

Sediee Gead Yoo el cnl e 5 pges sl L

ALTER SYSTEM SET SEC MAX FAILED LOGIN ATTEMPTS = 3 SCOPE = SPFILE;

SEC_PROTOCOL_ERROR_FURTHER_ACTION ylyl  Y-Y-\¥

48 0SS oo aFiie SISl g A G S8l Rl 3 1) e oo Jesdl S il G
Bl ) oo 4 Wlg e
Ao oo dalol IS glacwlgs o plo 4 5985wl 5 995 s>l b g, o3ls, CONTINIUE o
(TCP SYN Flood o) 5,ls )18 gy gio dhom (500 10 jg s cZardg oyl jo
B scwlss o plo @ ool (o 4l integer ojlul 4y g, o3ls 5 ((DELAY integer) o
LS 0 Ol aady

&S oo phad 1) Jlas] i gare g integer <l o 5l s g, ojls ((DROP,integer) e

1 Denial of Service Attack 8

0¥

)



T, Oracle (gusw! g3lwpeglic

wiylole bl g jglidulejls

ISR PURVRYY

TCP um“w = ‘fu....o o OMQQLWJ JJ‘sJLSA w)ls wl.‘> )‘ e LQLQM UBL»).)
gl ooy gy g & yomie Oes ol ol Smurf L, SYN Flood

R LRGN PRI

Slde lows cnl Gzl b azslin 0gd oo ooliiial nj Glown 51 el )l cnl (Jad Comdg 5l Ml (1
i 595 5l Garne sbvaing S8l ,S iy 50 sewlie Joadl S g 55 onils 5, CONTINIUE

.As'bo(so.i

R 4
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SELECT UPPER (VALUE) FROM V$PARAMETER WHERE UPPER (NAME) =

‘SEC_PROTOCOL ERROR FURTHER ACTION’;

16 jlweglie

Oﬁ.wtsaoc.‘a.e):)wj)sfvd L)L‘A LLJ)‘ ‘Uﬁwwm"‘gb)éb‘f) )9:"'“@ G‘P‘L

ALTER SYSTEM SET SEC_ PROTOCOL ERROR_ FURTHER ACTION = 'DROP,3' SCOPE =
SPFILE;

SEC_PROTOCOL_ERROR_TRACE_ACTION ylyl  Y-Y-10
a4 ..)_.:‘5.:‘5@ as ‘A—“SQSQ UGM ‘) ).:)LS g_i_: )| g L W) g_i: u&b)o o“*ﬁﬁ) w 09.7:.3 J.AA‘)L) w‘
DAL g5 sl ge

S5 g0 S Slays, ul NONE

oy dlue cpl ooz a4 bewe olse Sgu oo obul 6,50, L S :TRACE o

il 655 BB oan] o b oyl e
25 sapm b Glo LB 15 o adgs olayg, ol 0y50 40 SleMbI Bl b Jlade by X, LOG e

g o0 Jlo,l piaw poe 4y g 0gi laie ol SO ALERT o

o Az i g g

1 Packet-based Attack °
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3,5 pladl T olas ) saes
R LRGN PR

Olomwy =) G2l L asslis 0gi o osleul oy Glaw 51 el ol (dxd Comsg 51 bl 6l 5

09».)‘50.» u.u & 9aro o) o\.xisj “39..» O&A.;L))f)e NONE )LLM 509.9 S 9 v d‘)"" l; 4.7uL.>

SELECT UPPER (VALUE ) FROM VSPARAMETER WHERE UPPER (NAME) =
*SEC_PROTOCOL ERROR TRACE ACTION’;
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ALTER SYSTEM SET SEC PROTOCOL ERROR TRACE ACTION = LOG SCOPE =
SPFILE;

SEC_RETURN_SERVER_RELEASE_BANNER yz&l,l,  Y-Y-V#
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SELECT UPPER (VALUE ) FROM VSPARAMETER WHERE UPPER (NAME) =
‘SEC_RETURN SERVER RELEASE BANNER’;
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ALTER SYSTEM SET SEC RETURN SERVER RELEASE BANNER = FALSE SCOPE =
SPFILE;
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SELECT UPPER(VALUE) FROM V$PARAMETER WHERE UPPER (NAME) =

‘SQL92 SECURITY’;
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ALTER SYSTEM SET SQL92 SECURITY = TRUE SCOPE = SPFILE;
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SELECT VALUE FROM VS$PARAMETER WHERE LOWER (NAME) =

‘' trace files public’;
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ALTER SYSTEM SET " trace files public" = FALSE SCOPE = SPFILE;
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SELECT UPPER (VALUE)

FROM VS$PARAMETER

WHERE UPPER (NAME)='RESOURCE LIMIT';
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ALTER SYSTEM SET RESOURCE LIMIT = TRUE SCOPE = SPFILE;
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SELECT * FROM dba registry history;
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opatch lsinventory | grep -e "".*<latest patch version numer>\s*.*$"
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--Download the appropriate patch and apply it to the installed
version.

-- http://www.oracle.com/technetwork/topics/security/alerts-
086861 .html
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SELECT LIMIT FROM DBA PROFILES WHERE PROFILE = ‘DEFAULT’ AND
RESOURCE NAME = ‘FAILED LOGIN ATTEMPTS';
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SELECT PROFILE, RESOURCE NAME, LIMIT
FROM DBA PROFILES

WHERE RESOURCE NAME='FAILED LOGIN ATTEMPTS'

AND
(LIMIT = 'DEFAULT'
OR LIMIT = 'UNLIMITED'

OR LIMIT > 5);
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ALTER PROFILE DEFAULT LIMIT FAILED LOGIN ATTEMPTS 5;
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ALTER PROFILE DEFAULT LIMIT FAILED LOGIN ATTEMPTS UNLIMITED;
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ALTER PROFILE <profile name> LIMIT FAILED LOGIN ATTEMPTS 5;

PASSWORD_LOCK_TIME ywlyy Y-Y
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SELECT LIMIT FROM DBA PROFILES WHERE PROFILE = ‘DEFAULT’ AND
RESOURCE NAME = ‘PASSWORD LOCK TIME’;
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SELECT PROFILE, RESOURCE NAME, LIMIT
FROM DBA PROFILES

WHERE RESOURCE NAME='PASSWORD LOCK TIME'
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ALTER PROFILE DEFAULT LIMIT PASSWORD LOCK TIME 1;

Sl 0y90 Jsb 5yl el )l ol (sl olio ladie a5 ola Ly n (oled (sl ) Hgies jloslanul b

ALTER PROFILE <profile name> LIMIT PASSWORD LOCK TIME 1;

PASSWORD_LIFE_TIME pul,y, Y=Y
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SELECT LIMIT FROM DBA PROFILES WHERE PROFILE = ‘DEFAULT’ AND
RESOURCE NAME = ‘PASSWORD LIFE TIME’;
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SELECT PROFILE, RESOURCE NAME, LIMIT
FROM DBA PROFILES

WHERE RESOURCE NAME='PASSWORD LIFE TIME'
AND

(LIMIT = 'DEFAULT'
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OR LIMIT = 'UNLIMITED'

OR LIMIT > 90);
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ALTER PROFILE DEFAULT LIMIT PASSWORD LIFE TIME 90;
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ALTER PROFILE <profile name> LIMIT PASSWORD LIFE TIME 90;

PASSWORD_REUSE_MAX zul,s Y-¥
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SELECT LIMIT FROM DBA PROFILES WHERE PROFILE = ‘DEFAULT' AND
RESOURCE NAME = ‘PASSWORD REUSE MAX’';
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SELECT PROFILE, RESOURCE NAME, LIMIT

FROM DBA PROFILES
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WHERE RESOURCE NAME='PASSWORD REUSE MAX'
AND
(LIMIT = 'DEFAULT'
OR LIMIT = 'UNLIMITED'
OR LIMIT < 20);
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ALTER PROFILE DEFAULT LIMIT PASSWORD REUSE MAX 20;
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ALTER PROFILE <profile name> LIMIT PASSWORD REUSE MAX 20;
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SELECT LIMIT FROM DBA PROFILES WHERE PROFILE = ‘DEFAULT’ AND
RESOURCE NAME = ‘PASSWORD REUSE TIME’;
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SELECT PROFILE, RESOURCE NAME, LIMIT
FROM DBA PROFILES

WHERE RESOURCE NAME='PASSWORD REUSE TIME'
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AND
(LIMIT = 'DEFAULT'
OR LIMIT = 'UNLIMITED'
OR LIMIT < 365);
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ALTER PROFILE DEFAULT PASSWORD REUSE TIME 365;
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ALTER PROFILE <profile name> LIMIT PASSWORD REUSE TIME 365;
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SELECT LIMIT FROM DBA PROFILES WHERE PROFILE = ‘DEFAULT’ AND
RESOURCE NAME = ‘PASSWORD GRACE TIME’;
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SELECT PROFILE, RESOURCE NAME, LIMIT
FROM DBA PROFILES

WHERE RESOURCE NAME='PASSWORD GRACE TIME'
AND

(LIMIT = 'DEFAULT'

7Y

)



el 5 13l g 21, | 2l
whvlolelbl g alifylejlu

Oracle (gusw! g3lwpeglic

‘gﬁb ;_Sﬁ

OR LIMIT = 'UNLIMITED'
OR LIMIT > 5);
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ALTER PROFILE DEFAULT LIMIT PASSWORD GRACE TIME 5;

ALTER PROFILE <profile name> LIMIT PASSWORD GRACE TIME 5;

AUTHENTICATION_TYPE pzol,y Y-V
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SELECT USERNAME FROM DBA USERS WHERE AUTHENTICATION TYPE =
‘EXTERNAL' ;
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ALTER USER <username> IDENTIFIED BY <password>;
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SELECT LIMIT FROM DBA PROFILES WHERE PROFILE = ‘DEFAULT’ AND
RESOURCE NAME = ‘PASSWORD VERIFY FUNCTION';
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SELECT PROFILE, RESOURCE NAME, LIMIT
FROM DBA PROFILES
WHERE RESOURCE NAME='PASSWORD VERIFY FUNCTION'

AND (LIMIT = 'DEFAULT' OR LIMIT = 'NULL');
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D9 o yeess PASSWORD_VERIFY_FUNCTION

--Create a custom password verification function, say
verify function 12c¢, which fulfills the password requirements of the
organization.

ALTER PROFILE DEFAULT LIMIT PASSWORD VERIFY FUNCTION
verify function 1l2c;
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SELECT LIMIT FROM DBA PROFILES WHERE RESOURCE NAME =
‘SESSIONS PER USER’ AND PROFILE = ‘DEFAULT’;
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SELECT PROFILE, RESOURCE NAME, LIMIT
FROM DBA PROFILES

WHERE RESOURCE NAME='SESSIONS PER USER'

AND
(LIMIT = 'DEFAULT'
OR LIMIT = 'UNLIMITED'

OR LIMIT > 10);
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ALTER PROFILE DEFAULT LIMIT SESSIONS PER USER 10;

--To enable this setting it is necessary to enable the RESOURCE LIMIT
, that is,

ALTER SYSTEM SET RESOURCE LIMIT = TRUE SCOPE=spfile;

ALTER PROFILE <profile name> LIMIT SESSIONS PER USER 10;
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SELECT USERNAME

FROM DBA USERS

WHERE PROFILE='DEFAULT'

AND ACCOUNT STATUS='OPEN'

AND USERNAME NOT IN

('ANONYMOUS', 'CTXSYS', 'DBSNMP', 'EXFSYS', 'LBACSYS',
'MDSYS', 'MGMT VIEW', 'OLAPSYS', 'OWBSYS', 'ORDPLUGINS',
"ORDSYS', 'OUTLN', 'SI INFORMTN SCHEMA','SYS',

'SYSMAN', 'SYSTEM', 'TSMSYS', 'WK TEST', 'WKSYS',

"WKPROXY', 'WMSYS', 'XDB', 'CISSCAN');
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ALTER USER <username> PROFILE <appropriate profile>;
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SELECT PRIVILEGE

FROM DBA TAB PRIVS
WHERE GRANTEE='PUBLIC'
AND PRIVILEGE='EXECUTE'

AND TABLE NAME='DBMS ADVISOR';
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REVOKE EXECUTE ON DBMS ADVISOR FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE
TABLE NAME = 'DBMS CRYPTO'
AND GRANTEE = 'PUBLIC'

AND PRIVILEGE='EXECUTE';
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REVOKE EXECUTE ON DBMS CRYPTO FROM PUBLIC;
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SELECT PRIVILEGE
FROM DBA TAB PRIVS
WHERE GRANTEE='PUBLIC'

AND PRIVILEGE='EXECUTE'

AND TABLE NAME='DBMS JAVA';
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REVOKE EXECUTE ON DBMS JAVA FROM PUBLIC;

DBMS_JAVA_TEST aims  F-)-F
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SELECT PRIVILEGE

FROM DBA TAB PRIVS
WHERE GRANTEE='PUBLIC'
AND PRIVILEGE='EXECUTE'

AND TABLE NAME='DBMS JAVA TEST';
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REVOKE EXECUTE ON DBMS JAVA TEST FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS JOB';
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REVOKE EXECUTE ON DBMS JOB FROM PUBLIC;
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SELECT PRIVILEGE
FROM DBA TAB PRIVS

WHERE GRANTEE='PUBLIC'
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AND PRIVILEGE='EXECUTE'

AND TABLE NAME='DBMS LDAP';
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REVOKE EXECUTE ON DBMS LDAP FROM PUBLIC;

DBMS_LOB a@wuw  f-)-Y
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS LOB';
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REVOKE EXECUTE ON DBMS LOB FROM PUBLIC;

DBMS_OBFUSCATION_TOOLKIT awmws  t-1-A
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS OBFUSCATION TOOLKIT';
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REVOKE EXECUTE ON DBMS OBFUSCATION TOOLKIT FROM PUBLIC;

DBMS_RANDOM dius f-1-4

G50, b lady e d slao IS jo dolas slavoe oy jshaie 44 DBMS_RANDOM aiws
S oo oolaiul

ol Az o3 g g

QS sl P w65 Wiy 48 Sl Ko dias ol 5l plos 3550 0 ool

tsk2d Curdg | e

ol 5l Jol (29,5 azilin 0gb oo oolitul nj Glowy 5l oS de Sl (Jxd Comdg ) M Sl
ol ol ools (Red 4y aws (il milgy (g1 eme gim wils I | EXECUTE i «jlos 5

SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS RANDOM';
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REVOKE EXECUTE ON DBMS RANDOM FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC'

AND PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS SCHEDULER';
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REVOKE EXECUTE ON DBMS SCHEDULER FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS SQL';
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REVOKE EXECUTE ON DBMS SQL FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS XMLGEN';
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REVOKE EXECUTE ON DBMS XMLGEN FROM PUBLIC;

DBMS_XMLQUERY auws t-1-VY
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS XMLQUERY';
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REVOKE EXECUTE ON DBMS XMLQUERY FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='UTL FILE';
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REVOKE EXECUTE ON UTL FILE FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE="'EXECUTE' AND TABLE NAME='UTL INADDR';
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REVOKE EXECUTE ON UTL INADDR FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='UTL TCP';
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REVOKE EXECUTE ON UTL TCP FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='UTL MAIL';
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REVOKE EXECUTE ON UTL MATIL FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='UTL SMTP';
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REVOKE EXECUTE ON UTL SMTP FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='UTL DBWS';
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REVOKE EXECUTE ON UTL DBWS FROM ‘PUBLIC’;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='UTL ORAMTS';
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REVOKE EXECUTE ON UTL ORAMTS FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='UTL HTTP';

16 jlwpglie

.¢}$L¢:5ﬂ &LMQLﬁ‘Ld)?‘ugsaub}yzngﬂ})}bwatd)?‘L

REVOKE EXECUTE ON UTL HTTP FROM PUBLIC;

HTTPURITYPE s oo g9 £-)-YY
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='HTTPURITYPE';
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REVOKE EXECUTE ON HTTPURITYPE FROM PUBLIC;
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SELECT GRANTEE FROM DBA TAB PRIVS WHERE TABLE NAME = 'DBMS XMLSTORE'

AND GRANTEE = 'PUBLIC' AND PRIVILEGE = 'EXECUTE';
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REVOKE EXECUTE ON DBMS XMLSTORE FROM PUBLIC;

DBMS_XMLSAVE aiws ¥-)-Y¥
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SELECT GRANTEE FROM DBA TAB PRIVS WHERE TABLE NAME = 'DBMS XMLSAVE'

AND GRANTEE = 'PUBLIC' AND PRIVILEGE = 'EXECUTE';
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REVOKE EXECUTE ON DBMS XMLSAVE FROM PUBLIC;
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SELECT GRANTEE

FROM DBA TAB PRIVS

WHERE TABLE NAME = 'DBMS REDACT'
AND GRANTEE = 'PUBLIC'
AND PRIVILEGE = 'EXECUTE';
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REVOKE EXECUTE ON DBMS REDACT FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS SYS SQL';
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REVOKE EXECUTE ON DBMS SYS SQL FROM PUBLIC;

DBMS_BACKUP_RESTORE 4w f-y-v

PL/SQL o5 J=ls ,0 RMAN &l ygiws gl =! e taie 4 DBMS_BACKUP_RESTORE ai.
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS BACKUP RESTORE';
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REVOKE EXECUTE ON DBMS BACKUP RESTORE FROM PUBLIC;

DBMS_AQADM_SYSCALLS aww f-y-v
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS AQADM SYSCALLS';
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REVOKE EXECUTE ON DBMS AQADM SYSCALLS FROM PUBLIC;

DBMS REPACT SQL UTL aiws  f-¥-f
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS REPCAT SQL UTL';
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REVOKE EXECUTE ON DBMS REPACT SQL UTL FROM PUBLIC;

INITIVMAUX asws ¥-Y-0
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='INITJVMAUX';
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REVOKE EXECUTE ON INITJVMAUX FROM PUBLIC;

DBMS_STREAMS_ADM _UTL &iws  f-Y-5
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS STREAMS ADM UTL';
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REVOKE EXECUTE ON DBMS STREAMS ADM UTL FROM PUBLIC;

DBMS_AQADM _SYS wiws  f-Y-V
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS AQADM SYS';
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REVOKE EXECUTE ON DBMS AQADM SYS FROM PUBLIC;

DBMS_STREAMS RPC wiws  ¥-Y-A
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS STREAMS RPC';
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REVOKE EXECUTE ON DBMS STREAMS RPC FROM PUBLIC;

DBMS_PRVTAQIM atws  f-¥-4
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS PRVTAQIM';
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REVOKE EXECUTE ON DBMS PRVTAQIM FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='LTADM';
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REVOKE EXECUTE ON LTADM FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='WWV_ DBMS SQL';
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REVOKE EXECUTE ON WWV_DBMS SQL FROM PUBLIC;

WWV_EXECUTE_IMMEDIATE awws  f-Y-\Y
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='WWV_ EXECUTE IMMEDIATE';
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REVOKE EXECUTE ON WWV_EXECUTE IMMEDIATE FROM PUBLIC;
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS IJOB';
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REVOKE EXECUTE ON DBMS IJOB FROM PUBLIC;

DBMS_FILE_TRANSFER 4w T-Y-\F

JSLL %05 19y o 4 JST) ygpms 0 3l ol Jlol skiie 4 DBMS_FILE_TRANSFER aie ;|
S oo oolaiul
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SELECT PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE='PUBLIC' AND
PRIVILEGE='EXECUTE' AND TABLE NAME='DBMS FILE TRANSFER';
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REVOKE EXECUTE ON DBMS FILE TRANSFER FROM PUBLIC;
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SELECT ANY DICTIONARY ;9o F-v-)
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SELECT GRANTEE, PRIVILEGE FROM DBA SYS PRIVS WHERE PRIVILEGE='SELECT
ANY DICTIONARY' AND GRANTEE NOT IN ('DBA','DBSNMP', 'OEM MONITOR',
'OLAPSYS', 'ORACLE OCM', 'SYSMAN', '"WMSYS', 'SYSBACKUP', 'SYSDG"') ;
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REVOKE SELECT ANY DICTIONARY FROM <grantee>;

SELECT_ANY_TABLE jgxo  f-Y-¥
w2500 1) SYS slod ol o 4 Jolaz oS a4 (o s o3l 257 4 5o
ol A 93] g g

o (o yowd @ lizes Jolaz )0 09250 dile yore Sledbl 4y wilgh oo j95m0 ol 5l ool squ b plpo
RYLY

tel®d Camisg I eI
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SELECT GRANTEE, PRIVILEGE FROM DBA SYS PRIVS WHERE PRIVILEGE='SELECT
ANY TABLE' AND GRANTEE NOT IN ('"DBA', 'MDSYS', 'sys’,
'IMP FULL DATABASE','EXP FULL DATABASE', 'DATAPUMP IMP FULL DATABASE',

'WMSYS', 'SYSTEM', 'OLAP DBA', 'DV_REALM OWNER');

16 ibwpglio

REVOKE SELECT ANY TABLE FROM <grantee>;

AUDIT SYSTEM ;g0 f-v-v
A o |y (6,009, o e ol 1)lS A Jeme oyl
PSSR PURYRYY)
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SELECT GRANTEE, PRIVILEGE FROM DBA SYS PRIVS WHERE PRIVILEGE='AUDIT
SYSTEM' AND GRANTEE NOT 1IN ('DBA', 'DATAPUMP IMP FULL DATABASE',
'IMP FULL DATABASE', 'SYS', 'AUDIT ADMIN');
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REVOKE AUDIT SYSTEM FROM <grantee>;

EXEMPT ACCESS POLICY jgxo  ¥-Y-¥
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SELECT GRANTEE, PRIVILEGE FROM DBA SYS PRIVS WHERE PRIVILEGE='EXEMPT
ACCESS POLICY';
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REVOKE EXEMPT ACCESS POLICY FROM <grantee>;

BECOME USER jgx0  t-Y-0
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SELECT GRANTEE, PRIVILEGE FROM DBA SYS PRIVS WHERE PRIVILEGE='BECOME
USER' AND GRANTEE NOT IN ('DBA','SYS','IMP FULL DATABASE');
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REVOKE BECOME USER FROM <grantee>;

CREATE PROCEDURE )¢ f-Y-#
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3 Stored Procedure 4
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SELECT GRANTEE, PRIVILEGE FROM DBA SYS PRIVS WHERE PRIVILEGE='CREATE
PROCEDURE' AND GRANTEE NOT IN ( 'DBA', 'DBSNMP', 'MDSYS', 'OLAPSYS',

"OWBSCLIENT', 'OWBSYS', '"RECOVERY CATALOG OWNER',
'SPATIAL CSW_ADMIN USR', 'SPATIAL WFS_ADMIN USR', 'sys',
'"APEX 030200', 'APEX 040000', 'APEX 040100', 'APEX 040200', 'DVF',
'"RESOURCE ', 'DV_REALM RESOURCE', 'APEX GRANTS FOR_NEW USERS ROLE',

'"APEX_050000', 'MGMT VIEW', 'SYSMAN MDS', 'SYSMAN OPSS', 'SYSMAN RO',
"SYSMAN STB');
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REVOKE CREATE PROCEDURE FROM <grantee>;

ALTER SYSTEM )¢ F-y-v
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SELECT GRANTEE, PRIVILEGE FROM DBA SYS PRIVS WHERE PRIVILEGE='ALTER

SYSTEM' AND GRANTEE NOT 1IN ('SYS', 'SYSTEM', "APEX 030200',
'"APEX 040000', 'APEX 040100', 'APEX 040200', 'DBA', 'EM EXPRESS ALL',
'"SYSBACKUP', 'GSMADMIN ROLE', 'GSM_INTERNAL', "SYSDG',

'GSMADMIN INTERNAL') ;
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REVOKE ALTER SYSTEM FROM <grantee>;

CREATE ANY LIBRARY (s jex0 T-Y-A
ISR Y RVRYY)
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SELECT GRANTEE, PRIVILEGE FROM DBA SYS PRIVS WHERE PRIVILEGE='CREATE
ANY LIBRARY' AND GRANTEE NOT IN ('Sys', 'SYSTEM', 'DBA',
'IMP FULL DATABASE') ;
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REVOKE CREATE ANY LIBRARY FROM <grantee>;

CREATE LIBRARY j¢xo0 F-v-9
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SELECT GRANTEE, PRIVILEGE FROM DBA SYS PRIVS WHERE PRIVILEGE='CREATE
LIBRARY' AND GRANTEE NOT 1IN ('SYS', 'SYSTEM', 'DBA', 'MDSYS',
'SPATIAL WFS ADMIN USR', 'SPATIAL CSW ADMIN USR', 'DVSYS',
'GSMADMIN INTERNAL' ,'XDB');

16 jlwpglie

D9 oo 93 el ool Gy (L3 ey 5l aS grantee 1S slajeme o) Hgiws sl L

REVOKE CREATE LIBRARY FROM <grantee>;

GRANT ANY OBJECT PRIVILEGE jgxo t-Y-)-
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SELECT GRANTEE, PRIVILEGE FROM DBA SYS PRIVS WHERE PRIVILEGE='GRANT
ANY OBJECT PRIVILEGE' AND GRANTEE NOT IN
('"DBA', 'SYS', 'IMP_FULL DATABASE', '"DATAPUMP IMP_FULL DATABASE',
'"EM_EXPRESS_ALL', 'DV_REALM OWNER');
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REVOKE GRANT ANY OBJECT PRIVILEGE FROM <grantee>;

GRANT ANY ROLE g0  ¥-Y-1)
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SELECT GRANTEE, PRIVILEGE FROM DBA SYS PRIVS WHERE PRIVILEGE='GRANT
ANY ROLE" AND GRANTEE NOT IN ('"DBA', 'sys"',
'DATAPUMP IMP FULL DATABASE', "IMP_FULL DATABASE',
'SPATIAL WFS_ADMIN USR', 'SPATIAL CSW ADMIN USR', 'GSMADMIN INTERNAL',
'DV_REALM OWNER', 'EM EXPRESS ALL', 'DV_OWNER');
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REVOKE GRANT ANY ROLE FROM <grantee>;

GRANT ANY PRIVILEGE jsxo  f-Y-\Y
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SELECT GRANTEE, PRIVILEGE FROM DBA SYS PRIVS WHERE PRIVILEGE='GRANT
ANY PRIVILEGE' AND GRANTEE NOT IN ('DBA','SYS','IMP FULL DATABASE',

'DATAPUMP IMP FULL DATABASE', 'DV_REALM OWNER', 'EM EXPRESS ALL'");
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REVOKE GRANT ANY PRIVILEGE FROM <grantee>;
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SELECT GRANTEE, GRANTED ROLE FROM DBA ROLE PRIVS WHERE
granted role='DELETE CATALOG ROLE' AND GRANTEE NOT IN ('DBA','SYS');
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REVOKE DELETE CATALOG ROLE FROM <grantee>;

SELECT_CATALOG_ROLE gs&  F-%-Y
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SELECT GRANTEE, GRANTED ROLE FROM DBA ROLE PRIVS WHERE
granted role='SELECT CATALOG ROLE' AND grantee not in ('DBA', 'S¥Ys',
'IMP FULL DATABASE', 'EXP FULL DATABASE', 'OEM MONITOR', 'SYSBACKUP',
'EM _EXPRESS BASIC', 'SYSMAN');
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REVOKE SELECT CATALOG ROLE FROM <grantee>;

EXECUTE_CATALOG_ROLE & f-¥-Y
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SELECT GRANTEE, GRANTED ROLE FROM DBA ROLE PRIVS WHERE
granted role='EXECUTE CATALOG ROLE' AND grantee not in ('DBA', 'SYS',
'IMP FULL DATABASE', 'EXP FULL DATABASE');
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REVOKE EXECUTE CATALOG ROLE FROM <grantee>;

DBA _i&  f-f-f
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SELECT GRANTEE, GRANTED ROLE FROM DBA ROLE PRIVS WHERE
GRANTED ROLE='DBA' AND GRANTEE NOT IN ('SYS',6 'SYSTEM');
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REVOKE DBA FROM <grantee>;
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SYS.AUDS Jgao  F-0-)
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SELECT GRANTEE, PRIVILEGE FROM DBA TAB PRIVS WHERE TABLE NAME='AUDS$'

AND GRANTEE NOT IN ('DELETE CATALOG ROLE');
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REVOKE ALL ON AUDS FROM <grantee>;

SYS.USER_HISTORY$ Jgu>  f-0-Y
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SELECT GRANTEE, PRIVILEGE FROM DBA TAB PRIVS WHERE
TABLE NAME='USER HISTORY$' AND OWNER = 'SYS';
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REVOKE ALL ON USER HISTORY$ FROM <grantee>;

SYS.LINKS Jgu  f-0-Y
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SELECT GRANTEE, PRIVILEGE FROM DBA TAB PRIVS WHERE TABLE NAME='LINKS'

AND GRANTEE NOT IN ('DV_SECANALYST') AND OWNER='SYS';
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REVOKE ALL ON LINKS FROM <grantee>;

SYS.USER$ Jgu>  F-0-F
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SELECT GRANTEE, PRIVILEGE FROM DBA TAB PRIVS WHERE TABLE NAME =
'"USERS' AND OWNER='SYS' AND GRANTEE NOT IN ('CTXsys', 'XDB',
'APEX_030200', 'SYSMAN','APEX 040000', 'APEX 040100', 'APEX 040200',
'DV_SECANALYST', 'DVSYS', 'ORACLE OCM');
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g0 93)

REVOKE ALL ON SYS.USERS$ FROM <grantee>;

DBA_% Jupoo gbdass  ¥-0-0
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Oracle (gusw! g3lwpeglic
SELECT grantee||'.'||table name FROM DBA TAB PRIVS WHERE TABLE NAME
LIKE 'DBA 3 AND GRANTEE NOT IN ('DBA', '"AUDIT ADMIN',
'"AUDIT VIEWER', 'CAPTURE ADMIN', 'DVSYS', 'SYSDG', 'DV_SECANALYST',
'SYSKM', 'DV_MONITOR', 'ORACLE OCM', 'DV_ACCTMGR',
'GSMADMIN INTERNAL', 'XDB', 'sYs', 'APPQOSSYS',
'"AQ ADMINISTRATOR ROLE', 'CTXSYS', 'EXFSYS', 'MDSYS',
'OLAP XS ADMIN', 'OLAPSYS', 'ORDSYS', '"OWB$CLIENT', 'OWBSYS',

'SELECT CATALOG ROLE', 'WM ADMIN ROLE', 'WMSYS', 'XDBADMIN', 'LBACSYS',

'ADM_PARALLEL_EXECUTE_TASK', 'CISSCANROLE") AND NOT REGEXP_ LIKE
(grantee, '7APEX 0[3-9][0-9][0-9][0-9]1[0-9]1S");
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REVOKE ALL ON <DBA view> FROM <grantee>;

SCHEDULER$_CREDENTIAL Jgoe  t-0-7
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SELECT GRANTEE, PRIVILEGE FROM DBA TAB PRIVS WHERE
TABLE NAME='SCHEDULERS CREDENTIAL' AND OWNER='SYS';
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REVOKE ALL ON SYS.SCHEDULERS CREDENTIAL FROM <grantee>;
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SELECT OWNER, TABLE NAME FROM ALL TABLES WHERE OWNER='SYS' AND
TABLE NAME='USERSMIG';
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DROP TABLE sys.userS$mig;
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SELECT GRANTEE, PRIVILEGE FROM DBA SYS PRIVS WHERE PRIVILEGE LIKE
'$ANYS' AND GRANTEE NOT IN ('AQ ADMINISTRATOR ROLE', 'DBA', 'DBSNMP',
'EXFSYS', 'EXP_FULL DATABASE', 'IMP FULL DATABASE',
'DATAPUMP IMP FULL DATABASE', 'JAVADEBUGPRIV','MDSYS', 'OEM MONITOR',
'OLAPSYS', 'OLAP DBA', 'ORACLE OCM', 'OWBSCLIENT', 'OWBSYS', 'SCHEDULER AD
MIN', "SPATIAL CSW _ADMIN USR', 'SPATIAL WFS ADMIN USR','SYS', 'SYSMAN','

SYSTEM', '"WMSYS', "APEX 030200, "APEX 040000, '"APEX 040100,
'"APEX 040200', 'LBACSYS', 'SYSBACKUP', 'CTXSYS', 'OUTLN', 'DVSYS',
'ORDPLUGINS', "ORDSYS', '"RECOVERY CATALOG OWNER VPD',
'GSMADMIN INTERNAL', 'XDB', 'SYSDG', '"AUDIT ADMIN', "DV _OWNER',
'DV_REALM OWNER', '"EM EXPRESS ALL', '"RECOVERY CATALOG OWNER',

'"APEX 050000', 'SYSMAN STB', 'SYSMAN TYPES');
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REVOKE <ANY Privilege> FROM <grantee>;

WITH_ADMIN €435 b joxo  F-#-Y

ol lls p)LS w0, 5 soliiwl WITH ADMIN & le 5l ,l5 6w 5950 o sllae! yloj 5o asulis
A8 lael L0 a1y 095 jeme el ol jemae

ol dur o g g

205 olus slojoze JyuS B e jlasl 4 e Wil oo 435 0

teld Camisg 3l eI

g 50 il asls WITH_ADMIN a5 L 5920 anls aS Jlp)l5 ol oy Hlewy sl2I b
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SELECT GRANTEE, PRIVILEGE FROM DBA SYS PRIVS WHERE ADMIN OPTION='YES'

AND GRANTEE not in ("AQ ADMINISTRATOR ROLE', 'DBA', 'OWBSYS',
'SCHEDULER ADMIN', 'SYS', 'SYSTEM', 'WMSYS', 'DVSYS', 'SYSKM',
'DV_ACCTMGR') AND NOT REGEXP LIKE (grantee,'”APEX 0[3-9][0-9][0-9][0-
91[0-9]8");
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REVOKE <privilege> FROM <grantee>;

proxy user 4 bgsyw sbjexo  F-£-Y
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SELECT GRANTEE,GRANTED ROLE FROM DBA ROLE PRIVS WHERE GRANTEE 1IN
(SELECT PROXY FROM DBA PROXIES) AND GRANTED ROLE NOT IN ('CONNECT')

UNION

SELECT GRANTEE, PRIVILEGE FROM DBA SYS PRIVS WHERE GRANTEE IN (SELECT
PROXY FROM DBA PROXIES) AND PRIVILEGE NOT IN ('CREATE SESSION')

UNION

SELECT GRANTEE, PRIVILEGE FROM DBA TAB PRIVS WHERE GRANTEE IN (SELECT
PROXY FROM DBA PROXIES) ;
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REVOKE <privilege> FROM <proxy user>;
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SELECT AUDIT OPTION, SUCCESS, FAILURE FROM DBA STMT AUDIT OPTS WHERE
AUDIT OPTION='USER' AND USER NAME IS NULL AND PROXY NAME IS NULL AND
SUCCESS = 'BY ACCESS' AND FAILURE = 'BY ACCESS';
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SELECT AUDIT OPTION, SUCCESS, FAILURE FROM DBA STMT AUDIT OPTS WHERE
AUDIT OPTION='ROLE' AND USER NAME IS NULL AND PROXY NAME IS NULL AND
SUCCESS = 'BY ACCESS' AND FAILURE = 'BY ACCESS';
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SELECT AUDIT OPTION, SUCCESS, FAILURE FROM DBA STMT AUDIT OPTS WHERE
AUDIT OPTION='SYSTEM GRANT' AND USER NAME IS NULL AND PROXY NAME IS
NULL AND SUCCESS = 'BY ACCESS' AND FAILURE = 'BY ACCESS';
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SELECT AUDIT OPTION, SUCCESS, FAILURE FROM DBA STMT AUDIT OPTS WHERE
AUDIT OPTION='PROFILE' AND USER NAME IS NULL AND PROXY NAME IS NULL
AND SUCCESS = 'BY ACCESS' AND FAILURE = 'BY ACCESS';
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SELECT AUDIT OPTION, SUCCESS, FAILURE FROM DBA STMT AUDIT OPTS WHERE
AUDIT OPTION='DATABASE LINK' AND USER NAME IS NULL AND PROXY NAME IS
NULL AND SUCCESS = 'BY ACCESS' AND FAILURE = 'BY ACCESS';
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SELECT AUDIT OPTION, SUCCESS, FAILURE FROM DBA STMT AUDIT OPTS WHERE
AUDIT OPTION='PUBLIC DATABASE LINK' AND USER NAME IS NULL AND
PROXY NAME IS NULL AND SUCCESS = 'BY ACCESS' AND FAILURE = 'BY
ACCESS';
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SELECT AUDIT OPTION, SUCCESS, FAILURE FROM DBA STMT AUDIT OPTS WHERE
AUDIT OPTION='PUBLIC SYNONYM' AND USER NAME IS NULL AND PROXY NAME IS
NULL AND SUCCESS = 'BY ACCESS' AND FAILURE = 'BY ACCESS';
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SELECT AUDIT OPTION, SUCCESS, FAILURE FROM DBA STMT AUDIT OPTS WHERE
AUDIT OPTION='SYNONYM' AND USER NAME IS NULL AND PROXY NAME IS NULL
AND SUCCESS = 'BY ACCESS' AND FAILURE = 'BY ACCESS';
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SELECT AUDIT OPTION, SUCCESS, FAILURE FROM DBA STMT AUDIT OPTS WHERE
AUDIT OPTION='DIRECTORY' AND USER NAME IS NULL AND PROXY NAME IS NULL

AND SUCCESS = 'BY ACCESS' AND FAILURE = 'BY ACCESS';
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SELECT AUDIT OPTION, SUCCESS, FAILURE FROM DBA STMT AUDIT OPTS WHERE
AUDIT OPTION='SELECT ANY DICTIONARY' AND USER NAME IS NULL AND
PROXY NAME IS NULL AND SUCCESS = 'BY ACCESS' AND FAILURE = 'BY
ACCESS';
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SELECT PRIVILEGE, SUCCESS, FAILURE FROM DBA PRIV AUDIT OPTS WHERE
PRIVILEGE='GRANT ANY OBJECT PRIVILEGE' AND USER NAME IS NULL AND
PROXY NAME IS NULL AND SUCCESS = 'BY ACCESS' AND FAILURE = 'BY
ACCESS';
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WHERE PRIVILEGE='GRANT ANY PRIVILEGE'
AND USER NAME IS NULL

AND PROXY NAME IS NULL

AND SUCCESS = 'BY ACCESS'

AND FAILURE = 'BY ACCESS';
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SELECT AUDIT OPTION, SUCCESS, FAILURE FROM DBA STMT AUDIT OPTS WHERE
AUDIT OPTION='DROP ANY PROCEDURE' AND USER NAME IS NULL AND
PROXY NAME IS NULL AND SUCCESS = 'BY ACCESS' AND FAILURE = 'BY
ACCESS';
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SELECT * FROM DBA OBJ AUDIT OPTS WHERE OBJECT NAME='AUDS$' AND
ALT='A/A' AND AUD='A/A' AND COM='A/A' AND DEL='A/A' AND GRA='A/A' AND
IND='A/A' AND INS='A/A' AND LOC='A/A' AND REN='A/A' AND SEL='A/A' AND
UPD='A/A' AND FBK='A/A';
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AUDIT ALL ON SYS.AUDS BY ACCESS;
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SELECT AUDIT OPTION, SUCCESS, FAILURE FROM DBA STMT AUDIT OPTS WHERE
AUDIT OPTION='PROCEDURE' AND USER NAME IS NULL AND PROXY NAME IS NULL
AND SUCCESS = 'BY ACCESS' AND FAILURE = 'BY ACCESS';
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SELECT AUDIT OPTION, SUCCESS, FAILURE FROM DBA STMT AUDIT OPTS WHERE
AUDIT OPTION='ALTER SYSTEM' AND USER NAME IS NULL AND PROXY NAME IS
NULL AND SUCCESS = 'BY ACCESS' AND FAILURE = 'BY ACCESS';
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s g 5,K0lung, (ALTER TRIGGER 4 DROP TRIGGER CREATE TRIGGER) TRIGGER
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SELECT AUDIT OPTION, SUCCESS, FAILURE FROM DBA STMT AUDIT OPTS WHERE
AUDIT OPTION='TRIGGER' AND USER NAME IS NULL AND PROXY NAME IS NULL
AND SUCCESS = 'BY ACCESS' AND FAILURE = 'BY ACCESS';

16 ibwpglio

Dyl o S g 5, Ki0lyg, TRIGGER GBdo 5 1ois woloml ay by pe &l jgiss adS ¢y jgmms gl>1 L

AUDIT TRIGGER;

CREATE SESSION  &-1-YA
obod 5,000, au 38 ol il e bl JSTl ools olGL 4 )5 12 95,9 5L yian i olow)
L el Cibge &ygo a 00ls oL 5l 79,5 5 Canid Jlas] adad cools oSl 4 Jlas! g1y la oD

ol A g5/ Qg agd

Qb Fge (el By olulil )0 Wil e 00loelll 4y )5 Zg,5 5 95,9 Cud

teld Camisg 5l eI

Ol (ool Z9y5 59959 4 by po L8y a s 4 Cusline (s b 5 5k 15 (ylaws yy ST
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SELECT AUDIT OPTION, SUCCESS, FAILURE FROM DBA STMT AUDIT OPTS WHERE
AUDIT OPTION='CREATE SESSION' AND USER NAME IS NULL AND PROXY NAME IS
NULL AND SUCCESS = 'BY ACCESS' AND FAILURE = 'BY ACCESS';

16 jlwpglie

Sebes Sud 9 )85, Il (oeleS o 9 3959 4 barpe s 4lS ) Hotws 2l L

AUDIT CREATE SESSION;
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CREATE USER O-Y-)

o] A 53] Oy g
sl oo A bl MalS ool oSGl oyl o Loy g 0gasme b ool oSGl )0 D950 (50,5 slalus
tel®d Camisg I eI
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SELECT AUD. POLICY_NAME, AUD.AUDIT T_OPTION, AUD. AUDIT_OPTION_TYPE FROM
AUDIT_UNIFIED_POLICIES AUD, AUDIT_UNIFIED_ENABLED_POLICIES ENABLED
WHERE AUD. POLICY_NAME = ENABLED. POLICY_NAME AND AUD .AUDIT_OPTION =
'"CREATE USER' AND AUD.AUDIT T_OPTION_TYPE = '"STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED_OPT = 'BY' AND ENABLED. USER_NAME = 'ALL USERS';
16 slwpglio

cud g 6,K0lasg, (CREATE USER jgiws ¢z was 60,5 Clus G oll () jenws =l b

Bl yess )5 slml s bgyye slaslagg) cud sl 1) ol pod o Sl i o S g o0 050 o0
CREATE 5 s «0,l55 5525 CIS_UNIFIED_AUDIT_POLICY ol b (gl e s a5 5,50 5o

5,5 sl 1, o lsi oo AUDIT POLICY

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADDACTIONS CREATE USER;

ALTER USER O-Y-Y

ol da> g5/ Qg agd
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED
WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'"ALTER USER' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';

16 jlweglie
5 &, S50ls, (ALTER USER 5w glyal) 6,5,lS Sla j2 Slasiine yui 5 sims gyl |

S Sialmg ao bape laslang, cud sl 1) ool i Gl 5l st b SO g o0 209 o0 S5
15 s 3,45 0525 CIS_UNIFIED_AUDIT_POLICY oL Ly e s 45 5,90 ;5 o youis

2,5 ol 1y o1 lss .o CREATE AUDIT POLICY

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADDACTIONS ALTER USER;

DROP USER O-Y-Y

F ol dagif dg g

ML’ ool oLial.a u‘).)-.\.o J.alf Co pde Cod ..\.:Ls oals olial.s O d¢ g0 LS)'.’)lS 6Lﬁul.w.>
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED
WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'DROP USER' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';

16 jlweglie

Dgdee Sl 5 5,800y, (DROP USER (5o sly2) (6 2)5 Gl jo Bim i jetws 12T L
Bl an booye gbaolag) cud sl 1) ool iy 8 g 5l (cie a3 S g5 g0 oS el S5 4 03
S5 b 03,105 5529 CIS_UNIFIED_AUDIT_POLICY ol b siwe bas a5 590 ;0 s iS5

2,5 ol 1y o1 ol .o CREATE AUDIT POLICY

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY
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ADDACTIONS DROP USER;

CREATE ROLE b-Y-¥
...\;S‘SA N IRVATS O Gy giwd o)

PSSR PURYRYY
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED
WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'CREATE ROLE' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';

16 jlweglie

Bel o0 S g (6,0l g, (CREATE ROLE jsws gl o i G obnl ) jgiws sl >l b
sloml ay b e laslang, cud lp 1) ool Gy i iy 5l s ba G gl 0 a5 Cnl SS 4y 03y
595w b e ,las 09> CIS_UNIFIED_AUDIT_POLICY b L s bas a5 S50 0 0l poss i

5,5 sl 1, o olsi s CREATE AUDIT POLICY

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADDACTIONS CREATE ROLE;

ALTERROLE  6-Y-b

D83 o S 1) Sgge il S 4 by e Dlatie Hgiws ()
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT_UNIFIED_POLICIES AUD, AUDIT_UNIFIED_ENABLED_POLICIES ENABLED
WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'ALTER ROLE' AND AUD.AUDIT_OPTION_TYPE = 'STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES'! AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';

16 jlwpglie

Sy ca o 5 6, Kslang, (ALTER ROLE gt (gl,21) ki yo olaseiie jonkS e ygid sy
Olims an ba e slaslayg, ool sl |y oads Gy pai s 51 st b SO )lg o0 a5 el S3 a3y
150 b 03,05 0335 CIS_UNIFIED_AUDIT_POLICY sb b (e Lo 45 5y 0 b puais ¢ i

2,5 ol 1) o1 lss .o CREATE AUDIT POLICY

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADDACTIONS ALTER ROLE;

DROP ROLE O-Y-#

S gn B 1, 1B 5
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Al 00ls oL ol pae JelS o e cod b eols oSSL 0 S92 ge (sl il
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED
WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'DROP ROLE' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';

16 jlwpglie

S3a Y 0ad o0 Sl g (5,0, (DROP ROLE jgiws glyal) idi j0 B> oy jeimws sl >l b
Bl yus (il Bl 4y bgs e sbolagg, ol gl p 1) ead Gy s 5l s b G g e aST
CREATE 5o L w los 5929 CIS_UNIFIED_AUDIT_POLICY oL L i Loz a5 S )e0 o

5,5 sl 1y o1 ols3 oo AUDIT POLICY

AR
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ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADDACTIONS DROP ROLE;

GRANT O-Y-v

elien ) ar JST)) 0oloolly (sl ki 5 IS 4 bajgme sllasl (gl j5nms (]

o] A 93] Oy g
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED
WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
"GRANT' AND  AUD.AUDIT OPTION TYPE = '"STANDARD  ACTION'  AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES'  AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';
(s ilwpglio

Sl S5 @ p3Y 09 o0 Cud g (5,K0l0ug, (GRANT giws sl y2) bajgoe slacl ¢y jeiws l>I L
5 LS 4 ljgme slhsl by pe slaolagy ol (gl Ty ool huyad iy ) (oo o> S lgi o0 oS
L o las 0929 CIS_UNIFIED_AUDIT_POLICY sU L s bas a5 S50 j0 0l o do s

5,5 sl 1y ] ols3 o0 CREATE AUDIT POLICY giuss

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADD ACTIONS GRANT;

REVOKE  6-Y-A
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED
WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'REVOKE' AND AUD.AUDIT OPTION TYPE = ' STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';

16 jlwpglie

5 OblS lajsze 53 4 bgyye laolag, ol gl 1) ooy iy pai oy 5l (o o3 S g0 &S
L 3,45 5525 CIS_UNIFIED_AUDIT_POLICY sLs Ly e bas 45 5,50 ;5 0l yis i

5,5 sbxl 1, ] ols3 0 CREATE AUDIT POLICY giuss

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADDACTIONS REVOKE;

CREATE PROFILE H-Y-4
JYSSvSON le.ﬁ‘;.i’mb s>l @L‘.a 3l eolaul glacusgame Jlagl lp JST1 0ols ol.i,l., LSL“J-.’.L"’BJ-.E.
D9 oo odlaiwl ¢ pndinn joue slae, 3l dume solaul slaasgae g jeue 0y (S (iled (een
CREATE PROFILE slacs,Le sloi CREATE PROFILE (slact L 5l (6 jmae dnts gl Jlub L

g go S 3390l b jeliibse g0 4 0ad 1]

ol Az o3 g g

S Ak ) el glecilw Wl oo ez Blsy Ko obml b prlee S
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P Cud g 6, Kok, By S5 ool a8 caslize s Do 5 5 glaw ) Olows Sl

SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED
WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'CREATE PROFILE' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';

16 jlweglie
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CREATE 5o s 18,145 355 CIS_UNIFIED_AUDIT_POLICY oL Ly o Lus o5 )0

5,5 sl 1, T olss oo AUDIT POLICY

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADDACTIONS CREATE PROFILE;

ALTER PROFILE  -Y-\-
|, > ALTER PROFILE slacs,le oles ALTER PROFILE (slacsLe 5l (6 pmas antd (g3l Jlub b

igd go Cud 3390l b prelaidpe O jgo 4 00l

ol A 93] 0 Agd

w8 ass |y el slacinlas Wlg oo JiBgp G y0 s ol b palpe SO
L hxd Cardg I e

SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED

WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'"ALTER PROFILE' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';

(s ilwpglio

S o 5 6 S50kisg, (ALTER PROFILE jstuss slal) s <o sk 25 p5iwd sl b
L ol 0425 CIS_UNIFIED_AUDIT_POLICY s L siw las a5 S50 j0 0l poss blg

5,5 sbxl 1, T ols3 oo CREATE AUDIT POLICY gt

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADDACTIONS ALTER PROFILE;

DROP PROFILE  0-Y-1)
|, > DROP PROFILE slac le ooloi DROP PROFILE clacs L 5l (s pmas antd (g3l Jlob b

g oo Cud (38506 L jaeliodbge &g 4y 00
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED
WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'DROP PROFILE' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';

16 jlwpglie
Do oo Cu g 6, 50lg, (DROP PROFILE [giws sl,2l) bligy o Bds ) pews sl b

Ba> 4y baoye sboolagg, ol gl 1y ool (i iy 5l s ba SO g oo a5 el S5 4y 03
L o )las 025 CIS_UNIFIED_AUDIT_POLICY sL L siw bz a5 G50 j0 0l poss Ly,

5,5 sl 1y o lsi o CREATE AUDIT POLICY g0

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADDACTIONS DROP PROFILE;

CREATE DATABASE LINK  &-Y-\Y

"\"9_“’6" oa)., )lS :\.3 )ip oob ol.ial.’ =L3 oob olful; «S.) )‘ .BLJ)‘ L5)‘)§)'.’ LS‘)'.’ ‘JSU oalo ol.ial.a le.m_i.._,.]
A il Jlad bl wyiws o cdlal Gawar 4 5ls yeas ouds slx] bl )l bls )l g )l,8 5 5l o=
s CREATE DATABASE LINK ol)le aJs CREATE DATABASE LINK Jlosl 5l (5 5s0
g oo o (38500 L )M—I;M.o.es.o Oye0 4 ook | >l CREATE PUBLIC DATABASE LINK

ool > 3] g g
Al 0213l e JalS o e cow wb Lo slowl (sl (30 5 03loelSoly (slacsi]
GL"" Caxdg )l 83“9‘

SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED
WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =

VYo
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'CREATE DATABASE LINK' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION'
AND ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';
16 ibwpglio

Cud 5 &, Sislyg, (CREATE DATABASE LINK 5iws (gl y2l) i oy slgl s pimms cslyzl b

a0 barpe slaolg, cud lp 1) ool cy pai s 5l (e b SO g8 (o0 45T el SIS 4 03N 09l o
L 3,05 5325 CIS_UNIFIED_AUDIT_POLICY ol b s bas o5 590, ol i St ol

5,5 sl 1y o lsi oo CREATE AUDIT POLICY giss

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADDACTIONS CREATE DATABASE LINK;

ALTER DATABASE LINK ~ 3-Y-\Y
ALTER DATABASE o L 415 ALTER DATABASE LINK Jlag! 5l ¢ e 4s5 (5l Jlsd |

Cd 39900 L juelciiboe & y90 4 oo |, >l ALTER PUBLIC DATABASE LINK 4 LINK
gt s

FERWPUSCTNIN,

Sl 00ls oL oyl pae JolS o pae o b Loyl s gl 5 g 0ols oL (slasid
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED

WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'ALTER DATABASE LINK' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION'
AND ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';

16 jlweglie

C 5 ¢ Kisliys, (ALTER DATABASE LINK s (glyzl) Sid Sy s o5 550 (gly2l b

ao by slaolag, ool gl ]y ool iy i oo 5l (st b SOl o0 &5 Sl S 405 00l o
5,4 5525 CIS_UNIFIED_AUDIT_POLICY ol b e Lo 45 590 )0 0l yonis Sid il s

5,5 sbxl 1, ] ols3 0 CREATE AUDIT POLICY g2 b

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY
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ADDACTIONS ALTER DATABASE LINK;

DROP DATABASE LINK ~ a-Y-)¥
DROP DATABASE =l,L.c 45 [DROP DATABASE LINK JLas! jl (& jnom dsts (gjlos Jla b

gl oo Cad 33906 b ol Cuibgn & y50 4 00 |,>| DROP PUBLIC DATABASE LINK 4 LINK
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED
WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'DROP DATABASE LINK' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION'
AND ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';

(s ilwpglio

Cd g g iolayy, (DROP DATABASE LINK 5w glyzl) Sid Ky Bio o5 s (gl |

4o by ye slaolag, cud gl 1) ool i Gion 5l (st b SOl o0 &S Sl S w p3Y 09l o
L 3,135 5525 CIS_UNIFIED_AUDIT_POLICY ol Ly o Lo a5 5,50 ;5 00 ek St i

5,5 sbxl 1y ] ols3 0 CREATE AUDIT POLICY giuss

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADDACTIONS DROP DATABASE LINK;

CREATE SYNONYM  4-Y-\)
L o o Jaaz gzmed 00looll 51 sl o sl (6,550 pb bl (sl SYNONYM 51 STl osls oS4 o
olle aJs (CREATE SYNONYM Jlas! 3l (650 ags (g3l Jed L 09— oo oolaiwl asyg,
39905 b jueliuBdon &0 4 0 |,>| CREATE PUBLIC SYNONYM 4 CREATE SYNONYM

ol A 93] g g

Al 0old oL oy pae JelS o e o b o] sloul sl (5D g eoloolol WSYNONYM
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED
WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'CREATE SYNONYM' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';

16 jlwpglie
cud 5 6, 550ly5, (CREATE SYNONYM gius (l,>) SYNONYM Sy oloxsl s y5iss > b

4o by ye slaolag, cud gl ) ool i oo 5l (st b SO lgE o0 &5 Sl S a0 p3Y L09d o
555 CIS_UNIFIED_AUDIT_POLICY 4l L is L a5 5,50 5 05 ,eis SYNONYM sl

5,5 sbxl 1, T 4ls3 o0 CREATE AUDIT POLICY jgiss b el

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADDACTIONS CREATE SYNONYM;

ALTER SYNONYM  o-Y-\#
s ALTER SYNONYM &l,Le a5 AALTER SYNONYM Jlasl 5l g immas dngs (g3l Jlud Ly

g oo b 3350b b el Casibye O 90 45 00 || ALTER PUBLIC SYNONYM

ol A oif g g

ozl ools ool e JelS g ppke v b s T i gl 2 5 00l oS3 sla SYNONYM
(kxd Cundg 5l e

SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED
WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'"ALTER SYNONYM' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';

16 jlwpglie

Y YA



wlellbsl syl ool syly
wiylole bl g jglidulejls

Oracle (gusw! g3lwpeglic

Cd 5 ¢ Kioliys, (ALTER SYNONYM 5is gl,2) SYNONYM Sy i e jsimss (gl b
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ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADDACTIONS ALTER SYNONYM;

DROP SYNONYM  8-Y-\Y
DROP 4 DROP SYNONYM &l L.e 4I5S [DROP SYNONYM Jlae! jl (& juom dng (gl Jla b

gd oo Cud 3350l b el cuibge &g 4 0l > PUBLIC SYNONYM
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED

WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'DROP SYNONYM' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';
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Cs 5 6, Sislayg, DROP SYNONYM st ss (ol,=1) SYNONYM Sy (i« y5ss (gly=! b

ao by slaolag, cud gl 1) ool iy i oo 5l (st b3 SOl o0 &5 Sl S 4 05 00l o
5525 CIS_UNIFIED_AUDIT_POLICY sl Ly ie Lo 45 5,90 , ol yuis SYNONYM s>

5,5 sbxl 1, T 4ls3 o CREATE AUDIT POLICY jgis b el

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADDACTIONS DROP SYNONYM;

SELECT ANY DICTIONARY jgxo0 0-Y-1A
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED

WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'SELECT ANY DICTIONARY' AND AUD.AUDIT OPTION TYPE = 'SYSTEM
PRIVILEGE' AND ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES'
AND ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';
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SELECT jyome s Lo ye sloshing, st sl |, o0 dinpo5 Loy ) (e a3 S0 )53 o 45l 57
CIS_UNIFIED_AUDIT_POLICY s L —iw Lz a5 S50 ,0 0l 35 DICTIONARY ANY

5,5 sl 1y T g5 oo CREATE AUDIT POLICY giws b o)l 555

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY

ADD PRIVILEGES SELECT ANY DICTIONARY;

UNIFIED_AUDIT_TRAIL ws &-Y-)4
C 1y Wil ass eols oLl g 45 (o, Kisky g, slos,sS, UNIFIED_AUDIT_TRAIL s
o] A 93 g I

0l g el 18,555 YL Sonl 5l UNIFIED_AUDIT_TRAIL 05 &) o s (5l o i solos
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED
WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'ALL’ AND AUD.AUDIT OPTION TYPE = 'OBJECT ACTION' AND
AUD.OBJECT SCHEMA = 'SYS' AND AUD.OBJECT NAME = 'UNIFIED AUDIT TRAIL'

AND ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';
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Csd 5 6,550l , UNIFIED_AUDIT_TRAIL 0ys & oo yiss sly o5 12 005 i gl L

4o by e slaolag, cud gl ]y ool i Gion 5l (st b SOl o0 &S Sl S w05 09l o
Al te k34 S e 0,0 ols ,ss UNIFIED_AUDIT_TRAIL oo 4y i

I, o ols= o CREATE AUDIT POLICY 5w b w,las 0929 CIS_UNIFIED_AUDIT_POLICY
2,5 ol

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY
ADDACTIONS

ALL on SYS.UNIFIED AUDIT TRAIL;

CREATE PROCEDURE/FUNCTION/PACKAGE/PACKAGE BODY  &-Y-Y-
@l PL?;.S] &l W9 g0 0, ool olf.sl.s )S\Lma.‘;.m.g GaN ¢ laaia ‘C"‘?" 0 0> gladss,
CREATE &l jlee colios simmon £o0 ool 3l Jlad s gy oo LS s asls oLl 4 cilisee
CREATE PACKAGE BODY 4 CREATE PACKAGE .CREATE FUNCTION PROCEDURE

g oo Zud 385al b el Codbge Ojgo ay oad 1]
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SELECT * FROM AUDIT UNIFIED ENABLED POLICIES ENABLED WHERE
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS' AND
EXISTS ( SELECT 'x! FROM AUDIT UNIFIED POLICIES AUD WHERE
AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION = 'CREATE
PROCEDURE' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION') AND EXISTS
( SELECT 'x' FROM AUDIT UNIFIED POLICIES AUD WHERE AUD.POLICY NAME =
ENABLED.POLICY NAME AND AUD.AUDIT OPTION = 'CREATE FUNCTION' AND
AUD.AUDIT OPTION TYPE = 'STANDARD ACTION') AND EXISTS ( SELECT 'x'
FROM AUDIT UNIFIED POLICIES AUD WHERE AUD.POLICY NAME =
ENABLED.POLICY NAME AND AUD.AUDIT OPTION = 'CREATE PACKAGE' AND
AUD.AUDIT OPTION TYPE = 'STANDARD ACTION') AND EXISTS ( SELECT 'x'
FROM AUDIT UNIFIED POLICIES AUD WHERE AUD.POLICY NAME =
ENABLED.POLICY NAME AND AUD.AUDIT OPTION = 'CREATE PACKAGE BODY' AND
AUD.AUDIT OPTION TYPE = 'STANDARD ACTION') ;

16 jlweglie

g gasny g baiws caalg coad 0, >d ladn g, olonl gl MW o o jews gl b
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AS ooy ol s bl Ay g iy (mlgh a0, 38 gladyg, sbnl 4 by e slaslyg,
CREATE AUDIT g o L w,lus 0929 CIS_UNIFIED_AUDIT_POLICY L L v o>

5,5 sl 1, 5 lss oo POLICY

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY ADD ACTIONS CREATE
PROCEDURE, CREATE FUNCTION, CREATE PACKAGE, CREATE PACKAGE BODY;

ALTER PROCEDURE/FUNCTION/PACKAGE/PACKAGE BODY  &-Y-Y)
ALTER ALTER FUNCTION ALTER PROCEDURE «l,le solod «(sjmon £95 (pl (5l Jlad b

Wed o Cod 390l | jolcaibse &g 4y s > ALTER PACKAGE BODY 5 PACKAGE
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SELECT * FROM AUDIT UNIFIED ENABLED POLICIES ENABLED WHERE
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS' AND
EXISTS ( SELECT 'x! FROM AUDIT UNIFIED POLICIES AUD WHERE
AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION = 'ALTER
PROCEDURE' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION') AND EXISTS
( SELECT 'x' FROM AUDIT UNIFIED POLICIES AUD WHERE AUD.POLICY NAME =
ENABLED.POLICY NAME AND AUD.AUDIT OPTION = 'ALTER FUNCTION' AND
AUD.AUDIT OPTION TYPE = 'STANDARD ACTION') AND EXISTS ( SELECT 'x'
FROM AUDIT UNIFIED POLICIES AUD WHERE AUD.POLICY NAME =
ENABLED.POLICY NAME AND AUD.AUDIT OPTION = 'ALTER PACKAGE' AND
AUD.AUDIT OPTION TYPE = 'STANDARD ACTION') AND EXISTS ( SELECT 'x'
FROM AUDIT UNIFIED POLICIES AUD WHERE AUD.POLICY NAME =
ENABLED.POLICY NAME AND AUD.AUDIT OPTION = 'ALTER PACKAGE BODY' AND
AUD.AUDIT OPTION TYPE = 'STANDARD ACTION') ;

16 jlwpglie
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2,5 ol 1,

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY
ADDACTIONS

ALTER PROCEDURE,

ALTER FUNCTION,

ALTER PACKAGE,

ALTER PACKAGE BODY;

DROP PROCEDURE/FUNCTION/PACKAGE/PACKAGE BODY  4-Y-YY
DROP .DROP FUNCTION .DROP PROCEDURE l,Ls colad ¢ o £ Cal (s 3boo Jlob b

N oo b 39900 b jusluBdge & 90 4 0uls |,>I DROP PACKAGE BODY 4 PACKAGE
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SELECT * FROM AUDIT UNIFIED ENABLED POLICIES ENABLED WHERE

ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS' AND
EXISTS ( SELECT 'x! FROM AUDIT UNIFIED POLICIES AUD WHERE
AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION = 'DROP
PROCEDURE' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION') AND EXISTS
( SELECT 'x' FROM AUDIT UNIFIED POLICIES AUD WHERE AUD.POLICY NAME =
ENABLED.POLICY NAME AND AUD.AUDIT OPTION = 'DROP FUNCTION' AND
AUD.AUDIT OPTION TYPE = 'STANDARD ACTION') AND EXISTS ( SELECT 'x'
FROM AUDIT UNIFIED POLICIES AUD WHERE AUD.POLICY NAME =
ENABLED.POLICY NAME AND AUD.AUDIT OPTION = 'DROP PACKAGE' AND
AUD.AUDIT OPTION TYPE = 'STANDARD ACTION') AND EXISTS ( SELECT 'x'
FROM AUDIT UNIFIED POLICIES AUD WHERE AUD.POLICY NAME =
ENABLED.POLICY NAME AND AUD.AUDIT OPTION = 'DROP PACKAGE BODY' AND
AUD.AUDIT OPTION TYPE = 'STANDARD ACTION') ;
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S0y, dediny (gainy 5 braiug algi 0als 0,3 sladygy Bis (gl LI 2 ) et Sl L
sleolog, cd gl 1) ool (ay pod oo 5l e ba SO lgl o0 aST sl [SS a pY 0gd o0 Sl g
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ol oles o CREATE AUDIT POLICY jgiws L o )las 54>9 CIS_UNIFIED_AUDIT_POLICY 4l
S, sl |

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY
ADD

ACTIONS

DROP PROCEDURE,

DROP FUNCTION,

DROP PACKAGE,

DROP PACKAGE BODY;

ALTER SYSTEM  4-Y-YY

5 2hS wanl 55, = a5 ST Sledas aS v o 1) Gl ol )5 4 ALTER SYSTEM 920
A s |y el )foﬁ.,b ool oL (sole o Slos

ol A 93] g g
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED

WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'"ALTER SYSTEM' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';

16 jlwpglie

b o3Y 9 oo b g 6, Sislayg, ALTER SYSTEM & le (el yz! clys o5 2 o5 y5iss (glyzl b

izl sl G s bgs e slaslyg, o (gl 1) o iy ya iy 5 oiiee b S l3 e 4 el 53
U teli  Sa S S5 ool , s ALTER  SYSTEM ol

s

I, o ols= o CREATE AUDIT POLICY 5w b w,las 0529 CIS_UNIFIED_AUDIT_POLICY
3,5 sl

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY
ADD ACTIONS

ALTER SYSTEM;

CREATE TRIGGER &-Y-¥¥

LS 055 O ygo a0 blay bl £48g a4 00ls oL gLl (55, 0 loads i iy 5l Iyl i oS oK
CREATE ol aJs .CREATE TRIGGER Jlas! I (65son 4y g5l Jled L 09 =) >
d.as.wtso w dﬁj.ob L: ).«.AT;M.D.S 9.4) u)yo 4 W) ‘)>‘ TRIGGER

ol A 93] g g
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED
WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
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'CREATE TRIGGER' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';
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CREATE AUDIT 5o L 3,las 5525 CIS_UNIFIED_AUDIT_POLICY oL L, o Lo

5,5 sbml 1 o] o3 oo POLICY

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY
ADDACTIONS

CREATE TRIGGER;

ALTER TRIGGER  0-Y-Y{
4y 00 |,>! ALTER TRIGGER &l,Ls 4.l ALTER TRIGGER Jlas! jl (6 jeam 4nt gibosJlab b

gl oo Cud 390l b jeolCaiise & j50

o] A i g g

ol )5 a0 (tal Slag) o bogype salsds (6 y5lan Gloj 5o lable, ok b das e By (il
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED

WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'"ALTER TRIGGER' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';
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ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY
ADDACTIONS

ALTER TRIGGER;

DROP TRIGGER  &-Y-Y#
4 00 |, > DROP TRIGGER l,Lie 45 DROP TRIGGER Jlas! jl (6 jnom dnt (gl Jla b

g oo Zud 3850l L jrelodbae Ojg0

ST R PURNRYY)

el I a4 (el olagg; So a by o walsds (6 yslme loj o bl Bl L b pe s (il

L hxd Candg I N

S g 6,00k, Lile, So Bia Sl jgws 4SS Cesline (pay SIS sl ) Glown S
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SELECT AUD.POLICY NAME, AUD.AUDIT OPTION, AUD.AUDIT OPTION TYPE FROM
AUDIT UNIFIED POLICIES AUD, AUDIT UNIFIED ENABLED POLICIES ENABLED

WHERE AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION =
'DROP TRIGGER' AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION' AND
ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS';

16 jlwpglie

aS Gl p 53 a aY gl o Sl g (6, 00lang, Ll ) SO Bds> Ol jgiws 4dS 5 e sl I L

500 s Uil ) Bds 4 bgy e slaolang, cud sl |y ool Gy pos w5l siie o SO ()]g5 o0
CREATE ,gwo L o las 0529 CIS_UNIFIED_AUDIT_POLICY s L i las a5 S50

5,5 sbml 1, o1 4ls3 oo AUDIT POLICY

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY
ADDACTIONS

DROP TRIGGER;

LOGOFF ¢ LOGON  &-Y-YY

Aig go 08l oL o4l el sl IS slol (gl 0oloolSL ] I

ol A 93] g g
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SELECT * FROM AUDIT UNIFIED ENABLED POLICIES ENABLED WHERE

ENABLED.SUCCESS = 'YES' AND ENABLED.FAILURE = 'YES' AND
ENABLED.ENABLED OPT = 'BY' AND ENABLED.USER NAME = 'ALL USERS' AND
EXISTS ( SELECT 'x! FROM AUDIT UNIFIED POLICIES AUD WHERE
AUD.POLICY NAME = ENABLED.POLICY NAME AND AUD.AUDIT OPTION = 'LOGON'
AND AUD.AUDIT OPTION TYPE = 'STANDARD ACTION') AND EXISTS ( SELECT
'x! FROM AUDIT UNIFIED POLICIES AUD WHERE AUD.POLICY NAME =
ENABLED.POLICY NAME AND AUD.AUDIT OPTION = 'LOGOFF" AND
AUD.AUDIT OPTION TYPE = 'STANDARD ACTION') ;

16 jlwpglie

oY 0gdioe L g ()Kslg) ealoelol 5l S slagg S g Wagyg oS Hees sl L
Tor> 99959 4 by laslang; Culd sl 1y ool pad S Sl (s b S5 g5 o0 a5 Sl SO
3425 CIS_UNIFIED_AUDIT_POLICY ol L e a5 45 5,50 yo ol yuuis 00ls oS0l 51 1S

5,5 sl 1y o lsi oo CREATE AUDIT POLICY g b oo s

ALTER AUDIT POLICY CIS UNIFIED AUDIT POLICY
ADDACTIONS

LOGON,

LOGOFF;
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<------1-2-Sample Users and Data ------ = <------1-2-Sample Users and Data ------ >
NONE NONE
<------2-1-1-SECURE_CONTROL Parameter ------ > <------2-1-1-SECURE_CONTROL Parameter ------ =
NONE | SECURE CONTROL listener = (TCPS,IPC)
> OR
> SECURE CONTROL listener = TCPS
= OR
> SECURE CONTROL listener = IPC

<------2-1-2-EXTPROC Configuration ------ > | <------2-1-2-EXTPROC Configuratio ------ >
(sid_name=extproc) | NONE
(program=extproc) <
<------2-1-3-ADMIN RESTRICTIONS Parameter ------ > <------2-1-3-ADMIN RESTRICTIONS Parameter ------ >
NONE | ADMIN RESTRICTIONS listener = ON
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<------1-1-Default Passwords for Default Users ------ > <------1-1-Default Passwords for Default Users ------ >
NONE NONE
<------1-2-Sample Users and Data ------ > <------1-2-Sample Users and Data ------ >
NONE NONE
<------2-1-1-SECURE_CONTROL Parameter ------ = <------2-1-1-SECURE_CONTROL Parameter ------ =
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> SECURE_CONTROL_LISTENER = IPC
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O O ROLE| o
0o SYSTEM GRANT | &Y
O O PROFILE |  o-f
0o DATABASE LINK | 0-0
O o PUBLIC DATABASE LINK o-5
0o PUBLIC SYNONYM b-v
0 O SYNONYM B-A
0o DIRECTORY |  o-3
0o SELECT ANY DICTIONARY | &-)-
OO GRANT ANY OBJECT PRIVILEGE | 6-))
OO GRANT ANY PRIVILEGE | 6-)Y
0o DROP ANY PROCEDURE | -\
0o SYS.AUD$ | o-)¥
0o PROCEDURE | -0
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ALTER PROFILE O-YA
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ALTER DATABASE LINK | &-Y)
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