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855f411bd0667b650c4f2fd3c9fbb4fa9209cf40b0d655fa9304dcdd956e0808.exe = J & oL

99549bcea63af5f81b01decf427519af = MD5
c7fcbaedf6b077b3d9bfc4720c3860a5d848bch4 = SHA-1

855f411bd0667b650c4f2fd3c9fhbafad209cf40b0d655fa9304dcdd956e0808 = SHA-256
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49 security vendors and 2 sandboxes flagged
this file as malicious
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2023-03-13 07:22:24 UTC

3

EXE

wole jguvaidb ] < plo 35 400 Ay Blrio woew (p1] (G950 g (olo (§gd> alS



v Nevada ,l38lzl o8 Julxs

Lo T

=

Silre omiile (59, 2 o2 )‘}é|€Lg ol S wl saslice “j.mLiA-NLO)"’ L=, ,o Nevada )‘}é‘clg sl 5l

s e plis 1y s sle s, g 0gd oo Il (S0 o2 g

=I  explorer exe <0.01 B7.196 K 142,652 K| 6704 Windows Explorer Microsoft Corporation
@ SecurityHealth Systray exe 2,040 K 5,136 K 9980 Windows Security notficatio... Microsoft Comporation
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7 readme.txt - Natepad - m| ®

File Edit Fermat View Help
Greetings! Your files were stolen and encrypted.

You have two ways:
-> Pay a ransom and save your reputation.

-»> Wait for a miracle and lose precious time.

We advise you not to wait.

After 2 days of your silence we will make a call your superiors and notificate them about what's happened.
After another 2 days all your competitors will be informed about your decision.

Finally, after 3 days we will post your critical data on our TOR-website.

If you are going to recover your files from backups and forget this like a nightmare, we are hurry to inform you - you can't prevent a leak.

Recommendations:
-> Don't delete/rename encrypted files

->» Don’t use any public "decryptor”, they contain viruses.

You have to download TOR browser.
Te contact with us your can use the fellowing link:

http://nevcorps5cvivjféi2gmduiaZcxngSplogny2rgrinctazjlngryiyd.onion/63bb5b5ff541288c4bcl16f2

The cat is out of the bag.
Ln1, Col1 100%  Windows (CRLF) UTF-8
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(0,5 oo 413 zb s bgye i bbb S s GLSs (59, 095 Tzl sl i

0S8 sod Sb 1 0gs olizl LB >l slesl 51 e Nevada l53l-L

] Mame Date moedified Type Size
~ Today (10)
[w1[=] 855f411bd06E7b650CAf2fd3cOfbbafad2...  3/4/2023 8:50 AM Application 506 KB
D 855411 bd06ETbES0cAf2fd3cOfbbafa02..,  3/4/2023 £15 PM MEVADA File 249 KB
[85] acc31048e00d1a0f4cd5569d5d4db339...  3/4/2023 2:49 AM Application 506 KB
D acc31048e00d1a0f4cd3569d5d4db539.,.  3/4/2023 415 PM MEVADA File 247 KB
D BlackCat.rar. MEVADA 3/4/2023 415 PM MEVADA File 15,223 KB
D DarkBit.zip.MEVADA 3/4/2023 415 PM MEVADA File 2,030 KB
D Makop.rar. NEVADA 3/4/2023 415 PM MEVADA File £,849 KB
D Phobos.rar, NEVADA 3/4/2023 415 PM MEVADA File 888 KB
readme.txt 3/4/2023 415 PM Text Document 1KB
D SwiftSlicerzip. NEVADA 3/4/2023 415 PM MEVADA File T16 KB

5,135 5L "own-filename.extention.NEVADA" 55Xl b &g o (5,135 50, 1338120 ol L aS” sl 16

90 a3L5] L slezil 4 NEVADA s )l 4y a5 g oo

wole jguvaidb ] < plo 35 400 Ay Blrio woew (p1] (G950 g (olo (§gd> alS



[0 Mame

readme.txt

[ ] Test (1).deb.NEVADA
[ ] Test (1).doc.NEVADA

oy Test (1).exe
[ Test (1),jfif.NEVADA
[ ] Test (1).,jpg.NEVADA

| ] Test (1).mkv.MEVADA
[ ] Test (1).mp4.MEVADA
[ ] Test (1).pdf.NEVADA

[ ] Test (1).rar. NEVADA
[ ] Test (1).sh.NEVADA
[ ] Test (1).xt.NEVADA
[ ] Test (1)xIs.NEVADA
[ ] Test (1).zip.NEVADA
[ ] Test (2).,jpg.NEVADA
[ ] Test (2).txt. NEVADA
i3 Test (3).exe

[ ] Test (3).,jpg.NEVADA
[ ] Test (3).xt.NEVADA
M Test (4).exe

| ] Test (4)jpg.NEVADA
& Test (3).exe

[ ] Test (5).,jpg.NEVADA
[ ] Test (6).jpg.NEVADA
[ ] Test (7).jpg.NEVADA

Date modified

342023 12:34 PM
3/4/202312:34 PM
34,2023 12:34 PM
B/16/2019 423 AM
342023 12:34 PM
3/4/2023 12:34 PM
3/4/202312:34 PM
34720231234 PM
342023 12:34 PM
342023 12:34 PM
3/4/202312:34 PM
34,2023 12:34 PM
34720231234 PM
342023 12:34 PM
342023 12:34 PM
3/4/202312:34 PM
10/23/2022 10:41 AM
342023 12534 PM
342023 12:34 PM
11/6/2022 12:26 PM
3/4/202312:34 PM
10/23/2022 10:42 AM
342023 12:34 PM
342023 12:34 PM
3/4/202312:34 PM

Nevada 331zl b Julxs

Type

Text Document

MEVADA File
MEVADA File
Application

MEVADA File
MEVADA File
MEVADA File
MEVADA File
MEVADA File
MEVADA File
MEVADA File
MEVADA File
MEVADA File
MEVADA File
MEVADA File
MEVADA File
Application

MEVADA File
MEVADA File
Application

MEVADA File
Application

MEVADA File
MEVADA File
MEVADA File

Size

1KB

226 KB

71 KE

129 KB
1,461 KB
1,413 KB
1,070,336 KB
143,758 KB
955 KB
838 KB
258,718 KB
31 KE

73 KB
5470 KB
3,402 KB
301 KB
1,035 KB
3,593 KB
3,073 KB
76,842 KB
5,269 KB
101,581 KB
6,099 KB
9,937 KB
15,435 KB

g b 6,35 50, NEVADA 38zl s 155 clooismn b o Ly ans so oLt b

Lbalgs L o0 gunny
Windows exe
Program Files ini
Program Files (x86) dll
AppData url
Programdata Ink
System volume information scr

Defender 4 Event Viewer aile joais (sl gbopins Codled jo Jlais g0 (138120 o 21 bl jo

RS JPURINPN BN
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s yies b Windows Defender _ladlxs s o9 Jd &je0 0 9:5Tee Nevada |l33l-L
S 55 (izees el Sl Jos 4 e Sslr ol slzl 5l 5 wdlise pasets BB ,S0s bl
Solgee &8 @l Gla bl ilusgazme b ecpsls ()8 (6l conlin (o s sl Jloel b (Slejla

25 GRSl APl O a8l 1>

Lws| Jolxs &

aus solod (59 5950 8lzl a5 wes o ylis Nevada |l58lzl ol Cus digad (59, o b gy y
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05-VErsion Windows Server 2008
image-version 0.0
subsystem-version 6.0

| machine Amd6d

oS Julzi V-F

5 ol ool aligs C/CH  wsgianlp b Jawgs Nevada |8lzl oS «@d 5 & g0 o gwyp Gub
S h sl oo wgSae (cwdige Sldes g Il b aS el sal o Portable Executable .S, &g
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D& Detect It Easy v3.06 [Windows 10 Version 2008](x236_64) - O x

File name

3Bed254d31de6aecdad1ad 58d9 1aa8 142 247f\910 7he 160f 7b6 39d68fe 36 70de 58ed 254d8 1detascIad1ad 58dT 1238 143 247fF. exe

File type Entry point Base address
Demangle
PEG4 0000000000401500 = Disasm 0000000000400000 Memory map

File info MIME Hash Strings Signatures Entropy VirusTotal
I | ]
Export Import

Time date stamp fimage

2023-02-12 01:40:54 0058a000

Scan Endianness Mode Architecture Type
Automatic LE &4-bit AMD&4 Console
* PEB4

Compiler: MinGW({GCC: (tdm64-1) 4.9.2)[-]
Linker: GNU linker Id (GMNU Binutils)(2.25)[ Consoletd, console]

Options
Signatures |:| Recursive scan D Deep scan |:| Heuristic scan D Verboze About
Directory 100%: = Log [T Al types 724 msec Exit

Dy ood S 1 51 gl ; Sledbl 5 ol sas (Obfuscate) (s 5luptas 5305 olime 0 dolipp (pl oS
Ol @lgs 5l (B0 g 09 0 (6,105 ,b el Restart Manager 4 by 5o a5 Rstrtmgr.dll LG isw opl jo

1Wgd o (Slo=l aalip j0 (65,50 <l

]

LibraryA = LoadLibraryA("Rstrimgr.d11™);

2

28 | w2 = LibraryA;

29 if ( !'Librarya }

3@ return @i64;

31| ProcAddress = GetProcAddress(LibraryA, "RmStartSessinn"j;
32| if { !ProcAddress )

33 return @igd;

34| w4 = GetProcAddress(v2, "RmRegisterRescurces™);
35 if ( !va )

36 return @isd;

37 vS = GetProcfddress(v2, "RmGetList");

38| if ( !vs )

39 return @igd;

48 | wB = GetProcAddress(vz, "RmShuthwn"j;

41| if { 'ws )

42 return @164;

43 | w7 = GetProchAddress(v2, "RmEndSessiDn"j;[:::]

LS sl=) Restart Manager s .u- Session < |

sy oobgs 3l b B gelt b m s b sl a4 AS o e | Y

L5 S o p Iy Ll ol 2, ReStart Manager L s« laas , cod | ¥

LS o slo |y el 5 0L Bsels s | 8

s . |, Restart Manager Jls Session | o

©ole rguvaib ol € palo 35 por 4 haio doww o9l Ggix0 9 GOlo Fads alS
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\
35 | strcpy(v29, “GetSystemTimeAsFileTime");

36 vE = sub_42CBER(Bx18ui6d, Bx656D6954656C69164, a3, ad);
37| if ( dword_976978 )

38 viE = sub 457EGB{vE);
39 | else

4@ quword_91E788 = vi;
41| if ( !vs )

az | {

43 |LABEL_27:

44 sub_432@86(vE, v7);
45 goto LABEL_28;

46 | }

47 | strepy(v28, "QueryPerformanceCounter™); | Y
43 wv1lB = sub 42C8E@(Bx15uisd, Bx726558797265YS511i64, Bx7265746E756F43164,
49| if ( dword_976978 )

O F

58 sub_457EGE(v11);
51| else
52 quword_91E7AB = v1E;

53 | strepy(v3e, "QueryPerformanceFrequency"”);
54 w14 = sub 42C3E@(@x1lAuisd, BxTIG3BEES7S716] w12, v13);

55| if ( dword_976978 )

56 w14 = sub_457E6B(v16Y;
57 elze
58 qword 91E7B@ = vi14;

Ll 8 o 1 s b sl 5 00

J‘}JAeim‘db)e)bdﬁe)lx\é‘f.h‘j}&45.15&@[{)[4‘))}1&90,\;)@#)‘@

35 on oslial Oley 6, So3ll gl 3 SaS w4 S S o bk 1 3 Shes sl jlad 1S 5

hbthj }‘ aS ﬂvi)ﬁ;;gj?°‘ﬁ jS()r] gJiLé N4 ﬁhfifrtjro 9:§£L-;?- ASCII &:J)j}ung ‘) <L4l3)g PE g}iLé 4::;%‘ }‘ o
25 el 4 JSON KulS gla Ll lsize 2l Sl 5 e 05 e eolitul 38zl o Slee S (sl

"limits":

}l

[

"limitMB": 25,
"parts": 1,
"eachPart™: -1

"limitMB": 1008,
"parts": 2,
"eachPart”: 12000

"1imitMB":
"parts": 3,
"eachPart": 1066

4000,

2
"eachPart": 20000

"limitMB": 11068,
"parts": 3,
"eachPart": 30000

]l

oy

{
"limitMB": 51680,
"parts": 5,
"eachPart”: 30008
}l
{
"limitMB": l@eeeee,
"parts": 3,
"eachPart": l@e6eee
}l
{
"limitMB": S@@eeee,
"parts": 5,
"eachPart": l@e6eee
}l
{
"limitMB": 68060608,
"parts": 20,
"eachPart": l0e660ee
}

gole guaib
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0 Nevada )‘}é‘(""_b g;‘é UL"L’”
I ——

QT &y > [IMItMB 45" el 00wl Lg)‘;\f)bo) LS‘)‘. > sl Qb; dxlad dslad “"5}*” limits bl O900
&lp axkad o Jgl 51 ol slows eachPart ¢ o w10 bl s dudepganio parts «das Ll coblie

"extensions™: { oo 1
"msilog”: 1 msp”: 1,
”log”:gl, ’ "idx": 1, :icnﬁ”: 1,
"ldf": 1, "ani": 1, ”mpa“: 1,
"lock": 1, "3ge": 1, ”drv“: 1,
"theme": 1, “diagcfg”: 1, Jeur™: 1:
"msi”: 1, "bin": 1, ”dla?cab : 1,
"sys": 1, "mod": 1, Texe': 1,
"wpx": 1, "ics™: 1, ”cmd“: 1,
"cplt: 1, "com": 1, ”shs :.1:
"adv": 1, "hlp": 1, Darkbit™: 1
"msc": 1, "splt: 1, s
"scrtro 1, "nls": 1,
"key": 1, “cab": 1,
"ico": 1, "diagpkg": 1,
"d11": 1, "icl™: 1,
"hta": 1, "ocx": 1,
"deskthemepack": 1, “rom”: 1,
"nomedia”: 1, "prft: 1,
"msu": 1, "themepack": 1,
"rtp”: 1, "msstyles”: 1,

S>eS SHpa whes) a0 plis |y Bua sl LB sl dubw Cwnd 50 EXtENSIONS &b e

Cﬂ)ﬁ Lmdds*ui CJi‘ b LsihbukLé C)lé)5= OJ%QU LSLL&A O kE)/ R ngl?- 1 )LA&A as (JJSQLSAJ ‘é);’ O°%

.C;u»‘Lg)szn)

"names”: {
"thumbs.db": 1,
"desktop.ini": 1,
"darkbit.jpg": 1,
"recovery_darkbit.txt": 1,
"system wvolume information™: 1

¥
SHpa pwbas) was co plis 1) s 18 s cad o b l8lzl a5 ola LB pb 55 names ol g

el R (5855 0000l slne ar kEY jo solar 1 lade oo Lxl oS (Wil ood B> (o5 SzsS

©ole rguvaib ol € palo 35 por 4 haio doww o9l Ggix0 9 GOlo Fads alS



\Y

"hostnames™: [

"TD-EF-DC.ef.technion.ac.il”,
"td-ef-main.ef.technion.ac.il”,
"td-ef-mainc.ef.technion.ac.il”,
"T-BM-DC2.bm. technion.ac.il”,
"T-BM-DC3.bm. technion.ac.il",
"TD-5I-DC.si.technion.ac.il”,
"td-si-dc2.si.technion.ac.il”,
"td-st-dc.st.technion.ac.il”,
"TD-5T-DC2.st. technion.ac.il”,
"TD-AE-aeneid. ae.technion.ac.il”,
"td-ae-aeoclus.ae.technion.ac.il”,
"TD-ME-DC@1.me.technion.ac.il”,
"TD-ME-DC2.me. technion.ac.1l”,
"TDSAPDC. sap.technion.ac.il”,
"tdsapdc2.sap.technion.ac.il”,
"Tech-Med-BK2819.medicine.technion.ac.il
"Tech-Med-DC2819.medicine.technion.ac.il
"Staff-DCl.staff.technion.ac.il”,
"STAFF-DC2.staff.technion.ac.il”,
"staff-dc3.staff.technion.ac.il”,
"TD-CC-ROOT.cc.technion.ac.il”,
"TD-CC-ROOTC. cc.technion.ac.il”,
"td-cc-rootd.cc.technion.ac.il”,
"dadp.csf.technion.ac.il”,
"DAPHP.csf.technion.ac.il”,

]

2

"PAD6.csf.technion.ac.il”,
"RAD.csf.technion.ac.il”,

& oI

"TD-TR-DC1.tr.technion.ac.il",
"TD-TR-DC3. tr.technion.ac.il",

"TD-MA-DC™,
"TD-MA-DC3™,
"IEM-DC1",
"IEM-DC2",
"TD-CE-DANY1",
"TD-CE-DANY2",
"CIS-Shayol”,
"CIS-ritar”,
"cis-rafish”,
"VM-VEEAM-MGT™,
"cis-stav”,
"Dean-NaamaD",
"Dorm-Einav"”,
"HR-ORLICG.staff",
"Dean-NaamaD"”

50 39250 piunw ;550 4 Active Directory & ,b 5l ale> (gl hostnames &b size o,y oo Hlaiay

Lol 00 c\...wy Technion o&:sls &5‘)" 0)49 )#d_’ J“"’*“" U"‘ aS Sp g o)l.gao Q‘?"LSA 9 Sl 039 di..w

Solaie 6 K50, Sldas 51 a5 0l asie 0uls () K50, digad b ol L1 diges i oy 3l e
Loy ol oo oaiije, b1 5 Sledlbl Jolis a5 04 o adlal b1 o ST a4 ol YYO JIYY ojlul &
134 o0 03l isles DARKBIT_ENCRYPTED_FILES e ASCI 4 oyl Hex polie oS

S0TPLEh1676962041. Darkbit
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Samples:

’ SHA256: 855f411bd0667b650c4f2fd3c9fbb4fa9209cf40b0d655fa9304dcdd956e0808

Ransom Note:

| readme.txt

Detection names:

Kaspersky: Trojan-Ransom.Win32.Encoder.tmm
BitDefender: Trojan.GenericKD.65749092
ESET: Win64/Filecoder.HH

Windows Defender: Ransom:Win64/Nevada
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