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Filename Packed Unpacked Quota Date/Time CRC-32
ZIP archive
boost.dll 3146208 3145728 100.0% 1/6/2018 1:27...  2C80C287
cryptonight.dll 1048736 1048576 100.0% 1/6/2018 1:28... 166755BC
{ spritecoind.exe > 235396 1228800 19.2% 1/6/2018 1:28... 473D2287
spritecoinwallet.exe 19509 3145728 0.6% 1/6/2018 5:52... 036C06BA
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SpriteCoin

SpriteCoin is a new cryptocurrency written entirely in JavaScript (with C for the mining module). It uses the CryptoNight algorithm but is not cryptonote-based.
With a max supply of 1 trillion coins and a block time of 45 seconds, this is sure to be a profitable coin for you (I hope).
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Hacker View Tools Users Help

% Refresh {73 Options | @#8 Find handles or DLLs 3% System information | [ [ Search Processes (Ctrl+K)
Processes | Services | Network | Disk |
Name PID CPU IOtotal.. Privateb.. Username Description

7] VGAuthService.exe 1896 3.64 MB VMware Guest Authentication...
i vmtoolsd.exe 1924 0.02 7.61 MB VMware Tools Core Service
7 svchost.exe 1936 115M8B Host Process for Windows Ser...
87 SearchIndexer.exe 2380 64B/s 178MB Microsoft Windows Search In...
s msdtc.exe 2852 235M8B Microsoft Distributed Transac...
=7 svchost.exe 3636 151.99 MB Host Process for Windows Ser...
7 svchost.exe 4056 337 MB Host Process for Windows Ser...
7] wmpnetwk.exe 1664 3.02MB Windows Media Player Netwo...

=7 Isass.exe 532 276 MB Local Security Authority Proce...

57 Ism.exe 540 146 MB Local Session Manager Service

57 csrss.exe 424 001 24B/s  932MB Client Server Runtime Process
. winlogon.exe 472 1.52MB Windows Logon Application
4 explorer.exe 1712 0.08 39.74 MB  WIN-094202..\Apa-PC Windows Explorer

m vmtoolsd.exe 328 0.04 608 B/s 8.64 MB WIN-094202..\Apa-PC VMware Tools Core Service

1% ProcessHacker.exe 3240 040 691 MB WIN-094202..\Apa-PC Process Hacker

I¥ apateDNS.exe 1556 1763 MB WIN-094202..\Apa-PC  Mandiant

4 & iexplore.exe 2456 889 MB WIN-094202..\Apa-PC Internet Explorer

@ iexplore.exe 2776 2521 MB  WIN-094202..\Apa-PC Internet Explorer

1% taskmgr.exe 3524 0.10 1.77MB WIN-094202..\Apa-PC  Windows Task Manager

48 | spritecoinwallet.exe 4052 508 kB WIN-094202..\Apa-PC
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ixt, .doc, .docx, .xls, .index, .pdf, .zip, .rar, .css, .Ink, .xlsx, .ppt, .pptx, .odt, .jpg, .bmp, .png,

.csv, .sqgl, .mdb, .sIn, .php, .asp, .aspx, .html, .xml, .psd, .bk, .bat, .mpY, .mp¢, .wav, .wma,

.avi, .divx, .mkv, .mpeg, .wmv, .mov, .0gg, .java, .csv, .kdc, .dxg, .xIsm, .pps, .cpp, .odt, .php,

.odc, .log, .exe, .crY, .mpeg, .jpeg, .xgx, .dotx, .pps, .class, .jar, .psd, .pot, .cmd, .rtf, .csv,
.php, .docm, .xIsm, .js, .wsf, .vbs, .ini, .jpeg, .gif, .Vz, .dotx, .kdc, .odm, .xll, .xlt, .ps, .mpeg,
.pem, .msg, .xls, .wav, .odp, .nef, .omd, .r¥d, .dll, .reg, .hwp, .Vz, .p\Y, .pfx, .cs, .ico, .torrent,
.C
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If you close this window, you can always restart and it should appear again.

All your files have been encrypted by us. This means you will be unable to access or use them. In order to
retrieve them, you must send 0.3 monero (about $120 USD) to:

Make sure you include your payment ID: [

Use CTRL+C to copy both

IF YOU DO NOT INCLUDE YOUR PAYMENT ID, YOUR FILES CANNOT BE DECRYPTED. Do not
waste your time -- only we can decrypt your files.

If you have paid, click on the DECRYPT button to return your files to normal. Don't worry, we'll give you your

files back if you pay.

FAQ

+ What is monero?
Monero is a cryptocurrency, like bitcoin.
+ How do I get monero?
You can buy monero in many of the same places you can get bitcoin.

« What happens if I don't pay?

sl sleh b Db

Size 240640

CRC-32 47BA383D

MD5S 0470B627E6A84D0FB 1F00 10F9927835C

SHA-1 8DEA010CF5C9ADC2D9D923578176788672C65199

Highlight partial results

o

Section VirtSize VirtAddr PhysSize PhysAddr Flags CRC32
PE sections

UPXO0 0217B000 00001000 00000000 00000200 EO000080

UPX1 0003B0O00 0217C000 O0O0O03A800 00000200 EO000040 5085B02A 703BDBCEDS95EE66788B411C6ESEE21E



spritecoind.exe

Size 43520

CRC-32 53803203

MD5 C7867343727F 138CT896468E35F97C51

SHA-1 5AF 2050F 2E7462DE25F47 2BE3 3DFB6EF41ECSF43

Highlight partial results

Section VirtSize Virthddr PhysSize Physhddr Flags CRC3Z MDS
PE sections

.text 00002ES4 00001000 OQO0OODZCO0 00000400 60500060 AFEB41ES T569B44DARRBADFCEGEFBZI5EESE38BD3
.data 00003F70 00004000 00004000 00003000 CO700040 ABBCOSBB GS9A40334FASEBEOAAIADOZBDSDZS5AEZ
.rdata 00002D50 00003000 00007000 40300040 75C281C3 AS25DS555576077BEZD0385EF4187FED
.bss oooooszo 00Qo0BOOO Qooooooo [fulujululu]u]u} co7o0080

.idata 00000B54 Q0Qacaoo Qoooocoo Q000%EQ0  CO300040 17B3€30D7 4AFDSZSESFIBFOET7O2CIClIS338AEISE
CRT 00000024 Q0QoDao0 Qoooozoo Q000RROO Coz00040 BS08595C SCEE€7324560272561E0ZEF7SCECLIEF3B
.tls 00000020 OQOQOQEQOQOO 00000200 OQOO0QACOD CO300040 Z25ZAVEB4 A4D0ODBSEECRRA02E3323DL72CCRIBILASE

spritecoinwallet.exe

oSed Sl ot

AL e e ol LSS st S el LWL L g ) S 1531 2L oS0l S 5

e http://jmgapfrnflateiveo.onion.link/

e http://hhoeybhyvhuefhlb.onion.link/

e http://vfifnnmhlzygporh.onion.link/

e http://hieboeqgizflogoid.onion.link/

e http://eqgerbbyhdzebwca.onion.link/

e http://ziplamtgyfnygvry.onion.link/



http://jmqapf3nflatei35.onion.link/
http://hho52bhyvh65fhlb.onion.link/
http://7f4fnnmhlz2gporh.onion.link/
http://h4eb5eq6zfl5qo4d.onion.link/
http://5qgerbbyhdz5bwca.onion.link/
http://ziplamtg2fn3q733.onion.link/

Capture Window | DINS Hex View |

Time Domain Requested DNS Retumed o
jmgapf 3nflatei 35.onion link
10:59:10 22821358 216.in-addrampa FOUND

10:55:10 54.115.177.108 in-addr.apa FOUND

10:59:10 238 214 58 216in-addr arpa FOUND

10:55:11 599.167.154.149 in-addr ampa FOUND

10:55:11 595.167.154.145 in-addr.ampa FOUND

10:5%:11 59.167.154.145 in-addr arpa FOUMND i
10:59:41 70.61.253.131in-addr.ampa FOUND

10:55:43 15.136.140.51 in-addr.ama FOUND E
\]Qﬁi 200.21.107.13in-addr.ampa FOUND | &

[+] Using 8.8.8.8 as return DNS IP!

[#] DNS set to 127.8.8.1 on Intel(R} PRO/1888 MT Network Connection #2.
[#] sending valid DNS response of first request.

[-]1 Already initiated...

[+] server started at 18:82:39 successfully.

[-1 Already initiated...

[-]1 Already initiated...

DMS Reply IP (Default: Curent Gatway/DNS): 8888
Start Server
#of NXDOMAIN's:

0

Selected Interface: [Intel{R) FRO/1000 MT Network Connection #2 -] TH T
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https://www.hybrid-analysis.com/

Antivirus

AegisLab

AlLYac

CrowdStrike Falcon (ML)

Cylance

Endgame

TrendMicro-HouseCall

Result
Ransom.Moneropay.Thaocoahlc
Trojan.Ransom.MoneroPay
malicious_confidence_70% (W)
Unsafe

malicious (high confidence)

Ransom_MONEROPAY . THACOAH

“spritecoinwallet.exe” Detection Rate

Update
20180116
20180116
20171016
20180116
20171130

20180116



Antivirus
Ad-Aware
AegisLab
AlLYac
Antiy-AVL
Arcabit
Baidu
BitDefender
CrowdStrike Falcon (ML)
Cylance
eGambit
Emsisoft
Endgame
F-Secure
GData
Ikarus
Sophos ML
K7 AntiVirus
KTGW
Kaspersky
MAX
McAfee
McAfee-GW-Edition
Microsoft

eScan

Palo Alto Networks (Known Signatures)

SentinelCne (Static ML)
Sophos AV

Symantec

Tencent

TrendMicro
TrendMicro-HouseCall
VIFRE

ViRobot

ZoneAlarm by Check Paint

Result
Trojan.GenenckD. 12741655
Troj.Ransom. W32 Blockerlc
Trojan.GenenckD. 12741655
Trojan[Ransom]Win32.Blocker

Trojan.Generic.DC26C17

Win32. Trojan. WisdomEyes. 16070401.9500.9995

Trojan.GenenckD. 12741655
malicious_confidence_90% (W)
Unsafe

Unsafe Al_Score_98%
Trojan.GenencKD. 12741655 (B)
malicious (moderate confidence)
Trojan.GenencKD. 12741655
Trojan.GenencKD. 12741655
Win32.SuspectCrc

heuristic

Riskware ( 0040eff71 )

Riskware | 0040271 )
Trojan-Ransom.Win32.Blocker kpug
makware (ai score=035)
Artemis!14EAS3020B4D
BehavesLike Win32.Downloader.tz
Ransom:Win32/Genasom
Trojan.GenenckD. 12741655
generic.ml

static engine - malicious
MalBehav-044

Trojan.Gen.2

Win32.Trojan. Blocker. Dzug
Ransom_Guperd RO02C0DAATE
Ransom_Guperd R002C0ODAATE
Trojan.Win32. Genenc!BT
Trojan.Win32.Z.Agent. 12285800.C5

Trojan-Ransom. Win32.Blocker kpug

“spritecoind.exe” Detection Rate

Update
20180113
20180113
20180113
20180113
20180113
20180112
20180113
20171016
20180113
20180113
20180113
20171130
20180113
20180113
20180113
20170914
20180113
20180112
20180113
20180113
20180113
20180113
20180113
20180113
20180113
20171224
20180113
20180112
20180113
20180113
20180113
20180113
20180113

20180113



