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Internet Explorer

Microsoft Edge

Microsoft Windows

Microsoft Office and Microsoft Office Services and Web Apps
ChakraCore
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Office

Microsoft Office Remote Code Execution Vulnerability

Critical

CVE-2018-8157
CVE-2018-8158
CVE-2018-8161

Remote Code Execution

05/08/2018

aladl> )5 :Lsl 4 Microsoft Office 1581 o 5 s job pwyiwd o 0 09350 (6 o]
R S g e S e N Y
Clax b )5 STases 10 .auS 1ol cw s o lea b dxd )5 ol 01 olgzds oS

cnls walgs 1) 55 glo codlad oUlg walpe 350 3l paw 5,8
AS i b gcwai b asliy o

D310 50 b ools BAx ) oss odalive 4 Wl oo o

diles 995 (6l JolS (g yiws b 202 )8 Sles -

g S ol gy yo oo

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8161
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8157

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8158

Office

Microsoft Excel Remote Code Execution Vulnerability

Critical
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CVE-2018-8147
CVE-2018-8148
CVE-2018-8162

Remote Code Execution

05/08/2018
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8147
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8148

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8162

Chakra Core

Scripting Engine Memory Corruption Vulnerability

Critical

CVE-2018-0954
CVE-2018-0946
CVE-2018-0943
CVE-2018-0945
CVE-2018-0953
CVE-2018-1022
CVE-2018-8128
CVE-2018-8130
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CVE-2018-8133
CVE-2018-8137
CVE-2018-8139
CVE-2018-8177
CVE-2018-8178
CVE-2018-8115

Remote Code Execution

05/08/2018
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0943
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0945
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0946
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0953
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0954
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-1022
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8128
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8130
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8133
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8137
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8139
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8177
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8178

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8115

Microsoft Exchange ServerY+\+—Y+\Y-Y+\#

Microsoft Exchange Memory Corruption Vulnerability

Critical

CVE-2018-8154

Remote Code Execution

05/08/2018
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8154

Microsoft Edge

Scripting Engine Memory Corruption Vulnerability
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Critical

CVE-2018-0943
CVE-2018-0945
CVE-2018-0946
CVE-2018-0951
CVE-2018-0953
CVE-2018-0954
CVE-2018-0955
CVE-2018-1022
CVE-2018-8128
CVE-2018-8130
CVE-2018-8133
CVE-2018-8137
CVE-2018-8139
CVE-2018-8178
CVE-2018-8179

Remote Code Execution

05/08/2018
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0943
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0945
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0946
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0951
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0953
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0954
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0955
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-1022
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8128
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8130
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8133
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8137
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8139

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8178

/CVE-2018-8179https://portal.msrc.microsoft.com/en-US/security-guidance/advisory

Internet Explorer 11

Critical

CVE-2018-8114
CVE-2018-8122

Remote Code Execution

05/08/2018
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8114

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8122

Windows

Win32k Elevation of Privilege Vulnerability

Important

CVE-2018-8120
CVE-2018-8124
CVE-2018-8164
CVE-2018-8165

Elevation of Privilege

05/08/2018
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https.//portal msrc microsoft com/en-US/security-guidance/advisory/CVE-2018-8120
https./portal msrc microsoft com/en-US;security-guidance/advisory/CVE-2018-8124
https.//portal msrc microsoft com/en-US;security-guidance/advisory/CVE-2018-8164

https./portal msrc microsoft com/en-US/security-guidance/advisory/CVE-2018-8165

Windows

Windows Kernel Elevation of Privilege Vulnerability

Important

CVE-2018-8897

Elevation of Privilege

05/08/2018
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8897
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Windows

Windows Elevation of Privilege Vulnerability

Important

CVE-2018-8134

Elevation of Privilege

05/08/2018
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8134

Windows

Windows Image Elevation of Privilege Vulnerability

Important

CVE-2018-8170
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Elevation of Privilege

05/08/2018
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https./portal msrc microsoft com/en-US;security-guidance/advisory,CVE-2018-

8170

Windows

Windows Common Log File System Driver Elevation of Privilege Vulnerability

Important

CVE-2018-8167

Elevation of Privilege

05/08/2018
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https./portal msrc microsoft com/en-US;security-guidance/advisory/CVE-2018-

8167

Windows

Windows Common Log File System Driver Elevation of Privilege Vulnerability

Important

CVE-2018-8165

Elevation of Privilege

05/08/2018
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https./portal msrc microsoft com/en-US;security-guidance/advisory/CVE-2018-
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Share Point

Microsoft SharePoint Elevation of Privilege Vulnerability

Important

CVE-2018-8149
CVE-2018-8155
CVE-2018-8168
CVE-2018-8156

Elevation of Privilege

05/08/2018
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Microsoft infopath

Microsoft InfoPath Remote Code Execution Vulnerability

Important

CVE-2018-8173

Elevation of Privilege

05/08/2018
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8173

Microsoft Exchange Server

Microsoft Exchange Server Elevation of Privilege Vulnerability

Important
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CVE-2018-8152

Elevation of Privilege

05/08/2018

Microsoft Exchange lawg alasl> ,o clodl coslinl Copan Lo @ cpdy coml 0yl
25 G 4 o sl Jlo)l b des ol o o #, Outlook Web Access (OWA)
Wl g0 WS 510 05 Sy sl 2l 5 Sy @ 02 lee 5 g 0 Sndy (o0 el
oo ol 5l 1) gl DIl 5 WS 2] (Sb 3 e 59, 2 1) 955 5L 950 sl S Sl
S

ooy B edbi B (LS sl ) Sod S el o3 v cnl jl olinulss sl o2l
S S (59,5 5k @ Slme | )8 Sl el puige

https./portal msrc microsoft com/en-US;security-guidance/advisory/CVE-2018-
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.NET

.NET and .NET Core Denial of Service Vulnerability

Important

CVE-2018-0765

Denial of Service

05/08/2018




P = scibigladis \"\A “.L\A LA o ‘ }Lﬁ‘ % |‘ e ':f,‘..
ugmﬁw:sd-tw ot 22 =2 25 T o) ; “’éuf &

opl sl oo .netcore g.net 138l e 5 g9, g (DOS) gy gio €5 5 S pd cuml (]

ABS o Fy XML BB 53l 5 53 (6 pdy ]

S ool 1 ales sl net dsliy o 41 o5 e Cenlss s Jluy) b ilss o wlys

https./portal msrc microsoft com/en-US;security-guidance/advisory/CVE-2018-

0765




