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Adobe Flash Player
ChakraCore

Microsoft Exchange Server
Microsoft Edge

Internet Explorer
Microsoft SQL Server
Windows
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https://portal.msrc.microsoft.com/en-us/security-quidance

https://portal.msrc.microsoft.com/en-us/security-
guidance/releasenotedetail/echystya-aavf-eavy-aast-. . .dvayycavy
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https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/ecb26425-583f-e811-a96f-000d3a33c573
https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/ecb26425-583f-e811-a96f-000d3a33c573
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Adobe Flash Player

Flash Player arbitrary code execution

Critical
APSBYA-Y)
Remote Code Execution ,,;u’
YA ANE @lw»s;‘-' el

Windows 10 Version 1803 for x64-based Systems
Windows 10 Version 1803 for 32-bit Systems
Windows 10 for x64-based Systems

Windows 10 Version 1511 for 32-bit Systems
Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows Server 2012

Windows 10 for 32-bit Systems

Windows Server 2012 R2

Windows 10 for 32-bit Systems

Windows RT 8.1

Windows Server 2016

Windows 10 Version 1703 for x64-based Systems
Windows 10 Version 1703 for 32-bit Systems
Windows 10 Version 1709 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1607 for 32-bit Systems
Windows 10 for x64-based Systems

il ) O y904 Adobe il asls 40 0990 (§ pdyam] slaanlis
CVE-Y+ VA-\YAYF, CVE-Y+ YA-YYAY®, CVE-Y - YA-) YAYF, CVE-Y - Y A-) YAYY, CVE-Y - \ A-
YYAYA

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/ADV\A- - Y -

https://support.microsoft.com/en-us/help/fY¥Y1 - Y/security-update-for-adobe-flash-

player



https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/ADV180020
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/ADV180020
https://support.microsoft.com/en-us/help/4343902/security-update-for-adobe-flash-player
https://support.microsoft.com/en-us/help/4343902/security-update-for-adobe-flash-player
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Chakra Core

Chakra Scripting Engine Memory Corruption Vulnerability

Critical

CVE-Y-\A-AY?##
CVE-Y-\A-AYA-
CVE-Y+\A-AYA
CVE-Y-\A-AYAY

Remote Code Execution b

YA ANY Sl y39)% o2 5]

Windows 10 Version 1803 for 32-bit Systems
Windows 10 for x64-based Systems

Windows Server 2012 R2

Windows 10 for 32-bit Systems

Windows Server 2016

Windows 10 Version 1703 for x64-based Systems

Windows 10 Version 1703 for 32-bit Systems

Windows 10 Version 1709 for 32-bit Systems
Windows 10 Version 1709 for x64-based Systems

Windows 10 Version 1607 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 for x64-based Systems
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Windows 10 Version 1803 for x64-based Systems Jole oo
2 o1 5 gy el S 4 s [

https://github.com/Microsoft/ChakraCore/wiki/Roadmap#v\\-Y
https://github.com/Microsoft/ChakraCore/releases/tag/v).\ - .Y



https://github.com/Microsoft/ChakraCore/wiki/Roadmap#v1102
https://github.com/Microsoft/ChakraCore/wiki/Roadmap#v1102
https://github.com/Microsoft/ChakraCore/releases/tag/v1.10.2
https://github.com/Microsoft/ChakraCore/releases/tag/v1.10.2
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Chakra Core

Scripting Engine Memory Corruption Vulnerability

Critical

CVE-Y\A-AYOO
CVE-Y+\A-AYHA
CVE-Y-\A-AYYY
CVE-Y-\A-AYAD
CVE-Y+\A-AYA.

Remote Code Execution gotit) ‘

YoV AIAINE Sl33958 (55T \

Windows 8.1 for 32-bit systems Jole ot
Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows 8.1 for x64-based systems

Windows Server 2008 R2 for x64-based Systems Service Pack 1
Windows 10 Version 1511 for 32-bit Systems

Windows 10 Version 1511 for x64-based Systems

Windows 10 Version 1607 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems

Windows 7 for x64-based Systems Service Pack 1

Windows 10 for x64-based Systems

Windows 7 for 32-bit Systems Service Pack 1

Windows Server 2012 R2

Windows 10 for 32-bit Systems

Windows RT 8.1

Windows Server 2016

Windows 10 Version 1703 for x64-based Systems

Windows 10 Version 1703 for 32-bit Systems

Windows 10 Version 1709 for 32-bit Systems

Windows 10 Version 1709 for 64-based Systems

Windows 10 Version 1803 for 32-bit Systems

Windows 10 Version 1803 for x64-based Systems

Windows Server 2008 for 32-bit Systems Service Pack 2
Windows Server 2008 for x64-based Systems Service Pack 2
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https://github.com/Microsoft/ChakraCore/wiki/Roadmap#vi) - Y

https://github.com/Microsoft/ChakraCore/releases/tag/v\).\ - .Y

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - Y A-AYQ -

Microsoft Exchange Server

Jyaxo o

Microsoft Exchange Memory Corruption Vulnerability

LS)"'\"““““J ‘ob

Critical

CMML.M’

CVE-Y-\A-AY.Y

6)“"“’“‘“‘" Al

Remote Code Execution

56

YA ANY

SLwyiara on 5T

Microsoft Exchange Server 2010 Service Pack 3 Update Rollup 23

Microsoft Exchange Server 2013 Cumulative Update 20
Microsoft Exchange Server 2013 Cumulative Update 21
Microsoft Exchange Server 2016 Cumulative Update 10

Microsoft Exchange Server 2016 Cumulative Update 9

J*Lcn-"-w-:-w

Laisl Co e 4y Hol8 138l 5 aSCile; Microsoft Exchange l38ls 5 jo 59290 590 ol 3l 0S5 (gl 2!

3o |) 0‘9.5:1& 85 Ls;ad.vmi u.:‘ )| ),uoiu.».ﬂﬁ}a OQLM‘W l.v JJ‘?(SQ w}Lerc JJT‘SA S99 A u.m.a.v alasls> B
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https://support.microsoft.com/en-us/help/fY¥ - V\”\/description-of-the-security-update-for-

microsoft-exchange-server-Y-\Y

https://www.microsoft.com/en-us/download/details.aspx?id=aYY\Y

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - YA-AY - Y



https://github.com/Microsoft/ChakraCore/wiki/Roadmap#v1102
https://github.com/Microsoft/ChakraCore/wiki/Roadmap#v1102
https://github.com/Microsoft/ChakraCore/releases/tag/v1.10.2
https://github.com/Microsoft/ChakraCore/releases/tag/v1.10.2
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8390
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8390
https://support.microsoft.com/en-us/help/4340731/description-of-the-security-update-for-microsoft-exchange-server-2013
https://support.microsoft.com/en-us/help/4340731/description-of-the-security-update-for-microsoft-exchange-server-2013
https://www.microsoft.com/en-us/download/details.aspx?id=57217
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8302
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Microsoft Edge

Scripting Engine Memory Corruption Vulnerability

Critical

CVE-Y\A-AYDO
CVE-Y-\A-AYYY
CVE-Y-\A-AYAD
CVE-Y-\A-AYA.

Remote Code Execution

YN ANY @L"‘))S)“ Ryl

Windows 10 Version 1803 for x64-based Systems
Windows 10 Version 1803 for 32-bit Systems
Windows Server 2012

Windows 8.1 for 32-bit systems

Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows 8.1 for x64-based systems

Windows Server 2008 R2 for x64-based Systems Service Pack 1
Windows 10 Version 1511 for 32-bit Systems
Windows 10 Version 1511 for x64-based Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1607 for 32-bit Systems
Windows 7 for x64-based Systems Service Pack 1
Windows 10 for x64-based Systems

Windows 7 for 32-bit Systems Service Pack 1
Windows Server 2012 R2

Windows 10 for 32-bit Systems

Windows RT 8.1
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Windows Server 2016

Windows 10 Version 1703 for x64-based Systems
Windows 10 Version 1703 for 32-bit Systems
Windows 10 Version 1709 for 32-bit Systems
Windows 10 Version 1709 for 64-based Systems
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https://support.microsoft.com/en-us/help/fY¥YAAY/windows-\ - -update-kbfY$YAAY

https://www.catalog.update.microsoft.com/Search.aspx?q=KBfYfYAAY

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - YA-AY O

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - YA-AYYY

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - YA-AYAD

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - YA-AYQ -



https://support.microsoft.com/en-us/help/4343887/windows-10-update-kb4343887
https://support.microsoft.com/en-us/help/4343887/windows-10-update-kb4343887
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343887
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343887
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8355
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8355
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8372
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8372
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8385
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8385
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8390
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8390
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Microsoft Edge

Microsoft Edge Memory Corruption Vulnerability

Critical

CVE-Y-\A-AYYVY
CVE-YA-AYAY
CVE-Y+\A-Af.Y

Remote Code Execution ,...’La

YA ANF SLwyiara on 5T

Windows 10 Version 1803 for x64-based Systems
Windows 10 Version 1803 for 32-bit Systems
Windows Server 2016

Windows Server 2012

Windows Server 2012 R2

Windows Server 2008 R2 for x64-based Systems Service Pack 1
Windows 10 Version 1703 for x64-based Systems
Windows 10 Version 1703 for 32-bit Systems
Windows 10 Version 1709 for 32-bit Systems
Windows 10 Version 1709 for x64-based Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1607 for 32-bit Systems
Windows 10 for 32-bit Systems

Windows RT 8.1

Windows 10 for x64-based Systems

Windows 8.1 for x64-based systems
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Windows 8.1 for 32-bit systems
Windows 7 for 32-bit Systems Service Pack 1
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - YA-A¥ - Y

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - Y A-AYAY

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - Y A-AYYY
https://support.microsoft.com/en-us/help/fYfYAdY/windows-\ - -update-kbfYfYAQY

https://www.catalog.update.microsoft.com/Search.aspx?g=KBfY¥fY4a- 4

https://support.microsoft.com/en-us/help/¥Y Y4 - 4/windows-\ - -update-kb¥yfy4.q

https://www.catalog.update.microsoft.com/Search.aspx?q=KBYfYfYAAD
https://support.microsoft.com/en-us/help/fY¥YAAd/windows-\ - -update-kbFYFYAAD



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8403
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8403
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8387
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8387
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8377
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8377
https://support.microsoft.com/en-us/help/4343897/windows-10-update-kb4343897
https://support.microsoft.com/en-us/help/4343897/windows-10-update-kb4343897
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343909
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343909
https://support.microsoft.com/en-us/help/4343909/windows-10-update-kb4343909
https://support.microsoft.com/en-us/help/4343909/windows-10-update-kb4343909
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343885
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343885
https://support.microsoft.com/en-us/help/4343885/windows-10-update-kb4343885
https://support.microsoft.com/en-us/help/4343885/windows-10-update-kb4343885
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Microsoft Edge

Chakra Scripting Engine Memory Corruption Vulnerability

Critical

CVE-Y-\A-AY?##
CVE-Y-\A-AYA-
CVE-Y+\A-AYA

Remote Code Execution go

YA ANF ss’L‘*‘))S)“" Rl

Windows 10 Version 1803 for x64-based Systems
Windows 10 Version 1803 for 32-bit Systems
Windows 10 for x64-based Systems

Windows Server 2012 R2

Windows 10 for 32-bit Systems

Windows Server 2016

Windows 10 Version 1703 for x64-based Systems

Windows 10 Version 1703 for 32-bit Systems

Windows 10 Version 1709 for 32-bit Systems
Windows 10 Version 1709 for x64-based Systems

Windows 10 Version 1607 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 for x64-based Systems

AR
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - Y A-AYA)

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - YA-AYA -

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - YA-AY$S¥#

https://www.catalog.update.microsoft.com/Search.aspx?gq=KB¥fYfY4.4
https://support.microsoft.com/en-us/help/fYfYq-4/windows-\ - -update-kb ¥y fy4.q
https://www.catalog.update.microsoft.com/Search.aspx?g=KBfYfYAAD

https://support.microsoft.com/en-us/help/fY¥YAAd/windows-\ - -update-kbfYFYAAD
https://support.microsoft.com/en-us/help/fY¥YAAY/windows-\ - -update-kbfYFYAAY

Internet Explorer Y\

Scripting Engine Memory Corruption Vulnerability

Critical

CVE-Y\A-AY DD
CVE-Y-\A-AYYY
CVE-Y-\A-AYVY
CVE-Y-\A-AYYY
CVE-Y-\A-AYAD
CVE-Y+\A-AF-.Y

Remote Code Execution

A

YA ANF Sl yiara on 5T

Windows Server Y - - A for Y'Y-bit Systems Service Pack Y
Windows A.\ for Y'Y-bit systems
Windows A.\ for Y'Y-bit systems

Windows A.\ for x#¥-based systems

Windows Server Y - - A for x#¥-based Systems Service Pack Y J.OLCW

\Y


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8381
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8381
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8380
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8380
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8266
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8266
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343909
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343909
https://support.microsoft.com/en-us/help/4343909/windows-10-update-kb4343909
https://support.microsoft.com/en-us/help/4343909/windows-10-update-kb4343909
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343885
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343885
https://support.microsoft.com/en-us/help/4343885/windows-10-update-kb4343885
https://support.microsoft.com/en-us/help/4343885/windows-10-update-kb4343885
https://support.microsoft.com/en-us/help/4343887/windows-10-update-kb4343887
https://support.microsoft.com/en-us/help/4343887/windows-10-update-kb4343887
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8110
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8110
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8110
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8110
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8110
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8110
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Windows A.\ for x#¥-based systems

Windows Server Y- - A RY for x#f-based Systems Service Pack \
Windows \ - Version \#-V for x#f-based Systems
Windows \ -+ Version \#-V for ¥Y-bit Systems
Windows Y for x#f-based Systems Service Pack \
Windows \ - for x#¥-based Systems

Windows Y for Y'Y-bit Systems Service Pack \
Windows Server Y+ \Y RY

Windows \ - for Y'Y-bit Systems

Windows RT A.\

Windows Server Y« \#

Windows \ - Version \VY-Y for x#¥-based Systems
Windows \ -+ Version VY- Y for YY-bit Systems
Windows \ « Version YA-Y for x#¥-based Systems
Windows \ « Version \A-Y for YY-bit Systems
Windows \ - Version \Y- 4 for YY-bit Systems
Windows \ - Version VY- 4 for #f-based Systems
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - Y A-AY 00

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y « Y A-AYY)

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - Y A-AYYY

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - Y A-AYYY

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - YA-AYAD

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - YA-AY - Y
https://support.microsoft.com/en-us/help/fYfY4- - /windows-Y-update-kbfYfy4. .

https://support.microsoft.com/en-us/help/fY§YY - 8/cumulative-security-update-for-

internet-explorer
https://www.catalog.update.microsoft.com/Search.aspx?g=KBfY¥fYq- -

https://support.microsoft.com/en-us/help/fY¥YAA/windows-A\-update-kbfYFYAA

\Y


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8355
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8371
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8372
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8373
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8385
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8403
https://support.microsoft.com/en-us/help/4343900/windows-7-update-kb4343900
https://support.microsoft.com/en-us/help/4343205/cumulative-security-update-for-internet-explorer
https://support.microsoft.com/en-us/help/4343205/cumulative-security-update-for-internet-explorer
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343900
https://support.microsoft.com/en-us/help/4343898/windows-81-update-kb4343898
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Microsoft SQL Server

Microsoft SQL Server Remote Code Execution Vulnerability

Critical

CVE-Y+\A-AYVY

Remote Code Execution
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Microsoft SQL Server 2016 for x64-based Systems Service Pack 1 Microsoft
Microsoft SQL Server 2016 for x64-based Systems Service Pack 1 (CU)
Microsoft SQL Server 2016 for x64-based Systems Service Pack 2
Microsoft SQL Server 2016 for x64-based Systems Service Pack 2 (CU)
Microsoft SQL Server 2017 for x64-based Systems

Microsoft SQL Server 2017 for x64-based Systems (CU)

23 o |y 03¢l s (59, p 90 oy 51 a8 sl o5l>! 45 Microsoft SQL ;5 54290 8 5,0 5y

ool oli:l.: olsT U9 6‘93.714 ) ‘) o‘ﬁi.dé 85 (_g)_\d.»w] w‘ )‘ ).:.A"M}A DOLD.».M)‘B..» l) AJ‘?J‘SA p—‘>L€r°
.S 1,>1SQL Server

|

https://support.microsoft.com/en-us/help/fYaYA- A/security-update-for-remote-code-

execution-vulnerability-in-sqgl-server

https://support.microsoft.com/en-us/help/fYaYA- \ /security-update-for-remote-code-

execution-vulnerability-in-sqgl-server

https://support.microsoft.com/en-us/help/fYaYA - Y/description-of-the-security-update-

for-the-remote-code-execution-vulne

https://support.microsoft.com/en-us/help/fYaYA- &/security-update-for-remote-code-

execution-vulnerability-in-sqgl-server

https://support.microsoft.com/en-us/help/fYaYA - Y/description-of-the-security-update-

for-the-remote-code-execution-vulne

https://support.microsoft.com/en-us/help/fYaYA - Y/description-of-the-security-update-

for-the-remote-code-execution-vulne

https://www.microsoft.com/en-us/download/details.aspx?id=aYY#Y

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - YA-AYYY

Windows

GDI+ Remote Code Execution Vulnerability

Critical

VO



https://support.microsoft.com/en-us/help/4293808/security-update-for-remote-code-execution-vulnerability-in-sql-server
https://support.microsoft.com/en-us/help/4293808/security-update-for-remote-code-execution-vulnerability-in-sql-server
https://support.microsoft.com/en-us/help/4293801/security-update-for-remote-code-execution-vulnerability-in-sql-server
https://support.microsoft.com/en-us/help/4293801/security-update-for-remote-code-execution-vulnerability-in-sql-server
https://support.microsoft.com/en-us/help/4293803/description-of-the-security-update-for-the-remote-code-execution-vulne
https://support.microsoft.com/en-us/help/4293803/description-of-the-security-update-for-the-remote-code-execution-vulne
https://support.microsoft.com/en-us/help/4293805/security-update-for-remote-code-execution-vulnerability-in-sql-server
https://support.microsoft.com/en-us/help/4293805/security-update-for-remote-code-execution-vulnerability-in-sql-server
https://support.microsoft.com/en-us/help/4293802/description-of-the-security-update-for-the-remote-code-execution-vulne
https://support.microsoft.com/en-us/help/4293802/description-of-the-security-update-for-the-remote-code-execution-vulne
https://support.microsoft.com/en-us/help/4293807/description-of-the-security-update-for-the-remote-code-execution-vulne
https://support.microsoft.com/en-us/help/4293807/description-of-the-security-update-for-the-remote-code-execution-vulne
https://www.microsoft.com/en-us/download/details.aspx?id=57267
https://www.microsoft.com/en-us/download/details.aspx?id=57267
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8273
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8273
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CVE-Y+\A-AYAY

Remote Code Execution

YA ANY

Windows Y for YY-bit Systems Service Pack \

Windows VY for x#f-based Systems Service Pack \

Windows Server Y - - A for YY-bit Systems Service Pack Y

Windows Server Y - - A for YY-bit Systems Service Pack Y (Server Core installation)
Windows Server Y - - A for Itanium-Based Systems Service Pack ¥

Windows Server Y - - A for x#f-based Systems Service Pack ¥

Windows Server Y - - A for x#f-based Systems Service Pack Y (Server Core installation)
Windows Server Y- - A RY for Itanium-Based Systems Service Pack \

Windows Server Y- - A RY for x#f-based Systems Service Pack \

Windows Server Y- - A RY for x#f-based Systems Service Pack \ (Server Core installation)
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - YA-AYAY

https://www.catalog.update.microsoft.com/Search.aspx?g=KBfY¥fY4- -

https://www.catalog.update.microsoft.com/Search.aspx?q=KB¥fYfYAd4
https://support.microsoft.com/en-us/help/fY¥YAd4/windows-Y-update-kb Y fyAd4
https://support.microsoft.com/en-us/help/fY¥Y4- - /windows-Y-update-kbfyfya. -

\¥



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8397
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8397
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343900
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343900
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343899
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343899
https://support.microsoft.com/en-us/help/4343899/windows-7-update-kb4343899
https://support.microsoft.com/en-us/help/4343899/windows-7-update-kb4343899
https://support.microsoft.com/en-us/help/4343900/windows-7-update-kb4343900
https://support.microsoft.com/en-us/help/4343900/windows-7-update-kb4343900
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Windows Jpazxo ol
Windows PDF Remote Code Execution Vulnerability SRl o
Critical Sl
CVE-Y-\A-AYA- G20 o] awlid

Remote Code Execution goyy

VMANY Sl ia4 o5

Windows \ -« Version \VY-Y for x#¥-based Systems
Windows \ - Version \Y- 1 for YY-bit Systems

Windows \ - Version \Y- 1 for #f-based Systems
Windows \ - Version \A-Y for YY-bit Systems

Windows \ - Version \A-Y for x#¥-based Systems
Windows Server, version Y- A4 (Server Core Installation)

Windows Server, version YA-Y (Server Core Installation)

oxbias pué Oy90 4 a5 Microsoft Windows PDF ailuliS [ 09240 590 ol, 51 oS a6 pdca]
Dl w4 WS g3 sS4y 1 il Wlgi e (] Opal apd oo plaml | alals o Lsl Cy ke
Sy b syl (nl 5 &5 ozl 0 2] (o piss o plon b (b )5 sz la 0 ) elgsds oS
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - YA-AYd -

https://www.catalog.update.microsoft.com/Search.aspx?g=KB¥fY¥fYAAD

https://support.microsoft.com/en-us/help/fY¥YAAd/windows-\ - -update-kbfYFYAAD
https://support.microsoft.com/en-us/help/fY¥YAaY/windows-\ - -update-kbfYfYAQY

Windows \ -« Version \V-Y for YY-bit Systems Jole v

\Y


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8350
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8350
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343885
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343885
https://support.microsoft.com/en-us/help/4343885/windows-10-update-kb4343885
https://support.microsoft.com/en-us/help/4343885/windows-10-update-kb4343885
https://support.microsoft.com/en-us/help/4343897/windows-10-update-kb4343897
https://support.microsoft.com/en-us/help/4343897/windows-10-update-kb4343897
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Windows

LNK Remote Code Execution Vulnerability

Critical

CVE-Y-\A-AY¥O

Remote Code Execution ).ub

YA ANF SLwyiard on 5T

Windows )+ Version YA-Y for x#f-based Systems Jole potmnw
Windows \ - Version \A-Y for YY-bit Systems
Windows Server Y« \Y

Windows \ -« Version \VY-Y for x#¥-based Systems
Windows \ + Version \Y-Y for YY-bit Systems
Windows A.\ for YY-bit systems

Windows A.\ for YY-bit systems

Windows A.\ for x#f-based systems

Windows A.\ for x#f-based systems

Windows Server Y- - A RY for x#f-based Systems Service Pack \
Windows \ - Version Y\ for YY-bit Systems
Windows \ - Version Y0\ for x#¥-based Systems
Windows \ - Version \#-VY for x¢f-based Systems
Windows \ - Version \# -V for YY-bit Systems
Windows Y for x#f-based Systems Service Pack \
Windows \ - for x#f-based Systems

Windows Y for Y'Y-bit Systems Service Pack \
Windows Server Y+ \Y RY

Windows \ - for Y'Y-bit Systems

Windows RT A.\

Windows Server Y« \#

Windows \ « Version VY -4 for YY-bit Systems
Windows \ « Version \V -4 for #¥-based Systems
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - YA-AY$0

https://www.catalog.update.microsoft.com/Search.aspx?q=KBfY¥f-aya

https://support.microsoft.com/en-us/help/fY¥ - 4¥4/security-update-for-vulnerabilities-

in-windows-server-Y - + A

https://support.microsoft.com/en-us/help/fY¥ya- - /windows-Y-update-kbfYfya- -

https://www.catalog.update.microsoft.com/Search.aspx?g=KBfY¥fY4- -
https://support.microsoft.com/en-us/help/fY¥YAd4/windows-Y-update-kbfYfyAd4
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8345
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8345
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4340939
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4340939
https://support.microsoft.com/en-us/help/4340939/security-update-for-vulnerabilities-in-windows-server-2008
https://support.microsoft.com/en-us/help/4340939/security-update-for-vulnerabilities-in-windows-server-2008
https://support.microsoft.com/en-us/help/4343900/windows-7-update-kb4343900
https://support.microsoft.com/en-us/help/4343900/windows-7-update-kb4343900
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343900
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343900
https://support.microsoft.com/en-us/help/4343899/windows-7-update-kb4343899
https://support.microsoft.com/en-us/help/4343899/windows-7-update-kb4343899
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Windows

Microsoft Graphics Remote Code Execution Vulnerability

Critical

CVE-Y+\A-AYY¥F

Remote Code Execution ).ub

YA ANF Sl yiara o 5T

Windows \ - Version YA-Y for YY-bit Systems
Windows Server Y+ \Y

Windows A.\ for YY-bit systems

Windows A.\ for YY-bit systems

Windows A.\ for x#f-based systems

Windows A.\ for x#f-based systems

Windows Server Y- - A RY for x#¥-based Systems Service Pack
Windows \ - Version Y&\ for YY-bit Systems
Windows \ - Version Y\ \ for x#¥-based Systems
Windows \ - Version \#-VY for x¢f-based Systems
Windows \ -« Version \#-V for YY-bit Systems
Windows VY for x#f-based Systems Service Pack \
Windows \ - for x#f-based Systems

Windows Y for YY-bit Systems Service Pack \
Windows Server Y+ \Y RY

Windows \ - for Y'Y-bit Systems

Windows RT A\

Windows Server Y- \#

Windows \ - Version \A-Y for x#¥-based Systems Jole i
Windows \ - Version \VY-Y for x#¥-based Systems
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Windows \ - Version \Y-Y for YY-bit Systems
Windows \ - Version \Y-4 for YY-bit Systems
Windows \ « Version \V -4 for #¥-based Systems
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-Y - YA-AY S ¥

https://support.microsoft.com/en-us/help/fY¥ ¥\ - ¥/security-update-for-font-library-

vulnerability-in-windows
https://www.catalog.update.microsoft.com/Search.aspx?q=KB¥fYf¥f\ . f

https://www.catalog.update.microsoft.com/Search.aspx?q=KBfYfyAa- -
https://support.microsoft.com/en-us/help/fY¥Ya- - /windows-Y-update-kbfYfya- -
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8344
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8344
https://support.microsoft.com/en-us/help/4344104/security-update-for-font-library-vulnerability-in-windows
https://support.microsoft.com/en-us/help/4344104/security-update-for-font-library-vulnerability-in-windows
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4344104
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4344104
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343900
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4343900
https://support.microsoft.com/en-us/help/4343900/windows-7-update-kb4343900
https://support.microsoft.com/en-us/help/4343900/windows-7-update-kb4343900

