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https://github.com/microsoft/CSS-Exchange/tree/main/Security

286 lines (241 sloc) 11.8 KB Raw Blame 0GJ 2Z U

# Checks for signs of exploit from CVE-2021-26855, 26858, 26857, and 27065.
#

# Examples

#

# Check the local Exchange server only and save the report:

# .\Test-ProxylLogon.psl -OutPath $home\desktop\logs

#

# Check all Exchange servers and save the reports:

# Get-ExchangeServer | .\Test-Proxylogon.psl -OutPath $home\desktop\logs

#

# Check all Exchange servers, but only display the results, don't save them:

# Get-ExchangeServer | .\Test-ProxylLogon.psl

[CmdletBinding()]
param (
[Parameter(ValueFromPipeline = $true, ValueFromPipelineByPropertyName = $true)]

[string[]]
$ComnuterName = $env:COMPUTFRNAMF .

W9y (oles by Hore S g ln | BB Glapled o Sl Gl leslaitul (ol cdlug Sole
Microsoft Exchange (sla g soles iog slp.col a3 )3 L5 o -lejle S Microsoft Exchange

1544 |,>1 Exchange Management Shell ;o 55 jgtws GliSws g9, » o] GloSU 0,33 5 ol S
Get-ExchangeServer | .\Test-ProxylLogon.psl -OutPath $home\desktop\logs

.\Test-ProxyLogon.psl -OutPath $home\desktop\logs
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.\Test-ProxyLogon.psl
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https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/safety-
scanner-download

e Microsoft Safety Scanner - 1.0.3001.0 < Microsoft Safety Scanner - 1.0.3001.0
End user license agreement Welcome to the Microsoft Safety Scanner
You must accept the end user license agreement in order to run this tool, B This tool scans for and removes viruses, spyware, and other potentially unwanted -
“ software :
Microsoft Safety Scanner end user license agreement: Click Next to scan for and help remove viruses, spyware, and other potentially unwanted

software from your computer.
MICROSOFT SOFTWARE LICENSE TERMS ~
MICROSOFT SAFETY SCANNER 1.0
These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiiates) and you. Please read them. They apply to the
software named above, which indudes the media on which you received it, if any.
The terms also apply to any Microsoft

*updates,

* supplements,

= Internet-based services, and This tool is net a replacement for an anti-malware solution. To help protect your
* support services computer, you should use an anti-malware solution. For more information, see
for this software, unless other terms accompany those items. If so, those terms Protect Your PC.

apply.
BY USING THE SOFTWARE, YOU ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT

Printzble version
For privacy, refer to Microsoft Safety Scanner Privacy Statement.

Accept all terms of the preceding license agreement

< Back Cancel < Back Cancel
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%SYSTEMROOT%\debug\msert.log
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https://github.com/cert-lv/exchange webshell detection
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detect_webshells.psl
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inetpub/wwwroot/aspnet_client/

Exchange Server Health Checker ¢ ;<! ¥

Sleixl slocans g ool slo o, S s !y 5 Exchange Server Health Checker <. Sl
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https://qgithub.com/dpaulson45/HealthChecker
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.\HealthChecker.psl
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.\HealthChecker.psl -BuildHtmlServersReport
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Al 13 by e o LSU ‘;ﬁl gl gy HttpProxy

%PROGRAMFILES%\Microsoft\Exchange Server\V15\Logging\HttpProxy

il 2y D90 4 SU gy 2 sl Josl Sap Sl diges SO

Import-Csv -Path (Get-ChildItem -Recurse -Path
"$env:PROGRAMFILES\Microsoft\Exchange Server\V15\Logging\HttpProxy" -Filter
'* . log').FullName | Where-Object { $_.AuthenticatedUser -eq '' -and
($_.AnchorMailbox -like 'ServerInfo~*/*' -or $ .BackEndCookie -1like
'Server~*/*~*')} | select DateTime, AnchorMailbox, UrlStem, RoutingHint,
ErrorCode, TargetServerVersion, BackEndCookie, GenericInfo, GenericErrors,
UrlHost, Protocol, Method, RoutingType, AuthenticationType, ServerHostName,
HttpStatus, BackEndStatus, UserAgent

Exchange slocSU CVE-2021-26858 auliis L s pducm! 5l )l p0 e alolid slp %
C:\Program Files\Microsoft\Exchange Server\V15\Logging\OABGeneratorLog
iloads 0alils 3 o ;0 3)lg0 el Jo (6,10 o0 4 by re slo L

%PROGRAMFILES%\Microsoft\Exchange Server\V15\ClientAccess\OAB\Temp
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findstr /snip /c:"Download failed and temporary file"
"%PROGRAMFILES%\Microsoft\Exchange Server\V15\Logging\OABGeneratorLog\*.log"

Windows (slasU CVE-2021-26857 awliss b (s iyl 5 (loports bl gly o
25 Slaseie b aslp sloolasg, s pdscal ool 5l )10 p0 440 g ), Application event
S oo sl

Source: MSExchange Unified Messaging
EntryType: Error

Event Message Contains: System.InvalidCastException
1l dnde o Wlgs oo a5 Cesl by Slaagy SU LS 9290w 25 o5k slagle b

Get-EventLog -LogName Application -Source "MSExchange Unified Messaging" -
EntryType Error | Where-Object { $_.Message -like
"*System.InvalidCastException*" }

Exchange (slacSU CVE-2021-27065 awlids b (s piycemmil jl 500 ololid lp
)18 513 25 e 53 LSU ol sl (o)

C:\Program Files\Microsoft\Exchange Server\V15\Logging\ECP\Server

Oy bl o Sl 4568 e (gl yls wuls <AppName> VirtualDirectory properties s ,lgo  olos
sl me URI Jols wub Laas ExternalUrl 4 InternalUrl

w5 oolitul Jlail (61 50 e Soona sl 25 sk Gl 3l Olsise

Select-String -Path "$env:PROGRAMFILES\Microsoft\Exchange
Server\V15\Logging\ECP\Server\*.log" -Pattern 'Set-.+VirtualDirectory'
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C:\inetpub\wwwroot\aspnet_client\
C:\inetpub\wwwroot\aspnet_client\system_web\
%PROGRAMFILES%\Microsoft\Exchange Server\V15\FrontEnd\HttpProxy\owa\auth\
C:\Exchange\FrontEnd\HttpProxy\owa\auth\
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web.aspx

help.aspx
document.aspx
errorEE.aspx
errorEEE.aspx
errorEW.aspx
errorFF.aspx
healthcheck.aspx
aspnet_www.aspx
aspnet_client.aspx
XX.aspx

shell.aspx
aspnet_iisstart.aspx

one.aspx
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e https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-
servers/

e https://www.bleepingcomputer.com/news/microsoft/this-new-microsoft-tool-checks-
exchange-servers-for-proxylogon-hacks/

e https://msrc-blog.microsoft.com/2021/03/05/microsoft-exchange-server-
vulnerabilities-mitigations-march-2021/

e https://www.zdnet.com/article/check-to-see-if-youre-vulnerable-to-microsoft-
exchange-server-zero-days-using-this-tool/

e https://docs.microsoft.com/en-us/windows/security/threat-
protection/intelligence/safety-scanner-download

e https://github.com/microsoft/CSS-Exchange/tree/main/Security

e https://github.com/cert-Iv/exchange_webshell_detection

e https://github.com/dpaulson45/HealthChecker
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