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@8 conhost.exe 008 16K 4340K 2092 Console Window Host Microsoft Corporation
i winlogon exe 1568K 100K 460
5 5 explorer exe 0.04 31668K  40912K 1876 Windows Explorer Microsoft Corporation
) vmtoolsd. exe 0.10 14752K 16644K 588 VMware Tools Core Service  Vhiware, Inc
i endoe 1656 K 2344K 2812 Windows Command Processer Microsoft Corporation
25z 3200k 92K S8 S e Poceas Pl T "
l% cmd.zve 1588K 2,252 K 3260 Windows Command Processor Microsoft Comoration ||
T T s
1 PadvishUlLexe 023 253K 41128K
~ || CPUUsage:611%  Commit Charge: 40.64% Processes: 46 Physical Usage: 59.14%
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yeinternals.com [WIN-GVSEIB359HL\KPH] =[@=
Find Users Help

R C\Windows\system32\emd.exe - inject.exe 3260 Q¥ Process Explorer - Sysintemals: www.

e

C:\>cd "reflective dll injection"

T b B el il i
B jectionYinject.exe 3268
[+1 Injected the 'reflective dll.dll’ DLL into process 3268.._ Process CPU  Private Bytes | WorkngSet  PID Description Company Name T
a7 svhost exs 2784K 3036K 744 Host Processfor Windows ... Microsoft Corporation
004 12328 K 8156K 860 Host Processfor Windows S... Microsoft Corporation
15.124K 14100K 3188
42080K 40,164K 900 Host Process for Windows S... Microsoft Comoration
3% K 680K 1532 Deskiop Window Manager  Microsoft Corporation
5768K 6.792K 932 Host Processfor Windows S... Microsoft Corporation
18452K 24,192K 968 Host Process for Windows S... Microsoft Corporation

236K 1044 Host Process for Windows S... Microsoft Corporation
S 532K 1130 Host Process for Windows ... Microsoft Corporation
816K 1252 Spooler SubSystem App Microsoft Corporation

(692K 1328 Host Processfor Windows S... Microsoft Coporation
784K 1432 Host Process for Windows S... Microsoft Corporation
8K 1508 VMware Guest Authenticatio... ViMware, Inc.

336K 1532 Vhware Tools Core Service  VMware, Inc.

168K 1824 Host Process for Windows T... Microsoft Gomporation
732K 2002 COM Sumogate Microsoft Corporation
436K 1348 Microsoft Distributed Transa .. Microsoft Corporation
696K 2148 Microsoft Windows Search ... Microsoft Comporation
08 K 44008K 3708 Host Process for Windows S... Microsoft Corporation
1,112K 3468 Host Processfor Windows S... Microsoft Comoration
8.372K 3056 Microsoft® Volume Shadow ... Microsoft Corporation
4,376K 2960 Host Process for Windows S... Microsoft Corporation

ln " taskhost
dihost.es

B8 Command Prompt = =

Reflective Dll Injection [5%]

Hello from DilMaint 84 Padish Cortrol Certer Amrpardaz Scfware Co.
60
16 Local Securty Audhorty Proc... Microsoft Comporation
110K 52
£ ] corss e 944K 412
i conhost exg 41K .
2 conhost 4340K ‘ l 5% ‘ ‘ -
& winlogon exe 1,568 K 1 ) DA _) J.M 4—’
B g splorerexs 0 NETK 4 *
2 vtoolsd exe 016 14g84K 1 . “ .
= EEcmd exe 1676K (] ml}
iniect e 420K . o
rocen exe 382 S3EK 17K orsa rsmemas rrocess Sysriemais - wwn sysier.
00K IRV
908 K A K ad

~ || CPUUsage:8.28%  Commit Charge: 40.84% Processes:49 Physical Usage: 59.40%

e 4y aS Cewl 005 o 0153 Bas 00l 3 (ggw B pae (galible po> 4T Wy gl oo Az gie 0SS S YL yigal 4y S
w2 o plosl |y 5oy el K0 \b s s ol i S0 gl el 0l d el 4 oall ools plasl gakidl> o dll 59>
Coge a5 Aed oo plaisl ogs 4 1wl 5l g slad had el )1SE 5 s (050 0 ,Sles (g9l dll ol !

g se il b e Gl

@8 C:\Windows\system32\cmd.exe ¥ Process Explorer - Sysintemals: www.sysintemals. com [WIN-GVEBIE350HL\KPH] = ==
C:\ref lective dll injection>inject.exe 3268 File e cess Find
e e oot Tve 11 TnjectionSTnjec jexe Sdeg o Trocese 3260 di @l = j BIEERIT: @ Lm IF I T 1|
[+1 Injected the ’reflective dl1.dil’ DLL into process 3260.
C:\reflective dll injection>inject.exe 3268 Process CPU  FPrvate Bytes | Working Sefl  PID Descrintion Company Nams 3
£:1 Injected the veflective dll.dll’ DLL dnto process 3260. @svehost exe 2784K 3032K 744 Host Process for Windons S... Microsoft Corporation
process 3260. @ svehost axe 002 12984 K 8184K 86 Host Process for Windows S... Microsoft Comoration
= B svchost exe 42080K  40,164K 900 Host Process for Windows S.. Microscft Corporation
process 3260. o dwmexe 996 K 668K 1932 Deskiop Window Manager  Microsoft Corporation
process 3260. @ lsvehost axe <001 5740K 6.772K 932 Host Process for Windows S... Microsaft Corportion
= svchost exe 002 18572K  23380K 968 Host Process for Windows S.. Microsoft Corporation
process 3268. = svhost exe 1512K 1232K 1044 Host Process for Windows S... Microsoft Comoration
process 3260. = svchost exe 001 17384K 14528K 1180 Host Procsss for Windaws S.. Microsoft Corporation
spooksy exe: 5032K 179K 1292 Spooler SubSystem App Microsaoft Corporation
process 3268. Esvehost exe 10264 K 5636K 1328 Host Process for Windows S... Microsoft Comoration
process 3260. = svchost exe 3604K 4764K 1432 Host Process for Windows S... Microsoft Corporation
VGAuth Service: exe 488K 38K 1508 Viware Guest Autherticatio... VMware, Inc.
5 process 3260. (i vimtoclsd.exe 0.10 7.116K 5336K 1532 VMware Tooks Core Sevice  VMware, Inc.
[+1 Injected the ’reflective_dl1.dil’ DLL into process 3260. faskhost exe <001 11432K 6164 K 1824 Host Process for Windows T... Microsoft Corporation
Coareflective dlL injection> dihost exe <001 3536K 1.726K 2008 COM Sumogate Microsoft Comoration
- medte exe 2408K 436K 1348 Mcrosoft Distibuted Transa.. Microscf Corporation
=] Searchindexer.exe 001 24436 K 17688K 2148 Microsoft Windows Search |... Microsoft Corporation
@ lsvehost.axs 145508K  45608K 3708 Host Process for Windows S... Microsoft Comoration
B Command Prompt &1 &= = svchost exe 1,156 K 1108K 3468 Host Process for Windows S... Microsoft Corporation

p VSSVC exe 4200K 8316K 3056 Microsoft® Volume Shadow ... Microsoft Corporation

3 E-svehost exe 1288K 4,392K 2960 Host Process for Windows S... Microscft Corporation

- ([[)APCeSucexe 113 151880K  133.320K 3084 Padvish Conirol Center Amnpardaz Software Co
5lsass exe 0.02 3016K 4868K 516 Local Securty Authorty Proc... Microsoft Corporation
& lm.exe

T Aol (§ 00 02> 0130 macmsn

Efcorhostexe licrosoft Corporation

K winlogon exs 1568K 102K 460
£ [ eplorerexe 0.05 31676K 40 3K 1876 Windows Explorer Microsaft Corporation
(G vintoolsd exe: 0.17 14.720K 1" ' 588 VMware Tooks Core Service  VMware, Inc.
ENcmd.axe 2444K 2. 2K 2812 Windows Command Processor Microsoft Corporation
. Az a252K A e Exal —— ai
I EEcmd.exe 4180K 3260 Windows Command Processor Microsoft Corporation |
po & TR

PadvishUlexe 034 25320K 3196

~ || CPUUsage:4.27%  Commit Charge: 39.99% Processes: 45 Physical Usage: 5832%
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