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Compliance Overview

About PCI Compliance

EventLog Analyzer can make your
enterprise to comply with the Payment
Card Industry Data Security Standard
(PCI-DSS) Requirement 10. This section
mandates payment service providers
and merchants to rack and report on a
access 1o their nework resources and
cardholder data through system activity
logs. The presence of logs in networked
ent allows Thorough forensic
when something does o Wrong.
Without system activity logs it would be
difficult to determine the cause of a
compromise.
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Compliance Overview

About FISMA Compliance

EventLog Analyzer generates reports for
the controls specified in the FIPS
Publication 200, Minimum  Security
Requirements for Federal Information
and Information Systems. This standard
specifies minimum security
requirements for federal information
and information systems in seventeen
security-related areas. Federal agencies
must meet the minimum security
requirements as defined herein through
the use of the security controls in
accordance with NIST Special Publication
800-53, Recommended Security Controls
for Federal Information Systems, as
amended
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IP Range () CIDR
Start IP 172 - 24 -7 -0
End IP 172 - 24 - 7 - 255
Back

Syslog sLeelKaws sl IP Ul 5 g b 03k 03,5 pasede YV IS5

Sy gt S (iS5 aSE o | laelKias 8345 sba U uS olbksl [ SNMP auls Y
Sy oo oslital WeolSKans S sieas eslizal gl SNMP s sas anlis (5 5 i

aslis &S Sl s 5 KIS +Add Credential (5,5 0155 o SNMP aslis o3 S wlsl gl oeen A
S T 1y Wel&aus 18555 oy 5ot SCAN 4aSs 033 L il 5 o oo S Ol |

olas Ol g5 o o iS A58 0S5 5 ol 58 el 2l LS Ol | 550 slaelSans 0

.J)S}e-)ﬁ,we-bjﬁlb)y




e Ll g yalid gl il lig
whilelelbl g gl ylejlu

ManageEngine EventLogAnalyzer i ,SKq 5 s ool b e ‘Jﬁb v-’osﬁ

Discovered Devices

« 104 vy
W tossie Device Type Vendor

192.168.49.17 Switch Cisco

192.168.49.18 Switch Foundry Networks

192.168.49.217 Switch Cisco

192.168.49.218 Unknown UnKnown

Back Cancel

IP o3l obusl p ol atS gbaolKins o 1 olius Sl -VY S

S SIS b gl o&aws 0 wilsl gl Add Device(s) «aSs 55,

Lol&iws plw 03,5 ALl ¥t

LS s Other Devices <L (s 5, Device Management asio s

Add Device(s) %
Device Type  ESXi v —_——1
Device Name _
Syslog Port 514 —]
Eventlog Server is running in Device: WSMEVENTLOG-DC1(192.168.219.170)
Before adding a Unix device, you need to configure the syslog daemon on the device.
Append the following in /etc/syslog.conf file as follows:
** @eventloganalyzer
Change the port number of syslog service in /etc/services to the Syslog listener port mentioned
above.
After changing the syslog port, restart the syslog daemon on the Unix device.
4
‘ Cancel
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228 sbaasl p by b sla b ool V£

sl b Ll L;),TCQ EventLog Analyzer 4l ;5 b (g3 5,8 slaasl @l;j oS sla B
Bl K3 g Sy poss XSl o IMB iSeries asli ;5 Ol oins s o OFACIE (slaasls » 65 &3
.v\,-sch@ L @by oo sla bl IS5 5 phie & pmay Ll oo Sl 5 s

Slasts, 3l S b 3115 Import Log File amio L 1l Laasl 5 51wl ood L Lwicv, &l g

S 5L

4 5 » Applications > Actions > +Import ... < Home «<L; ;5 e

.4 5 ,» Applications > Imported Logs > Import Log File ... & Home «<Lj ,»

LS Sl | Import Logs <o ;S +ADD e 53 @

S ol |, Configurations> Import logs> Import Log ... Setting <L ,»

Aeas ol 1 25 Jol e s

& s Sl oS sl | Local Host a8 e ndile mBs 3 la kU (sl e 1
S by od bbb soslaer sl LB o3Il St auS eslizal o 5l 35 Eventlog Analyzer
AL s 1GB s puile

S S Sl | Remote Host 4w 8 555 ol oile 51 mls &b sba LU (oslaer sl Y
A3l 2GB 53 ol (peile 3l asl  mlis o3 LU syl sl LB o5l

NS W3C : Jalis 5 g 5o (slaJB) S sl | ;,:,Lg)jcg Gl )38 by e LI Y
[Log. DHCP Windows «MSSQL Server Logs {1S W3C FTP Logs Web Server Logs
(.cw! IBM Maximo Logs Apache Access Logs Syslogs DHCP linux logs

5500 S A el a0l ) S bl [ a5l By S LB 6ol sl b
g
Time Interval : «u ;8 Ol b el o3 8 bl | Local HoSt 1wl 55 45 S5 50 53 (IS ax
EventLog Analyzer slaol s s e 3l owe mlis oob gla LU é)ﬂ@}. s 31> Import Once
ka3 oy g e 3l By oS b LS))TC‘*’.' bl e Gl g Oly Sl b bl s gl e 03l
535 g0 0315 EventLog Analyzer
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s T mlBs o sla kB (6hslmer A5 3 b as SIS Import wSs 55,

Import Log File | imported Log Files

e Local Host Remote Host 1

Note : Http/Https is used to retrieve the log records from local host , Max File Size: 1 GB

Choose Log Format : | Windows EventLog Vv | dp —————2
Time Interval * | Import Once v
File Location : | Choose File | No file chosen

Want to Specify Time Criteria?
Log Type . | Application v

Create Throw Away Reports

6228 laalp ple 5 @By b hB (o)l por amie -YE S

093 oy eile 3 mly of gl b srslaer V-V-E

O kb S S mﬁT LU File Location cwd s wles S bl |, Remote Host «S 5 50 3

Select Remote sy 51 aSenl b doS ol s Oojsmas ) ol sdd o 03 595 0l dile 53 =B

S aslial L O 03,51 cs 4 () File

o el S mbs of sla b (o5l e sy Want to Specify Time Criteria 55 51 .
s au S ol S yasein TO 5 From slaals ;o 15 Sl oL slenl 5 lanl .S eslanal b
el g 5o (S35 mBy S sla LU ol

Security Application s | 5 51 S Log Type au 38 cud 5l (555005 310 s by o B gl Y
A8 ol |, Directory Service L File Replication Service (DNS Server

Cige S M5 6l mbs o LB oslaer 5 sk |, Create Throw Away Reports «. 8 Y
ol 3 A s gt e (50136 Sa) 53 e sl el Syl mly S sla b eSSl

03130k 5 S 0ldy AL

o313 =55 MS SQL 5 MySQL (PostgreSQL (slaeslsell 51 s S obatis dul b Coand ol 5o

35 i ga EVENtLOG ANAlYZer (godins s o b (6,8 0laiy 4T3 51 L5 oS 555 a5 555 e
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PostgreSQL eslssl&l 51 S olads  V-A-¢

<EventLog Analyzer «ij &b gs o5 Conl 35 PostgreSQL eslselL 5l (¢ Soluris gl »
<EventLog .o 3 X3, 50,5 pgsql_backup.zip asb Zip kb S o) sea |, Home>\pgsql

oS o 5 Analyzer Home>

MySQL o315 50 51 5,500y Y-A-£

<EventLog Analyzer .. ;5 5 A4S Jes POStgreSQL o35Sl alie s, S0Lais !y

oS s 5 Home>\mysql

MS SQL e3lsslb 31 6, 500Lnds ¥-A-£
.X.;.S D‘:‘.ﬂ b eventlog o)\JoKﬂli GB) C,\.u JJ”L% E) 03l> L;la_e Ol R Dgwd )\ osleil L A

use eventlog

go
sp_helpfile

go
S alad | 03150851 Jlasl 5 5 gmws Sleslazal LY
use master

go
sp_detach_db 'eventlog'

go

s <MSSQL_Home>\data\eventlog.mdf  _J. o s zbs oS Kb 5 oels LB oY

< New  Ldr s 3 5 LS Old, <MSSQL_Home>\data\eventlog_log.LDF
S 6,3 <New Location>\eventlog_log.LDF s Location>\eventlog.mdf

.J.:.'So)u‘L;.;éOL{AQﬁj)j@))"abmx‘l{j%ﬁwaﬂg)bbcb‘balf.ll.; £

use master

go

sp_attach_db 'eventlog' , '<MSSQL Home>/data/eventlog.mdf' ,<MSSQL_Home>/data/eventlog_log.LDF

go
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EventLog Analyzer sl 5,18 sau e 4-¢

L SolS il ol slgin 1 (ks 03] sla 155 EventLog analyzer J‘J'Mff Ul ;s Reports 4L
SSRGSl GRS & Same 005 Gl Lisd sl psil Sose 5o Ll e
Aens plosil (6555 slaolSaws 3 15 23

LS 5L |, Regedit.msc .\

HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Service > eventlog ,.... « .Y

sy

S sbwl 154 o glands Y

S8 iy Ko 6l IS 3wl -4 Jpu

b lsS L LS

Program Inventory Reports Microsoft-Windows-Application-
Experience/Program-Inventory

Application Whitelisting Reports Microsoft-Windows-AppLocker/EXE and DLL
Microsoft-Windows-AppLocker/MSI and Script

Windows Backup & Restore Reports Microsoft-Windows-Backup

Windows Firewall Auditing Reports Microsoft-Windows-Windows Firewall With
Advanced Security/Firewall

USB Plugged in & out Microsoft-Windows-DriverFrameworks-
UserMode/Operational

Windows System Events Microsoft-Windows-

GroupPolicy/Operational
Microsoft-Windows-
NetworkProfile/Operational
Microsoft-Windows-
WindowsUpdateClient/Operational
Microsoft-Windows-Winlogon/Operational
Microsoft-Windows-WLAN-
AutoConfig/Operational
Microsoft-Windows-TerminalServices-
Gateway/Operational
Microsoft-Windows-TerminalServices-
RDPClient/Operational
Microsoft-Windows-TerminalServices-
RemoteConnectionManager/Operational
Microsoft-Windows-Wired-
AutoConfig/Operational
Microsoft-Windows-Hyper-V-Worker-Admin
Microsoft-Windows-Hyper-V-VMMS-Storage
Hyper-V VM Management Reports Microsoft-Windows-Hyper-V-VMMS-Networking
Microsoft-Windows-Hyper-V-VMMS-Admin
Microsoft-Windows-Hyper-V-Hypervisor-
Operational

Hyper-V Server Events
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4 5 » Settings > Configurations > Threats > Add Source s 4 .\

oo ol 505 3 mls o sla b ales S Sl | ol o 0T (655 gramms oS 28> Y
Lpd e ol

S Ol sl s ¥

Device : Existing Host

Addon Type : FireEye v

Symantec Endpoint Protection
Symantec DLP oG]

Clbdg Jodou 5 428 gl d gz ol YO S

pUs ol sl hb S gun Sy V-t
U hls a5 ot 0l (sl 5 15655 0l e IR slaesls st S oo a3
3y g0 03l o5 la L6 1345 Sl Silwe 3 O

Flle Archlve Settings @

ZipNow, 5ave options have been disabled since this is a demo setup.

Log Archiving

+| Enable Archlving

File Creation Interval :Every 12 Hrs
Zip Creation Interval cEvery 4 Days r
Encrypt Archive Data :(JEnable @ Disable
Archive Timestamping :(Enable @ Disable

Retain Archive Logs For :  Forever ¥

Archive Location : |C\ManageEngine\EventLog Analyzenrarchive| Edit
Log Indexing
Index Location | C:\ManageEngine\EventLog\server\def| Edit
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olaw S il py V-VY-E
Custom Pattern Details

Log Type: 192.168.117.65-514 E| _‘|Assignx

Criteria : All logs

Open Attribute(s) :
Fields :
hb ||

Mark as Identity Rule *
(Zsm)(p.*?hb:\ s+(?<hb=[4,]+),)?

53 oJL«.J)Ju.Sb)U I L rbj.L:.S&,SFleldEdlt Qﬂié}).ﬂ#ﬁ; U':"")'iﬁ LS‘J" °
QA
osled ). S 2505 15 L g s b 5 48 S Log Type Edit S REFRNHE gr oy o

(Y\/ ‘}gi)} Y

Enter the Display Name for the Log Type : 192 168117 65-514

[ OK ][ Cancel l

55 o B g5 sl 0 03,5 5,ls YA U
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(Y& K5 50 Y o)led) A KIS Field Delete (g5, Ld> s bl (gl @
(Y4 e 53 Y ojled) S S Pattern Delete 0,501 g5, Ll 65801 Gl (gl o

Custom Pattern Details

Log Type: 192.168.117.65-514 E| “Assignil{l

Criteria : All logs

Open Attribute(s) :

Fields :
nb [r{x et 2
Pattern : Mark as Identity Rule ii"—ll‘ 3

(Zsm)(?=.*7hb:\ s+ (2 <hb=>[A]+),)?

ol S s YA S

Ao kb pg e mby ol b pgs oldl Y1Vt

if Ol oSy S 3550l 53 58S e;\;ua:..bdjf.p Jil.é @s&igmjsda GB)@L}“B Cj_:
53,8l el .);Jjé A dal e Jlesl us LB F oS ay o 5 S Jal 5 el ol ol Ll

23y o3l3 C:...o)} aalsl
Custom Pattern Details

Log Type : 192.168.117.65-514 E| o Assign]x

Criteria : All logs /

Open Attribute(s) :

Fields :
hb

Pattern :

/
(7sm)(7:.57hb:\ s +(Z<hb>[A,]+),)?
i
s

Assign this ne;v log type to
one of the existing log types

@by o U s ol T IS

A8 SIS Assign oSl s, @
_;f;u,ao:\;u@bﬁsﬁyéu&utf)’lég;:ﬁd«;@,ﬁﬂjgbj-&kﬁuf_} °

e SIS Jlasl Cg- AsSigN 48> 55, @
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New log type The new log type defined by the user can be
defined by the user assigned to any of the existing log types
o b
Assign Logtype T l
Y
Actual logtype : Assigned as :
14 v

From now on 192.168.117.65-514 will be assigned to 192.168.117.176-514

Note :
» All future logs for the log type 192.168.117.65-514 will be searchable only by using the assigned logtype's name
» However the past logs for the log type 192.168.117.65-514 can be searchable under the same name only

» The assignment will take effect only for logs indexed from now on.
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