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Key
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PID o .
PID D
Name Name PID
Path Path Name
FullPath admin.exe FulPath Path
Commandline al et CommandLine FulPath
StartTime: StartTime CommandLine
ParentFID ParertPID StartTime
Parert TID ParertTID ParentPID
StopTime StopTime ParentTID
StoppedByPID StoppedByPID StopTme
StoppedByTID 1 StoppedByTID 0 StoppedByPID
RelevartBecauseOfProcmo.. RelevantBecauseOfProcmo... 7 StoppedByTID
Threads (T relevart) Threads 7 (1 relevant) RelevartBecauseCiProcmo 1
Threads 7 (1 relevant)
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Home Share View Drive Tools o
&« “ A am » ThisPC » NewVolume (D) » v | D L2 Search New Volume (D:)
~
O Name Date modified Type Size ~

# Quick access

VOUR_FILES_ARE_EMCRYPTED File folder
[ Desktop * LT - .

] D aesthetic-building-photography-19rhnThbtcdabc 71 jfif [ CCSACECFL [Nergontrd6@cy... MEKP File
@ Documents * D alps-mountains-mountain-range-dusk-landscape-starry-sky-6720x:4480-4609,jpg.[C... MEKP File
& Downloads o+ ] burpsuite_community_linux_v2022_9_6.sh.[CCSACACF].[Nergontrd6@cyberfear.com]... MKP File
=/ Pictures » 15 dodd.pcapng Wireshark capture...

& OneDrive D ducati-panigale-v4-r-sports-hikes-race-track-2023-5k-8k-8256x 5504-8368.jpg. [ CC3A... MEKP File
D Frnds-501E01-720p_FiLMin.mp4.[CCSACECF]L[Nergentrd6@cyberfear.com].mkp MEKP File
3 This PC [ full-moon-night-view-landscape-surreal-fairy-tale-wood-42088x2848- 5695,jpg [CC5A... MEKP File
D hpe-dI380-geng-servers-datasheet.pdf. [CCSACBCF] [Nergontr86@ cyberfear.com].mkp MEKP File
- Mew Volume (D:)
D inetsim_1.3.2-1_all.deb.[CCSACBCF].[Nergontrd6@ cyberfear.com].mkp MEKP File
¥ Network D ir21Twk12samplex|s [CCSACECF] [Nergontr36@cyberfear.com]. mkp MEKP File
D Makop.rar,[CCSACEBCF].[Nergontr96@cyberfear.com].mkp MEKP File
D My.Policeman.2022.720p.WEB-DL.5oftSub.MovieCottage.mkv [CCSACECF].[Nergont... MEKP File
D Phobos.rar.[CC3ACBCF][Nergontri6@cyberfear.com].mkp MKP File
D Pizigani_1367_Chart_10MB.jpg.[CCSACBCF].[Nergontr36@ cyberfear.com].mkp MEKP File
D planet-earth-night-view-illuminated-orbit-dark-background-3k-6000x2500-8934,jpg.... MEKP File
D seealpsee-lake-alps-mountains-reflections-scenery-summer-7680x5363-8833.jpg.[ MEKP File
D seealpsee-lake-switzerland-rowing-boat-mirror-lake-mountain-3760x 3840-6649.jpg.[... MEKP File
D TestFilel.bet.[CCSACBCF]. [Mergontr36@cyberfear.com].mkp MKP File
D TestFileT.bet [CCIACECF] [Mergontr36@cyberfear.com].mkp MEKP File
D TestFile2 bt [CCIACECF] [Mergontr36@cyberfear.com].mkp MEKP File w
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e LS 0 SUy (igs sladd s 5 S e 5, 30 15 Recycle Bin o}péu&uMakop)pr

Ly g_é.l;-)\j_é\(—.:l.g Sl 5l e el Gy b OS5, badal 5 (sla 5l

| = Manage i 5 ‘5
Home Share View Recycle Bin Tools ' o
4 la » RecycleBin v O Search Recycle Bin
~
[0 Name Original Location Date Deleted Size Item type Date modified
# Quick access
Desktop I 3b15.pcapng D 117 ) Wireshark capture..  11/14/2022 11:42 AM
8 361500 D 1/ 1.5. WinRAR archive 11714
& Documents ﬂ we3setupaka.exe D 1 \ 35KB  Application 10
& Downloads YOUR_FILES_ARE_ENCRYPTED D 11/21/2022 12:57 PV 2KB  Filefolder 11/14/2022 11:40 AM
&) v = M Recycle Bin
) J anage Y ;
Home Share View Recycle Bin Tools o
= ~ 4 la » RecycleBin v | O Search Recycle Bin
~
[0 Name Original Location Date Deleted Size Item type Date modified
# Quick access
MAKOP Fil 11/21/2022 12:58 PV
Desktop d ile
[} MAKOP File 1721
& Documents 18 wedsetupaka.exe D 11/21/2022 12:57 PM Application 10/23
4 Downloads

readme- L +README-WARNING+.txt olge L PRl ol ol by LB anlsl s
YOUR_FILES_ARE_ENCRYPTED (U « glal s 55 )skies 5 Desktop s, ,» warning.txt

S ORIl Gldised Fn 00 peaes 5 B S S0 S ) Slles S Slags S 0l

el sdalie LB ol aSid 55 ol andliS ST sl 4y LU

B  readme-waming.txt - Notepad
File Edit View

r user! Your computer is encrypted! we demand a ransom!

ecryption s e is paid !'!!! PAYMENT FOR BITCOIN !!!
Also from your 5 il _documents, databases 5QL, PDF were uploaded to our cloud storage
after we agree, i r ve ad tion program, valuable advice in order not to fall

into this situation in the future, a: 1 as all your files on our server will be deleted.
Otherm , they will fall into the open a of the Internet!
Use any third party software for restoring your data or antivirus solutions will result in a
TG of data.

be sure that we will find common languge. we will restore all the data and give you

rELammvdat1oﬂJ how to configure the protection of your server.

COMMUNICATION METHOD:
r computer, you need to download the TOR browser at
https: .torproject.org/download/
Install it and visit our website for further action http://paymend5oxzpnouz.onion/CCSACECE

Ln1, Cal1 100%

(Aib s 4b12f4fdf07d06fh59h5619d01a293c51d32efd183d45a87459b47d5169cfe51 & sui 4 b 5 10 VL tuﬁ)
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E +README-WARNING+.txt - Notepad
File Edit View

]::: Greetings :::
Little FAQ:

1.

Q: whats Happen?

A: Your files have been encrypted. The file structure was not damaged, we did everything
possible so that this could not happen.

2.
Q: How to recover fi
A: If you wish to decrypt your files you will need to pay us.

s I

Q: What about guarantees?

A: Its just a business. we absolutely do not care about you and your deals, except getting

benefits. If we do not do our work and Tiabilities - nobody will cooperate with us. Its not

in our interests.

To check the ability of ruturn1ng files, you can send to us any 2 files m1th SIMPLE
ensions(jpg,xls,doc, e .. not databases!) and low sizes(max 1 mb) , rill decrypt them

and send batk to you. That is our guarantee.

! How to contact with you?
You can write us to our mailbox: Nergontr96@cyberfear.com

O

Q: How will the decryption process proceed after payment?

A: aAfter payment i11 send to you our scanner-decode ogram and detailed instructions
far use. With this program you will be able to decrypt all your encrypted files.

. 6.

Q: If I don't want to pay bad people 1like you?

A: If you will not cooperate with our s - for us, its does not matter. But you will
lose your time and data, cause only we have the private key. In practice - time is much more
valuable than money.

i IBEWARE:::

'T try to <haﬂgu encrypted files by yourself!
If you will try to use any third party software for restoring your data or antivirus
solutions - please make a backup for all _encrypted files!
Aq% ahaﬂgu: in encrypted files may entail damage of the private key and, as result, the loss
a ata

Ln1, Col1 100%
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Your files were encrypted!
Please contact us for decryption.

@ 58°F Sunny

ZC)J 4_3;

1222 PM

# 43°F Mostly cloudy @Y e




Sl Kt sl ool Gesb 51 Ysans MAKOP 1312l sl iy SIS 5 55 50 Al b
SIBIZL LSl 5 e 35 SLIS g e 03l I3 ol st 53 5 Sl Sy b s Ay o
St IS sy 5Bl ol B Ll sty S g (RDP) 53 ol 5l o s S50 Gk

Al g bed DL L g8l 5 S

6\JJL°.0 U"S) Y'—A

338 0 do g ol glalid LB mae sla s s ST S| Lan 5 MaKOp I3z o3l sl 0 5Ses
S Jool Ol e g s ST Slosss g 5 o S daslile 5 s Jalewionn Slujisp e
33 5 oslizl W\gﬂ Jsibe 5l as Cilises (glaaY 3B sb 35050 1 osdle 33 5 s slgnin oLl s
DA 5 15l 4 (ST S« Kaid sl ool 5 Ll b agrlsn 53 0LlS (a3 5el Gk 51
3 o pn S 5 oo S esliial (5l 1y p3Y (Sl sdoms o)l se ¢ Juol G Ol s 4 izmen Ao

S IS L s Anydesk RDP LS 51l 53 ol

o] Judexi 7

LS)) Bx I\/Iakop )‘JNCL] 45 MJ@ QL«ZJ )‘JNCL’ oJ\j.:l?- U'i‘ L;.’.‘J’" LSLQJ'.'.L% LS)) s 4.:.8‘5‘ LSLQL;‘"’)J’

linker-version 80.0
40 Windows NT 4.0

image-version 0.0

subsystem-version 40
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sub_4814C@ proc near

push ebx

mow ebx, [eax+d]
test ebx, ebx

jz loc_4@815C1

ebp
ebp, ds:CryptGenRandom
esi
edi ;
3 from ADVAPI32.d1l
H
[l e ;
loc 4@1405: 3 5?gwent type: Externs
mov eaxn, phP; _idata
cmp dword pt] BOOL (_ stdcall *CryptGenRandom)(HCRYPTPROV hProw, DWORD dwLen, BYTE *pbBuffer)
o edi, eax extrn CryptGenRandom:dword ; CODE XREF: sub 4814C8+771p
jnz short lo i : ;Isub_4914CB+E6Tp ac
@Feeeeeeeh ; dwFlags

push @
push @
push  esi ; phProv
call  ds:CryptAcquireContexthd
test  esx, eax

push  18h ; dwProvType

short loc_40278@[; BOOL (__:
== rA
mov [esi], eax
xor al, al 1
pop esi m
add esp, 8 m; BOOL (_ :
retn 4 1
p
m
pl; BOOL (__
P
P
p; BOOL (__
p
c
100.00% (-5,242) (257,135) 00001BS0 004

stdcall *CryptAcquireContextil) (HCRYPTPROV *phProv, LPCWSTR szContainer, LPCWSTR szProvider, DWORD dwProvType, DWORD dwFlags)
extrn CryptAcquireContexth:dword
; CODE XREF: sub_4814C@+2Dtp
; sub_4814Ce+3Ctp ...
stdcall *CryptSetieyParam)(HCRYPTKEY hKey, DWORD dwParam, const BYTE *pbData, DHORD dwFlags)
extrn CryptSetKeyParam:dword
; CODE XREF: sub_482ACE+5B1p
; DATA XREF Julz_’_.,‘ S5Btr
stdcall *CryptReleaseContext)(HCRYPTPROV hProv, DWORD dwFlags)
extrn CryptReleaseContext:dword
; CODE XREF: sub_4856A8+2081p
; DATA XREF: sub_4856A0+2081r
stdeall *CryptImportKey)(HCRYPTPROV hProw, const BYTE *pbData, DWORD dwDatalen, HCRYPTKEY hPubKey, DWORD dwFlags, HCRYPTKEY *phKey)
extrn CryptImportKey:dword ; CODE XREF: sub 48275@+441p
; sub_48281@+18CTp ...
stdcall *CryptEncrypt) (HCRYPTKEY hKey, HCRYPTHASH hHash, BOOL Final, DWORD dwFlags, BYTE *pbData, DWORD *pdwDatalen, DWORD dwBuflen)
extrn CryptEncrypt:dword ; CODE XREF: sub_482750+7Ftp
; sub_4@2B38+131p ...

ol zmen 5 RSA (050, oS b pagee WIS S5l &0 b e sladol 3 WL sl

Aas e Ol )\J-_é\cl.g IS 531, AES256 o lite 5, K 5, p-f-u)f-“ Slas G slalls

2oy



il s 5

mow
push
lea

push
push
call
push
lea

push
push
call
add

lea

push
call
push
push
push
push
lea

push
push
mov

push
lea

push
call
test
jnz

esi, ds:wsprintfu

ebp

edx, [esp+dBh+var_ 24]

offset aC HERA AR PR (b

edx R LPNSTR

esi ; wsprintfu

ebp

eax, [Esp+54h+RDntPathNamE]

offset aC_@ ;o Mo

eax 3 LPWSTR

esi ; wsprintfu

esp, 18h

ecx, [esp+rddh+RoctPathName]

ecx 3 lpRootPathName
ds:GetDriveTypew

ebx ; nFileSystemiameSize
ebx ; lpFileSystemNameBuffer
ebx 3 lpFileSystemFlags
ebx 3 1lpMaximumComponentLlength
edx, [Esp+54h+anumESErlaINumher]

edx ; lpvolumeSerialNumber
ehx 3 nvolumeNamesize

esi, eax

ebx ; lpVolumeMameBuffer
eax, [espt+6@h+RooctPathName]

eax 3 lpRootPathName
ds:GetVolumeInformationi

eax, eax

short loc_481362

atﬁaﬂw‘jwwunﬂ)j Ls‘j" b Lg)jﬁﬁbj&b JJM .]ojﬂ)‘f‘cb.ls‘)‘&uw‘)b

FZE

loc_4B2780:

mowv ecx, [esi+28h]

mowv edx, [esi+24h]

lea eax, [esp+eCh+phkey]

push eax 3 phkey
mov eax, [esi]

push @ ; dwFlags
push @ ; hPubkey
push ecx 3 dwDatalen
push edx ; pbData
push eax 3 hProw
call ds:CryptImportiey

test eax, eax

jnz short loc_ 482740

LS e

Sy 3 e IS SASTMPOTt L s LU 650505 Slkes byl 5
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il e 5

loc_4@827AD:

mow edx, [esp+8Ch+pbData]

mow eax, [esp+BCh+phkey]

push agh ; '€’ 3 dwBuflen

lea ecx, [esptleh+pdwDatalen]

push BCx ; pdwDatalen

push edx ; pbData

push e ; dwFlags

push e ; Final

push a8 3 hHash

push eax ; hkey

mow [esp+28h+pdwDatalen], 75h ; "u’

call ds:CryptEncrypt

test eax, eax

jnz short loc_4827F3

_ |
] ' B

il i 5 il e 5
call ds:GetlastError
Mo ecx, [esp+eCh+phkey] loc_4@827F3:
push ecx 3 hKey] |mow edx, [esp+aCh+phkey]
call ds:CryptDestroyley push edx ; hkey
Xor al, al call ds:CryptDestroyley
pop esi test eax, eax
add esp, B jz short loc_48279E
retn 4 | |

s Sy el S 5 el (5108 5, Sl s S5 s

LABEL_9:
wsprintfW(PathName, L"¥%s\\¥s", a2, aS);
Directoryl = CreateDirectoryW(PathName, @);
if ( Directoryl )
1
a2z = PathName;
LABEL 11:
LOBYTE(DirectoryW) = sub_4875F@{a3, (int)a2, al, ad};
h

return Directoryi;
S w3 S jasets Makop I3zl esl gl s Lol sl 50, By bl L &gl i oy 2 3l
pomen 1355 ga LSl B (slgml 3 OF gl e Jls 2 oS S o 5 At S 55 alias 1L

S o M e, oS sk 1 LEMB 5 e U sla L




File Edit Merge View Options

6| TestFileD.txt + TestFileD.txt.,[CCSACBCF).[Nergontrd6@cyberfear.com].mkp - Compare It! 4.3

Tools Help Register!

=i 1 T e ]| )| — N

AT SE 29

- = D:\Targets\TestFileO.txt D:\d0dd\Test FileD txt. [CCSACBCF]. [Nergontrd6@cyberfear.com]. mkp
00000000 |SA|2A 5A FB 25 BO FC 3D 6C 1B 5D 3A 93 F9 47 FB 00000000 |AF|63 22 85 B4 AF BS 04 07 BE 13 E7 53 85 BE 5C
00000010 12 3F BD 44 1p FE 75 9D 9C FE 34 30 E3 42 29 33 00000010 7TF EO E4 E8 56 57 27 cC 30 B3 23 5F 86 9E 6C 19
00000020 88 83 1E 1F DD 37 F4 ED F8 E4 44 GE 51 06 B7 B4 00000020 CA OD 81 1F B7 04 8B 66 A8 EU OB 61 EF C8 35 BE
00000030 07 BD CA 13 CD EE F3 9C B5 BD 5E 27 7B cC 5a 29 00000030 CC 6B 3B CD EB 5F D8 OC 41 C7 91 4C 3E 4A CD 04
00000040 F1 23 B1 OF DB 28 1E DB 4B DO 4C 30 B9 D6 4C 96 00000040 FE 42 DA EB FE D6 65 E5 CA 28 78 6A 08B c7 CO FO
00000050 46 AF 28 25 78 16 &C 92 90 82 €9 20 D8 cD 72 2B 00000050 0B F8 D8 7F 21 4D 58 42 76 F2 2B 50 27 E4 25 DC
00000060 8 1B AD 2D 54 A7 AG DF 9F EF CB FD Al BA E2 DF 00000060 49 A2 7B CA B5 F2 6A 4B AE AF DF FA 99 4F 7D 4D
00000070 70 C8 EO CB A3 34 Bl DA B6 17 7F 58 BE FD 02 7D - - 00000070 62 99 A0 B2 12 C9 BF 14 A4 39 41 84 FD CC S5E EB
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DESKTOP-0IV6302 C:\Windows\System32\cnd. exe C:\Windows\Systen32\wben\WMIC. exe wmic shadowcopy delete
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