98 a0 O gas 599 015 5 a8 ) 6 sl (e 3

Magento Jij.élws



Clae Cow 98

TRV

U cod Y gaze

N e e
G
hA
£
k
c

................................ Y | LWL v
2 s giizme 8 ,Shas 095 3l glaods  1-4
2 ............................................................................................................................................ LSJ-".L’AJ? W])—! LS)SJA 2_4

3 .................. \5).'..)4 w..j ;)L..a).‘> 3—4
7 Sl oy el 1-3-4
oS, s ol e 2-3-4

B, 5,515 o 3uilSo
T e 599 oy 5108 shal 6 pducamw] jleolatwl b ales 5l aoMs 1-5

10 Srdy o] Gad Sals cye loladl

10 S5 AzxS 9 (G 2o
B0 e eete e e te e te e steneete e se e sentesestenateaesenaesentenatenatenaesentenetenestensesenseseneesesenenensasenasnens @L’m

1
2
3
4

5

6
7



)

W preesperieed Magento ,I381e 55 5y 3yl (w2 20593 (ylghe ‘ﬁb {S?"f’
owse> 1

TOre e 5l i S Sl PHP e g 5l el o358 5 Suig oSl &l oty Sy giimo
ol 059l e s 4 Jlo 40 Yo 0,lhe 50 vg0 g Wm0y O] 5l laz gl 50 DT oKing 13
Sae Sy ly ol S e 038 1) i SNl (aled Ly giiome oS Conly (ol olpen 4 L]

WS oo R les s
S oad 3,55 Magento s (Remote code execution) ;s o, 5l o5 sl s pdaaw! S
SLAPL 5 L 511 olgsds PHP slaaS cuge 51l e ailgn a5 aaas |, Sl ol ol 40 2ilgs o
S8 Sledbl asle )5 eles Sledbl 4 g 03,5 La! SL3 e 59, SOAP L REST
5 SG Wlgs s gtz 45 Al o 3| Jo cpl 4 ggoge cpl S o caws Sledlbl plu g (5, Lel
50 "method" xe 5,L 5l "payment” saiges 51" _data" Shg 4 SUks asluis sy,
el Db boablie (3s) 5 o] Slasr 4 (35 ol WS sgame s 4 SgEIDAIAN" &

wlhcowo¥game 2
ol slyls Enterprise Edition 2.0.6 5 Magento Community Edition 2.0.6 ;| L8 sleaxs

SEN 'l Wb 3

Lgduob‘).g Gdan) 4o p—"l-éf Ja.wy o|9;'<.‘o LgL(wS 6‘)‘?‘ 4 e 6;}&4%" Q..»" )’| )...ATWQSyo ool
pAs A e Wilgl o ng.i:).g:wT o)l 389el goolaiul puien YW ‘_gﬁ:).g:wi ol gl ke

2\ N
D, gy Py

! Denial Of Service




eyl i Magento ,l38le 5 o g0 51521 (y9s 53 ol 31 aS (6l (6 3y sl (a1 1imno o gie ‘g;ﬂb S

whslalelbl g jglidwlsjlw

SN el s daino 4

w020 0d S8 (6 iy JolS 5550 a4y Cod l o

R0 O o 0920 3 (slaoN> 1—4

Lobol b Jgsle Dol b ol Canl oa aislos Gilises sl Jg5le! Lawgs a5 Cewl  cotivps g
S Jle Glsie 4 diies plias Al sla Sy sl Glp plbaS Jold alite slo (5,055 plo
el Tl e Jtas (S5 T (silme S Jptns Jgile S ol e Syt Jsile

S04 Jgsle pled wliolo gl ol plos Jolis agy cnl 0)ls 3529 "API" ol s 0509 (6,955 uls o Josle y2 0

5 Jo> Josle b ieme Jssle b s tie Jgile w3 a Jgile L Gilgh (g0 c3loy Jgsle i cnl 40 alb oo o g5le
S8 Bl 8 Jasle b &

5 wwd PHP W5 O ol SOy a5 sl ool aizle calizeo PHP gl LB 51 AP (6,955 plo
I s a4 1) Jg3le lo <ol 5l (S Jlesl Codsie

aS) Jdo 4 a2 o0 |, SOAP API 4 REST RPC (alizxs RPC® 3 o5l gime ;o Web APL g5k
oolaiwl &y o0 0,00 XML 31 a5 SOAP API 51 5155 ol jo b caisies Jld (5,8 jin job 40 90 2
S

Ol S c‘M,?QLo..\..{):} S dig38l jo |y Lols Gledbl vas ool b 4 APL sla Slgl 3 51 S
A3 b ey hgy (S g SV game do ay S o yol Wilgs oo ledlbl

SAN el 9 5i90 2—4

S 2l G B s (595 2 598 ol 1y 095 a5 0550 Sl g l5le )0 95290 (s pdyc] cn

2 Payment

% virtual cart

* Customer

® Remote Procedure Call
¢ Shopping Cart




sy

v s Magento ,f38lp 3 (6 ydy sl (i) 2 1039 31 (sloe ‘ﬁb %S.ﬁ

whylelelibl g sgls ol

SaM el Olij> 34
4 diges o] "save" al 5l was o )8 0,5 o ) V459,<,_; So Bl jo Lo Cledbl giiors a5 oS
Sygo 4 'SAVE" b o ,Sles 0956 .0 o solitul ools sB0L 48 o 8l o3l (sla ols 03D jelate

el (D) S

J**
* Save object data
;
/
public function save(\Magento\Framework\Model\AbstractModel %object)
{
// If the object is walid and can be saved
if ($object-»isSaveAllowed()) {
[/ Serialize whatever fields need serializing
%$this-» serializeFields(%object);
// If the object already exists in the DB, update it
if ($this-»isDbjectNotNew(%object)) {
$this->updateObject(%object);
// Otherwise, create a new record

} else {
$this-»>saveNewObject($cbiject);
¥

// Unserialize the fields we serialized
Sthis->unserializeFields(%object);

¥

return %this;

¥

// AbstractDb::save()
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JH*
* Serialize serializable fields of the object
;s
/

protected function serializeFields(\Magento\FrameworkiModel\AbstractModel $object)

{
/[ Loops through the '_serializableFields' property

// (containing hardcoded fields that should be serialized)
foreach ($this-> serializableFields as $field => %parameters) {
// Get the field's value
$value = %$object->getData($field);

J// If it's an array or an object, serialize it

if (is_array($value) || is_object($value)) {
%object->setData($field, serialize(%value));
¥

}

// AbstractDb::_serializeFields()
Gl JU o 26 :(2) S

a5 jelailen .05l UNserialize wub als alaS a5 0,5 o puoual glizme jela> 45 aas o oylas (3) S
Jol> loebl Magento L ol a5 col opl Gglas L cenl Glen Lo yas oS ol 06l o camlice
Gy e S Wilg (oo ol « Sz 90 (nl @ a2 b s (28 SO L 4l G al i oS S

s ploxil g5l JU e BB ald S a4 gole ath, o ki L Solu a |, s

JE*
* Unserialize serializeable object fields
;
/
public function unserializeFields(\Magento\Framework\Model\AbstractModel %object)
{

// Loops through the '_serializableFields' property
// (containing hardcoded fields that should be serialized)
foreach ($this-> serializableFields as $field => %parameters) {
J/ Get the field's wvalue
%$value = %object->getData($field);
J/ If it's not an array or an object, unserialize it
if (!is_array(%value) &R !is object($value)) {
fobject->setData($field, unserialize($value));
b

¥

// AbstractDb::unserializeFields ()
unserialize gt :(3) s
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[E*
* Adds a specified payment method to a specified shopping cart.
*
public function set(%cartId, \Magento\Quote\Api\Data\PaymentInterface Imethod)
{
$quote = $this->quoteRepository->get($cartid); // Get the cart instance
$payment = %quote->getPayment(); // Get the payment instance
// Get the data from the user input
$data = $method->getDatal();
// Check for additional data
if (isset($data['additional data'])) {
$data = array _merge(%data, (array)$data['additional data'l);
unset($data['additional data']);
3
// Import the user input to the Payment instance
$payment->importData($data);
}

// PaymentMethodManagement: :set()

set() ab () Jsis
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)FI*
* Called automaticlly when the object is destrotyed.
y
/

public function __ destruct()

if ($this->closeOnDestruct) {
$this-»>close();

I
I
}FI*
* Closes the redis stream.
.
/
public function close()
1
if ($this->connected &% ! %this-»persistent) {
fresult = $this-»redis->close();
¥
¥
// Credis_Client::__destruct(), close()

"Credis_Client* )5 slaaie «(5) S
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JEX
* Close this transaction
%/

public function close(%shouldSave = true)

JEX
* Save object data
%/

public function save()

i
$this-> getResource()-»save($this);
return $this;

¥

// Magento\Sales\Model\Order\Payment\Transaction:: destruct(), close()
"Transaction® s ;1 "close () wie :(6) s
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[
* Try to save configuration cache to file
Ny
!
public function save()
{
// save stats
file put contents(%this->getStatFileName(), $this->getComponents());
h

// Magento\Framework\Simplexml\Config\Cache\File::save()
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