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ORA-00308; cannot open archived log 'C:\Wsera\Desktop\orace\oradataord \REDOOZ.LOG'
CRA-27046: file size i= not a multiple of logical block size
QsD-04012: file size mismatch (0S5 209715713)
00308, 00000 - “cannot open archived log '3%s™
*Cause: The system cannot access a required archived redo log file,
*Action: Check that the off line log exists, the storage device is
online, and the archived file is in the correct location.
Then attempt to continue recovery ar restart the recovery
session,
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QR A-00368: checksum errar in redo log block
ORA-00353: log corruption near block 132010 chanae 21987320 time 02/02/2018 10:11:30
ORA-00334: archived log: 'C:\USERS \DESKTOPYORACLENORADATANDRCL\REDODZ.LOG'
00363, 00000 - “checksum error in redo log blodk™
*Cause: The redo block indicated by the accompanying error, is not
vaild. It has a checksum that does not match the block contents.
*Action: Do recovery with a good wersion of the log or do time based
recovery up to the indicated time. If this happens when archiving,
archiving of the problem log can be skipped by dearing the log
with the UNARCHIVED option. This must be followed by a backup of
every datafile to insure recoverability of the database.
*Action: Restore correct file or reset logs.
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SELECT name, size, -- in 8-KB pages max_size, -- in 8-KB pages growth, is_percent_growth FROM
sys.database_files WHERE type_desc = 'LOG'

name size  max_size growth  is_percent_growth
1 | AdvertureWorks2012_log | 112 268435456 10 1

03190831y 53 4 by yo iS55 a6 oF Y8
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‘ SELECT * FROM sys.master_files WHERE name = 'AdventureWorks2012_log"; ’

: desc  data_space_id  name physical_name sate  state_desc
1 3 0 AdventureWorks2012 log ‘C:"xProgmm Files (cB6)\Microsoft SQL Server\MSSQL10_50.5ADATABASE\MSSGL\DATA AdventureWorks2012 Jog Jdf ‘ 0 ONLNE
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SELECT name, recovery_model_desc FROM sys.databases WHERE name = forensics' ;

1 Efu:urensiu:s FULL

ooloolrly o b3 Jo F S

900 3)lg i Hewd JolS b5l Jaw 4 0olosliol b3k Jow s sl uisren

ALTER DATABASE forensics SET RECOVERY FULL;

lsmmme jlome pe Bim slas; ay by e waled 5 Sledlbl (6 )slaez 1y 5k 5,50 SoplE 5 Jsox
AR oo ol 1y UM.SL.; e bl o Lg)Lisob.is) }\ oolaiw! b Joa=>

ST e o6 o 38l

SELECT name, size, -- in 8-KB pages max_size,
--in 8-KB pages growth, is_percent_growth
FROM sys.database_files WHERE type_desc ='LOG'

(o) LB ool o o8

S by AS15 S
oobolig‘li

SELECT * FROM  sys.master_files
WHERE name = '<FILE_NAME>",

ST s bl e
03l0olSly SO ws by je

K0S g Ol ygsmwd >

SELECT name, recovery_model_desc FROM sys.databases
WHERE name = '<DATABASE_NAME>';

oalsoll G oLk Jow

ALTER DATABASE <DATABASE_NAME> SET RECOVERY
FULL;
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las i slod ;o 9w zdaw ;0 (Simen I SQL Server 2012 1o .aigh o alig J1 4o ¥ 590505
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SELECT a.audit_id,
a.name as audit_name,
s.name as database_specification_name,
d.audit_action_name,
s.is_state_enabled,
d.is_group,
s.create_date,
s.modify_date,
d.audited_result
FROM sys.server_audits AS a JOIN sys.database_audit_specifications AS s ON a.audit_guid = s.audit_guid

JOIN sys.database_audit_specification_details AS d ON s.database_specification_id =
d.database_specification_id WHERE s.is_state_enabled = 1

audt id  audt name  database specfication name | audt_action_name ||is_state_enzbled | is_goup  create_date mady_date audted resut
:65556 Eaud'n_delete AW _DDL_Access dbspec | DELETE 1 0 0405103631117 20180405 10:36:31.117 - SUCCESS AND FAILURE

o u.»).r.: JLG ‘SUD‘SJ;.N) Cowad 1Y J&w

cdl> o delete Bldas 1 (g5on (sauts Sl (S (Ghadtive ol o 0000 ¥ JSi ,0 aS jobylen

ol 0oy Jlad g oy o5 Coddge pis g Cuddgo

¥ Windows secdrity log

¥ Windows application log
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(Y )9y (S oo :() | GL@‘ £y dw LJ»OL«.«J SQL Server 9O (S oo u...l..ls :M OleMb|
(Shastiv i 25 6‘)‘.’ Lg)'Lé—‘).w g (6 o .ooboLi“L; (S o (sl (Y 9 39 (S oo (Ghadtin
! SQL 39 )O Lg)a.ouo

CREATE SERVER AUDIT [audit_delete] TO FILE
(FILEPATH = 'C:\audit'
,MAXSIZE =10 MB

)
WITH

(QUEUE_DELAY = 1000
JON_FAILURE = CONTINUE

)

S 8L 0 |y Wools ¢ jmoe dualio B0, Jlad |y )T b (g jmon i a5 5l

ALTER SERVER AUDIT [audit_delete] WITH (STATE = ON)

Sdasrive 3l osliiwl Ly 0,08 o (g 03100l mlans jo ol 5l cosloolSily (6 jmen (saasin
Cns plol BB gt o 10 Jg 0gd plol )5 L et e )0 wilgl oo (6o 03100 (6 a0

CREATE DATABASE AUDIT SPECIFICATION [AW_DDL_Access_dbSpec]
FOR SERVER AUDIT [audit_delete]

ADD (DELETE ON DATABASE::test_forensics BY public)

WITH (STATE = ON)

Glsmzme jlome pe Bis slays; by e waled 5 Sledlbl (5 )slaez 1y 5k 5,50 SoplS ) Jsox
A0 oo HLaS 1) (g a3l oolainl b Jgus

0310l o 50 ool iy 23 Jlad (sld 6 jowo S po B

SELECT a.audit_id,
a.name as audit_name,
s.name as database_specification_name,
d.audit_action_name,
s.is_state_enabled,
d.is_group,
s.create_date,
s.modify_date,

d.audited_result
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FROM sys.server_audits AS a

JOIN sys.database_audit_specifications AS s

ON a.audit_guid = s.audit_guid

JOIN sys.database_audit_specification_details AS d

ON s.database_specification_id = d.database_specification_id

WHERE s.is_state_enabled = 1

031500l L (6 o (Gdastino (40,5 Jlad

CREATE SERVER AUDIT [audit_delete] TO FILE
(FILEPATH ="C:\audit'

,MAXSIZE =10 MB)

WITH

(QUEUE_DELAY = 1000

,ON_FAILURE = CONTINUE)

297 (S iy | )

ALTER SERVER AUDIT [audit_delete] WITH (STATE = ON) o & s (55l Jlad | Y

CREATE DATABASE AUDIT SPECIFICATION

[DELETE_dbSpec]

FOR SERVER AUDIT [audit_delete] rae ghamae | ¢
solsolSl

ADD (DELETE ON DATABAGSE::test_forensics BY public) SlselSol

WITH (STATE = ON)

Oledb! Juloxi' 9 4 32 g glyseiwl V-V
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SELECT  [Transaction ID],
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Operation,

Context,

AllocUnitName,

[Transaction Name],

[Begin Time],

[RowLog Contents 0] FROM  fn_dblog(NULL, NULL)

WHERE Operation = 'LOP_DELETE_ROWS' OR [Transaction Name] ='DELETE";

— [ el

Transaction D Operation Context AlocUritName ~ Transaction Name  Begin Time RowLog Cortents 0
i"mm;mmuaaa | LOP_BEGINXACT  LOXNULL  NULL DELETE 2018/03/15 140653840 NULL
D00000000%5 LOP_DELETE_ROWS LCX HEAP dbosestil  NULL NULL (30000400020000020012001600686 56CECEF 74657374
0000:000003a5 LOP_DELETE_ROWS LCX HEAP dbotest!l  NULL NULL b000040002000002001200160068656C6C6F 74657374
0000:000003a5 LOP_DELETE_ROWS LCX HEAP dbotest!l  NULL NULL b000040002000002001200160068656C6C6F 74657374
0000:000003a5  LOP_DELETE_ROWS LCX HEAP dbotest!!  NULL NULL heD00040002000002001 2001600656560 RCAF 74657374
0000:000003a5  LOP DELETE_ROWS LCX MEAP dbotest!l  NULL NULL 00004 0002000002001 2001600696560 RCEF 74657374
0000:000003a5 LOP DELETE_ROWS LCX MEAP dbotest!l  NULL NULL heD00040002000002001 2001600636560 6CEF 74657374
0000:000003a5  LOF_DELETE_ROWS LCX MEAP dbotest!l  NULL NULL b4 D002000002001 2001600636 56C6CEF 74657374
0000:000003a5 LOF_DELETE_ROWS LCX MEAP dbotest!l  NULL NULL b4 0002000002001 2001600636 56C6CEF 74657374

L ©0 N e L Pa —

Joua SO ol Bdo oyl 8590 4o SleMbl goualine (A o

DELETE 4L  50000:00000385 (sl (gamslis b GEiST)5 50 a9 o oius A JSib 5o a5 jsbiylan

ol ooldl 5Las| Begin Time (s ;o oid iyl les o olyg, ol g ol odds i o Cuiia

ol 008l L] (el o ools yLid AllocUnitName g o aS testll Jsaz (g5, p Sldes o0l

33 0590 Jlowwol Ko jlade g3 oo c0dls Bi> sla,lan 10 35350 polie 51 LT jslaie 4 yizan
(A JSs) 0,5 baw e a0 |, RowLog Contents 0 g

nput data

Convert

Qutput:

3000040002000002001200160068656C6C6FT746527374

hex numbers to text

s0e &3 Jlogusol 358 sl Jyi A S5

¥

»



b 9
el g3l g 2ol 2l MSSQL eb‘:a\ﬁ:\% BL wwfﬁ ‘5“5 éﬁ

wiylole bl g jglidulejls

Sl ol (g5 Ve UK 098 oo ooliiwl 3 Glews 5l «BA> s goaiiST >l oI5 51 aBT jglaie
EXIPN QL.M., 1) QLQ....;)..E. Q.i‘ 6‘)?"

SELECT [Current LSN],
[Operation],
[Transaction 1D],
[Description],
SPID,
[Begin Time],
[Transaction SID],
name 'LoginName' FROM fn_dblog (NULL, NULL),
(select sid,name from sys.syslogins ) sl
WHERE [Transaction Name] LIKE '%delete%' and [Transaction SID] = sl.sid

Curent LSN Operation Transaction [0 Description SPID  Begin Time Transaction SID  LoginName
1 EDDDDDDZd:DDDDDEBb:DDM ELOP_BEGIN_XNCT 00000000035 DELETEQ«01 54  2018/03/1514:0653840 (1 53

Bio Jos oS ol 5 e S
ploul s (6, s lawgy Bi > Jos w0gd o0 oays LOgINNAME (g (0 )+ S j0 aS b jlen
e e Bd sl d bgpe Sl Jelow 5 ] 2ol 6l 5ls 9550 slopl 5 Jguxr cCeslons
o L |y (ST e B (glyime Sl soliial b Jpa slsins

oud Bis b ylaw g STy cud BB glgixo goualic

SELECT [Transaction 1D],

Operation,

Context,

AllocUnitName,

[Transaction Name],

[Begin Time],

[RowLog Contents 0] FROM fn_dblog(NULL, NULL)

WHERE Operation ='LOP_DELETE_ROWS' OR
[Transaction Name] = 'DELETE,

Sdo Jos gouiiS |yl gyl 8L

SELECT  [Current LSN],
[Operation],

[Transaction 1D],

Yo
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[Description],
SPID,
[Begin Time],
[Transaction SID],
name 'LoginName' FROM fn_dblog (NULL, NULL),
(select sid,name from sys.syslogins) sl
WHERE [Transaction Name] LIKE '%delete%' and

[Transaction SID] = sl.sid

slo bl Husles jlaiedy gl oo Al lisl 9990 Dygo A duade LB )0 (5 imen Dledbl 1 juow0

(V) JSs) 08 e oolazwl Tn_get_audit_file() xb 5l giuon 9990

SELECT event_time,
session_server_principal_name,
server_principal_name,
database_name,
object_name,

statement FROM  fn_get audit_file('C:\audit\*', default, default);
evert_time session_server_principal_name  server_principal_name  database_name  object_name  statement
1 2018-04-05 06:06:41.2133919 53 53 test forensics  test delete test where a = 1;
2 AN304-0506:06:421304444  =a 53 test forensics  test delete test where a = 1;
3 2Ng0405 0607254119157 =a 53 test forensics  test delete test wherea = 1;
4 230405 06:07:54.5306080 sa 53 test forensics  test delete test where a = 1;
o 3405060802 0120474  sa 53 test forensics  test delete test where a = 1;

S0 (29999 S B uilgs ) Sl

L esiv 25?5569))‘.()1 szl gley g )5 (olya! Bds & jle gl g0 0au VY IS0 0 aS jsbjlen

Dl oo Cawd 4 (S rmen 40 00 0,53 Sledbl 51 oolau

peoy  V-F
b b sl adpds Ojge Glatis b1 aws Cuz piY Olladl laosls Bd> 5l s a5 Sge 5o
ol 4 e, ml xSl o 28,8 Ll e Toae |y a8, Caws )l Sl e o B
S 29 Cou S)90 w) Cawd )‘ Lgl.%oo‘\) tS’L’)L’ Lg‘).: ‘) uw (5wa 64.4‘.: EY Joyfc Lglmwaj

X L8

\kd



E:‘) 9
whellsl g abiby A1 by MSSQL eb‘:e\ﬁ:\g’ BL wufﬁ ‘é;ﬁ éﬁ

wiylole bl g jglidulejls

Sl el b s b Iy ool Bi> slaools u‘?’«s" Al Cangn 4 ol g“t‘.j} 31 oolawl b

O JS8) 00 dmlgs b5k BB ouls Bis sla o ¢ 5 jeiws 5l oolatnl b s,

EXEC Recover_Deleted_Data_Proc 'forensics','dbo.test11'

hello test
hello test
test
hella test

helle test
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=
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o
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D] 50 oo iy o5 gy 51p2 ! b o

EXEC Recover_Deleted Data_Proc
'<DATABASE_NAME>''<SCHEMA NAME>.<TABLE_NAME>'
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023 ool gl b1 5l imme &ygo an ol 0l cpasa b SO 0 bolas, (ST el sla B
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SELECT name,
size,
-- in 8-KB pages max_size,

-- in 8-KB pages growth,

is_percent_growth FROM sys.database files WHERE type_desc = 'LOG'

Dy oo odlatul ) Hgiwd 5l eoloell SO s bgrre 2S1S ld Bl e 40,5] Cews 4 sy

‘ SELECT * FROM sys.master_files WHERE name = 'AdventureWorks2012_log'"; ‘

oS e BB e o, Kok, sl eolawl b awlad g cledol 6)9]&0? G by slplE p; Joux

Do e lis |y Jeoz Gl (Sloyjgp jbre e Slaug, 6l p

ST ek gl Joxa (il

SELECT name,

size, -- in 8-KB pages
() B bl cowypd

max_size, -- in 8-KB pages

growth,
o.)‘.)olill.;
is_percent_growth FROM sys.database_files
WHERE type_desc = 'LOG'
SELECT * FROM sys.master_files WHERE name = o v
'<FILE_NAME>"; ST el bl e

¥ Roll back v

¥ Buffer cache *
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SELECT name, recovery_model_desc FROM sys.databases
WHERE name = '<DATABASE_NAME>';

oalooll G 2Lk Jow | )

ALTER DATABASE <DATABASE_NAME> SET RECOVERY | ¢ol0el (bl Joe s
FULL; Jo ob5k Joe &

o231, 9w o 0ol Fy ST plod 5l (6o (s (ISl SQL SEIVEr ;o (6 jumen (Sig 1§ yow0
Jolis 1) 00100l L 5l cols Jaaz j0 (g)laie ;o s U gm0 Slewdas jo Ol s 3l laolayg, 0uS oo
3,8 slaslog, ol s tgaig (el (slaolagy Sl e 10 (Simen sWS,55, Wigd o
Enterprise 4 Evaluation .Developer slaases jo g5 00l0oll (s juone (Jg 0,10 0925 brascus coles
a5 MSSQL Server 2012 g4, ;o 09-b o0 s (S imon Coomnd 0 azil il Jlaoe! B
‘) 03— ;9_3).:.’ JL:B LsLQLSJ.AM g.,_m...] 0‘9_’6" PGS )‘ oslawl La W P ey Evaluation

2,5 cualie

SELECT a.audit_id,
a.name as audit_name,
s.name as database_specification_name,
d.audit_action_name,
s.is_state_enabled,
d.is_group,
s.create_date,

s.modify_date,

d.audited_result FROM sys.server_audits AS a JOIN sys.database_audit_specifications

¥ Windows sectirity log

® Windows application log

AR
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AS s ON a.audit_guid = s.audit_guid JOIN
sys.database_audit_specification_details AS d ON
s.database_specification_id = d.database_specification_id

WHERE s.is_state_enabled = 1

oo e dlasg, 8l (e 5l oolai Wl L valg s g ledl ngs‘iéo.? G by slpls p; Joux

e o Glis 1) Jeso Glgiome Sl g,

0310l o 50 ool iy 23 Jlad sld g jowo S po b

SELECT a.audit_id,

a.name as audit_name,

s.name as database_specification_name,

d.audit_action_name,

s.is_state_enabled,

d.is_group,

s.create_date,

s.modify_date,

d.audited_result FROM sys.server_audits AS a JOIN
sys.database_audit_specifications ASs ON
a.audit_guid = s.audit_guid JOIN
sys.database_audit_specification_details ASd ON
s.database_specification_id = d.database_specification_id
WHERE s.is_state _enabled = 1

0106l L (6 o (sdatino (30,5 Jled

CREATE SERVER AUDIT [audit_update] TO FILE
(FILEPATH = 'C:\audit'

,MAXSIZE =10 MB)

WITH

(QUEUE_DELAY =1000

,ON_FAILURE = CONTINUE)

9 (S o i y25 |

ALTER SERVER AUDIT [audit_update] WITH (STATE = ON) o Sy Sl Jled | Y

CREATE DATABASE AUDIT SPECIFICATION & s (Ghatiie iy a3 | T

¥y



Slellbl s 5l g a5, 2l
wlbieleliblg jalbelejls

MsSQL e:‘:e‘ﬁ:\g’ BL ‘_;.»L.:rf

Bﬂ
‘_&5 {Sﬁ

[UPDATE_dbSpec]

FOR SERVER AUDIT [audit_update]

ADD (UPDATE ON DATABASE::test_forensics BY public)
WITH (STATE = ON)

ob‘éoli.ll.&

S ol 3 455 3 gl P
o 9 S 0 50 Oledbl salel 4y by pe mlie 51 S 2 (sl Sledbl 2l il (gogos (i cnl 5o
125 iy |y oot Sl yien cloosls wyl 8 Llos wabis,slaaz Sledlbl 5l eolitul L 5,5 oo 3
095 cqalin 31 Sy 5o (sl aslsl yo el L caslpyr plsie 4]y (T Glre et ol sonslin g0
205 (o0 oy p S0led el g 42 g gl

b bl glyime gosmline jslite & 1 aST cud (BB 0 39290 ledbl Ll g gl !
@ bayye oiw bl ool Slu,ig,d losls a5 g0 j0 040 oo colawl fn_dblog() U 5l xasTy
soanlie johiie 4 5j gies 5| ulpl udls aslys |, LOP_MODIFY_ROW laie Operation
O S0) 040 oo oolaiwl ool Sluyjg,a b o 5,90 j0 Sledbl

SELECT [Transaction ID],
Operation,
Context,
AllocUnitName,
[Transaction Name],
[Begin Time],
[RowLog Contents 0],
[RowLog Contents 1] FROM fn_dblog(NULL, NULL)
WHERE Operation = 'LOP_MODIFY_ROW' OR
[Transaction Name] = 'UPDATE",

X L T P R R —y

[ et il

Transaction [0 Operation Context AlocUnithame | |Transaction Name | | Begin Time RowlLog Contents 0 RowLog Contents 1

| D00000000%c : 0P BEGIN XACT  LCXNULL | NULL UPDATE 2018/04/04 205011510 | NULL NULL

000000000%c | LOP_MODIFY_ROW | LCX HEAP | dbotesti | NULL NULL (1200160068856C6CEF 13001 700757064617465
0000000003z [LOP_MODIFY_ROW | LCX HEAP | dbotestl | NULL NULL (1200160068656C6CEF  c13001700757064617465
0000.00000%z [LOP_MODIFY_ROW | LCX_HEAP | dbotesttl | NULL NULL (1 200160068656CECEF e 3001700757064617465
0000:00000%c  [LOP_MODIFY ROW | LCX HEAP | dbotesttl | NULL NULL (1200160068856C6CEF 13001 700757064617465

Jouz s 3l ooy Sl sy g s 390 55 oleSol ousline Y S
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UPDATE 4l | 50000.000003CC (sbS; (gaulis by GhiSTy5 o g co o0 1Y USs 4 a5 sl ylan

o=l aulostidl 5Ll Begin Time (ygiw ;0 95250 o) 40 dlayg, cpl g Wloads Slujje,4 jlaw L
Cmwlooldl las! ccwloasosls Lii AllocUnitName s jo aS testll Jouz (g5, o Ollos

2 05>90 Jlogwol Ko jlade (195 oo 00l Sl 90 sloylaw ;o Jad jlads u;“lf—‘ yobhie 4 fpiomen

OF JSs) 0,5 baws e a0 |, RowlLog Contents 0 g

nput data
Convert hex numbers toc text
Output: 1 T hells

oo ylodo a4y Jlowws |35 lado Jouud VF SO
o> polie les oo ¢y 4y ROWLOG Contents 1 g 10 09240 poldo bos bcpl pogdle

OO JS) 8,90 Caws as ool (o350

nput data 13001700757064617465
Convert hex numbers to text
Output: I { update

(ko JIo 43 Jlamusol 35 Jlado Jyousd 18 S
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SELECT [Current LSN],
[Operation],
[Transaction 1D],
[Description], SPID, [Begin Time], [Transaction SID],
name 'LoginName' FROM fn_dblog (NULL, NULL), (select sid,name from sys.syslogins) sl
WHERE [Transaction Name] LIKE '%update%' and
[Transaction SID] = sl.sid
Current LSN Operation Transaction I Description SPID  Begin Time Transaction SI0 | Loginhame
1 00000026:000001a6:0001 i LOP_BEGIN_XACT ~0000.000003%c UPDATEQeD1 54 2018/04/04 2050:11510 (D1 &

SWyigyn Jos goussST il 50V F ISl

plxl 88 (6,15 o Jawgs Slw i 4 Jos g oo 0ass LOGINNAME ygis 10 V8 IS j0 a5 jobyles

S 39 e Slaugy sl wledlbl o g 45525 g 2l sl 4 by e lopls ) Jooo sl oo

Ao oo slias ) STy aud B o o, Kok, jleolatwl b Jaao (slgis

oo lwyjgsas b o 9 STy cud BB glgizmo sodnline

SELECT

[Transaction 1D],
Operation,
Context,
AllocUnitName,
[Transaction Name],
[Begin Time],
[RowLog Contents 0],
[RowLog Contents 1] FROM  fn_dblog(NULL, NULL)
WHERE Operation = 'LOP_MODIFY_ROW' OR
[Transaction Name] = 'UPDATE;

FL )

SELECT

[Current LSN],

¥o
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[Operation],

[Transaction 1D],

[Description],

SPID,

[Begin Time],

[Transaction SID],

name 'LoginName' FROM fn_dblog (NULL, NULL), (select sid,name from
sys.syslogins) sl WHERE [Transaction Name] LIKE

'Y%update%' and [Transaction SID] = sl.sid

=999 O ygmods dade o8 )0 (5 jmen Dledbl 16 juon 3l oolawl b Gledbl fodxi g &l yow!

S oo ookl fn_get_audit_file() U 3l grmen 29990 o LB ules jglateds gl o aliel

SELECT  event_time,
session_server_principal_name,
server_principal_name,
database_name,

object_name,

statement FROM  fn_get audit_file('C:\audit\*', default, default);

J9oz Glgme Gloyjep jlme pe oy, sl Oledlbl Jdow g a5 g 2l yeinl 4 bgr e o5 5 Joo

C X Al PP S VPO P VS

S0 29990 s B glagixo gounlic

SELECT event_time,
session_server_principal_name,
server_principal_name,
database_name,
object_name,

statement FROM fn_get_audit_file('C:\audit\*', default, default);

oy F-F
o=l 62 Lo S bl eas gloysg,an slaosls lgi co e Gy )0 00l iy ya5 ayg, 5l eolatnl

g walys (oLl BB esd Sl ysesa slapgin )0 (LB polie o Hetws jleslitul by,
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EXEC Recover_Modified_Data_Proc ‘forensics','dbo.test11’ |

a b |Update Statement

helll:u test UPDATE dbotest11 SET [al=helo” WHERE [b]=test’
helle test UPDATE dbotest11 SET [al=hella” WHERE [b]=test’
test UPDATE dbotest11 SET [a]=helle’ WHERE [b]=test’

hello test UPDATE dbotest11 SET [al=hella” WHERE [b]=test’

= P —
o
[+
o

J9ur O y0 euls Slwyigya polie L3LAY IS

ol jad dy ouls Slaw,jg,a s jlaw (0 8g>g0 LB polie el co 0au VY SE (0 S jebjlen

Dloe Casd w arg, gl b s polie 4 oads Sluyig,a sl ylade ails 556 sl olaylomw

O Cawga 0 ouh L 3% A39y 81y I b o S

EXEC Recover_Modified_Data_Proc
<DATABASE_NAME>''<SCHEMA NAME>.<TABLE_NAME>'

L9 oS5 380 b 4 pj 9o i oy 0 ple @ Jglaz glaesls Slu g0 olag) sl Cunl o
20,5 &) g900 75k g 23Y sl g sl plele o o
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¢ Data Definition Language
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PRI VI Sy -9 1 IF NS SN [PU S [ W PRI WSO SN ISP RS L PR JUUES SN O JP L gcoven
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SELECT name,
size, -- in 8-KB pages
max_size, -- in 8-KB pages

growth,

is_percent_growth FROM sys.database_files WHERE type_desc ='LOG'

PP oolaiwl pj gaws oolaolillﬁ S 4 gy u’:..z_ﬂ).‘; ol BB s Qa);\ Cawd a5 gl

SELECT * FROM sys.master_files WHERE name = 'AdventureWorks2012_log';

° Failure v
° Restore v
° Roll back

° Buffer cache ©
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SELECT  name,
size,
--in 8-KB pages max_size,

-- in 8-KB pages growth,

() bl G,el.wl Sy 8
So a4 by e ST eld

'<FILE_NAME>";

oa‘eoliil,l
is_percent_growth FROM sys.database_files
WHERE type_desc = 'LOG'
SELECT * FROM sys.master_files WHERE name = STy bl s

03l0olSly SO ws by pe

oS g Ol ygiuwd S

SELECT name, recovery_model_desc
FROM sys.databases
WHERE name = '<DATABASE_NAME>';

cb‘dclig.b: ;i) @L))Ls JM

ALTER DATABASE <DATABASE_NAME> SET RECOVERY
FULL;
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& Enterprise 4 Evaluation Developer slaas.s ;o L 0oloolol (siman Jg o) 0529 braseus

® Windows security log

® Windows application log
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S,5
SELECT a.audit_id,
a.name as audit_name,
s.name as database_specification_name,
d.audit_action_name,
s.is_state_enabled,
d.is_group,
s.create_date,
s.modify_date,
d.audited_result FROM sys.server_audits AS a JOIN
sys.database_audit_specifications AS s ON
a.audit_guid = s.audit_guid JOIN
sys.database_audit_specification_details AS d ON
s.database_specification_id = d.database_specification_id
WHERE s.is_state_enabled =1
"“aud'n_id audt name  database_specfication name  audt_action_name is state enabled s goup  create_date modfy_... audted resut
1 (85686 audt dedle AW DDL Access chSpec  DELETE 1 0 MB35 123508043 20180, SUCCESS AND FAILURE
2 G55 audt delete  AW_DDL Access dhSpec  UPDATE 1 0 MB35 123508043 20180, SUCCESS AND FAILURE
365650 [audtdd  ddl_eudting DATABASE_OBJECT CHANGE_GROUP | 1 1 M1G407 21565663 20180, SUCCESS AND FAILURE
4 6558 Jaudtdd  dd mudiing SCHEMA_ORJECT CHANGE GROUP | 1 1 M1G407 21565663 20180, SUCCESS AND FAILURE

ouly Ly pxi Jled (5ld 6 oo Comad VA IS
cdl> ;0 DDL Jlas! 5l (6 5uon sants )0 (oo (Gdazin WS 0 0390 VA S e a8 )}bow

W‘OMJL’.ij)-*J6h-°-99*°[°‘-\-Cﬁ‘~‘°‘95“°

el SQL jg 5 40 (6 o (Sasuio iy ya5 (gl (5581 jus ¢)g pm (6 uon 1 oSS WleMbl

CREATE SERVER AUDIT [audit_ddI] TO FILE
(FILEPATH = 'C:\audit

MAXSIZE = 10 MB

)
WITH

(QUEUE_DELAY = 1000
,ON_FAILURE = CONTINUE
)

o)
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ALTER SERVER AUDIT [audit_ddl] WITH (STATE = ON)

Ga—azein jl oslaiwl L .o 105 o (6 imom 0310050l o jo baolayg, 3l w0olooll (6 jmen (sdasiv
o ‘0L7u| JJ[B O g ahw 5o t.sJﬁ .)9.».» r:l.?u‘ ).3)[5 L» ZS“""" C_'au 50 ..\;‘9;‘5.0 S ypon coabol.iil.g. S yaoo

CREATE DATABASE AUDIT SPECIFICATION [ddI_auditing]
FOR SERVER AUDIT [audit_ddl]

ADD (DATABASE_OBJECT_CHANGE_GROUP),

ADD (SCHEMA_OBJECT_CHANGE_GROUP)

WITH (STATE = ON)

oolawl L: oé‘bc[iﬂL?: ‘_gLo.w )L?!A)A.C JA.A.*J OL).:5) 6‘): ul&)‘Ua‘ 9 M‘}w 6)5160 4 .'05..\).0 'aLf c]:) J9A>

Ao oo LS 1) (6

031005 L daw 50 ool iy 23 Jlad sl g juo0 S i d
SELECT a.audit_id,

a.name as audit_name,

s.name as database_specification_name,

d.audit_action_name,

s.is_state enabled,

d.is_group,

s.create_date,

s.modify_date,

d.audited result FROM
sys.server_audits AS a JOIN
sys.database_audit_specifications AS s ON
a.audit_guid = s.audit_guid JOIN
sys.database_audit_specification_details AS d ON
s.database_specification_id = d.database_specification_id
WHERE s.is_state_enabled = 1

03106l L (5 o0 (sdatino (40,5 Jled

CREATE SERVER AUDIT [audit_ddI] TO FILE

9w (S e iy yaS | )
(FILEPATH = 'C:\audit' ’

oy
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'MAXSIZE = 10 MB)

WITH

(QUEUE_DELAY = 1000
,ON_FAILURE = CONTINUE)

ALTER SERVER AUDIT [audit_ddl] WITH (STATE = ON) o & (55l Jla | Y

CREATE DATABASE AUDIT SPECIFICATION [ddI_auditing]
FOR SERVER AUDIT [audit_ddI]
G o (Ghattiin iy yu5
ADD (DATABASE_OBJECT_CHANGE_GROUP), ML Y
0313000
ADD (SCHEMA_OBJECT_CHANGE_GROUP)
WITH (STATE = ON)

M oo 5 40325 5 gyl BT
b opSoo D13 (i 9 Son 990 wled a4 bgype mlie 5l Skl glizeal gogs 25 Gl o
Sygo 30 9 oy |y 00loolll sloais jo Ol ab 5 dos 0o (6 9laes Sledbl I oolazul
sy 2elsd gl mlie 51 Sy (sl aslsl jo aaled (A5 o lsie |y O Glre e olayg; (osmline

20,5 oo g piS Jelod g 452 5 gl Pl ogon clals slaslay,
oualine jslaied, S5 Cud BBy (5, 0Img, 3l eoliswl b wleMbl Julow' g gl 5!

ol B> Lnd b Jgoo a5 S50 ,0 098 oo oolanul fn_dblog() &b 5l STy cud bbb leime
¢ Jaly>= DROPOBJ 1, Transaction Name ygiw ;o 9590 jlode il

SELECT [Transaction 1D],
Operation,
Context,
AllocUnitName,
[Transaction Name],
[Begin Time] FROM fn_dblog (NULL, NULL)
WHERE [Transaction Name] = N'DROPOBJ';

O‘?SL.S'“‘; (390 Olows 3l 0o C‘):}r.lw‘ Sledbsl 5l solawl b Dgd g o VA Sy aS yobylen
O ) dgzge lade) Wleads B> ooloollL o vgzse sludl )l SlaS a5 ol axgie
(el Ji= AllocUnitName

oy
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= |IF=s
— =

12

| ——

Transaction |0

0000:00000330
0000:00000335
0000:0000032d
0000:00000345
0000:0000034b
0000:0000034e
0000:00000355
0000:0000035a
0000:0000035
0000:00000364

Operation
LOP_BEGIN_¥ACT
0000:0000032c

LOP_BEGIN_XACT
LOP_BEGIN_XACT
LOP_BEGIN_XACT
LOP_BEGIN_XACT
LOP_BEGIN_XACT
LOP_BEGIN_XACT
LOP_BEGIN_XACT
LOP_BEGIN_XACT
LOP_BEGIN_XACT
LOP_BEGIN_XACT
LOP_BEGIN_XACT

Context

LCX_NULL
LC¥_NULL
LC¥_NULL
LC¥_NULL
LCX_NULL
LCX_NULL
LC¥_NULL
LCX_NULL
LCX_NULL
LCH_NULL
LC¥_NULL
LCX_NULL

AMlocUritMame  Transaction Name
MULL DROPOEB)
MULL DROPOE]
MULL DROPOE]
MULL DROPOEB]
MULL DROPOB]
MULL DROFOEB]
MULL DROPOEB]
MULL DROPOB]
MULL DROFOEB]
MULL DROPOEB]
MULL DROPOEB]
MULL DROPOEB)

031805 L 3l oud Bio gLl Camad N SO

Begin Time

201804407 20:57.07:980
2018/04/07 21.059:24:617
201804707 21:15:32:237
201804707 21:20:55:120
2018/04/07 21:23:38:190
20804707 21271317
2018704407 21:51:.00:270
201804707 21:51:23:637
2018/04/07 21:52:48:600
2018/04/07 21:54:25:830
2018/04/07 21:55:26:413
2018/04/07 21:57.57:247

Sg aalem Ve S alice

EXEC Recover_Dropped_Objects_Detail_Proc

Schema Mame

Ohject Mame
test
test
test

Dropped Date & Time

2018/04/07 21:35:03:523
2018/04/07 21:36:45:370
20180407 21:42:15:257

Dropped By User Name
dbo
dbo
dbo

ER Y O] R R WK - UUv] CIOWON [} Sy (V)

(VY JSs) 0,5 ool 5 lews 5l g oo Jgaz (oS B> 515 51 BT jslaie &b izren

SELECT [Transaction Id], [Begin Time], SUSER_SNAME ([Transaction SID]) AS [User]
FROM fn_dblog (NULL, NULL)
WHERE [Transaction Name] = N'DROPOBJ';

0¥
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Transaction Id Begin Time User
1 | 00DD:00000327 | 2018/04/07 20:57-07:980 | sa
2 0000:0000032c 2018/04/07 21:09:24617 | sa
3 000000000330  2018/04/07 21:19:32:237 | sa
4 0000:00000335  2018/04/07 21:20:59:120 | sa
5 0000:0000033d  2018/04/07 21:23:38:190 | sa
6 000000000345 2018/04/07 21:27:13:717| sa
7 0000:0000034p  2018/04/07 21:51:00:270 | =a
3 00000000034 2018/04/07 21:51:23:637 | sa
9 000000000355  2018/04/07 21:52:48:600 | sa
10 000000000352  2018/04/07 21:54:25:830 | sa
11 00000000035  2018/04/07 21:55:26:413 | sa
12 000000000364  2018/04/07 21:57:57-247 | =a

- GoRS B> ,l5 YY) ISl

L ooloolly (slod loma el s Sy, (sl LMl Lo 5 325 g gl 5ol 4 bgpe 65 ) Joor
Ao oo slias ) STy aud B o 6, Kol g, 5l eolazul

oSy e BB glgixe goualice

[Transaction 1D],

SELECT
Operation,
Context,
AllocUnitName,
[Transaction Name],
FROM fn_dblog (NULL, NULL)
WHERE [Transaction Name] = N'DROPOBJ";

[Begin Time]

(T Cawgm y0 ool (23 (g g 3l coliiwl) oulds B Ll Caw p4d

EXEC Recover_Dropped_Objects_Detail_Proc

Jpacr i Jae gouiiSTyzl ylS cyidly

SELECT [Transaction Id], [Begin Time], SUSER_SNAME ([Transaction SID]) AS [User]
FROM fn_dblog (NULL, NULL)
WHERE [Transaction Name] = N'DROPOBJ';

D oo ookl fn_get_audit_file() b 3l grmen 29990 lo LB ules jglatads gl o alisl

00
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SELECT event_time,

session_server_principal_name,

server_principal_name,

database_name,

object_name,

statement FROM fn_get audit_file('C:\audit\*', default, default);
- (I el

gvert_fime session_server prncipal_name  server prncipal name  database_name  object name statement

308 2NB0407 1700034656435 sa 5 master dho create table test (@ int, bint);
35 2NE4071705:03 4656435 sa 5 master test create table test 3 int, bint);
30 2NB040717.00:03 5246473 sa 5 master test drop table teat;
N NEEITT0645 3687012 53 58 master dbo create table test @ int, bint);
37 MNEM071706:45 3657013 sa 53 master teat create table test 3 int, birt);
73 N7 1706453717014 sa 5 master test drop table teat;
34 INE407171215.2303398  sa 58 master dbo create table test (3 int, bint);
5 2NB0407171215.2303398  sa 5 master test create table test (@ int, bint);
376 G407 IT1215.2363398  sa 5 master test alter table test add ¢ int;
37 INEMAITITI215.2983434  sa 5 master test drop table test;
8 NBMITITITEI NINTT  sa 5 test forensics  dbo create table test (@ int, bint);
5 MBEMINTIAINENTT sa 58 test forensics  test create table test @ int, bint);
B0 2NEMAOTTITRT 46157 sa 53 test forensics  test altertable test add ¢ int;
B N7 1TITET 248158 sa 5 test forensics  test drop table teat;

! DDL l)le 0,90 jo SleMbl soualiv YT o

AL 5l osliial b o] slym! yle g 508 e alyz! DDL &l g oo oius VY UK 4o a5 jsbiylan

"\JLSQ Cowd Sy o o).:.”>:b

S0 (29990 s B glagixo gounlic

SELECT

event_time,
session_server_principal_name,
server_principal_name,
database_name,

object_name,

statement FROM fn_get audit_file('C:\audit\*', default, default);

A Sz pyY Sleladl (oo o Bl ol jsb 4 g eolooll (sleds (0 s 5l iy &S (S yge 50
23,5 L Toase | a8, Caws 5l Sledbl ol se BB b3l b sl b iy & jpo laiay b
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08 il ) of lsime 5 Jgaz oy o0
as crulonds o (glate saiwlgml slaolag, gl g alitne Lo isn 10 po i Coond 0
pae Jdo 4 Caand (pl jo (Jg 09d oolatul aiulaBl ol gy mue 5 (5l 00100l j0 09250 slac Ll
Jeo= sloosls oLk jslaie 4 ApeXSQL Recover lpl 5l 0sh o arogi (S0 9 oligS J>oly 9529
|,>I DROP TABLE <table_name> &,Le 45 3,50 ;0 Sl S5 a4 a3Y 008 oolaiwl ol Bis>

L1y ol oaye sleosls g Joaz ol ool Jl! L ApexSQL Recover )15l sl ool cally oads

J & B

Transaction Deleted Truncated
log data data data

Deleted Blobs Datafrom  Options
backup

blobs

Recover Extract Tools

Recovery completed

ﬁ Totsl objects recovered: 1

E Total rows found 26

C:\Users\Sepideh'\Documents\ApexSQL\ApexSQL Recover\SEPIDEH-PC_SA

W > Vs 2C% 06 F @

Save Execute Check Connect Undo  Redo Cut Copy  Paste Messages Find  Replace
=~ syntax
File S0L Edit Viey

- Created with ApexSQL Recover 2818.2 ON 12/23/2817 8:52:12 PM

2 - Server SEPIDEH-PC\SADATABASE

3 - Database test

4 PRINT '

5  PRINT 'WARNING: ApexSQL Recover iz under evaluation on this server and only eve
6 PRINT '

7

a NIF SELECT * FROM sysobjects WHERE id - OBJECT_ID(N'[dbo].[test_table]’
9 PRINT 'Table [dbo].[test_table] already exists.’

18 JELSE

11 CREATE TABLE [dbo].[test_table] /* ID = 1237579447 */

12

13 [a] int

N

¥
wn

- RECOVERED ROWS FROM [dbo].[test_table], ID = 1237579447
INSERT INTO [dbo].[test_table] ([a]) WALUES (1
INSERT INTO [dbo].[test_table] ([a]) WALUES (1
TNSFRT THTQ [dhol [test fahle] [=] %\IIFG k|

@

¥
=1

=
‘o

ool B> Jgaa 2L 3L Hekiie 4 ApexSQL Recover Il 51 eolasw! :YY JCo

oialS jehate 4y Wosls Bis Iy Aol oS J>le cw)p 4 Ceewd () 0 1 eSS GleMbl

Ao w05 o bl oLl sl (b leesls 18 cuns g esls (g9, g ol aldg Jleds]

ov
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D9 5
Al oo |, LDF sl 116 s MDF 15 ApexSQL Recover |f5l i jcanssl slaosls bk jekaie 4
a5 olSin .l oliws b MDF sla L o L8%us Bi> BholisS sloo,sS, 0,50 4o Sledol
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€985 D)ygo 5o (nlpla Cusl 10,65 5 (6 ke Zoeal SIMDE L1 (g9, 5 sozme ol allyd 5l (5,05 ol
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alis 5l 5l b g sols I Jailes Laid Cumdy 4o eols B>l e aloldl solselL -
LDF 5 MDF lahl 5l Olgsr 9 9380 sx59k> MDFE (LU (55 » same o
B,5 (64l Az
L ool JI3 guiles i consg jo a5 losloolOL (59, » ApexSQL Recover ¢l >l —
szl g was gooloolol (g, » ool uils S50 LDF g MDF sla bl 5l (o )ls paseus

o) &9, » ApexSQL Recover

b ke 4 calio gan S Wbl adeie ools 8, Cuws I (SeSs &S Sy 0
3 S, ikl aseie ool (28 Cawd 3l (ogu &S Jyse jo (Y USUD) gl Ol sols
Doz sloosls a5 Jloj b gl oo 1> § (o) ol CuBiBgn &g ar rosls SbjL b loas 35

anle> obsL 1) esls ApexSQL Recover il cloais aiig aid, cuws 5l slaools (g5, »

o,

® Truncated records
® Dropped records
* Read-only

OA
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ApexSQL Recover
Home Resources

g R B Wk e

Deleted Truncated Dropped Deleted Blobs Data from  Options
data data table blobs backup

Recover Extract Tools

ApexSQL Recover b 3L gleasy 35 :YF JSCo
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39,9 &l p 60,5l 1,5 lawgs alulgsl b dilowas &g a3 a5 (g5l e oty ( fad ol jo
Slp W e a4 28lg )0 dlasg) (pl eutd oo S8 (cwyp g Eon )90 1y 00y co D jge eolelTL @
ool > an T8 alsl [0 098 o Juot Sleows 4 youe dalS g (6,15 8L 40,51 Cavss B,k 5l 8954

8535 0 B owyp g o 890 dlang,y (pl w4 by e

o> sl £
oddnd glaolayg, (godmlice b gl ol 00100l s 45 0959 Sl (33900 slo M a5 S 50 4o
ol g ol askii 1) 6,5 pb SO jeae saalS L 60,5 pU 8L (sl 0olool Gl 4y ales lgT oo

s on )‘l.é] abolw jo owlilp > “\""2'9 bl

gl g wileMbl ‘s)gTéo.? -y
il 5, Kool slo bl 5 b isu jo 1) bt Jloel 0 bgye dnlgd ooloolol o aSulbxl
Iy 0olooll 4y 0959 yokaie a0 D Slayg, daled 4 bgs e ol mu)lo dad idu (pl )0 S o 0,53
DS oo o2l 8 1y 5y ooy &) DLW sled 3l (g rmen (s eI SQL SErver ;o sieon Sig
gl so Jolds |5 0olool il 51 ol Joaz o (ghlate ;0 o U g Slondals (o ol ol
3 U g0y 0 ,) 8 lasling, e Jod b sgans el sloolayg, cod e )0 (siae slos S

el Jlosl |8 Enterprise 3 Evaluation Developer sleaseus jo L5 00loolol (g hmen Jg 0,00

Cwloads axgs Evaluation sasw.s MSSQL Server 2012 (gg, » g oo (Hlo (6o Coomd 0 az]

SELECT audit_id,
a.name as audit_name,

* Windows security log

* Windows application log
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s.name as server_specification_name,

d.audit_action_name,

s.is_state_enabled,

d.is_group,

d.audit_action_id,

s.create_date,

s.modify_date FROM sys.server_audits AS a JOIN
sys.server_audit_specifications AS s ON
a.audit_guid = s.audit_guid JOIN
sys.server_audit_specification_details AS d ON
s.server_specification_id = d.server_specification_id
WHERE s.is_state _enabled =1

1 | 65559 Efailed_lu:ugin audit_failed_login FAILED_LOGIN_GROUF 1 1

...........................

audit_id audi_name server_specification_name audit_action_name is_state_enabled | is_group

BTV VIR K VR E- R Y | PT- T P S U PRLIWIN I A B LW

5 oy B50l5 099 5l Sreee At Slr Siree ShaTie D9l o0 om0 VO S 3 &5 j5blen
RO PR W JLxﬁ

CREATE SERVER AUDIT [failed_login] TO FILE
(FILEPATH = 'C:\audit’

MAXSIZE = 10 MB

)
WITH

(QUEUE_DELAY = 1000
JON_FAILURE = CONTINUE
)

A8 8L 0 1y Wools (6 jmoe duaiio B0, Jlad |y )T b (g juen i a5 5l

ALTER SERVER AUDIT [failed_login] WITH (STATE = ON)

30 Sion Sy a5 6l e oo Slosiiy SQL Server slaasens coled ;0 a5 59w (6o Slastin

355 (50 5l B osliials ge 5 elans

CREATE SERVER AUDIT SPECIFICATION [audit_failed_login]
FOR SERVER AUDIT [failed_login]

ADD (FAILED_LOGIN_GROUP)

WITH (STATE = ON)

£y
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SELECT audit_id,
a.name as audit_name,
s.name as server_specification_name,
d.audit_action_name,
s.is_state enabled,
d.is_group,
d.audit_action_id,

s.create_date,

s.modify_date FROM sys.server_audits AS a JOIN
sys.server_audit_specifications AS s ON
a.audit_guid = s.audit_guid JOIN
sys.server_audit_specification_details AS d ON
s.server_specification_id = d.server_specification_id
WHERE s.is_state_enabled = 1

393 (§ Jio (GhuaTiio (30,5 Jlad

CREATE SERVER AUDIT [failed_login] TO FILE
(FILEPATH = 'C:\audit'

MAXSIZE = 10 MB)

WITH

(QUEUE_DELAY = 1000

,ON_FAILURE = CONTINUE)

29 (S e i | )

ALTER SERVER AUDIT [failed_login] WITH (STATE = ON)

29 Sieee Siw s | Y

CREATE SERVER AUDIT SPECIFICATION
[audit_failed_login]

FOR SERVER AUDIT [failed_login]
ADD (FAILED_LOGIN_GROUP)
WITH (STATE = ON)

290
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SELECT  event_time,
Statement FROM  fn_get_audit_file('C:\audit\*', default, default)
WHERE statement LIKE 'Login failed%",

9 Sl oé; U’”)L’ 39,9 654 Sa 6).’)[5 PL’ ‘ol395 ‘S)LA) J..A‘?S ) 469..1:69 o A4 Ji.u ) aS )9.L>QLQ.Q
GaalS” 3L sl brute force sales (goucmsylid ouds cud slaslasg, cpl .l 00l g, CanSs b

8L jslaie 4 alise (6 )5 slapl wlisS Sloj Jolsd jo imen .l 625 oL SO 4 bgr e joue
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event_time statement

2018-04-08 17:38:27 4855702 Login failed for user 'sa’. Reason: Password did not match that for the login provided. [CLIENT: <ocal machine:]
2018-04-08 17:38:32.3648453  Login falled for user 'sa’. Reason: Password did not match that for the login provided. [CLIENT: <ocal machine:]
2018-04-08 17:39:33.3283362  Login failed for user 'sa’. Reason: Password did not match that for the login provided. [CLIENT: <local maching:]
2018-04-D8 17:35:36.0124858  Login falled for user 'sa’. Reason: Password did not match that for the login provided. [CLIENT: <ocal machines]
2018-04-08 17:35:40.9617728  Login falled for user ‘admin’. Reason: Could not find a login matching the name provided. [CLIENT: <ocal machine]
2018-04-08 17:39:49.8022785  Login failed for user user’. Reason: Could not find a login matching the name provided. [CLIENT: <ocal maching::]
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SELECT event time,
Statement FROM fn_get_audit_file('C:\audit\*', default, default)
WHERE statement LIKE 'Login failed%;
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ALTER LOGIN test_user DISABLE
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Cannot connect to TESTUSEI-PCIEVALDATABASE.

Additional information:

is Login failed for user 'test_user', Reason: The account is disabled, (Microsoft SQL Server, Error:
13470)

Uy (5 k8 o Sy 39, 31 S sl VY S

2,5 Jled ngm Iy 6,5 pb olei oo w0 Hoiwo b puioren

| ALTER LOGIN test_user ENABLE |

48 29,9 sl p 3390l (A (e slas jlamy 5093 Do ]y 68 Slas g oo (nl 2 ogdle
Account lockout __iwelas g oals Account lockout policy ceaud o,lg ) yuo 5l jakaie oy .aigd

(YA JS5) 04 o0 ewdais threshold

Control panel - > administrative tools -> local security policy -> security settings -> account policies |

i Local Security Policy = T = 1
File Action View Help Account lockout threshold Properties u—J@ e
| & XE=H [ Local Securty Settng [ Bian]
| =l | | Local Security Setting | Explain
T Security Settings Policy °
. . E Account lockout threshold
4 EA_“;L”“: PD!‘;ESI_ | Account lockout duration j.
g AESSWD;L U;C)/tp P L_,,AccuuntIuckuutthrashuld ‘ g
| 2 CCDL.II"! Ocroul *ouCY. | Reset account lockout counter after
> | & Local Policies
- [ Windows Firewall with Advanced Sec Account will lock out after:
~| Metwork List Manager Policies 3] ~]'invalid logon attempts
> [l Public Key Policies - ?
| Software Restriction Policies
> | Application Control Policies
- {8, IP Security Policies on Local Compute
» 7] Advanced Audit Policy Configuration
) oK | [ Camcel | [ Apply |
“ 1L 3
_ o

9959 &l 390l I 5l dw 51 ey (532,15 0L (g3Lw Jlad pud YA STl
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|' g'_' | Cannot connect to T=5LSER PC\EVALDATABASE.

" additional information:
i+ Login failled for user 'test_user' because the account is currently locked out. The system administrator
can unlock it (Microsoft SQL Server, Error: 184886)
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ALTER LOGIN test_user WITH PASSWORD = "password' UNLOCK ; ‘

99 bl Heue GalS s jLs Al g J88 > 5l 605 86 0,5z jekaie 4 uioren

gdos 2] 5 Hetws

ALTER LOGIN test_user WITH CHECK_POLICY = OFF;

ALTER LOGIN test_user WITH CHECK_POLICY = ON;

Qs o LS 00loolll 4 sl e 3959 dlaugy lp 1y e 4 by ye sloplS 5 Jgax

(SO g0 & (6 9 Gl (gilw e8] (0,5 Jled ps

ALTER LOGIN <USER_NAME> DISABLE Gl olas 05 s, | )

ALTER LOGIN <USER_NAME> ENABLE Gl olus 05 Jeé | Y

99,9 8l x @90l W (golani Iy (61,15 b jl 095 (0,5 JaS

Control panel - > administrative tools -> local security policy -> e 58 9529 Sloglats
security settings -> account policies -> Account lockout policy -> N )
Account lockout threshold Nsd oo Jloel joaig Jle

S8 ol 05 7,5
e 5L5) Jed el Y

O o)

ALTER LOGIN test_user WITH PASSWORD = 'password'
UNLOCK ;

S8 Sl 05z

ALTER LOGIN test_user WITH CHECK_POLICY = OFF;
@5l ) Jad a5l Y

ALTER LOGIN test_user WITH CHECK_POLICY =ON .
Ogee 3oy o3
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-- Script Name: Recover Deleted Data Proc

-- Script Type : Recovery Procedure

-—- Develop By: Muhammad Imran

-- Date Created: 15 Oct 2011

-- Modify Date: 22 Aug 2012

-- Version : 3.1

-- Notes : Included BLOB data types for recovery.& Compatibile with
Default , CS collation , Arabic CI AS.

—-— DROP PROCEDURE Recover Deleted Data Proc

Create PROCEDURE Recover Deleted Data Proc
@Database Name NVARCHAR (MAX) ,
@SchemaName n TableName NVARCHAR (Max),
@Date From DATETIME='1900/01/01",

@Date To DATETIME ='9999/12/31"

AsS

DECLARE @RowLogContents VARBINARY ( )
DECLARE (@TransactionID NVARCHAR (Max)
DECLARE (@AllocUnitID BIGINT

»
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DECLARE @AllocUnitName NVARCHAR (Max)
DECLARE @SQL NVARCHAR (Max)
DECLARE @Compatibility Level INT

SELECT @Compatibility Level=dtb.compatibility level
FROM
master.sys.databases AS dtb WHERE dtb.name=@Database Name

IF ISNULL(QCompatibility Level,0)<=
BEGIN
RAISERROR('The compatibility level should be equal to
SERVER 2005 (90)"',16,1)
RETURN
END
IF (SELECT COUNT (*) FROM INFORMATION SCHEMA.TABLES WHERE
[TABLE SCHEMA]+'.'+[TABLE NAME]=@SchemaName n_ TableName)=
BEGIN
RAISERROR('Could not found the table in the defined database’', , 1)
RETURN
END

or greater SQL

DECLARE (@bitTable TABLE

(
[ID] INT,
[Bitvalue] INT

)
--Create table to set the bit position of one byte.

INSERT INTO (@bitTable

SELECT 0,” UNION ALL
SELECT |,” UNION ALL
SELECT 2,/ UNION ALL
SELECT 3,5 UNION ALL
SELECT 4,16 UNION ALL
SELECT 5,37 UNION ALL
SELECT 6,64 UNION ALL
SELECT 7,

--Create table to collect the row data.
DECLARE @DeletedRecords TABLE

(

[Row ID] INT IDENTITY(1,1),
[RowLogContents] VARBINARY ( ),
[AllocUnitID] BIGINT,
[Transaction ID] NVARCHAR (Max) ,
[FixedLengthDatal SMALLINT,
[TotalNoOfCols] SMALLINT,
[NullBitMapLength] SMALLINT,
[NullBytes] VARBINARY ( ),
[TotalNoofVarCols] SMALLINT,
[ColumnOffsetArray] VARBINARY ( ),
[VarColumnStart] SMALLINT,

[Slot ID] INT,
[NullBitMap] VARCHAR (MAX)

\A
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--Create a common table expression to get all the row data plus how many

bytes we have for each row.

;WITH RowData AS (

SELECT

[RowLog Contents 0] AS [RowLogContents]

,[AllocUnitID] AS [AllocUnitID]

, [Transaction ID] AS [Transaction ID]

--[Fixed Length Data] = Substring (RowLog content 0, Status Bit A+ Status

Bit B + 1,2 bytes)
,CONVERT (SMALLINT, CONVERT (BINARY (”), REVERSE (SUBSTRING ([RowLog Contents

01, 2 + 1, 2)))) As [FixedLengthData] --Q@FixedLengthData
-- [TotalnoOfCols] = Substring (RowLog content 0, [Fixed Length Data] +
1,2 bytes)

,CONVERT (INT, CONVERT (BINARY (), REVERSE (SUBSTRING ([RowLog Contents 01,
CONVERT (SMALLINT, CONVERT (BINARY (2)

,REVERSE (SUBSTRING ([RowLog Contents 0], 2 + 1, 2)))) + 1, 2)))) as
[TotalNoOfCols]

--[NullBitMapLength]=ceiling ([Total No of Columns] /8.0)

,CONVERT (INT, ceiling (CONVERT (INT, CONVERT (BINARY (”),

REVERSE (SUBSTRING ( [RowLog Contents 0], CONVERT (SMALLINT,

CONVERT (BINARY ()

,REVERSE (SUBSTRING ( [RowLog Contents 01, 2 + 1, 2)))) + 1, 2))))/8.0)) as
[NullBitMapLength]

--[Null Bytes] = Substring (RowLog content 0, Status Bit A+ Status Bit B
+ [Fixed Length Data] +1, [NullBitMapLength] )

, SUBSTRING ( [RowLog Contents 0], CONVERT (SMALLINT, CONVERT (BINARY (”),
REVERSE (SUBSTRING ( [RowLog Contents 0], 2 + 1, 2)))) + 3,

CONVERT (INT, ceiling (CONVERT (INT, CONVERT (BINARY (2),

REVERSE (SUBSTRING ([RowLog Contents 0], CONVERT (SMALLINT,

CONVERT (BINARY ()

,REVERSE (SUBSTRING ( [RowLog Contents 0], 2 + 1, 2)))) + 1, 2))))/8.0))) as
[NullBytes]

--[TotalNoofVarCols] = Substring (RowLog content 0, Status Bit A+ Status
Bit B + [Fixed Length Data] +1, [Null Bitmap length] + 2 )

, (CASE WHEN SUBSTRING ([RowLog Contents 0], 1, 1) In (0x10,0x30,0x70) THEN
CONVERT (INT, CONVERT (BINARY (2), REVERSE (SUBSTRING([RowLog Contents 0],
CONVERT (SMALLINT, CONVERT (BINARY (”), REVERSE (SUBSTRING([RowLog Contents
01, 2+ 1, 2)))) + 3

+ CONVERT (INT, ceiling (CONVERT (INT, CONVERT (BINARY (),

REVERSE (SUBSTRING ( [RowLog Contents 0], CONVERT (SMALLINT,

CONVERT (BINARY ()

,REVERSE (SUBSTRING ([RowLog Contents 0], 2 + 1, 2)))) + 1, 2))))/8.0)),
2)))) ELSE null END) AS [TotalNoofVarCols]

-—-[ColumnOffsetArray]= Substring (RowLog content 0, Status Bit A+ Status
Bit B + [Fixed Length Data] +1, [Null Bitmap length] + 2 ,
[TotalNoofVarCols]*2 )

, (CASE WHEN SUBSTRING ([RowLog Contents 0], 1, 1) In (0x10,0x30,0x70) THEN
SUBSTRING ([RowLog Contents 0]

\Al

4



Slellbl s 5l g a5, 2l
wlbieleliblg jalbelejls

MsSQL eb|be\§.;\g: BL wurf

Ero
‘sﬂ iSw

, CONVERT (SMALLINT, CONVERT (BINARY (”), REVERSE (SUBSTRING ([RowLog Contents
1, + 1, 2)))) +

+ CONVERT (INT, ceiling (CONVERT (INT, CONVERT (BINARY (”),

REVERSE (SUBSTRING ( [RowLog Contents 0], CONVERT (SMALLINT,

CONVERT (BINARY (”)

,REVERSE (SUBSTRING ( [RowLog Contents 0], + 1, 2)N) + 1, 2N/ )) +
, (CASE WHEN SUBSTRING ([RowLog Contents 0], 1, 1) In (0x10,0x30,0x70)
THEN

CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING([RowLog Contents 0],

CONVERT (SMALLINT, CONVERT (BINARY (”), REVERSE (SUBSTRING([RowLog Contents
1, 2+ 1, 2)))) +

+ CONVERT (INT, ceiling (CONVERT (INT, CONVERT (BINARY (”),

REVERSE (SUBSTRING ( [RowLog Contents 0], CONVERT (SMALLINT,

CONVERT (BINARY ()

,REVERSE (SUBSTRING ( [RowLog Contents 0], + 1, 2)))) + 1, 2))yN/ )),
)))) ELSE null END)

* 2) ELSE null END) AS [ColumnOffsetArray]

-- Variable column Start = Status Bit A+ Status Bit B + [Fixed Length
Data] + [Null Bitmap length] + 2+ ([TotalNoofVarCols]*2)

,CASE WHEN SUBSTRING([RowLog Contents 0], , 1)In (0x10,0x30,0x70)
THEN (
CONVERT (SMALLINT, CONVERT (BINARY (”), REVERSE (SUBSTRING([RowLog Contents

1, 2+ 1, 2)))) +

+ CONVERT (INT, ceiling (CONVERT (INT, CONVERT (BINARY(”),
REVERSE (SUBSTRING ( [RowLog Contents 0], CONVERT (SMALLINT,
CONVERT (BINARY ()

,REVERSE (SUBSTRING ( [RowLog Contents 0], + 1, 2)N)) + 1, 20N/ ))
+ ((CASE WHEN SUBSTRING([RowLog Contents 0], , 1) In (0x10,0x30,0x70)
THEN

CONVERT (INT, CONVERT (BINARY (2), REVERSE (SUBSTRING([RowLog Contents 0],

CONVERT (SMALLINT, CONVERT (BINARY (7), REVERSE (SUBSTRING ([RowLog Contents
1, + 1, 2)))) +

+ CONVERT (INT, ceiling (CONVERT (INT, CONVERT (BINARY (”),

REVERSE (SUBSTRING ( [RowLog Contents 0], CONVERT (SMALLINT,

CONVERT (BINARY (”)

,REVERSE (SUBSTRING ( [RowLog Contents 0], + 1, 2)N)) + 1, 20N/ )),
)))) ELSE null END) * 2))

ELSE null End AS [VarColumnStart]

,[Slot ID]

FROM sys.fn dblog(NULL, NULL)

WHERE

AllocUnitId IN

(SELECT [Allocation unit id] FROM sys.allocation units allocunits

INNER JOIN sys.partitions partitions ON (allocunits.type IN (1, 3)

AND partitions.hobt id = allocunits.container id) OR (allocunits.type =
AND partitions.partition id = allocunits.container id)

WHERE object_id=object ID('' + @SchemaName n TableName + ''))

AND Context IN ('LCX MARK AS GHOST', 'LCX HEAP') AND Operation in
('LOP DELETE ROWS')
And SUBSTRING ([RowLog Contents 0], , 1)In (0x10,0x30,0x70)

/*Use this subquery to filter the date*/

vy
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AND [TRANSACTION ID] IN (SELECT DISTINCT [TRANSACTION ID] FROM
sys.fn dblog(NULL, NULL)

WHERE Context IN ('LCX NULL') AND Operation in ('LOP BEGIN XACT'")
And [Transaction Name] In ('DELETE','user transaction')

And CONVERT (NVARCHAR(11), [Begin Time]) BETWEEN @Date From AND
@Date To)),

--Use this technique to repeate the row till the no of bytes of the row.
N1 (n) AS (SELECT | UNION ALL SELECT 1),
N2 (n) AS (SELECT | FROM N1 AS X, N1 AS Y),
N3 (n) AS (SELECT | FROM N2 AS X, N2 AS Y),
N4 (n) AS (SELECT ROW_NUMBER () OVER(ORDER BY X.n)
FROM N3 AS X, N3 AS Y)

INSERT INTO @DeletedRecords
SELECT RowLogContents

, [AllocUnitID]

, [Transaction ID]

, [FixedLengthDatal]

, [TotalNoOfCols]

, [NullBitMapLength]

, [NullBytes]

, [TotalNoofVarCols]

, [ColumnOffsetArray]

, [VarColumnStart]

,[Slot ID]

-—-—-Get the Null value against each column (1 means null zero
means not null)

, [NullBitMap]=(REPLACE (STUFF ( (SELECT ', ' +

(CASE WHEN [ID]=0 THEN CONVERT (NVARCHAR (1), (SUBSTRING (NullBytes,
n, 1) % 2)) ELSE CONVERT (NVARCHAR (1), ((SUBSTRING (NullBytes, n, 1) /
[Bitvalue]) % 2)) END) --as [nullBitMap]

FROM

N4 AS Nums

Join RowData AS C ON n<=NullBitMapLength

Cross Join @bitTable WHERE C.[RowLogContents]=D.[RowLogContents] ORDER BY
[RowLogContents],n ASC FOR XML PATH('')),1,1,"''),',','"))

FROM RowData D

IF (SELECT COUNT (*) FROM @DeletedRecords)=
BEGIN
RAISERROR('There is no data in the log as per the search
criteria',16,1)
RETURN
END

DECLARE (@ColumnNameAndData TABLE
(

[Row ID] int,
[Rowlogcontents] varbinary (Max) ,
[NAME] sysname,
[nullbit] smallint,

[leaf offset] smallint,
[1length] smallint,

V¥
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[system type id] tinyint,

[bitpos] tinyint,
[xprec] tinyint,
[xscale] tinyint,
[is_null] int,

[Column value Size]int,

[Column Length] int,

[hex Valuel] varbinary (max) ,
[Slot ID] int,

[Update] int

)

--Create common table expression and join it with the rowdata table
-- to get each column details

/*This part is for variable data columns*/
--@RowLogContents,

-—(col.columnOffValue - col.columnLength) + 1,
--col.columnLength

--)

INSERT INTO @ColumnNameAndData

SELECT

[Row ID],

Rowlogcontents,

NAME ,

cols.leaf null bit AS nullbit,

leaf offset,

ISNULL(syscolumns.length, cols.max length) AS [length],
cols.system type id,

cols.leaf bit position AS bitpos,

ISNULL (syscolumns.xprec, cols.precision) AS xprec,

ISNULL (syscolumns.xscale, cols.scale) AS xscale,
SUBSTRING([nullBitMap], cols.leaf null bit, 1) AS is_null,
(CASE WHEN leaf offset<]l and SUBSTRING([nullBitMap], cols.leaf null bit,

)=

THEN

(Case When CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING
([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2)))) >

THEN

CONVERT (INT, CONVERT (BINARY (2”), REVERSE (SUBSTRING ([ColumnOffsetArray],
(2 * leaf offset*-1) - 1, 2)))) - POWER(Z, )

ELSE

CONVERT (INT, CONVERT (BINARY (?), REVERSE (SUBSTRING ([ColumnOffsetArray],
(2 * leaf offset*-1) - 1, 2))))

END)

END) AS [Column value Size],
(CASE WHEN leaf offset<l and SUBSTRING([nullBitMap], cols.leaf null bit,
)= THEN

(Case

When CONVERT (INT, CONVERT (BINARY (”), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2)))) > And
ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING
([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),
[VvarColumnStart])<

THEN (Case When [System type id]In (35, ,99) Then else end)

A
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When CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING
([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2)))) > And
ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY (2), REVERSE (SUBSTRING
([ColumnOffsetArrayl, (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),
[varColumnStart])>
THEN (Case When [System type id]lIn (35, ,99) Then else end) --24

When CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2)))) < And
ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY (2), REVERSE (SUBSTRING
([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[varColumnStart])<
THEN (CONVERT (INT, CONVERT (BINARY(?), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2))))
- ISNULL(NULLIF (CONVERT (INT, CONVERT (BINARY (?), REVERSE (SUBSTRING
([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[varColumnStart]))

When CONVERT (INT, CONVERT (BINARY (”), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2)))) < And
ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY (2), REVERSE (SUBSTRING
([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[varColumnStart])>

THEN POWER (2, ) +CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING
([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2))))

- ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY (?), REVERSE (SUBSTRING
([ColumnOffsetArray]l, (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[VvarColumnStart])
END)
END) AS [Column Length]

, (CASE WHEN SUBSTRING ([nullBitMap], cols.leaf null bit, 1)=1 THEN NULL
ELSE

SUBSTRING

(

Rowlogcontents,

(

(Case When CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2)))) >

THEN

CONVERT (INT, CONVERT (BINARY (2”), REVERSE (SUBSTRING ([ColumnOffsetArray],
(2 * leaf offset*-1) - 1, 2)))) - POWER(Z, )

ELSE

CONVERT (INT, CONVERT (BINARY (2”), REVERSE (SUBSTRING ([ColumnOffsetArray],
(2 * leaf offset*-1) - 1, 2))))
END)

(Case When CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2)))) > And
ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING
([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[varColumnStart])<

\%4
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THEN (Case When [System type id]lIn (35, ,99) Then else end) --24

When CONVERT (INT, CONVERT (BINARY (?), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2)))) > And

ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY (2), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[varColumnStart])>

THEN (Case When [System type id]In (35, ,99) Then else end) --24

When CONVERT (INT, CONVERT (BINARY (?), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2)))) < And

ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY (”), REVERSE (SUBSTRING

([ColumnOffsetArray]l, (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[varColumnStart])<

THEN CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2))))

- ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY (?), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[varColumnStart])

When CONVERT (INT, CONVERT (BINARY (?), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2)))) < And

ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY (2), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[varColumnStart]) >

THEN POWER (2, ) +CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2))))

- ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY (?), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[varColumnStart])

END)

) + 1,

(Case When CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2)))) > And

ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY (2), REVERSE (SUBSTRING

([ColumnOffsetArray]l, (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[varColumnStart])<

THEN (Case When [System type id] In (35,34,99) Then else end) -—-

24

When CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2)))) > And

ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY (?), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[varColumnStart]) >

THEN (Case When [System type id] In (35, ,99) Then else end) --

24

When CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2)))) < And

ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[varColumnStart])<

Vv
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THEN ABS (CONVERT (INT, CONVERT (BINARY (”), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2))))
- ISNULL(NULLIF (CONVERT (INT, CONVERT (BINARY (?), REVERSE (SUBSTRING
([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[varColumnStart]))

When CONVERT (INT, CONVERT (BINARY(”), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2)))) < And
ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY (2), REVERSE (SUBSTRING
([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[varColumnStart])>

THEN POWER (2, ) +CONVERT (INT, CONVERT (BINARY (?), REVERSE (SUBSTRING
([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2))))

- ISNULL (NULLIF (CONVERT (INT, CONVERT (BINARY (”), REVERSE (SUBSTRING
([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[varColumnStart])

END)
)

END) AS hex Value

,[Slot ID]

14

FROM (@DeletedRecords A

Inner Join sys.allocation units allocunits On

A.[AllocUnitId]=allocunits.[Allocation Unit Id]

INNER JOIN sys.partitions partitions ON (allocunits.type IN (1, 3)

AND partitions.hobt id = allocunits.container id) OR (allocunits.type =

AND partitions.partition id = allocunits.container id)

INNER JOIN sys.system internals partition columns cols ON

cols.partition id = partitions.partition id

LEFT OUTER JOIN syscolumns ON syscolumns.id = partitions.object_id AND

syscolumns.colid = cols.partition column id

WHERE leaf offset<

UNION

/*This part is for fixed data columns*/

SELECT

[Row ID],

Rowlogcontents,

NAME |,

cols.leaf null bit AS nullbit,

leaf offset,

ISNULL(syscolumns.length, cols.max length) AS [length],

cols.system type id,

cols.leaf bit position AS bitpos,

ISNULL (syscolumns.xprec, cols.precision) AS xprec,

ISNULL (syscolumns.xscale, cols.scale) AS xscale,

SUBSTRING([nullBitMap], cols.leaf null bit, 1) AS is_null,

(SELECT TOP ISNULL (SUM(CASE WHEN C.leaf offset >! THEN max length ELSE
END) ,0) FROM

sys.system internals partition columns C WHERE cols.partition id

=C.partition id And C.leaf null bit<cols.leaf null bit)+5 AS [Column

value Size],

syscolumns.length AS [Column Length]

VA
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,CASE WHEN SUBSTRING ([nullBitMap], cols.leaf null bit, 1)=1 THEN NULL
ELSE

SUBSTRING

(

Rowlogcontents, (SELECT TOP ISNULL (SUM(CASE WHEN C.leaf offset >1 And
C.leaf bit position=0 THEN max length ELSE END) ,0) FROM
sys.system internals partition columns C where cols.partition id
=C.partition id And C.leaf null bit<cols.leaf null bit)+
,syscolumns.length) END AS hex Value

,[Slot ID]

4

FROM @DeletedRecords A

Inner Join sys.allocation units allocunits ON
A.[AllocUnitId]=allocunits.[Allocation Unit Id]

INNER JOIN sys.partitions partitions ON (allocunits.type IN (1, 3)

AND partitions.hobt id = allocunits.container id) OR (allocunits.type =
AND partitions.partition id = allocunits.container id)

INNER JOIN sys.system internals partition columns cols ON
cols.partition id = partitions.partition id

LEFT OUTER JOIN syscolumns ON syscolumns.id = partitions.object_id AND
syscolumns.colid = cols.partition column id

WHERE leaf offset>

Order By nullbit

Declare (@BitColumnByte as int
Select @BitColumnByte=CONVERT (INT, ceiling( Count(*)/ )) from
@ColumnNameAndData Where [System Type id]=

;With N1 (n) AS (SELECT 1 UNION ALL SELECT 1),

N2 (n) AS (SELECT | FROM N1 AS X, N1 AS Y),

N3 (n) AS (SELECT | FROM N2 AS X, N2 AS Y),

N4 (n) AS (SELECT ROW_NUMBER() OVER (ORDER BY X.n)
FROM N3 AS X, N3 AS Y),

CTE As(

Select RowLogContents, [nullbit]

, [BitMap]=Convert (varbinary (1) ,Convert (int, Substring ( (REPLACE (STUFF ( (SELE
cT ','" +

(CASE WHEN [ID]=0 THEN CONVERT (NVARCHAR (1), (SUBSTRING (hex Value,
n, 1) % 2)) ELSE CONVERT (NVARCHAR(!), ( (SUBSTRING (hex Value, n, 1) /
[Bitvalue]) % 2)) END) --as [nullBitMap]

from N4 AS Nums
Join @ColumnNameAndData AS C ON n<=@BitColumnByte And

[System Type id]= And bitpos=

Cross Join @bitTable WHERE C.[RowLogContents]=D.[RowLogContents] ORDER BY
[RowLogContents] ,n ASC FOR XML PATH('')),1,1,""),',","")) bitpos+1,1)))
FROM @ColumnNameAndData D Where [System Type id]= )

Update A Set [hex Value]=[BitMap]

from @ColumnNameAndData A

Inner Join CTE B On A.[RowLogContents]=B.[RowLogContents]
And A.[nullbit]=B.[nullbit]

JxHxx KK kK xkkxk*x*Check For BLOB DATA TYPESK**kk &k kkkxkkxkxkkxkkkkxkk Xk x% /
DECLARE @Fileid INT

\&)
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DECLARE (@Pageid INT

DECLARE @Slotid INT

DECLARE @CurrentLSN INT

DECLARE @LinkID INT

DECLARE @Context VARCHAR (50)

DECLARE @ConsolidatedPageID VARCHAR (MAX)
DECLARE @LCX TEXT MIX VARBINARY (MAX)

declare (@temppagedata table
(

[ParentObject] sysname,
[Object] sysname,

[Field] sysname,

[Value] sysname)

declare @pagedata table
(

[Page ID] sysname,
[File IDS] int,

[Page IDS] int,
[AllocUnitId] bigint,
[ParentObject] sysname,
[Object] sysname,
[Field] sysname,

[Value] sysname)

DECLARE @ModifiedRawData TABLE
(
[ID] INT IDENTITY(1,1),
[PAGE ID] VARCHAR (MAX),
[FILE IDS] INT,
[PAGE IDS] INT,
[Slot ID] 1INT,
[AllocUnitId] BIGINT,
[RowLog Contents 0 _var] VARCHAR (Max),
[RowLog Length] VARCHAR(50),
[RowLog Len] INT,
[RowLog Contents 0] VARBINARY (Max),
[Link ID] INT default (0),
[Update] INT

DECLARE Page Data Cursor CURSOR FOR

/*We need to filter LOP _MODIFY ROW,LOP MODIFY COLUMNS from
log for deleted records of BLOB data type& Get its Slot No, Page ID &
AllocUnit ID*/

SELECT LTRIM(RTRIM(Replace([Description],'Deallocated’','")))
AS [PAGE ID]

,[Slot ID],[AllocUnitId],NULL AS [RowLog Contents 0],NULL AS
[RowLog Contents 0],Context

FROM sys.fn dblog (NULL, NULL)

WHERE

AllocUnitId IN

(SELECT [Allocation unit id] FROM sys.allocation units
allocunits

INNER JOIN sys.partitions partitions ON (allocunits.type IN
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AND partitions.hobt id = allocunits.container id) OR
(allocunits.type =

AND partitions.partition id = allocunits.container id)

WHERE object_ id=object ID('' + @SchemaName n TableName + ''))

AND Operation IN ('LOP MODIFY ROW') AND [Context] IN
('LCX_PFS'")

AND Description Like '%Deallocated3'

/*Use this subquery to filter the date*/

AND [TRANSACTION ID] IN (SELECT DISTINCT [TRANSACTION ID]
FROM sys.fn dblog (NULL, NULL)

WHERE Context IN ('LCX NULL') AND Operation in
('LOP_BEGIN XACT')

AND [Transaction Name]='DELETE'

AND CONVERT (NVARCHAR(11), [Begin Time]) BETWEEN (@Date From
AND @Date To)

GROUP BY [Description],[Slot ID],[AllocUnitId],Context

UNION

SELECT [PAGE ID],[Slot ID],[AllocUnitId]

,Substring([RowLog Contents 0], ,LEN ([RowLog Contents 0]))
AS [RowLog Contents 0]
,CONVERT (INT, Substring ([RowLog Contents 0],7,2)),Context --

, CAST (RIGHT ([Current LSN],4) AS INT) AS [Current LSN]

FROM sys.fn dblog(NULL, NULL)

WHERE

AllocUnitId IN

(SELECT [Allocation unit id] FROM sys.allocation units
allocunits

INNER JOIN sys.partitions partitions ON (allocunits.type IN
(1, 3)

AND partitions.hobt id = allocunits.container id) OR
(allocunits.type =

AND partitions.partition id = allocunits.container id)

WHERE object id=object ID('' + @SchemaName n_ TableName + ''))

AND Context IN ('LCX TEXT MIX') AND Operation in
('LOP_DELETE ROWS')

/*Use this subquery to filter the date*/

AND [TRANSACTION ID] IN (SELECT DISTINCT [TRANSACTION ID]
FROM sys.fn dblog(NULL, NULL)

WHERE Context IN ('LCX NULL') AND Operation in
('LOP_BEGIN XACT')

And [Transaction Name]='DELETE'

And CONVERT (NVARCHAR(11), [Begin Time]) BETWEEN @Date From
AND @Date To)

/****************************************/

OPEN Page Data Cursor

FETCH NEXT FROM Page Data Cursor INTO @ConsolidatedPagelD,
@slotid,@AllocUnitID,@LCX TEXT MIX,Q@LinkID,Q@Context

WHILE Q@FETCH STATUS =
BEGIN
DECLARE (@hex pageid AS VARCHAR (Max)
/*Page ID contains File Number and page number It looks like

AN
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0001:00000130.

In this example 0001 is file Number & 00000130 is Page
Number & These numbers are in Hex format*/

SET
@Fileid=SUBSTRING (@ConsolidatedPageID, 0 ,CHARINDEX(':',@ConsolidatedPagelID
)) —-- Seperate File ID from Page ID

SET (@hex pageid ='0Ox'+
SUBSTRING (@ConsolidatedPageID,CHARINDEX(':',@ConsolidatedPageID)+1,Len(@C
onsolidatedPageID)) ---Seperate the page ID
SELECT (@Pageid=Convert (INT,cast('' AS
XML) .value('xs:hexBinary (substring(sgl:variable ("Chex pageid"),sqgl:column
("t.pos™)) )', 'varbinary(max)')) -- Convert Page ID from hex to integer
FROM (SELECT CASE substring(Chex pageid, 1, 2) WHEN 'Ox' THEN
2 ELSE 0 END) AS t (pos)

IF (@Context='LCX PFS'
BEGIN

DELETE (@temppagedata

INSERT INTO (@temppagedata EXEC( 'DBCC PAGE (' +
@DataBase Name + ', ' + @fileid + ', ' + @pageid + ', 1) with
tableresults,no_infomsgs;');

INSERT INTO @pagedata SELECT
@ConsolidatedPageID,@fileid,@pageid,@AllocUnitID, [ParentObject], [Object],
[Field] ,[Value] FROM (@temppagedata

END
ELSE IF QContext='LCX TEXT MIX'
BEGIN

INSERT INTO (@ModifiedRawData SELECT
@ConsolidatedPagelID,@fileid,@pageid,@Slotid,@AllocUnitID,NULL,O,CONVERT (I
NT , CONVERT (VARBINARY , REVERSE (SUBSTRING (GLCX TEXT MIX,11,2)))),@LCX TEXT M
IX,QLinkID,0

END
FETCH NEXT FROM Page Data Cursor INTO (@ConsolidatedPagelD,
@Slotid,@AllocUnitID, @LCX_TEXT_MIX ,@LinkID,Q@Context
END

CLOSE Page Data Cursor
DEALLOCATE Page Data Cursor

DECLARE @Newhexstring VARCHAR (MAX) ;

--The data is in multiple rows in the page, so we need to convert it
into one row as a single hex value.

--This hex wvalue is in string format

INSERT INTO @ModifiedRawData ([PAGE ID], [FILE IDS], [PAGE IDS],[Slot
ID], [AllocUnitId]

, [RowLog Contents 0 var]

, [RowLog Length])

SELECT [Page ID], [FILE IDS], [PAGE
IDS] ,Substring([ParentObject] ,CHARINDEX('Slot', [ParentObject])+4,
(CHARINDEX ('Offset', [ParentObject])-(CHARINDEX('Slot"',
[ParentObject])+4))-2 ) as [Slot ID]

, [AllocUnitId]

,Substring ((

SELECT

REPLACE (STUFF ( (SELECT

AY
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REPLACE (SUBSTRING ( [Value] ,CHARINDEX (': ', [Value])+.,CHARINDEX (' ', [Value])
-CHARINDEX (':',[Value])),'+t',"'")

FROM (@pagedata C WHERE B.[Page ID]= C.[Page ID] And
Substring (B. [ParentObject] ,CHARINDEX('Slot', B.[ParentObject])+4,
(CHARINDEX ('Offset', B.[ParentObject])- (CHARINDEX('Slot',
B. [ParentObject])+4)) )=Substring(C.[ParentObject],CHARINDEX('Slot',
C.[ParentObject])+4, (CHARINDEX('Offset', C.[ParentObject])-
(CHARINDEX('Slot', C.[ParentObject])+4)) ) And

[Object] Like '%Memory Dump%' Order By 'Ox'+
LEFT ([Value] ,CHARINDEX(':', [Value])-1)

FOR XML PATH('') ),1,1,'") ,' ','")

), 1, ) AS [Value]

Substring ( (

SELECT '0Ox' +REPLACE (STUFF ( (SELECT
REPLACE (SUBSTRING ( [Value] ,CHARINDEX (' :', [Value])+1,CHARINDEX('t', [Value])

-CHARINDEX(':', [Value])),'t','")

FROM (@pagedata C WHERE B.[Page ID]= C.[Page ID] And
Substring (B. [ParentObject] ,CHARINDEX('Slot', B.[ParentObject])+4,
(CHARINDEX('Offset', B.[ParentObject])-(CHARINDEX('Slot',
B. [ParentObject])+4)) )=Substring(C.[ParentObject] ,CHARINDEX('Slot',
C.[ParentObject])+4, (CHARINDEX('Offset', C.[ParentObject])-
(CHARINDEX ('Slot', C.[ParentObject])+4)) ) And

[Object] Like '%Memory Dump%' Order By 'Ox'+

LEFT ([Value] ,CHARINDEX(':', [Value])-1)
FOR XML PATH('') ),Ll,1,"") ,' ",'")
),7,%4) AS [Length]

From (@pagedata B
Where [Object] Like '%Memory Dump?'
Group By [Page ID],[FILE IDS], [PAGE
IDS], [ParentObject], [AllocUnitId]--, [Current LSN]
Order By [Slot ID]

UPDATE @ModifiedRawData SET [RowLog Len] =
CONVERT (VARBINARY ( ) ,REVERSE (cast('' AS
XML) .value('xs:hexBinary (substring(sgl:column (" [RowLog Length]™),0))"',
'varbinary (Max) ')))

FROM (@ModifiedRawData Where [LINK ID]=

UPDATE @ModifiedRawData SET [RowLog Contents 0] =cast('' AS
XML) .value ('xs:hexBinary (substring(sgl:column (" [RowLog Contents
0 var]"),0))', 'varbinary(Max)')

FROM (@ModifiedRawData Where [LINK ID]=

Update B Set B.[RowLog Contents 0] =
(CASE WHEN A.[RowLog Contents 0] IS NOT NULL AND C.[RowLog Contents
] IS NOT NULL THEN A.[RowLog Contents 0]+C.[RowLog Contents 0]
WHEN A.[RowLog Contents 0] IS NULL AND C.[RowLog Contents 0] IS
NOT NULL THEN C.[RowLog Contents 0]
WHEN A.[RowLog Contents 0] IS NOT NULL AND C.[RowLog Contents 0]
IS NULL THEN A.[RowLog Contents 0]
END)
,B.[Update]=ISNULL(B. [Update],0)+
from @ModifiedRawData B
LEFT Join @ModifiedRawData A On A. [Page

AY
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IDS]=Convert (int,Convert (Varbinary (Max) ,Reverse (Substring(B. [RowLog
Contents 0], ,2))))

And A.[File
IDS]=Convert (int,Convert (Varbinary (Max) ,Reverse (Substring(B. [RowLog
Contents 0], ,2))))

And A.[Link ID]=B.[Link ID]

LEFT Join (@ModifiedRawData C On C. [Page
IDS]=Convert (int,Convert (Varbinary (Max) ,Reverse (Substring(B. [RowLog
Contents 0], ,2))))

And C.[File
IDS]=Convert (int,Convert (Varbinary (Max) ,Reverse (Substring(B. [RowLog
Contents 0], ,2))))

And C.[Link ID]=B.[Link ID]

Where (A.[RowLog Contents 0] IS NOT NULL OR C.[RowLog Contents 0]
NOT NULL)

Update B Set B.[RowLog Contents 0] =
(CASE WHEN A.[RowLog Contents 0] IS NOT NULL AND C.[RowLog Contents
] IS NOT NULL THEN A.[RowLog Contents 0]+C.[RowLog Contents 0]
WHEN A.[RowLog Contents 0] IS NULL AND C.[RowLog Contents 0] IS
NOT NULL THEN C.[RowLog Contents 0]
WHEN A.[RowLog Contents 0] IS NOT NULL AND C.[RowLog Contents
IS NULL THEN A.[RowLog Contents 0]
END)
--,B. [Update] =ISNULL (B. [Update],0) +1
from @ModifiedRawData B
LEFT Join @ModifiedRawData A On A.[Page
IDS]=Convert (int,Convert (Varbinary (Max) ,Reverse (Substring(B. [RowLog
Contents 0], :2))))
And A.[File
IDS]=Convert (int,Convert (Varbinary (Max) ,Reverse (Substring(B. [RowLog
Contents 0], :2))))
And A.[Link ID]<>B.[Link ID] And B.[Update]=
LEFT Join @ModifiedRawData C On C.[Page
IDS]=Convert (int,Convert (Varbinary (Max) ,Reverse (Substring(B. [RowLog
Contents 0], ,2))))
And C. [File
IDS]=Convert (int,Convert (Varbinary (Max) ,Reverse (Substring(B. [RowLog
Contents 0], :2))))
And C.[Link ID]<>B.[Link ID] And B.[Update]=
Where (A.[RowLog Contents 0] IS NOT NULL OR C.[RowLog Contents 0]
NOT NULL)

UPDATE (@ModifiedRawData SET [RowLog Contents 0] =
(Case When [RowLog Len]>= Then
Substring ([RowLog Contents 0] , , [RowLog Len])
When [RowLog Len]< Then
SUBSTRING ( [RowLog Contents
1, ,Convert (int,Convert (varbinary (max) ,REVERSE (Substring ([RowLog
Contents 0],15,6)))))
End)
FROM (@ModifiedRawData Where [LINK ID]=

UPDATE (@ColumnNameAndData SET [hex Value]l=[RowLog Contents 0]
-—,A.[Update]=A. [Update]+1
FROM (@ColumnNameAndData A

IS

]

IS
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INNER JOIN @ModifiedRawData B ON

Convert (int,Convert (Varbinary (Max) ,Reverse (Substring([hex value]l,

+4))))

=[PAGE IDS]

AND Convert(int,Substring([hex valuel],?,2)) =B.[Link ID]

Where [System Type Id] In (99, , , , , , ,98) And [Link
ID] <>

UPDATE (@ColumnNameAndData SET [hex Valuel=
(CASE WHEN B. [RowLog Contents 0] IS NOT NULL AND C.[RowLog Contents
] IS NOT NULL THEN B.[RowLog Contents 0]+C.[RowLog Contents 0]

WHEN B.[RowLog Contents 0] IS NULL AND C.[RowLog Contents 0] IS NOT
NULL THEN C.[RowLog Contents 0]

WHEN B.[RowLog Contents 0] IS NOT NULL AND C.[RowLog Contents 0] IS
NULL THEN B.[RowLog Contents 0]

END)

-—,A. [Update]=A. [Update]+1

FROM (@ColumnNameAndData A

LEFT JOIN (@ModifiedRawData B ON

Convert (int,Convert (Varbinary (Max) ,Reverse (Substring([hex value],5,4))))=
B.[PAGE IDS] And B.[Link ID] =
LEFT JOIN (@ModifiedRawData C ON

Convert (int,Convert (Varbinary (Max) ,Reverse (Substring([hex value],
=C.[PAGE IDS] And C.[Link ID] =

Where [System Type Id] In (99, , , , , , ,98) And
(B. [RowLog Contents 0] IS NOT NULL OR C.[RowLog Contents 0] IS NOT NULL)

+4))))

UPDATE (@ColumnNameAndData SET [hex Valuel=[RowLog Contents 0]
-—,A. [Update]=A. [Update]+1

FROM (@ColumnNameAndData A

INNER JOIN @ModifiedRawData B ON

Convert (int,Convert (Varbinary (Max) ,Reverse (Substring([hex value],
[PAGE IDS]

And Convert (int,Substring([hex valuel],3,”?))=[Link ID]
Where [System Type Id] In (35,34,99) And [Link ID] <>

r4))))=

UPDATE (@ColumnNameAndData SET [hex Valuel=[RowLog Contents 0]
--,A.[Update]=A. [Update]+10

FROM @ColumnNameAndData A

INNER JOIN @ModifiedRawData B ON

Convert (int,Convert (Varbinary (Max) ,Reverse (Substring([hex value],9,4))))=
[PAGE IDS]

Where [System Type Id] In (35,34,99) And [Link ID] =

UPDATE (@ColumnNameAndData SET [hex Value]l=[RowLog Contents 0]
-—,A. [Update]=A. [Update]+1

FROM (@ColumnNameAndData A

INNER JOIN @ModifiedRawData B ON

Convert (int,Convert (Varbinary (Max) ,Reverse (Substring([hex value],
=[PAGE IDS]
Where [System Type Id] In (

+4))))

,34,99) And [Link ID] =

AO



Slellbl s 5l g a5, 2l
wlbieleliblg jalbelejls

MsSQL eb|be\§.;\g: BL wurf

Ero
‘sﬂ iSw

Update (@ColumnNameAndData set [hex value]= OxFFFE +
Substring([hex valuel],9,LEN([hex valuel))

-—, [Update]=[Update] +1

Where [system type idl=

CREATE TABLE [#temp Datal

(
[FieldName] VARCHAR (MAX),
[FieldValue] NVARCHAR (MAX),
[Rowlogcontents] VARBINARY ( ),
[Row ID] int

)

INSERT INTO #temp Data
SELECT NAME,

CASE

WHEN system type id IN ( P ) THEN

LTRIM (RTRIM (CONVERT (NVARCHAR (max) ,hex Value))) --NVARCHAR ,NCHAR
WHEN system type id IN ( , ) THEN

LTRIM(RTRIM (CONVERT (VARCHAR (max) ,hex Value))) --VARCHAR,CHAR

WHEN system type id IN (35) THEN

LTRIM (RTRIM (CONVERT (VARCHAR (max) ,hex Value))) --Text
WHEN system type id IN (99) THEN

LTRIM(RTRIM (CONVERT (NVARCHAR (max) ,hex Value))) --nText

WHEN system type id = THEN CONVERT (VARCHAR (MAX) , CONVERT (TINYINT,
CONVERT (BINARY (1) , REVERSE (hex Value)))) --TINY INTEGER

WHEN system type id = THEN CONVERT (VARCHAR (MAX) , CONVERT (SMALLINT,
CONVERT (BINARY (2) , REVERSE (hex Value)))) --SMALL INTEGER

WHEN system type id = THEN CONVERT (VARCHAR (MAX) , CONVERT (INT,
CONVERT (BINARY (4) , REVERSE (hex Value)))) -- INTEGER

WHEN system type id = THEN CONVERT (VARCHAR (MAX) , CONVERT (BIGINT,
CONVERT (BINARY (3) , REVERSE (hex Value))))-- BIG INTEGER

WHEN system type id = Then
CONVERT (VARCHAR (MAX) , CONVERT (DATETIME , CONVERT (VARBINARY ( ) ,REVERSE
(hex Value))), ) —-DATETIME

WHEN system type id = Then
CONVERT (VARCHAR (MAX) , CONVERT (SMALLDATETIME , CONVERT (VARBINARY ( ) ,REVERS
E(hex Value))), ) —-SMALL DATETIME

WHEN system type id = THEN
CONVERT (VARCHAR (MAX) , CONVERT (NUMERIC (358 ,20),
CONVERT (VARBINARY , CONVERT (VARBINARY (1) ,xprec)+CONVERT (VARBINARY (1) ,xscale
) ) +CONVERT (VARBINARY (1) ,0) + hex Value)) --- NUMERIC

WHEN system type id = THEN CONVERT (VARCHAR (MAX) ,
CONVERT (DECIMAL (38,20),
CONVERT (VARBINARY , Convert (VARBINARY (1) ,xprec)+CONVERT (VARBINARY (1) ,xscale
) ) +CONVERT (VARBINARY (1) ,0) + hex Value)) --- DECIMAL

WHEN system type id In(60, ) THEN
CONVERT (VARCHAR (MAX) ,Convert (MONEY,Convert (VARBINARY ( ) /Reverse (hex Va
lue))),2) --MONEY, SMALLMONEY

WHEN system type id = THEN CONVERT (VARCHAR (MAX) ,CONVERT

(BIT,CONVERT (BINARY (1), hex Value)%?)) -- BIT

WHEN system type id = THEN

RTRIM(LTRIM(STR (CONVERT (FLOAT , SIGN (CAST (CONVERT (VARBINARY ( ) ,Reverse (h
ex Value)) AS BIGINT)) * ( +

(CAST (CONVERT (VARBINARY ( ) /Reverse (hex Value)) AS BIGINT) &
x000FFFFFFFFFFFFF) * POWER (CAST (2 AS FLOAT), -52)) * POWER (CAST (2 AS
FLOAT) , ( (CAST (CONVERT (VARBINARY ( ) ,Reverse (hex Value)) AS BIGINT) &

AF
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x7££0000000000000) / EXP( * LOG(2))- ))) ,53,LEN (hex Value)))) ---
FLOAT

When system type id = THEN

Left (LTRIM(STR (CAST (SIGN (CAST (Convert (VARBINARY ( ) ,REVERSE (hex Value))
AS BIGINT))* ( + (CAST (CONVERT (VARBINARY ( ) ,Reverse (hex Value)) AS
BIGINT) & Ox007FFFFF) * POWER(CAST(” AS Real), -23)) * POWER (CAST (. AS
Real), ( ( (CAST (CONVERT (VARBINARY ( ) ,Reverse (hex Value)) AS INT) )&

x7£800000)/ EXP( * LOG(2))- ))AS REAL),23,23)),8) --Real

WHEN system type id In ( , ) THEN (CASE WHEN CHARINDEX (Ux,cast('' AS
XML) .value('xs:hexBinary (sgl:column ("hex Value"))', 'VARBINARY (8000)'"')) =

THEN 'Ox' ELSE '' END) +cast('' AS

XML) .value('xs:hexBinary (sgl:colum
BINARY, VARBINARY

n("hex Value"))', 'varchar (max) "y --

WHEN system type id = THEN (CASE WHEN CHARINDEX (Ox,cast('' AS

XML) .value ('xs:hexBinary (sgl:column ("hex Value™))', 'VARBINARY (8000)")) =
THEN 'Ox' ELSE '' END) +cast('' AS

XML) .value ('xs:hexBinary(sgl:column ("hex Value"))', 'varchar(max)') --

IMAGE

WHEN system type id = THEN

CONVERT (VARCHAR (MAX) , CONVERT (UNIQUEIDENTIFIER,hex Value)) --

UNIQUEIDENTIFIER

WHEN system type id = THEN

CONVERT (VARCHAR (MAX) ,CONVERT (sysname,hex Value)) --SYSNAME

WHEN system type id = THEN

CONVERT (VARCHAR (MAX) , CONVERT (xml,h

ex Value)) --XML

WHEN System_type_id = THEN (CASE WHEN CHARINDEX(Ux,cast('' AS

XML) .value('xs:hexBinary (sgl:column ("hex Value'"))', 'VARBINARY (8000)')) =
THEN 'Ox' ELSE '' END) +cast('' AS

XML) .value('xs:hexBinary (sgl:column ("hex Value"))', 'varchar (max)') --

TIMESTAMP

WHEN system type id= THEN (CASE

WHEN CONVERT (INT, SUBSTRING (hex Va
CONVERT (INT, CONVERT (BINARY (%),

lue,1,1))=56 THEN CONVERT (VARCHAR (MAX),

REVERSE (Substring (hex Value,3,Len(hex Value)))))) -- INTEGER
WHEN CONVERT (INT, SUBSTRING (hex Value,l,1))= THEN
CONVERT (VARCHAR (MAX) , CONVERT (numeric (32,20) ,CONVERT (VARBINARY (1) ,Substrin

g(hex Value,3,1))

+CONVERT (VARBINARY (1) ,Substring (he
Substring (hex Value,5,Len(hex Valu
WHEN CONVERT(INT,SUBSTRING(heX_Va
LTRIM (RTRIM (CONVERT (VARCHAR (max) , S
--VARCHAR, CHAR

WHEN CONVERT(INT,SUBSTRING(heX7Va
CONVERT (VARCHAR (MAX) ,CONVERT (UNIQU
)) —--UNIQUEIDENTIFIER

WHEN CONVERT(INT,SUBSTRING(heX_Va

%X _Value,4,1))+CONVERT (VARBINARY (1) ,0) +
e)))) —-—- NUMERIC

lue,1,1))= THEN

ubstring (hex Value, 9,Len(hex Value)))))

lue,1,1))= THEN
EIDENTIFIER,Substring((hex Value),3,20)

lue,1,1))=61 THEN

CONVERT (VARCHAR (MAX) , CONVERT (DATETIME , CONVERT (VARBINARY ( ) ,REVERSE

(Substring(hex Value,3,LEN(hex Value)) ))), ) —--DATETIME

WHEN CONVERT (INT,SUBSTRING (hex Value,l,1))= THEN 'Ox'+

SUBSTRING ( (CASE WHEN CHARINDEX (0x,cast('' AS

XML) .value ('xs:hexBinary(sgl:column ("hex Value"))', 'VARBINARY (8000)")) =
THEN 'Ox' ELSE '' END) +cast('' AS

XML).value('xs hexBinary(sgl:column ("hex Value"))',

'varchar (max) '), ,LEN (hex Value))
END)

—-— BINARY, VARBINARY

AY
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END AS FieldValue

, [Rowlogcontents]

, [Row ID]

FROM (@ColumnNameAndData ORDER BY nullbit

--Create the column name in the same order to do pivot table.

DECLARE (@FieldName VARCHAR (max)
SET (@FieldName = STUFF (
(

SELECT ', ' + CAST(QUOTENAME ([Name]) AS VARCHAR (MAX)) FROM syscolumns

WHERE id=object id('' + @SchemaName n TableName + '')
FOR XML PATH('')), 1, 1, '")

--Finally did pivot table and get the data back in the same format.
SET @sql = 'SELECT ' + @FieldName + ' FROM f#temp Data PIVOT

(Min ([FieldValue]) FOR FieldName IN (' + @FieldName + ')) AS pvt'
EXEC sp executesqgl @sql

-y

Create PROCEDURE Recover Modified Data Proc
@Database Name NVARCHAR (MAX) ,
@SchemaName n TableName NVARCHAR (MAX),
@Date From datetime='1900/01/01",

@Date To datetime ='9999/12/31"

AS

DECLARE @parms nvarchar ( )

DECLARE @Fileid INT

DECLARE (@Pageid INT

DECLARE @Slotid INT

DECLARE (@RowLogContents(O VARBINARY ( )
DECLARE (@RowLogContentsl VARBINARY ( )
DECLARE (@RowLogContents3 VARBINARY ( )

DECLARE (@RowLogContents3 Var VARCHAR (MAX)

DECLARE (@RowLogContents4 VARBINARY ( )
DECLARE (@LogRecord VARBINARY ( )
DECLARE (@LogRecord Var VARCHAR (MAX)

DECLARE @ConsolidatedPageID VARCHAR (MAX)
Declare (@AllocUnitID as bigint

Declare (@TransactionID as VARCHAR (MAX)
Declare (@Operation as VARCHAR (MAX)
Declare (@DatabaseCollation VARCHAR (MAX)

/* Pick The actual data

*/

declare (@temppagedata table
(

[ParentObject] sysname,

AA
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[Object] sysname,
[Field] sysname,
[Value] sysname)

declare (@pagedata table
(

[Page ID] sysname,
[AllocUnitId] bigint,
[ParentObject] sysname,
[Object] sysname,
[Field] sysname,
[Value] sysname)

DECLARE Page Data Cursor CURSOR FOR

/*We need to filter LOP MODIFY ROW,LOP MODIFY COLUMNS from log for
modified records & Get its Slot No, Page ID & AllocUnit ID*/

SELECT [PAGE ID],[Slot ID],[AllocUnitId]

FROM sys.fn dblog (NULL, NULL)

WHERE

AllocUnitId IN

(Select [Allocation unit id] from sys.allocation units allocunits

INNER JOIN sys.partitions partitions ON (allocunits.type IN (1, 3)

AND partitions.hobt id = allocunits.container id) OR (allocunits.type

AND partitions.partition id = allocunits.container id)

Where object_id=object ID('' + @SchemaName n TableName + ''))

AND Operation IN ('LOP MODIFY ROW','LOP MODIFY COLUMNS') AND
[Context] IN ( 'LCX HEAP','LCX CLUSTERED' )

/*Use this subquery to filter the date*/

AND [TRANSACTION ID] IN (SELECT DISTINCT [TRANSACTION ID] FROM

sys.fn dblog(NULL, NULL)
WHERE Context IN ('LCX NULL') AND Operation in ('LOP BEGIN XACT'")

AND [Transaction Name]='UPDATE'
AND CONVERT (NVARCHAR(11), [Begin Time]) BETWEEN @Date From AND

@Date To)

/****************************************/

GROUP BY [PAGE ID],[Slot ID],[AllocUnitId]
ORDER BY [Slot ID]

OPEN Page Data Cursor

FETCH NEXT FROM Page Data Cursor INTO @ConsolidatedPagelD,
@Slotid,@AllocUnitID

WHILE Q@FETCH STATUS =
BEGIN
DECLARE (@hex pageid AS VARCHAR (Max)
/*Page ID contains File Number and page number It looks like

0001:00000130.

In this example 0001 is file Number & 00000130 is Page Number

& These numbers are in Hex format*/
SET

@Fi1ileid=SUBSTRING (@ConsolidatedPageID,(0,CHARINDEX(':',@ConsolidatedPagelID

A4
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)) —-- Seperate File ID from Page ID

SET Qhex pageid ='Ox'+
SUBSTRING (@ConsolidatedPageID,CHARINDEX(':',@ConsolidatedPageID)+1,Len(@C
onsolidatedPageID)) ---Seperate the page ID

SELECT (@QPageid=Convert (INT,cast('' AS
XML) .value('xs:hexBinary (substring(sgl:variable ("Chex pageid"),sqgl:column
("t.pos™)) )', 'varbinary(max)')) -- Convert Page ID from hex to integer
FROM (SELECT CASE substring(Chex pageid, 1, 2) WHEN 'Ox' THEN 3
ELSE 0 END) AS t (pos)

DELETE (Qtemppagedata

-- Now we need to get the actual data (After modification) from
the page

INSERT INTO Qtemppagedata EXEC( 'DBCC PAGE (' + @DataBase Name +
', ' + @fileid + ', ' + @pageid + ', 3) with tableresults,no infomsgs;");

-- Add Page Number and allocUnit ID in data to identity which one
page it belongs to.

INSERT INTO (@pagedata SELECT
@ConsolidatedPageID,@AllocUnitID, [ParentObject], [Object], [Field] ,[Value]
FROM (@temppagedata

FETCH NEXT FROM Page Data Cursor INTO (@ConsolidatedPagelD,
@Slotid,@AllocUnitID
END

CLOSE Page Data Cursor
DEALLOCATE Page Data Cursor

DECLARE @Newhexstring VARCHAR (MAX) ;

DECLARE @ModifiedRawData TABLE
(
[ID] INT IDENTITY(!l,1),
[PAGE ID] VARCHAR (MAX),
[Slot ID] INT,
[AllocUnitId] BIGINT,
[RowLog Contents 0 _var] VARCHAR (MAX),
[RowLog Contents 0] VARBINARY (3000)
)
--The modified data is in multiple rows in the page, so we need to
convert it into one row as a single hex value.
--This hex wvalue is in string format
INSERT INTO (@ModifiedRawData ([PAGE ID],[Slot ID],[AllocUnitId]
, [RowLog Contents 0 var])
SELECT B.[PAGE ID],A.[Slot ID],A.[AllocUnitId]

(
4
SELECT REPLACE (STUFF ( (SELECT

REPLACE (SUBSTRING ( [VALUE] ,CHARINDEX(':',6 [Value])+1,48),"'t"','")

FROM (@pagedata C WHERE B.[Page ID]= C.[Page ID] And A.[Slot ID]

=LTRIM (RTRIM (SUBSTRING (C. [ParentObject],5,3))) And [Object] Like '%Memory
Dump%'

Group By [Value] FOR XML PATH('') ),1,1,'')y ,' ',"'")

) AS [Value]

FROM sys.fn dblog(NULL, NULL) A

4
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INNER JOIN @pagedata B On A.[PAGE ID]=B.[PAGE ID]

AND A.[AllocUnitId]=B.[AllocUnitId]

AND A.[Slot ID] =LTRIM(RTRIM(Substring(B.[ParentObject],5,3)))

AND B. [Object] Like '%Memory Dump?'

WHERE A.AllocUnitId IN

(Select [Allocation unit id] from sys.allocation units allocunits

INNER JOIN sys.partitions partitions ON (allocunits.type IN (1, 3)

AND partitions.hobt id = allocunits.container id) OR (allocunits.type = 2
AND partitions.partition id = allocunits.container id)

Where object_ id=object ID('' + @SchemaName n TableName + ''))

AND Operation in ('LOP MODIFY ROW','LOP MODIFY COLUMNS') AND [Context] IN
('LCX_HEAP','LCX CLUSTERED')

/*Use this subquery to filter the date*/

AND [TRANSACTION ID] IN (Select DISTINCT [TRANSACTION ID] FROM

sys.fn dblog(NULL, NULL)

Where Context IN ('LCX NULL') AND Operation IN ('LOP BEGIN XACT")

AND [Transaction Name]='UPDATE'

AND CONVERT (NVARCHAR(11),[Begin Time]) BETWEEN @Date From AND @Date To)

/*k*k*k*k*k*k*k*k*k*k*k*k*k*k*k*k*k*k*k*********************/

GROUP BY B.[PAGE ID],A.[Slot ID],A.[AllocUnitId]--, [Transaction ID]
ORDER BY [Slot ID]

-- Convert the hex value data in string, convert it into Hex wvalue as
well.

UPDATE @ModifiedRawData SET [RowLog Contents 0] = cast('' AS

XML) .value ('xs:hexBinary (substring(sgl:column (" [RowLog Contents 0 wvar]"),
0) )', 'varbinary(max) ')

FROM (@ModifiedRawData

---Now we have modifed data plus its slot ID , page ID and allocunit as
well.

--After that we need to get the old values before modfication, these
datas are in chunks.

DECLARE Page Data Cursor CURSOR FOR

Select [PAGE ID],[Slot ID],[AllocUnitId], [Transaction ID], [RowLog
Contents 0], [RowLog Contents 1], [RowLog Contents 3], [RowLog Contents 4]
,Substring ([Log Record], [Log Record Fixed Length], ([Log Record
Length]+1)-([Log Record Fixed Length])) as [Log Record]

,Operation

FROM sys.fn dblog(NULL, NULL)

WHERE AllocUnitId IN

(Select [Allocation unit id] from sys.allocation units allocunits

INNER JOIN sys.partitions partitions ON (allocunits.type IN (1, 3)

AND partitions.hobt id = allocunits.container id) OR (allocunits.type = 2
AND partitions.partition id = allocunits.container id)

Where object_ id=object ID('' + @SchemaName n TableName + ''))

AND Operation in ('LOP MODIFY ROW','LOP MODIFY COLUMNS') And [Context] IN
(' LCX HEAP Y LCXiCLUSTERED' )

/*Use this sub query to filter the date*/

AND [TRANSACTION ID] IN (Select DISTINCT [TRANSACTION ID] FROM
sys.fn dblog (NULL, NULL)
WHERE Context IN ('LCX NULL') AND Operation IN ('LOP BEGIN XACT')

q)

4
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AND [Transaction Name]='UPDATE'
AND CONVERT (NVARCHAR(11),[Begin Time]) BETWEEN @Date From AND @Date To)

/****************************************/

Order By [Slot ID], [Transaction ID] DESC
OPEN Page Data Cursor

FETCH NEXT FROM Page Data Cursor INTO @ConsolidatedPagelD,
@Slotid,@AllocUnitID,@TransactionID,@RowLogContents0,@RowLogContentsl,@Ro
wLogContents3, @RowLogContents4,@LogRecord, @Operation

WHILE @@FETCH_STATUS =0

BEGIN

IF (@Operation ='LOP MODIEY ROW'
BEGIN

/* If it is @Operation Type is 'LOP MODIFY ROW'
then it is very simple to recover the modified data. The old data is in
[RowLog Contents 0] Field and modified data is in [RowLog Contents 1]
Field. Simply replace it with the modified data and get the old data.

*/

INSERT INTO @ModifiedRawData ([PAGE ID],[Slot
ID], [AllocUnitId], [RowLog Contents 0 var])

SELECT TOP 1 (@ConsolidatedPageID AS [PAGE
ID],@Slotid AS [Slot ID],@AllocUnitID AS [AllocUnitId]

,REPLACE (UPPER([RowLog Contents
0 _var]) ,UPPER(CAST('' AS

XML) .value('xs:hexBinary(sgl:variable ("@RowLogContentsl") )',
'varchar (max) ')) ,UPPER(cast('' AS
XML) .value('xs:hexBinary(sgl:variable ("@RowLogContents0") )',

'varchar (max) '))) AS [RowLog Contents 0 var]

FROM @ModifiedRawData WHERE [PAGE
ID]=@ConsolidatedPageID And [Slot ID]=@Slotid And
[AllocUnitId]=@AllocUnitID ORDER BY [ID] DESC

--— Convert the old data which is in string format
to hex format.

UPDATE @ModifiedRawData SET [RowLog Contents 0] =
cast('' AS XML) .value('xs:hexBinary (substring(sgl:column (" [RowLog
Contents 0 _wvar]"), 0) )', 'varbinary(max)')

FROM (@ModifiedRawData Where [Slot ID]=@SlotID

END
IF @Operation ='LOP MODIEY COLUMNS'
BEGIN

/* If it is QOperation Type is 'LOP MODIFY ROW'
then we need to follow a different procedure to recover modified
.Because this time the data is also in
chunks but merge with the data log.
*/
--First, we need to get the [RowLog Contents
3] Because in [Log Record] field the modified data is available after the
[RowLog Contents 3] data.
SET (@RowLogContents3 Var=cast('' AS
XML) .value('xs:hexBinary (sqgl:variable ("GRowLogContents3™) )',
'varchar (max) ')
SET @LogRecord Var =cast('' AS

ay
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XML) .value('xs:hexBinary(sgl:variable ("@LogRecord")) ', 'varchar (max) ')

DECLARE (@RowLogData Var VARCHAR (Max)
DECLARE (@RowLogData Hex VARBINARY (Max)
---First get the modifed data chunks in
string format
SET QRowLogData Var =
SUBSTRING (CLogRecord Var, CHARINDEX (CGRowLogContents3 Var,@LogRecord Var)
+LEN (CRowLogContents3 Var) ,LEN(@LogRecord Var))
--Then convert it into the hex values.
SELECT (@RowLogData Hex=CAST('' AS
XML) .value('xs:hexBinary( substring(sgl:variable ("@RowLogData Var"),0)
) ', 'varbinary (max) ')
FROM (SELECT CASE SUBSTRING (@RowLogData Var,
, 7) WHEN '0Ox' THEN 3 ELSE 0 END) AS t (pos)
DECLARE @TotalFixedLengthData INT
DECLARE (@FixedLength Offset INT
DECLARE (@VariableLength Offset INT
DECLARE (@VariableLength Offset Start INT
DECLARE (@VariableLengthIncrease INT
DECLARE @FixedLengthIncrease INT
DECLARE @OldFixedLengthStartPosition INT
DECLARE (@FixedLength Loc INT
DECLARE (@VariableLength Loc INT
DECLARE (@FixedOldValues VARBINARY (MAX)
DECLARE @FixedNewValues VARBINARY (MAX)
DECLARE @VariableOldValues VARBINARY (MAX)
DECLARE (@VariableNewValues VARBINARY (MAX)

-- Before recovering the modfied data we need
to get the total fixed length data size and start position of the
varaible data

SELECT TOP
@TotalFixedLengthData=CONVERT (SMALLINT, CONVERT (BINARY (),
REVERSE (SUBSTRING ([RowLog Contents 0] , + 1, 2))))

,@VariableLength Offset Start=CONVERT (SMALLINT, CONVERT (BINARY (),
REVERSE (SUBSTRING ( [RowLog Contents 0] , 2 + 1, 2))))+5+CONVERT (INT,
ceiling (CONVERT (INT, CONVERT (BINARY (”), REVERSE (SUBSTRING ([RowLog
Contents 0] , CONVERT (SMALLINT, CONVERT (BINARY (”),
REVERSE (SUBSTRING ([RowLog Contents 0] , + 1, 2)N) + 1, 20N/ ))
FROM (@ModifiedRawData
ORDER BY [ID] DESC

SET (@FixedLength Offset=
CONVERT (BINARY (2) ,REVERSE (CONVERT (BINARY (4) , (eRowLogContents0))))--)

SET
@VariableLength Offset=CONVERT (int, CONVERT (BINARY (”) ,REVERSE (CRowLogConte
nts0)))

/* We already have modified data chunks in
@RowLogData Hex but this data is in merge format (modified plus actual
data)
So , here we need [Row Log Contents 1]
field , because in this field we have the data length both the modified
and actual data

qr

4



Slellbl s 5l g a5, 2l
wlbieleliblg jalbelejls

MsSQL sal36l&L 53 lde 2

B‘o
‘sﬂ iSw

so this length will help us to break it
into original and modified data chunks.

*/

SET @FixedLength Loc=
CONVERT (INT, SUBSTRING (GRowLogContentsl,1,1))

SET @VariableLength Loc
=CONVERT (INT, SUBSTRING (GRowLogContentsl,3,1))

/*First , we need to break Fix length data
actual with the help of data length */
SET @OldFixedLengthStartPosition=
CHARINDEX (GRowLogContents4, @RowLogData Hex)
SET @FixedOldvValues =
SUBSTRING (CRowLogData Hex,@OldFixedLengthStartPosition,@FixedLength Loc)
SET (@FixedLengthIncrease = (CASE WHEN
(Len (@FixedOldValues) %4)=0 THEN ELSE (4- (LEN(@FixedOldValues)%4)) END)
/*After that , we need to break Fix length
data modified data with the help of data length */
SET @FixedNewValues
=SUBSTRING (CRowLogData Hex,@OldFixedLengthStartPosition+@FixedLength Loc+
@FixedLengthIncrease,@FixedLength Loc)

/*Same we need to break the variable data
with the help of data length*/

SET @VariableOldvValues
=SUBSTRING (CRowLogData Hex,@OldFixedLengthStartPosition+@FixedLength Loc+
@FixedLengthIncrease+@FixedLength Loc+(QFixedLengthIncrease) ,@VariableLen
gth Loc)

SET @VariableLengthlIncrease = (CASE WHEN
(LEN (@VariableOldvalues) %$4)=0 THEN ELSE (
(Len (@VariableOldValues)%4))+ END)

SET @VariableOldValues =(Case When
@VariableLength Loc =1 Then @VariableOldValues+0x00 else
@VariableOldValues end)

SET @VariableNewValues
=SUBSTRING (SUBSTRING (GRowLogData Hex,@OldFixedLengthStartPosition+@FixedL
ength Loct+@FixedLengthIncrease+@FixedLength Loc+(@FixedLengthIncrease-
)+@VariableLength Loc+@VariableLengthIncrease,Len(@RowLogData Hex)+1),1,
Len (GRowLogData Hex)+1) --LEN(GVariableOldValues)

/*here we need to replace the fixed length &
variable length actaul data with modifed data
*/

Select top @VariableNewValues=Case

When
Charindex (Substring(@VariableNewValues, (O ,Len(@VariableNewValues)+1) , [RowL
og Contents 0])<>0 Then
Substring(@VariableNewValues,O,Len(@VariableNewValues)+1)

When
Charindex (Substring(@VariableNewValues,O,Len(@VariableNewValues)) , [RowLog
Contents 0])<>0 Then
Substring(@VariableNewValues,O,Len(@VariableNewValues))

When
Charindex (Substring(@VariableNewValues,O,Len(@VariableNewValues) -

) , [RowLog Contents 0])<>0 Then

af
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Substring(@VariableNewValues,0,Len(@VariableNewValues)-1)--3 --
Substring(@VariableNewValues, 0,Len (@VariableNewValues) -1)
When
Charindex (Substring(@VariableNewValues,O,Len(@VariableNewValues) -
) , [RowLog Contents 0])<>0 Then
Substring(@VariableNewValues,O,Len(@VariableNewValues)-2)
When
Charindex (Substring(@VariableNewValues,O,Len(@VariableNewValues) -
) , [RowLog Contents 0])<>0 Then
Substring(@VariableNewValues, (O ,Len(@VariableNewValues)=-3) --5--
Substring (@VariableNewValues, 0,Len (@VariableNewValues) -3)
End
FROM (@ModifiedRawData Where [Slot
ID]=@SlotID ORDER BY [ID] DESC

INSERT INTO @ModifiedRawData ([PAGE ID],[Slot

ID], [AllocUnitId], [RowLog Contents 0 var], [RowLog Contents 0])

SELECT TOP @ConsolidatedPageID AS [PAGE
ID],@Slotid AS [Slot ID],@AllocUnitID AS [AllocUnitId],NULL

,CAST (REPLACE (SUBSTRING ( [RowLog Contents

1,0,@TotalFixedLengthData+1) ,@FixedNewValues, @FixedOldvValues) AS

VARBINARY (max) )

+ SUBSTRING([RowLog Contents 0],

@TotalFixedLengthData + 1, 2)
+ SUBSTRING([RowLog Contents 0],
@TotalFixedLengthData + 3, CONVERT (INT, ceiling (CONVERT (INT,

CONVERT (BINARY (2) , REVERSE (SUBSTRING ([RowLog Contents 0],
@TotalFixedLengthData + 1, 2))))/ )))

+ SUBSTRING([RowLog Contents 0],
@TotalFixedLengthData + + CONVERT (INT, ceiling (CONVERT (INT,

CONVERT (BINARY () , REVERSE (SUBSTRING ([RowLog Contents 0],
@TotalFixedLengthData + 1, 2))))/ )), 2)

+ Substring([RowLog Contents
1,@VariableLength Offset Start, (@VariableLength Offset-
(@VariableLength Offset Start-1)))

+ CAST (REPLACE (SUBSTRING ([RowLog Contents
1,@VariablelLength Offset+l,Len(@VariableNewValues))

, @VariableNewValues

, @VariableOldValues) AS VARBINARY)

+ Substring([RowLog Contents
]1,@vVariableLength Offset+Len(@VariableNewValues)+1l,LEN([RowLog Contents
1))

FROM (@ModifiedRawData Where [Slot
ID]=@SlotID ORDER BY [ID] DESC

END

FETCH NEXT FROM Page Data Cursor INTO @ConsolidatedPagelD,
@Slotid,@AllocUnitID,@TransactionID,@RowLogContents0,dRowLogContentsl, @Ro
wLogContents3,@RowLogContents4,@LogRecord, Operation

END

CLOSE Page Data Cursor
DEALLOCATE Page Data Cursor

DECLARE @QRowLogContents VARBINARY ( )
Declare (@AllocUnitName NVARCHAR (Max)
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Declare @SQL NVARCHAR (Max)

DECLARE (@bitTable TABLE

(
[ID] INT,
[Bitvalue] INT
)
--—-Create table to set the bit position of one byte.

INSERT INTO (@bitTable

SELECT 0,2 UNION ALL
SELECT |,” UNION ALL
SELECT 2,/ UNION ALL
SELECT 3,5 UNION ALL
SELECT 4,16 UNION ALL
SELECT 5,32 UNION ALL
SELECT 6,64 UNION ALL
SELECT 7,

--Create table to collect the row data.
DECLARE @DeletedRecords TABLE

(
[ID] INT IDENTITY(l,1),

[RowLogContents] VARBINARY ( ),
[A1llocUnitID] BIGINT,
[Transaction ID] NVARCHAR (Max) ,
[Slot ID] INT,
[FixedLengthData] SMALLINT,
[TotalNoOfCols] SMALLINT,
[NullBitMapLength] SMALLINT,
[NullBytes] VARBINARY ( ),
[TotalNoofVarCols] SMALLINT,
[ColumnOffsetArray] VARBINARY ( ),
[VarColumnStart] SMALLINT,
[NullBitMap] VARCHAR (MAX)

)

--Create a common table expression to get all the row data plus how many
bytes we have for each row.

;WITH RowData AS (

SELECT

[RowLog Contents 0] AS [RowLogContents]

,@A1locUnitID AS [AllocUnitID]

,[ID] AS [Transaction ID]

,[Slot ID] as [Slot ID]

--[Fixed Length Data] = Substring (RowLog content 0, Status Bit A+ Status

Bit B + 1,2 bytes)
,CONVERT (SMALLINT, CONVERT (BINARY (?), REVERSE (SUBSTRING ([RowLog Contents

1, + 1, 2)))) AS [FixedLengthData] --@FixedLengthData
--[TotalnoOfCols] = Substring (RowLog content 0, [Fixed Length Data] +
1,2 bytes)

,CONVERT (INT, CONVERT (BINARY (”), REVERSE (SUBSTRING ([RowLog Contents 0],
CONVERT (SMALLINT, CONVERT (BINARY (”)
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,REVERSE (SUBSTRING ( [RowLog Contents 0], + 1, 2)))) + 1, 2)))) as
[TotalNoOfCols]

--[NullBitMapLength]=ceiling ([Total No of Columns] /8.0)
,CONVERT (INT, ceiling (CONVERT (INT, CONVERT (BINARY (”),
REVERSE (SUBSTRING ( [RowLog Contents 0], CONVERT (SMALLINT,
CONVERT (BINARY (2)

,REVERSE (SUBSTRING ( [RowLog Contents 0], + 1, 2)N) + 1, 20N/ )) as
[NullBitMapLength]
--[Null Bytes] = Substring (RowLog content 0, Status Bit A+ Status Bit B

+ [Fixed Length Data] +1, [NullBitMapLength] )

,SUBSTRING ([RowLog Contents 0], CONVERT (SMALLINT, CONVERT (BINARY(”),
REVERSE (SUBSTRING ([RowLog Contents 0], + 1, 2)))) + 3,

CONVERT (INT, ceiling (CONVERT (INT, CONVERT (BINARY (),

REVERSE (SUBSTRING ([RowLog Contents 0], CONVERT (SMALLINT,

CONVERT (BINARY ()

,REVERSE (SUBSTRING ( [RowLog Contents 0], + 1, 2)))) + 1, 2))yN/ ))) as
[NullBytes]

--[TotalNoofVarCols] = Substring (RowLog content 0, Status Bit A+ Status
Bit B + [Fixed Length Data] +1, [Null Bitmap length] + 2 )

, (CASE WHEN SUBSTRING ([RowLog Contents 0], 1, 1) In (0x30,0x70) THEN

CONVERT (INT, CONVERT (BINARY (2), REVERSE (SUBSTRING([RowLog Contents 0],

CONVERT (SMALLINT, CONVERT (BINARY (”), REVERSE (SUBSTRING([RowLog Contents
1, + 1, 2)))) +

+ CONVERT (INT, ceiling (CONVERT (INT, CONVERT (BINARY(”),

REVERSE (SUBSTRING ( [RowLog Contents 0], CONVERT (SMALLINT,

CONVERT (BINARY ()

,REVERSE (SUBSTRING ( [RowLog Contents 0], + 1, 2)N)) + 1, 20N/ )),
)))) ELSE null END) AS [TotalNoofVarCols]

-—-[ColumnOffsetArray]= Substring (RowLog content 0, Status Bit A+ Status

Bit B + [Fixed Length Data] +1, [Null Bitmap length] + 2 ,
[TotalNoofVarCols]*2 )

, (CASE WHEN SUBSTRING([RowLog Contents 0], , ) In (0x30,0x70) THEN

SUBSTRING ([RowLog Contents 0]

, CONVERT (SMALLINT, CONVERT (BINARY (”), REVERSE (SUBSTRING ([RowLog Contents
1, + 1, 2)))) +

+ CONVERT (INT, ceiling (CONVERT (INT, CONVERT (BINARY (),

REVERSE (SUBSTRING ( [RowLog Contents 0], CONVERT (SMALLINT,

CONVERT (BINARY (2)

,REVERSE (SUBSTRING ( [RowLog Contents 0], + 1, 2)))) + 1, 2yn/ )) +
, (CASE WHEN SUBSTRING ([RowLog Contents 0], , 1) In (0x30,0x70) THEN

CONVERT (INT, CONVERT (BINARY (2), REVERSE (SUBSTRING([RowLog Contents 0],

CONVERT (SMALLINT, CONVERT (BINARY (?), REVERSE (SUBSTRING ([RowLog Contents
1, + 1, 2)))) +

+ CONVERT (INT, ceiling (CONVERT (INT, CONVERT (BINARY (),

REVERSE (SUBSTRING ( [RowLog Contents 0], CONVERT (SMALLINT,

CONVERT (BINARY ()

,REVERSE (SUBSTRING ( [RowLog Contents 0], + 1, 2)))) + 1, 2))yN/ )),
)))) ELSE null END)

* 2) ELSE null END) AS [ColumnOffsetArray]

-- Variable column Start = Status Bit A+ Status Bit B + [Fixed Length
Data] + [Null Bitmap length] + 2+ ([TotalNoofVarCols]*2)
,CASE WHEN SUBSTRING([RowLog Contents 0], , 1)In (0x30,0x70)

v
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THEN (
CONVERT (SMALLINT, CONVERT (BINARY (2), REVERSE (SUBSTRING ([RowLog Contents

1, 2+ 1, 2)))) +

+ CONVERT (INT, ceiling (CONVERT (INT, CONVERT (BINARY (),

REVERSE (SUBSTRING ( [RowLog Contents 0], CONVERT (SMALLINT,

CONVERT (BINARY ()

,REVERSE (SUBSTRING ( [RowLog Contents 0], + 1, 2)))) + 1, 2))yN/ ))

+ ((CASE WHEN SUBSTRING([RowLog Contents 0], , 1) In (0x30,0x70) THEN

CONVERT (INT, CONVERT (BINARY (2), REVERSE (SUBSTRING([RowLog Contents 0],

CONVERT (SMALLINT, CONVERT (BINARY (”), REVERSE (SUBSTRING([RowLog Contents
1, + 1, 2)))) +

+ CONVERT (INT, ceiling (CONVERT (INT, CONVERT (BINARY (),

REVERSE (SUBSTRING ( [RowLog Contents 0], CONVERT (SMALLINT,

CONVERT (BINARY (2)

,REVERSE (SUBSTRING ([RowLog Contents 0], + 1, 2)N) + 1, 2N/ )) .,
)))) ELSE null END) * 2))

ELSE null End AS [VarColumnStart]
From @ModifiedRawData

),

---Use this technique to repeate the row till the no of bytes of the row.
N1 (n) AS (SELECT | UNION ALL SELECT 1),
N2 (n) AS (SELECT | FROM N1 AS X, N1 AS Y),
N3 (n) AS (SELECT | FROM N2 AS X, N2 AS Y),
N4 (n) AS (SELECT ROW NUMBER() OVER(ORDER BY X.n)
FROM N3 AS X, N3 AS Y)

insert into @DeletedRecords
Select RowLogContents

, [AllocUnitID]

, [Transaction ID]

,[Slot ID]

, [FixedLengthDatal]

, [TotalNoOfCols]

, [NullBitMapLength]

, [NullBytes]

, [TotalNoofVarCols]

, [ColumnOffsetArray]

, [VarColumnStart]

--Get the Null value against each column (1 means null zero
means not null)

, [NullBitMap]=(REPLACE (STUFF ( (SELECT ', ' +

(CASE WHEN [ID]=0 THEN CONVERT (NVARCHAR (1), (SUBSTRING (NullBytes,
n, 1) % 2)) ELSE CONVERT (NVARCHAR(1), ((SUBSTRING(NullBytes, n, 1) /
[Bitvalue]) % 2)) END) --as [nullBitMap]
FROM
N4 AS Nums
Join RowData AS C ON n<=NullBitMapLength
Cross Join (@bitTable WHERE C.[RowLogContents]=D.[RowLogContents] ORDER BY
[RowLogContents],n ASC FOR XML PATH('')),1,1,""),',"',""))
FROM RowData D

CREATE TABLE [#temp Datal
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[FieldName] VARCHAR (MAX) COLLATE database default NOT NULL,
[FieldValue] VARCHAR (MAX) COLLATE database default NULL,
[Rowlogcontents] VARBINARY ( ),

[Transaction ID] VARCHAR(MAX) COLLATE database default NOT NULL,
[Slot ID] INT,

[NonID] INT,

--[System type id] int

)

---Create common table expression and join it with the rowdata table
--to get each column details

;With CTE AS (

/*This part is for variable data columns*/

SELECT

A.[ID],

Rowlogcontents,

[Transaction ID],

[Slot ID],

NAME ,

cols.leaf null bit AS nullbit,

leaf offset,

ISNULL(syscolumns.length, cols.max length) AS [length],
cols.system type id,

cols.leaf bit position AS bitpos,

ISNULL (syscolumns.xprec, cols.precision) AS xprec,

ISNULL (syscolumns.xscale, cols.scale) AS xscale,

SUBSTRING ([nullBitMap], cols.leaf null bit, 1) AS is_null,
—--Calculate the variable column size from the variable column offset

array
(CASE WHEN leaf offset<l and SUBSTRING([nullBitMap], cols.leaf null bit,
)=0 THEN

CONVERT (SMALLINT, CONVERT (BINARY (”), REVERSE (SUBSTRING
([ColumnOffsetArray], (2 * leaf offset*-1) - 1, 2)))) ELSE END) AS

[Column value Size],

--—-Calculate the column length
(CASE WHEN leaf offset<]l and SUBSTRING([nullBitMap], cols.leaf null bit,
)=0 THEN CONVERT (SMALLINT, CONVERT (BINARY (”), REVERSE (SUBSTRING

([ColumnOffsetArray], (2 * (leaf offset*-1)) - 1, 2))))
- ISNULL (NULLIF (CONVERT (SMALLINT, CONVERT (BINARY (?), REVERSE (SUBSTRING
([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),

[VvarColumnStart])
ELSE END) AS [Column Length]

--Get the Hexa decimal value from the RowlogContent

--HexValue of the variable column=Substring([Column value Size] - [Column

Length] + 1, [Column Length])

--This is the data of your column but in the Hexvalue

,CASE WHEN SUBSTRING([nullBitMap], cols.leaf null bit, 1)=1 THEN NULL
ELSE

SUBSTRING (Rowlogcontents, ((CASE WHEN leaf offset<l and

SUBSTRING ([nullBitMap], cols.leaf null bit, 1)=0 THEN CONVERT (SMALLINT,
CONVERT (BINARY (2) , REVERSE (SUBSTRING ([ColumnOffsetArray], (2 *

leaf offset*-1) - 1, 2)))) ELSE END)

- ((CASE WHEN leaf offset<]l and SUBSTRING([nullBitMap],
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cols.leaf_null_bit, )=0 THEN CONVERT (SMALLINT, CONVERT (BINARY ("),

REVERSE (SUBSTRING ([ColumnOffsetArray], (2 * (leaf offset*-1)) - 1,
))))

- ISNULL (NULLIF (CONVERT (SMALLINT, CONVERT (BINARY (?), REVERSE (SUBSTRING
([ColumnOffsetArray]l, (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),
[varColumnStart])

ELSE 0 END))) + |, ((CASE WHEN leaf offset<! and SUBSTRING([nullBitMap],

cols.leaf null bit, 1)=0 THEN CONVERT (SMALLINT, CONVERT (BINARY (”),

REVERSE (SUBSTRING ([ColumnOffsetArrayl, (2 * (leaf offset*-1)) - 1,
))))

- ISNULL (NULLIF (CONVERT (SMALLINT, CONVERT (BINARY(”), REVERSE (SUBSTRING
([ColumnOffsetArray], (2 * ((leaf offset*-1) - 1)) - 1, 2)))), 0),
[varColumnStart])

ELSE END))) END AS hex Value

FROM @DeletedRecords A

Inner Join sys.allocation units allocunits On
A.[AllocUnitId]=allocunits.[Allocation Unit Id]

INNER JOIN sys.partitions partitions ON (allocunits.type IN (1, 3)

AND partitions.hobt id = allocunits.container id) OR (allocunits.type =
AND partitions.partition id = allocunits.container id)

INNER JOIN sys.system internals partition columns cols ON

cols.partition id = partitions.partition id
LEFT OUTER JOIN syscolumns ON syscolumns.id = partitions.object_id AND
syscolumns.colid = cols.partition column id

WHERE leaf offset<

UNION

/*This part is for fixed data columns*/

SELECT

A.[ID],

Rowlogcontents,

[Transaction ID],

[Slot ID],

NAME |,

cols.leaf null bit AS nullbit,

leaf offset,

ISNULL(syscolumns.length, cols.max length) AS [length],

cols.system type id,

cols.leaf bit position AS bitpos,

ISNULL (syscolumns.xprec, cols.precision) AS xprec,

ISNULL (syscolumns.xscale, cols.scale) AS xscale,

SUBSTRING([nullBitMap], cols.leaf null bit, 1) AS is_null,

(SELECT TOP ISNULL (SUM(CASE WHEN C.leaf offset >! THEN max length ELSE
END) ,0) FROM

sys.system internals partition columns C WHERE cols.partition id

=C.partition id And C.leaf null bit<cols.leaf null bit)+5 AS [Column

value Size],

syscolumns.length AS [Column Length]

,CASE WHEN SUBSTRING([nullBitMap], cols.leaf null bit, 1)=1 THEN NULL
ELSE

SUBSTRING

(

Rowlogcontents, (SELECT TOP ISNULL (SUM(CASE WHEN C.leaf offset >1 THEN
max length ELSE END) ,0) FROM

sys.system internals partition columns C where cols.partition id
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=C.partition id And C.leaf null bit<cols.leaf null bit)+

,syscolumns.length) END AS hex Value

FROM @DeletedRecords A

Inner Join sys.allocation units allocunits ON

A.[AllocUnitId]=allocunits.[Allocation Unit Id]

INNER JOIN sys.partitions partitions ON (allocunits.type IN (1, 3)

AND partitions.hobt id = allocunits.container id) OR (allocunits.type =
AND partitions.partition id = allocunits.container id)

INNER JOIN sys.system internals partition columns cols ON

cols.partition id = partitions.partition id

LEFT OUTER JOIN syscolumns ON syscolumns.id = partitions.object_id AND

syscolumns.colid = cols.partition column id

WHERE leaf offset>0 )

--Converting data from Hexvalue to its orgional datatype.
--Implemented datatype conversion mechanism for each datatype
--Select * from sys.columns Where [object id]=object id('' +
@SchemaName n TableName + '')

--Select * from CTE

INSERT INTO #temp Data

SELECT

NAME,

CASE

WHEN system type id IN ( , ) THEN

LTRIM (RTRIM (CONVERT (NVARCHAR (max) ,hex Value))) --NVARCHAR ,NCHAR
WHEN system type id IN ( P ) THEN

LTRIM (RTRIM (CONVERT (VARCHAR (max) ,REPLACE (hex Value, 0x00, 0x20)))) --
VARCHAR, CHAR

WHEN system type id = THEN CONVERT (VARCHAR (MAX) , CONVERT (TINYINT,
CONVERT (BINARY (1), REVERSE (hex Value)))) --TINY INTEGER

WHEN system type id = THEN CONVERT (VARCHAR (MAX), CONVERT (SMALLINT,
CONVERT (BINARY (2) , REVERSE (hex Value)))) --SMALL INTEGER

WHEN system type id = THEN CONVERT (VARCHAR (MAX) , CONVERT (INT,
CONVERT (BINARY (4) , REVERSE (hex Value)))) -- INTEGER

WHEN system type id = THEN CONVERT (VARCHAR (MAX), CONVERT (BIGINT,
CONVERT (BINARY (2) , REVERSE (hex Value))))-- BIG INTEGER

WHEN system type id = Then
CONVERT (VARCHAR (MAX) , CONVERT (DATETIME , CONVERT (VARBINARY ( ) ,REVERSE
(hex Value))), ) --DATETIME

--WHEN system type id IN( 40) Then

CONVERT (VARCHAR (MAX) , CONVERT (DATE, CONVERT (VARBINARY (8000), (hex Value))),1
00) --DATE This datatype only works for SQL Server 2008

WHEN system type id = Then

CONVERT (VARCHAR (MAX) ,CONVERT (SMALLDATETIME , CONVERT (VARBINARY ( ) ,REVERS
E(hex Value))), ) --SMALL DATETIME

WHEN system type id = THEN CONVERT (VARCHAR (MAX) ,

CAST (CONVERT (NUMERIC (338,30),

CONVERT (VARBINARY , CONVERT (VARBINARY, xprec)+CONVERT (VARBINARY, xscale) ) +CON
VERT (VARBINARY (1) ,0) + hex Value) as FLOAT)) --- NUMERIC

WHEN system type id In(60, ) THEN

CONVERT (VARCHAR (MAX) ,Convert (MONEY ,Convert (VARBINARY ( ) ,Reverse (hex Va
lue))),2) --MONEY, SMALLMONEY

WHEN system type id = THEN CONVERT (VARCHAR (MAX) ,

CAST (CONVERT (Decimal (38, 34),

CONVERT (VARBINARY , Convert (VARBINARY, xprec) +CONVERT (VARBINARY, xscale) ) +CON
VERT (VARBINARY (1) ,0) + hex Value) as FLOAT)) --- DECIMAL

Vo



Slellbl s 5l g a5, 2l
wlbieleliblg jalbelejls

MSSQL eslssl&l 53 wlidp ‘ﬁb fsﬁ

WHEN system type id = THEN CONVERT (VARCHAR (MAX) , CONVERT

(BIT,CONVERT (BINARY (1), hex Value)%2)) -- BIT

WHEN system type id = THEN

RTRIM (LTRIM (STR (CONVERT (FLOAT, SIGN (CAST (CONVERT (VARBINARY ( ) ,Reverse (h
ex Value)) AS BIGINT)) * ( +

(CAST (CONVERT (VARBINARY ( ) ,Reverse (hex Value)) AS BIGINT) &
x000FFFFFFFFFFFFF) * POWER (CAST (2 AS FLOAT), -52)) * POWER(CAST(” AS
FLOAT) , ( (CAST (CONVERT (VARBINARY ( ) ,Reverse (hex Value)) AS BIGINT) &
x7££0000000000000) / EXP( * LOG(2))- ))) ,53,LEN (hex Value)))) ---
FLOAT

When system type id = THEN

Left (LTRIM(STR (CAST (SIGN (CAST (Convert (VARBINARY ( ) ,REVERSE (hex Value))
AS BIGINT))* ( + (CAST (CONVERT (VARBINARY ( ) ,Reverse (hex Value)) AS
BIGINT) & Ox007FFFFF) * POWER(CAST (2 AS Real), -23)) * POWER(CAST (2 AS
Real), ( ( (CAST (CONVERT (VARBINARY ( ) ,Reverse (hex Value)) AS INT) )&
x7£800000)/ EXP( * LOG(2))- ))AS REAL),23,23)),8) --Real

WHEN system type id In ( , ) THEN (CASE WHEN CHARINDEX (Ox,cast('' AS
XML) .value ('xs:hexBinary (sgl:column ("hex Value™))', 'VARBINARY (8000)")) =

THEN 'Ox' ELSE '' END) +cast('' AS

XML) .value('xs:hexBinary (sgl:column ("hex Value"))', 'varchar (max)') --
BINARY, VARBINARY

WHEN system type id = THEN
CONVERT (VARCHAR (MAX) , CONVERT (UNIQUEIDENTIFIER,hex Value)) --
UNIQUEIDENTIFIER

END AS FieldvValue

, [Rowlogcontents]

, [Transaction ID]

,[Slot ID]

, [ID]

FROM CTE ORDER BY nullbit

/*Create Update statement*/
/*Now we have the modified and actual data as well*/
/*We need to create the update statement in case of recovery*/

;With CTE AS (SELECT

(CASE

WHEN system type id In ( , , ) THEN QUOTENAME ( [Name]) + '=' +
ISNULL(+ '''"' 4+ [A].[Fieldvaluel+ "''','NULL")+ " ,'+" '

WHEN system type id In ( , ) THEN QUOTENAME ([Name]) + '=' +
ISNULL(+ 'N''' +[A].[Fieldvaluel+ '''','NULL')+ ' ,'+''

WHEN system type id In ( , , , ) THEN QUOTENAME ( [Name]) + '=' +
ISNULL(+ ''''+[A].[FieldValuel]+ "'"'','NULL"') + " ,'+" !

WHEN SyStemitypeij—d In ( ’ ’ ’ ’ ’ ’ ’ ’ ’ 7 ) THEN
QUOTENAME ( [Name]) + '=' 4+ ISNULL([A].[FieldValue], 'NULL")+ ' ,'+"' '

END) as [Field]

,A.[Slot ID]

,A.[Transaction ID] as [Transaction ID]

,'D' AS [Type]

, [A] .Rowlogcontents

, [A]. [NonID]

FROM #temp Data AS [A]

INNER JOIN #temp Data AS [B] ON [A].[FieldName]=[B].[FieldName]
AND [A].[Slot ID]=[B].[Slot ID]

--And [A].[Transaction ID]=[B].[Transaction ID]+1

AND [R].[Transaction ID]= (SELECT Min(Cast([Transaction ID] as int)) as
[Transaction ID] FROM #temp Data AS [C]

VoV
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WHERE [A].[Slot ID]=[C].[Slot ID]

GROUP BY [Slot ID])

INNER JOIN sys.columns [D] On [object id]=object id('' +
@SchemaName n TableName + '')

AND A.[Fieldname] = D.[name]

WHERE ISNULL([A].[FieldValue],'')<>ISNULL([B].[FieldValue],'")
UNION ALL

SELECT (CASE

WHEN system type id In ( , , ) THEN QUOTENAME ( [Name]) + '=' +
ISNULL(+ '"'''" + [A].[Fieldvaluel+ '''','NULL")+ ' AND '+''

WHEN system type id In ( , ) THEN QUOTENAME ([Name]) + '='+4+ ISNULL (+
"N''' 4[A].[FieldvValuel+ '''','NULL')+ ' AND '+''

WHEN system type id In (58, , ,36) THEN QUOTENAME ([Name]) + '=' +
ISNULL(+ ''''+[A].[Fieldvaluel+ '''','NULL') + ' AND '+''

WHEN system type id In (48, , , , , , , , , , ) THEN
QUOTENAME ( [Name]) + '=' 4 ISNULL([A].[FieldValue],'NULL') 4 ' AND '4''

END) AS [Field]

,A.[Slot ID]

,A.[Transaction ID] AS [Transaction ID]

,'S' AS [Typel]

, [A] .Rowlogcontents

, [A]. [NonID]

FROM #temp Data AS [A]

INNER JOIN #temp Data AS [B] ON [A].[FieldName]l=[B].[FieldName]
AND [A].[Slot ID]=[B].[Slot ID]

--And [A].[Transaction ID]=[B].[Transaction ID]+1

AND [B].[Transaction ID]= (SELECT Min(Cast([Transaction ID] as int)) as
[Transaction ID] FROM #temp Data AS [C]

WHERE [A].[Slot ID]=[C].[Slot ID]

GROUP BY [Slot ID])

INNER JOIN sys.columns [D] ON [object id]=object id('' +
@SchemaName n TableName + '')

AND [A].[Fieldname]=D. [name]

WHERE ISNULL([A].[FieldVvalue],'')=ISNULL([B].[FieldVvaluel],'")
AND A.[Transaction ID] NOT IN (SELECT Min(Cast([Transaction ID] as int))
as [Transaction ID] FROM #temp Data AS [C]

WHERE [A].[Slot ID]=[C].[Slot ID]

GROUP BY [Slot ID])

)

,CTEUpdateQuery AS (SELECT 'UPDATE ' + (@SchemaName n TableName + ' SET
' + LEFT(

STUFF((SELECT ' ' + ISNULL([Field],'')+ ' ' FROM CTE B

WHERE A.[Slot ID]=B.[Slot ID] AND A.[Transaction ID]=B.[Transaction ID]
And B.[Typel='D' FOR XML PATH('') ),1,1,'"),

LEN (STUFF ((SELECT ' ' +4+ISNULL([Field],'')+ ' ' FROM CTE B

WHERE A.[Slot ID]=B.[Slot ID] AND A.[Transaction ID]=B.[Transaction ID]
And B.[Type]='D' FOR XML PATH('') ),1,1,'") )-2)

+ ! WHERE R

LEFT (STUFF((SELECT ' ' 4ISNULL([Field],'')+ ' ' FROM CTE C

WHERE A.[Slot ID]=C.[Slot ID] AND A.[Transaction ID]=C.[Transaction ID]
And C.[Typel='S' FOR XML PATH('') ),1,1,'")
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LEN (STUFF ((SELECT ' ' +ISNULL([Field],'')+ ' ' FROM CTE C
WHERE A.[Slot ID]=C.[Slot ID] AND A.[Transaction ID]=C.[Transaction ID]
And C.[Type]='S' FOR XML PATH('') ),1,1,"'"'))=4)
AS [Update Statement],
[Slot ID]
, [Transaction ID]
,Rowlogcontents
, [A].[NonID]
FROM CTE A
GROUP BY [Slot ID]
, [Transaction ID]
,Rowlogcontents
, [A].[NonID] )
INSERT INTO #temp Data
SELECT 'Update Statement',ISNULL([Update
Statement],''), [Rowlogcontents], [Transaction ID],[Slot ID], [NonID] FROM
CTEUpdateQuery
/**************************/
--Create the column name in the same order to do pivot table.
DECLARE @FieldName VARCHAR (max)
SET (@FieldName = STUFF (
(
SELECT ', ' + CAST(QUOTENAME ([Name]) AS VARCHAR (MAX)) FROM syscolumns
WHERE id=object id('' + @SchemaName n TableName + '')
FOR XML PATH('')
)I ‘I ‘I ")
--Finally did pivot table and got the data back in the same format.
--The [Update Statement] column will give you the query that you can
execute in case of recovery.
SET @sql = 'SELECT ' + @FieldName + ', [Update Statement] FROM #temp Data
PIVOT (Min([FieldValue]) FOR FieldName IN (' + @FieldName + ', [Update
Statement])) AS pvt

Where [Transaction ID] NOT In (Select Min(Cast ([Transaction ID] as int))
as [Transaction ID] from #tempiData

Group By [Slot ID]) ORDER BY Convert (int, [Slot
ID]),Convert (int, [Transaction ID])"'

Print @sql

EXEC sp executesqgl @sql

T Cwwgw A=Y

CREATE PROCEDURE Recover Dropped Objects Detail Proc
@Date From DATETIME='1900/01/01",

@Date To DATETIME ='9999/12/31"

AS

;WITH CTE AS (Select B.name AS [Schema Name]

,REPLACE (SUBSTRING (A. [RowLog Contents 0],14,LEN(A.[RowLog Contents
01)),0x00,0x) AS [Object Name]

, [Transaction ID]

,A.[RowLog Contents 0]

FROM fn dblog(NULL,NULL) A

LEFT JOIN sys.schemas B

4
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ON CONVERT (INT,SUBSTRING ([RowLog Contents 0],2,2))= B.schema id

WHERE A.[AllocUnitName] ='sys.sysschobjs.ncl'AND

A.[Transaction ID] IN (

SELECT DISTINCT [TRANSACTION ID] FROM sys.fn dblog(NULL, NULL)

WHERE Context IN ('LCX NULL') AND Operation IN ('LOP BEGIN XACT'")

AND [Transaction Name] LIKE '3%DROP%'

AND CONVERT (NVARCHAR(11), [Begin Time]) BETWEEN (@Date From AND @Date To))

SELECT

[Schema Name]

, [Object Name]

,B.[Begin Time] AS [Dropped Date & Time]

,C.[name] AS [Dropped By User Name]

FROM CTE A

INNER JOIN fn dblog (NULL,NULL) B

ON A.[Transaction ID] =B.[Transaction ID]

AND Context IN ('LCX NULL') AND Operation IN ('LOP BEGIN XACT')
AND [Transaction Name]LIKE 'S$DROP%'

INNER JOIN sys.sysusers C ON B.[Transaction SID]=C.[Sid]
GO

--EXEC Recover Dropped Objects Detail Proc




