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/var/opt/mssql/mssql.conf
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sudo su

chown -R root /var/opt/mssql/mssqgl.conf
chgrp -R root /var/opt/mssgl/mssqgl.conf
chmod 644 /var/opt/mssgl/mssqgl.conf
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SELECT SERVERPROPERTY ('InstanceDefaultDataPath') AS

InstanceDefaultDataPath;
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sudo su

chown -R mssqgl /var/opt/mssgl/data
chgrp -R mssqgl /var/opt/mssgl/data
chmod -R 640 /var/opt/mssql/data/
chmod 755 /var/opt/mssql/data/
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SELECT SERVERPROPERTY ('InstanceDefaultLogPath') AS
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sudo su

chown -R mssqgl /var/opt/mssgl/data
chgrp -R mssqgl /var/opt/mssgl/data
chmod -R 640 /var/opt/mssqgl/data/
chmod 755 /var/opt/mssqgl/data/
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WHERE sid = 0x01
AND is disabled = 0;
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USE [master]

GO

DECLARE @tsgl nvarchar (max)

SET @tsgl = 'ALTER LOGIN ' + SUSER NAME (0x01) + ' DISABLE'
EXEC (@tsqgl)

GO
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SELECT name
FROM sys.server principals

WHERE sid = 0x01;
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ALTER LOGIN sa WITH NAME = <different user>;

Sa o5 clus B> V-7
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SELECT principal id, name,
FROM sys.server principals

WHERE name = 'sa';
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USE [master]
GO

-- If principal id = 1 or the login owns database objects, rename the
sa login

ALTER LOGIN [sa] WITH NAME = <different_name>;

GO

-—- If the login owns no database objects, then drop it
-— Do NOT drop the login if it is principal id =1
DROP LOGIN sa
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SELECT name,

CAST (value as int) as value configured,
CAST (value in use as int) as value in use
FROM sys.configurations

WHERE name = 'Ad Hoc Distributed Queries';
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EXECUTE sp configure 'show advanced options', 1;

RECONFIGURE;

1 Instance
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EXECUTE sp configure 'Ad Hoc Distributed Queries', O0;
RECONFIGURE;

GO

EXECUTE sp configure 'show advanced options', O0;

RECONFIGURE;

CLR Enabled ywlyy Y-Y
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SELECT name,

CAST (value as int) as value configured,
CAST (value_in use as int) as value in use
FROM sys.configurations

WHERE name = 'clr enabled';
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EXECUTE sp_configure 'clr enabled', 0;
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RECONFIGURE;

Cross DB Ownership Chaining ygwly,t Y=Y
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ALTER DATABASE <database name> SET DB CHAINING ON
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SELECT name,

CAST (value as int) as value configured,
CAST (value_in use as int) as value in use
FROM sys.configurations

WHERE name = 'cross db ownership chaining';
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EXECUTE sp configure 'cross db ownership chaining', 0;
RECONFIGURE;
GO
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SELECT name,

CAST (value as int) as value configured,
CAST (value in use as int) as value in use
FROM sys.configurations

WHERE name = 'Database Mail XPs';
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EXECUTE sp configure 'show advanced options', 1;
RECONFIGURE;

EXECUTE sp_configure 'Database Mail XPs', O;
RECONFIGURE;

GO

EXECUTE sp configure 'show advanced options', O0;

RECONFIGURE;
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SELECT name,

CAST (value as int) as value configured,
CAST (value in use as int) as value in use
FROM sys.configurations

WHERE name = 'Ole Automation Procedures';
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EXECUTE sp configure 'show advanced options', 1;
RECONFIGURE;

EXECUTE sp configure 'Ole Automation Procedures', 0;
RECONFIGURE;

GO

EXECUTE sp_configure 'show advanced options', 0;
RECONFIGURE;

3 Batch
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SELECT name,

CAST (value as int) as value configured,
CAST (value in use as int) as value in use
FROM sys.configurations

WHERE name = 'remote access';
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EXECUTE sp configure 'show advanced options', 1;
RECONFIGURE;

EXECUTE sp_ configure 'remote access', 0;
RECONFIGURE;

GO

EXECUTE sp_configure 'show advanced options', 0;
RECONFIGURE;

¢ Database Engine
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USE master;

GO

SELECT name,

CAST (value as int) as value configured,
CAST (value in use as int) as value in use
FROM sys.configurations

WHERE name = 'remote admin connections'

AND SERVERPROPERTY ('IsClustered') = 0;
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EXECUTE sp_configure 'remote admin connections', 0;

RECONFIGURE;

5 Cluster
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GO

Scan For Startup Procs ywl,t  Y=A
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SELECT name,

CAST (value as int) as value configured,
CAST (value in use as int) as value in use
FROM sys.configurations

WHERE name = 'scan for startup procs';
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EXECUTE sp configure 'show advanced options', 1;
RECONFIGURE;

EXECUTE sp configure 'scan for startup procs', 0;
RECONFIGURE;

GO

EXECUTE sp_configure 'show advanced options', 0;

RECONFIGURE;
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SELECT name
FROM sys.databases
WHERE is trustworthy on =1

AND name != 'msdb';
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ALTER DATABASE [<database name>] SET TRUSTWORTHY OFF;
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DECLARE @value nvarchar (256);

EXECUTE master.dbo.xp instance regread
N'HKEY LOCAL MACHINE',
N'SOFTWARE\Microsoft\Microsoft SQL
Server\MSSQLServer\SuperSocketNetLib\Tcp\IPAll",
N'TcpPort',

@value OUTPUT,

N'no output';

SELECT @value AS TCP_Port WHERE @value = '1433';
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/opt/mssqgl/bin/mssql-conf set network.tcpport <new port>
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systemctl restart mssgl-server.service
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DECLARE @getValue INT;

EXEC master..xp instance regread

@rootkey = N'HKEY LOCAL MACHINE',

@key = N'SOFTWARE\Microsoft\Microsoft SQL
Server\MSSQLServer\SuperSocketNetLib"',
@value name = N'HideInstance',

@value = @getValue OUTPUT;

SELECT @getValue;
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EXEC master..xp instance regwrite
@rootkey = N'HKEY LOCAL MACHINE',

@key = N'SOFTWARE\Microsoft\Microsoft SQL
Server\MSSQLServer\SuperSocketNetLib"',
@value name = N'HideInstance',

@type = N'REG DWORD',

Qvalue = 1;
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SELECT name,

CAST (value as int) as value configured,
CAST (value in use as int) as value in use
FROM sys.configurations

WHERE name = 'xp cmdshell';
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EXECUTE sp configure 'show advanced options', 1;
RECONFIGURE;

EXECUTE sp configure 'xp cmdshell', 0;
RECONFIGURE;

GO

EXECUTE sp configure 'show advanced options', O0;

RECONFIGURE;
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SELECT name, containment, containment desc, is auto close on

FROM sys.databases

WHERE containment <> 0 and is auto close on = 1;
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ALTER DATABASE <database name> SET AUTO CLOSE OFF;
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Aol asls
SELECT name,
permission set desc
FROM sys.assemblies
where is user defined = 1;
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ALTER ASSEMBLY <assembly name> WITH PERMISSION SET = SAFE;
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SELECT SERVERPROPERTY ('ProductLevel') as SP_installed,
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SERVERPROPERTY ('ProductVersion') as Version;
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--Download the appropriate patch and apply it to the installed version.
—--The most recent SQL Server patches can be found here:

e Hotfixes and Cumulative updates:
http://blogs.msdn.com/b/sglreleaseservices/

e Service Packs: https://support.microsoft.com/en-us/kb/3177534
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SELECT SERVERPROPERTY ('IsIntegratedSecurityOnly') as [login mode];
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USE [master]
GO

EXEC xp instance regwrite N'HKEY LOCAL MACHINE',
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N'Software\Microsoft\MSSQLServer\MSSQLServer', N'LoginMode',
REG DWORD, 1

GO
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https://docs.microsoft.com/en-us/sqgl/linux/sql-server-linux-active-
directory-authentication?view=sgl-server-2017
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USE [<database name>];

GO

EXEC sp change users login @Action='Report';
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USE [<database name>];
GO

DROP USER <username>;
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SELECT name AS DBUser

FROM sys.database principals

WHERE name NOT IN ('dbo', 'Information Schema', 'sys', '"guest')
AND type IN ('U','S','G")

AND authentication type = 2;

GO
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CREATE USER [<domain name>\<user name>];
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CREATE USER [<domain name>\<group name>];
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SELECT pr.[name], pe.[permission name], pe.[state desc]
FROM sys.server principals pr

JOIN sys.server permissions pe

ON pr.principal id = pe.grantee principal id

WHERE pr.name like 'BUILTINS';
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USE [master];

GO

DROP LOGIN [BUILTIN\<name>];
GO
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USE [master]
GO

SELECT pr. [name] AS LocalGroupName, pe. [permission name],
pe. [state desc]

FROM sys.server principals pr

JOIN sys.server permissions pe

ON pr.[principal id] pe. [grantee principal id]
WHERE pr.[type desc] = 'WINDOWS GROUP'

AND pr.[name] like CAST (SERVERPROPERTY ('MachineName') AS nvarchar) +

Tor.
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USE [master]

GO

DROP LOGIN [<name>]
GO
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SELECT name, LOGINPROPERTY (name, 'IsMustChange') IsMustChange From
sys.sql logins where name like '<login name>';
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CREATE LOGIN <login name> WITH PASSWORD = '<password value>'
MUST_ CHANGE,

CHECK EXPIRATION = ON, CHECK POLICY = ON;
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ALTER LOGIN <login name> WITH PASSWORD = '<new password value>'
MUST_ CHANGE;
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SELECT 1. [name], 'sysadmin membership' AS 'Access Method'
FROM sys.sql logins AS 1

WHERE IS SRVROLEMEMBER ('sysadmin',name) = 1

AND l.is expiration checked <> 1

UNION ALL

SELECT 1. [name], 'CONTROL SERVER' AS 'Access Method'

FROM sys.sql logins AS 1

JOIN sys.server permissions AS p

ON l.principal id = p.grantee principal id

WHERE p.type = 'CL' AND p.state IN ('G', 'W'")

AND l.is expiration checked <> 1;
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ALTER LOGIN [<login name>] WITH CHECK EXPIRATION = ON;
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SELECT name, 1is disabled

FROM sys.sql logins

WHERE is policy checked = 0;
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ALTER LOGIN [<login name>] WITH CHECK POLICY = ON;
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USE [<database name>];

GO

SELECT DB NAME () AS DatabaseName, 'guest' AS Database User,
[permission name], [state desc]

FROM sys.database permissions

WHERE [grantee principal id] = DATABASE PRINCIPAL ID('guest')
AND [state desc] LIKE 'GRANTS%'

AND [permission name] = 'CONNECT'

AND DB NAME () NOT IN ('master', 'tempdb', 'msdb');
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USE [<database name>];
GO
REVOKE CONNECT FROM guest;
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groups mssql
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sudo deluser mssqgl <group name>
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sudo /opt/mssgl/bin/mssqgl-conf set sglagent.enabled true

sudo systemctl restart mysgl-server
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sudo deluser mssqgl <group name>
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sudo apt-get install -y mssgl-server-fts
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sudo deluser mssqgl <group name>
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SELECT *
FROM master.sys.server permissions

WHERE (grantee principal id = SUSER SID(N'public') and state desc LIKE

'GRANTS ')

AND NOT (state desc = 'GRANT' and [permission name] = 'VIEW ANY
DATABASE'

and class desc = 'SERVER')

AND NOT (state desc = 'GRANT' and [permission name] = 'CONNECT' and
class _desc = 'ENDPOINT' and major id = 2)

AND NOT (state desc = 'GRANT' and [permission name] = 'CONNECT' and
class_desc = 'ENDPOINT' and major id = 3)

AND NOT (state desc = 'GRANT' and [permission name] = 'CONNECT' and
class_desc = 'ENDPOINT' and major id = 4)

AND NOT (state desc = 'GRANT' and [permission name] = 'CONNECT' and
class desc = 'ENDPOINT' and major id = 5);
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USE [master]

GO

REVOKE <permission name> FROM public;
GO
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USE [msdb]

GO

SELECT sp.name AS proxyname

FROM dbo.sysproxylogin spl

JOIN sys.database principals dp

ON dp.sid = spl.sid

JOIN sysproxies sp

ON sp.proxy id = spl.proxy id

WHERE principal id = USER ID('public');
GO
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USE [msdb]
GO
EXEC dbo.sp revoke login from proxy @name = N'public', @proxy name =

N'<proxyname>';

GO
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DECLARE @NumErrorLogs int;

EXEC master.sys.xp instance regread

N'HKEY LOCAL MACHINE',
N'Software\Microsoft\MSSQLServer\MSSQLServer"',
N'NumErrorLogs',

@NumErrorLogs OUTPUT;

SELECT ISNULL (@NumErrorLogs, -1) AS [NumberOfLogFiles];
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EXEC master.sys.xp instance regwrite
N'HKEY LOCAL MACHINE',
N'Software\Microsoft\MSSQLServer\MSSQLServer',
N'NumErrorLogs',

REG_DWORD,

<NumberAbovel2>;
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CAST (value as int) as value configured,
CAST (value in use as int) as value in use
FROM sys.configurations

WHERE name = 'default trace enabled';
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EXECUTE sp configure 'show advanced options', 1;
RECONFIGURE;

EXECUTE sp configure 'default trace enabled', 1;
RECONFIGURE;

GO

EXECUTE sp configure 'show advanced options', O0;
RECONFIGURE;
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EXEC xp loginconfig 'audit level';
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EXEC xp instance regwrite N'HKEY LOCAL MACHINE',

N'Software\Microsoft\MSSQLServer\MSSQLServer"', N'AuditLevel',
REG_DWORD, 2

SQL Server Audit putis  0-¥
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SELECT

S.name AS 'Audit Name'

, CASE S.is state enabled

WHEN 1 THEN 'Y'

WHEN O THEN 'N' END AS 'Audit Enabled'

, S.type desc AS 'Write Location'

;, SA.name AS 'Audit Specification Name'

, CASE SA.is state enabled

WHEN 1 THEN 'Y'

WHEN O THEN 'N' END AS 'Audit Specification Enabled’
, SAD.audit action name

, SAD.audited result

FROM sys.server audit specification details AS SAD

JOIN sys.server audit specifications AS SA
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ON SAD.server specification id = SA.server specification id
JOIN sys.server audits AS S

ON SA.audit guid = S.audit guid

WHERE SAD.audit action id IN ('CNAU', 'LGFL', 'LGSD');

s s )18 550 lse audit_action_name ;jsiw j0 a5 ad b jhu an Jold b 358 low 5 9,5

sl

AUDIT_CHANGE_GROUP e
FAILED_LOGIN_GROUP e
SUCCESSFUL_LOGIN_GROUP
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CREATE SERVER AUDIT TrackLogins
TO APPLICATION LOG;

GO

CREATE SERVER AUDIT SPECIFICATION TrackAllLogins
FOR SERVER AUDIT TrackLogins
ADD (FAILED LOGIN GROUP),

ADD (SUCCESSFUL LOGIN_ GROUP),
ADD (AUDIT CHANGE GROUP)

WITH (STATE = ON);

GO

ALTER SERVER AUDIT TrackLogins
WITH (STATE = ON);

GO
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USE [<database name>]

GO

SELECT db_name () AS Database Name, name AS Key Name

FROM sys.symmetric keys

WHERE algorithm desc NOT IN ('AES 128','AES 192','AES 256'")
AND db id() > 4;

GO
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CREATE SYMMETRIC KEY <key name>
WITH ALGORITHM = <algorithm>
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ENCRYPTION BY <encrypting mechanism>;
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DROP SYMMETRIC KEY <symmetric key name>
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USE <database name>;

GO

SELECT db name () AS Database Name, name AS Key Name
FROM sys.asymmetric keys

WHERE key length < 2048

AND db id() > 4;

GO
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CREATE ASYMMETRIC KEY <key name>
WITH ALGORITHM = <algorithm>

ENCRYPTION BY <encrypting mechanism>;
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<algorithm> ::=

{ RSA_4096 | RSA_3072 | RSA 2048 | RSA 1024 | RSA 512 }
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DROP ASYMMETRIC KEY <key name>;
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Sl oad ools lid (V) S j0 aeb p ol (29,5 5l slaigad 09 co o First_test_result Ll o

"MSSQL RESULT" "EXPECTED RESULT"
<------1-1-Status of SA Login Account ------ > <------1-1-Status of SA Login Account ------ >
sa @ | NONE
<------1-2-SA Login Renamed ------ > <------1-2-SA Login Renamed ------ =
sa | NONE
<------1-3-SA Name Existence ------ > <------1-3-SA Name Existence ------ >
1 sa | NONE
--2-1-Ad Hoc Distributed Queries Parameter ------ > --2-1-Ad Hoc Distributed Queries Parameter ------ >
Ad Hoc Distributed Queries @ © Ad Hoc Distributed Queries © ©
S 2-10-Port Parameter ------ > S 2-10-Port Parameter ------ >
1433 | port = '<Approp\riate value="'

> port != 1433

<------ 2-12-xp_cmdshell Parameter ------ > R 2-12-xp_cmdshell Parameter ------ >
xp_cmdshell 8 © xp_cmdshell @ ©

first_test_result JoUd lguizmo s} JSC&
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A% wls> 0,3 second_test_result

| "MSSQL RESULT" "EXPECTED RESULT"
<------1-1-Status of SA Login Account ------ > <------1-1-5tatus of SA Login Account ------ =
NONE NONE
<------1-2-SA Login Renamed ------ > <------1-2-SA Login Renamed ------ >
NONE NONE
<------1-3-SA Name Existence ------ > <------1-3-5A Name Existence ------ >
NONE NONE
<------2-1-Ad Hoc Distributed Queries Parameter ------ > <------2-1-Ad Hoc Distributed Queries Parameter ------ >
Ad Hoc Distributed Queries 0 © Ad Hoc Distributed Queries @ ©
<------ 2-10-Port Parameter ------ > R 2-10-Port Parameter ------ >
1477 | port = '<Appropriate value='
> port != 1433
S 2-12-xp_cmdshell Parameter ------ > L 2-12-xp_cmdshell Parameter ------ >
xp_cmdshell 8 @ xp_cmdshell @ ©
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