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EXEC xp_readerrorlog @, 1, N'Logging SQL Server messages in file'

EXEC xp_readerrorlog @, 1, N'Logging SQL Server messages in file'

% -«

] Resuts 3 Messages

LogDate Pocessinfo  Tet
17-1}9{#517551}62‘21} Server Logging SGL Server messages infle C:\Program Fles 6B6)\Wicrosoft SQL Server\MSSQL10_50. SADATABASE\MSSGL Log\ERRORLOG.

SQL Server s bas sl g, b b eV K2
LS ngl.lfrb' os U gode Lgey L ERRORLOG &)y gmas 1y Ua LB 51 S 58 5 5505
ez 5 5d o 3wl SQL Server instance (g3lulely S s L ddr slax K5I, LG V]
5k Ok e sl S, b sl slieas sp_cycle_errorlog et gas; 51 015 e
[Y] 5,5 eslael SQL Server instance sdzs (g3l
iaman 3 S b e Kol s gaslp Ul ol 0l e dlax sy, Job (gl gime (gotalie | shiens

(Y JK3) 5 5 sdalise Microsoft SQL Server Management studio 1 1, s B -l (gl ge Ol 55 o0
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Object Explorer -
Connect~ i @ @ “F E ;
= LB SEPIDEH-PCVSADATABASE (SQL Server11.0.2100 -
[ Databases
[ Security
[ Server Objects
[ Replication
|E| [ Management |
f_jﬂ Policy Management
E._,;1 Extended Events
= 3 SQL Server Logs
&4 Archive #1 - 9/3/2017 11:03:00 PM
H4] Archive £2 - 9/2/2017 11:44:00 PM
#4] Archive #3 - 8/31/2017 5:18:00 PM
#4] Archive #4 - 8/31/2017 3:57:00 PM
#4] Archive #5 - 8/31/2017 2:26:00 PM
#4] Archive #6 - 8/31/2017 10:11:00 AM

SSMS 3 Uas sl g, b b (gl goee sdalin ¥ S

Soldo 3 (sassy Lo osp_readerrorlog et (oddetd sasy 3 esliad (s el

Y] S oo 3L s 1y 5 bl L sp_readerrorlog (s« s, .ol xp_readerrorlog (sadlasw &5
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EXEC sp_readerrorlog @, 1;
EXEC xp_ readerrorlog @, 1;

100 % - 4
] Results _'_'] Messages |
LogDate Processinfo  Text

1 2017-09-05 17:55:06.030 Server Microsoft SQL Server 2012 - 11.0.2100.60 (Intel X86) F..
2 2070905 175506170 Server () Microsoft Corporation.
3 20170505 175506170 Server All rights reserved.

4 2709405 175506170 Server Server process [Dis 1168,
5 2070905 175506170 Server System Manufacturer: “Apple Inc.’, System Model: "MacBo...
& 201705405 175506150  Server Authentication mode is MIXED.
7 2709405 175506220 Server Logging SGL Server messages in file 'C:\Program Files (3.
a 20170505 17:55:06.220  Server The service account is WORKGROUPAWSEPIDEH-PCE'. ...
5 201705405 17.55:06.260  Server Registry startup parameters:  -d C:\Program Files (cB6)"...
10 20170905 17:55:06 260  Server Command Line Statup Parameters: < "SADATABASE"
11 201705405 175619520 Server SQL Server detected 1 sockets with 4 cores per socket a...
12 20170805 17:56:19520 Server SGL Serveris starting at nomal priorty base (=7). Thisisa...
13 20170505 17:56:19520  Server Detected 2102 ME of RAM. Thig is an irformational mess...
14 20170505 175615600 Server IJsing conventional memory in the memorny manager.
15 20170805 17:56:29.960  Server This instance of SGL Server last reported using a process ..

Gl sl Kl y, hU gl g sdalin ¥ S
S9%ay 5 balhy, ool Y-N-Y

e S Js 55 e eslansd SQL server Lw g ()l Ssbas Tiadns s laslus, o
Sl (g5l 5t s sl s, b [¥] Ll e olea SQL 155,18 glallax 2 gl Sl
J)b.o J.Au)')x..:))b D\%)JCMJLS‘JJ L;Ld‘ >)yw.c~w|SQL)|)§)lS oD LS")L.)" L;S.QBJJLM

1] MSQL)\ﬁ)S;&&wéuwﬁ)’ ool Sledlbl Sl K p S ey )
LS o =i 1, SQL Server agent 5 SQL 158,18 0555 slaslis s, 163,08 gasli )
S o O Sl Gidal 5,40 s Sledblicel Y

.,\.SL;:C,.JU U ;ﬁj}éj‘.ﬁ\ob LSL“JU".’J) :V.'I...M.;...» Y

® Windows event log
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whylelelibl g sgls ol
(F USK8) 555 e el event viewer | edicd glasli 5, 3l arws pl (godalin ;) shaea
e I W T i & W 2020
file Adion View Help
kil
] Event Viewer (Local Application  Number of events: 13,45
4 ':-&Cu;tum\fiews -
T Adminisatve vt Level Date and Time Source EventID Task Category \:|
T NewView (i)nformation  9/5/T1747PM | MSSQLSSADATABASE 17137 Server -
o [ Windows Logs ({)nformation  9/5/07104747PM | MSSOLSSADATABASE 17137 Server
@App\icaﬁon @Im’urmatiun O/5/0IT100747PM | MSSOLSSADATABASE 1137 Server
& Seaurty ({)nformation  9/5/207104745PM | MSSOLISADATABASE 17137 Sewer
o Setup (i)nformation  9/5/07104745PM | MSSQLSSADATABASE 17137 Sewer
fd Setem (i)information  9/5/207104002PM | MSSOLSSADATABASE 1717 Sever
] Fomarded Eents (D)information  9/5/2017TI0A001PM | MSSQLSSADATABASE 17137 Sever
b 04 Applcatonsand Sevics Logs (Diformation 9/52ITIIONPM | MSSQUISADATABASE 8 Sever
&4 Subscrptions (i)nformation 9/5/207104001PM | MSSQLSSADATABASE M3 Server
(D)information 4/S/2071A000PM | SSQLSSADATABASE 113 Sever
(D)information 4/S/0TALABISPM | VSSOLISADATABASE 113 Sever
@Im‘ormatmn 9/5/01T1008:24PM | MSSQLSSADATABASE 1137 Server
@Im‘ormatmn /52017 1008:4 P | MSSQLSSADATABASE 1137 Sever
(i information Q/3/7017 10408:73 Phe MSSOI SSANATARASF 17137 Server X
1] 1n |}
Sadkiy pe bola g, e ¥ IS
SQL Server Agent 4 b g o slaslag, cd Y-\-¥
" . N . .. .ot . . . .
l.3 .E.‘.:JA 6&:— 9 J‘.L....A &L&rlﬁ ‘Wﬂ‘} U’i‘ el )lS ﬂ)“-‘bﬁ Wﬁ‘) SQL Server agent
. . . . F. . .
O JK3) 558 o 1l 55 55w SQL Server agent L L Sl
USE MASTER
GO
EXEC msdb..sp_get _sqlagent_properties
GO

* Job scheduling subsystem

»
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uﬁ:‘;ﬂ;‘:ﬁ:ﬁ;“ MSSQL (gesls elig.tg BN wL.:Tf 9 G “5)@5;“%‘” ‘c’;ﬁb ééﬁ
USE MASTER
G0
EXEC msdb. .sp_get sqlagent properties
G0
% ~

1 Resuts |3 Messages

ver restat  jobhistory_max_rows  jobhistory_ma_rows p... 0 emorogging _lzvel
1000 100 C\Program Fies G:B6)\Microsaft SOL Server\MSSQL10_50 SADATABASE\MSSAL Lag\SQLAGENT OUT 3

SQL Server agent b ks o o, &Kl g, sla LU e 0 IS

b syls e &5 1, SQL Server agent 4 bge gl o K5I, B 4 SQL LIS,
Lslas) 40 5lesyw ol 5o, s b g sl el SQLAGENT.OUT > 5,5l s,

D Lo (51080l (¢ S

] SQLAGEN'T 9/5/2017 6:00 PM 1 File 3KE

| | SQLAGENT.2 0/3/2017 5:40 PM 2 File 3KE
| | SQLAGENT.3 9/2/2017 6:25 PM 3 File 3KE
|| SQLAGENT .4 8/31/2017 4:04 PM 4 File 3KE
| | SQLAGEMNT.S 8/31/2017 2233 PM 5 File 3KE
| | SQLAGEMT.G 8/31/20171:18 PM 6 File 3KE
|| SQLAGENT.7 8/31/2017 9:37 AM 7 File 3KE
| | SQLAGENT.S 8/31/2017 9:29 AM & File 3KB
| | SQLAGENTS | 8/31/2017 9:22 AM 9 File 3 KB
||_, SQLAGENT.OUT 0/6/2017 6:53 PM QuUT File 3KE

SQL Server agent L L o 5, Kslh g, sl b5 K5

o5 31 SQL Server agent 4 b s o 5l 5,800, Kb onl [ shiea s Ol &S bl

[V] 5}":’;5‘ oalanol (V J.{.& b LBJUQ"’) j'.’.)

EXEC xp_readerrorlog 0, 2; ‘
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EXEC xp_readerrorlog @, 2;|

0% -4 4

[ Resulls |7y Messages

LogDate Emorlevel  Tedt
| 20170906 18:49:22000 | 3 (100] Microsot SQLServerAgent version 11.0.2100.60 (x36 uricods reta buld) : Process 1D 2348
AT 134522000 3 1495] The SQL Server Agert sarup senvice accountis WORKGROUP\SEPIDEH-CS,
201740506 18:49:36000 1 (298] SQLServer Bmor: 225, The EXECUTE pemission was denied on the object 'sp_salagent_update_agent xps’ database madb’, schema ‘dbo’. [SGLSTATE 42000] .
20170506 18:43:36.000 1 [000] The EXECUTE permission was denied on the object ‘sp_sqlagent_update_agent_ps', database msdb’, schema dbo’. [SALSTATE 42000] (Eror 223)
20170506 18:43:36.000 1 [298] SQLServer Bmor: 229, The EXECUTE pemission was denied on the object 'sp_sqlagent_update_agent xps’, database msdb', schema ‘dbo’. [SQLSTATE 42000]...
20170506 18:43:36.000 1 [000] The EXECUTE permission was denied on the object 'sp_sqlagent_update_agent_ps', database msdb’, schema dbo’. [SGLSTATE 42000] (Eror 225)
3

2017-03-06 18:53:33.000 (098] SCLServerAgent terminated {nomally)

SQL Server agent b ki o g b o,Eslh 5, b ol sow godalin V K2

SQL Server Profiler 4 b g 0 sbasldg, < Y-V-¢
sl p 4 by e slales & Sl s sl f o5 58 sasl oLy Lol il SQL Server Profiler
sosls oL ol el SQL Server Profiler 5,8 o 13 sslizuls ;e o3l oL (5,
SQL Server Profiler « b s 0 (5,051 55 gl bbb . 5 o LB 5 ST gla s gl 1, 15,8
Shatws cpl Gilwe w3 55 Yn e 3L (6l o [¥] des log_<log number>.tre Ll gl )l

A JSKE) 555 e eslinal 5 5 gnas sl sla L

SELECT path
FROM sys.traces
WHERE is_default = 1;

5 Primary application tracing tool
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SISELECT path
FROM sys.traces
WHERE is_default = 1;

100 % ~ 4

EH Resulis '3 Messages

path
1 C:Program Files &86)\Microsoft SQL ServerMSSQL10_50.5ADATABASENMSSQL\LogYeog_37trc

SQL Server Profiler 4 b 5,0 5,\Ksl4 9, s b e A K2

(A JSS) 55 e el 5 g Sl sl Sl LL gl ge sodalin

SELECT *

FROM fn_trace gettable

("C:\Program Files (x86)\Microsoft SQL
Server\MSSQL10_50.SADATABASE\MSSQL\Log\log 37.trc', default);
GO

- SELECT *
FROM fn_trace_gettable
("C:\Program Files (x86)\Microsoft SQL Server\MSSQL18 5@.SADATABASE\MSSQL\Log\log 37.trc', default);

G0
0% = ¢ m | -
[ Resuts 3 Messages

TextData BinaryData DatabaselD TransactionlD  LineNumber  NTUserName  NTDomainName  H
1 NULL ¢ [FFFES00201004D006500630072006F 0073006F 006B0074...  NULL NULL NULL NULL NULL N
2 NULL NULL NULL NULL NULL NULL NULL N
3 NULL NULL NULL NULL NULL NULL NULL N
4 SELECT [path] FROM [sys] fraces] WHERE [s_defa . NULL 1 3552 NULL Sepideh Sepideh-FC §
5 NO STATS:(mssglsystemresource] [sys] [syscolpars]...  NULL 1 477 NULL Sepideh Sepideh-FC ]
6 NO STATS:(mssqlsystemresource] [sys] [syscolpars]..  NULL 1 18529 NULL Sepideh Sepideh-PC ]
7 SELECT [path] FROM [sys] fraces] WHERE fis_defa..  NULL 1 14358 NULL Sepideh Sepideh-FC §
8 1 §

SELECT® FROMfn_trace gettable (C:\Program.. NULL 45660 NULL Sepideh Sepideh-PC

SQL Server Profiler 4 b g 0 5, 5,510, JU gl s godalin 4 S

JS'; ‘5JL<;5‘J..{JJ Jiu Y—\—o
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Sl sy S| S Cae iS5
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Oty b JolS Olardy sla kB o 2T aST3l s T plorasy el anls 5 Sl
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5 Failure

" Restore

8 Roll back

¥ Buffer cache
1% Failure

' Filegroup

12 Roll forward

1¥ Differential backup
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ol s, sla b a was o | S5 1, ST sl s LB as Sl LB L LB
B nd s o e 0315 oL 55 g0 Lo 5 WO 3lAn 5 (Silome sl JB il s o e
Gla bl Llg o pde pomen Sl o pls Sodge p S5 0, LUl Sl
e L L bl gl &S Gl 1y ala BB OF 51 S slsl Kl la b @ gdidr S5

[0] das

s el oL G w by e 1S1 5 (6K, LB 3,5 55 Sl 03551 Cows 4 shates
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USE AdventureWorks2012;

SELECT name,

size, -- in 8-KB pages
max_size, -- in 8-KB pages
growth,

is_percent_growth
FROM sys.database_ files
WHERE type desc = 'LOG'

" Virtual log files
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-IUSE AdventurelWorks2812;

SISELECT name,

size, -- in B-KB pages
max_size, -- in 8-KB pages
growth,

is_percent_growth
FROM sys.database files
WHERE type desc = 'LOG'

W0 - 4|

[ Results 3 Messages

name size  max_size growth  is_percent_growth
1 AdventureWorks2012 log | 112 263435456 10 1

0315 oL G a4 bg e S5 sl g, Jolb sjee 3 ST ISS
o o s el 815 Sl L S sl L eals ol ST s Ve S
3,0
o3liiad 5 st Seals sl S by 815 sy LB e 0355 s 4 ol
(JK8) 355 0

SELECT * FROM sys.master_files WHERE name =
'AdventureWorks2012 log';
select * from sys.master files where name = 'Adventurellorks2812 log";

0% -1 4
3 Resdts |}y Messages

s desc et spaced  name physical_name stete  state_desc
13 0 AdventureWorks2012_Jog | C:\Program Fles 6e88)\Wicrosoft AL Server\MSSGL10_50 SADATABASE\MSSQL\DATA AdventureWorks 2012 log Idf 0 ONUNE

DRS15 6, s gy BB 3lme i3 Joua V) K2

() K5 555 e eslazal fn_dblog() lej 3 osS1 5 L Kslu s, L (gl gme sdalin ) shiaa

select [Current LSN],
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MSSQL ‘5ea|: eti_a.tgg ) wu‘;f 39 S ‘6JL<;-’|-'\.’.}) ‘eﬁb 55;.‘)

[Operation],
[Transaction Name],
[Transaction ID],
[Transaction SID],
[SPID],

[Begin Time]

FROM fn_dblog(null,null)

Jselect [Current LSN],
[Operation],
[Transaction Name],
[Transaction 1D],
[Transaction SID],
[SPID],
[Begin Time]
FROM  fn_dblog(null,null)

W% + ¢ I |
[ Reits _j Wessages
Curert LSN (peration Transaction Name Transaction D Transaction SID SPID Begin Time 4
80 D0000DZ0:000000e=:0005  LOP_ABORT_XACT  NULL (000:00000335  NULL NULL  NULL
81 00000020:000000e=:0006  LOP_BEGIN_XACT  INSERT (000:00000356  0¢(10500000000000515000000CR0346508808182C298084.. 53 2017/09/0712:40:
82 D0000020:000000e=:0007  LOP_INSERT_ROWS  NULL (000:00000356  NULL NULL  NULL
83 00000020:000000e=:0008  LOP_COMMIT_XACT  NULL (000:00000356  NULL NULL - NULL
8 i CREATE TABLE (000:00000357  0e010500000000000515000000CB0346908808182C298084.. 53 2017/08/0712:40:
8 hﬂ-l]-l]-ﬂ-l]ﬂ?ﬂ:ﬂ-l]-l]-[l-l]ﬂﬂ:ﬂ-l]ﬂ? LOP_LOCK XACT  NULL 0000:00000357  NULL NULL - NULL
86 DD0000Z0:000000F0:0003  LOP_INSERT_ROWS  NULL 0000:00000357  NULL NULL  NULL
87 00000020:000000F0:0004  LOP_DELETE RO..  NULL 0000:00000357  NULL NULL - NULL
88 D0D00DZ0:000000F0:0005  LOP_ABORT_XACT  NULL 0000:00000357  NULL NULL  NULL
85 00000020:00000CFC:0006  LOP_BEGIN_XACT  INSERT (000:00000358  0¢(10500000000000515000000CR0346508808182C298084.. 53 2017/09/0712:40:
90 D0000DZ0:000000F0:0007  LOP_INSERT_ROWS  NULL (000:00000358  NULL NULL  NULL
91 00000020:000000F0:0008  LOP_COMMIT_XACT  NULL 0000:00000358  NULL NULL - NULL
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CREATE SERVER AUDIT [AdventureWorksAudit_DDL_Access] TO FILE
(FILEPATH = N'C:\Users\Sepideh\Desktop\mssqlAudit"

,MAXSIZE = 10 MB

)
WITH

(QUEUE_DELAY = 1000
,ON_FAILURE = CONTINUE

)

21 Windows security log

22 Windows application log
% File roll over policy

%4 Fail the operation

25 Rollover
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ALTER SERVER AUDIT [AdventureWorksAudit DDL_Access]WITH (STATE =
ON)
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SUCCESSFUL _LOGIN _GROUP o

FAILED LOGIN_GROUP o
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CREATE SERVER AUDIT SPECIFICATION [SQL2012 FailedLogins_DbChanges]
FOR SERVER AUDIT [AdventureWorksAudit_DDL_Access]

ADD (FAILED LOGIN_GROUP),

ADD (DATABASE_CHANGE_GROUP)

WITH (STATE = ON)

GO

5,13 ALTER ANY SERVER AUDIT jsme 4 5L 1) < 555,15 (6 pran (Sauaseion sl slata

a3 e S 4 |y (S pee sotalia go3lrl CONTROL SERVER ;s

GRANT ALTER ANY SERVER AUDIT TO testll

GRANT CONTROL SERVER TO testll
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CREATE DATABASE AUDIT SPECIFICATION [AW DDL_Access dbSpec]
FOR SERVER AUDIT [AdventureWorksAudit_DDL_Access]

ADD (SCHEMA_OBJECT ACCESS_GROUP),

ADD (SCHEMA_ OBJECT_CHANGE_GROUP)

WITH (STATE = ON)

GO

ALTER ANY DATABASE (slajsmes &l )5 4 cosls olly (e Dlaaseio (5 slitan,

55 Wael o315 oL g5, CONTROL L ALTER L AUDIT

GRANT ALTER ANY DATABASE AUDIT TO testll;
GRANT CONTROL TO testlil;

GRANT ALTER TO testli;

S ot Jilé slresls DXl Y-Y

958 LSL“J:{LQ OJ\J“}} ))Jawu\.: .,\;}&Lgc 42.2‘3}“&_93‘53 ) gl daio Jib 00 S leMb!

7] 2l 3Lzl an @U ol s o0 eslinal fn_get audit file() @U e
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55 75 O 3 A 0y 65 ol 6 5 s edf o g6
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3,8 ekl 53 &y 4 fn_get audit file() GU Ol o Jle Ol goas

SELECT * FROM
fn_get audit file('C:\Users\Sepideh\Desktop\mssqlAudit\*"',
default, default);
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4 HPC\SADATABASE <action_nfo xmins="http://ach
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KF SysTools SQL Recovery v6.3 (Demo Version)

SOFTWARE

SYSTOOLS

SysTools

SQL RECOVERY

OME CLICK TOOL TO REPAIR CORRUPT MODF FILES

Open

B

Save

Ky

Export

ﬁ"

Load

| =1-§F encrypt_test(SQL Server 2012
Bj Tables(2)

ﬁ‘.‘ Wiews(0)

@.} Stored Procedures(0)
¥ Rules(0)

& Triggers(0)

-~ Functions(0)

55 dbo.Customer_data
=-7 dbo.test

=5 Columns

: 'l? Keys

@ Indexes

e e

4

§ Add File

Scan Options |NDF Options|

Scan Mode

@ Quick Scan

() Advance Scan

Select version

[¥] Auto detect SQL server file {.mdf) version

Mote : Selecting wrong version may result in inconsistent behaviour

@ Microsoft SQL Server 2000
Microsoft SQL Server 2005

Microsoft SQL Server 2014

Microsoft SQL Server 2008
or 2008 R2 database

Microsoft SQL Server 2012

Microsoft SQL Server 2016

[ ok

J

[ Cancel

T 3

< 11 on Page 1 =

=

Quick scan mode will display only 500 records from each table.

Select the mdf file to recover,

djxlw‘ Aled 549, QT

SysTools SQL Recovery || V¥ |2

L Oldime oS S5 Hlr SQL Server 5l |l a0 rK;A 53
Sl 53 b SQL Server esls oKl s 1y SQL kb il e Oliies 13l ol 55 ol dalps
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wlalele Ul g 58 ylojlus
v SysTools SOL Recovery ve.1 (Full version) = O
SysTools
YSTOOLS  SQL RECOVERY
- OME CLICK TOOL TO REPAIR CORRUPT MDF FILES
;_,x] E E = SysTools SQL Recovery n
Expart To/As
: Opikn | ] | [ERpart 0= - .
- i SAMPLEI(SOL Server 2008) | dbo.AR_APS ® S0L Server Database JSQL Server Compabible SQL Scripts . .
- jghleslfﬂ] CooE Database Credentials REFND *
- dbo.AR_APS =
e | Colurmie &2 [#] Create destination database
2]
| a Indeses ™ Server Name Database Name :  SAMPLEZ_Recovered
i = dbo.BATCH ]
i =1 dbo.BROKER 8 Uiser Name : Password :
] dbo.ITEMMST &4
4 7 dbo.LEDGER e = [¥|SAMPLE2(SGL Sarver 200E) w| | Ewert
7] dbo.MASTER e o W TABLES i With enly schema
] dbo.tbl_ACCs ¥ dba AR APS (Th 1l ol
4] dbo.tbl_ACCs_Hdr &9 7 dbo. BATCH is option will only create
\ v - = o schema for the selected
i] Views{l) & » dbo.BROKER tables/views! procedures)
#-Of Stored Frocedures(6) ] + dba ITEMHST
o Rules(0) &8 + dba.LEDGER (@ With Scherna & Data
S} Trigpers(o) = ¥ dbo.MASTER '
94 Functions(s)  dba.thl_ACCs (This cptian will expert schema
) "u':dhh thI_MZEs Hdr a5 well data for the table)
Ll zﬁzéws - -
&9 = [¥STORED PROCEDURE
64 o 5p_sg_NextMyld_Acc_Hdr ™ Export Cancal w
[ | —— »
00 onPage 1 = EY
Ready
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ApexSQL Log .\
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O peration Schema Object User Begin time

1 »" Update dboe Employees GRAVEYARDVMmpostoR 2015-11-26 16:02:57

1 w” Update dbo Employees GRAVEYARDVMmpostoR 2015-11-26 16:02:16

P Insert dbo Employees GRAVEYARDVMmpostoR 2015-11-26 16:07:41
I x Delete dbo Employees GRAVETYARDVUMpostoR 2015-11-26 16:08:33

> Delete dbo Employees GRAVEYARDVMpostoR 2015-11-26 16:08:323

H = e

© > 3%

rRoll the changes back and

Sawve Sawve as Execute Check Unda Redao Cut preview the change script
sytax

| File Il sQL Il

a -—- This UNDO script was generated with ApexSQL Log 20816.01.114% on 11-27
2 -— MOTE: Operations in UNDYD scripts are always ocutput in descending order
3 - - SERWER GRAVEYARDWMSSQLSERWERZ®14

< -- DATABASE ApexSQLLogTest

=

=3 -—- DELETE (e2P22p2s:epeepere:eee2) done at 11-26-2015 16:B88:33.383 by

7 | INSERT INTDO [dbo].[Employees] ([EmployeeMame], [EmployeelLastMame])

8 WALUES (M'Calwin' COLLATE SQL_Latinl_ General CP1_CI_AS, M'Cans' COLLATE
= =D
a1e -— IMSERT ( 28 = Esreea2) done at 11-26-2015 16:@7:41.753 by
il BEGIN TRANSACTIOMN
12 | DELETE FROM [dbo].[Employees] WHERE [EmployeeMam=s] = MN'Calwin’® COLLATE
A3 IF @EROCWCOUMT <= 1 COMMIT TRANSACTION ELSE BEGIN ROLLBACK TRAMNSACTIOMNS
14 PRIMT 'ERRIOR: STATEMENT AFFECTED MIRE THAMN ONE ROW. ALL THE CHANGES WERE
is
16
A7 -—- FINMISHED OM 11-27-2815 A1A7:1e:89.548
is -- TOTAL OPERATIOMNS PROCESSED 2
ig -—-— EMD OF FILE

o313 ol ST 5 sdome gl 2l b 5 Fis V0 IS

laesls oLsL tesls =~ Dk o3l alfib O b das o gl SIS S gl Y

(OF JK2) esls oL JS 0Ll S50 eSS Oy a3l b sl &

x Delete dbo Employees GRAVEYARDUmpostoR 11-26-2015 16:08:33
x Delete dbo Employees GRAVEYARDUmpostoR 11-26-2015 16:08:33
x Delete dbo Employees GRAVEYARDUmpostoR 11-26-2015 16:08:33
x Delete dbo Employees GRAVEYARD\mpostoR 11-26-2015 16:08:33

OEOO

View deleted data for

! each operation
Operation details Row histony Undo

Field Type Walue

Employeehlame mvarchar(20) Philip

EmployeslastName mvarchar(50) Mew

EmployesDOB mvarchar(50) 112011588

EmployesSalary maoney 31000.0000

EmployesEmail mvarchar(50) MewPhil@work.com

0315 oL O pre by (ghas b G ST 5w sSms gl I VPSS
C""*""bbﬂ"‘;’gL;’LAJA%JJ‘)LSJCZ-A;:‘J“S?&%‘J)‘GMJJJ ¥
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Grid fiter W Open Vg Save Y, Clear

Time DML DDL Users Other

H| | Operation
e Create Default Constraint
v &= Create Default Constraint
s Create Foreign Key

Schema | Object

DF__employee_ pub_id__ 2F 100078
DF__employee__hire_d__30F&43ED
FK__employes__job_id__2D27B309

8] | Operation W , Create Foreign Key FK__employes_ pub_id_ 30042484
v| | 3 Create Default “ [é_ﬂ Create Check Constraint CK_emp_id
v | &5 Create Default Constraint ,. Create Foreign Key FK__pub_info__pub_id__286302EC
W » Create Foreign Key e Create Default Constraint DF__titles__ type_ 117F9094
v _,f{ Create Function v/ 5] Create Default Constraint DF __titles_ pubdate_ 1367E608
v | T Create Index \ Creats Foreign Key Fr__tites_ pub_id_ 1273C1CD
> , Create Primary Key » Create Foreign Key FK_rD\,rsd'led_ﬁ.ﬁe_].EDQQBBZ
", ] Create Procedure v » Create Fore?gn Key FK_saIes_s.bJr_.|d_1BFD2CD?
, Create Foreign Key F¥__sales_ title_id_ 1CF15040
v [E] Create Rule ) ) -
,. Create Foreign Key FK__ titleauth_ su_id_ 16445281
V| | % Create Schema | Create Foreign Key Fi.titleauth  title  173376EA
| O Create Sequence A Create Type dbo SSN
| 1/}l Create Statistics L Create Procedure dbo AddTestHierarchy
fF] Create Table b Insert dbo authors
v . Create Trigger v b Insert dbo authors
- P Insert dbo authors
Group by: |fE Object | |4 Operation V| P Insert dho T

S e WV S

A JK8) Slassan Olles 55 gday 5 A3 slie uled Y

31 Transaction visualization
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O peration

OROD00000000000R

XL vvyVvYY
T

L

Field
EmiployeseManme

EmployeeD0O B
EmployeeSalanys
EmployeseEmail

Crperation details

Object

Employees
Employees
Employees
Employees
Employees
Employees
Employees
Employees
Employees
Employees
Employees
Employees
Employees
Employees
Employees

Type
nwrarchar(50)

Employeel astMame mwarchar(50)

nvrarchar( 507

Row historny

User

GRAVEYARDVMpostoR
GRAVEYARDUmMpostoR
GRAVEYARDVMpostoR
GRAVEYARDUmMpostoR
GRAVEYARDVMpostoR
GRAVEYARDUmMpostoR
GRAVEYARDVMpostoR
GRAVEYARDUmMpostoR
GRAVEYARDVMpostoR
GRAVEYARDUmMpostoR
GRAVEYARDVMpostoR
GRAVEYARDUmMpostoR
GRAVEYARDVMpostoR
GRAVEYARDUMpostoR
GRAVEYARDVMpostoR

Undo script

Begin time

2015-11-26 16:08:23
2015-11-26 16:08:33
2015-11-26 16:08:23
2015-11-26 16:17:55
2015-11-26 16:17:55
2015-11-26 16:17:55
2015-11-26 16:17:55
2015-11-26 16:17:55
2015-11-26 16:17:55
2015-11-26 16:18:37
2015-11-26 16:18:41
2015-11-26 16:19:16
2015-11-26 16:15:43
2015-11-26 16:20:43
2015-12-04 12:47:48

Redo script

= BEnd time
2015-11-26 16:08:23
2015-11-26 16:08:33
2015-11-26 16:08:23
2015-11-26 16:17:55
2015-11-26 16:
2015-11-26 16:1
2015-11-26 16:17:55
2015-11-26 16:17:55
2015-11-26 16:17:55
2015-11-26 16:18:37
2015-11-26 16:18:41
2015-11-26 16:19:16
2015-11-26 16:15:43
2015-11-26 16:20:43
2015-12-04 13:47:48

Transaction information

MTOreey
mwarchar(50)

Old Value Mew Walue

Drawid -- Dawid

Lang ... Long

28/04/7924 e 2850551985
220000000 L ]

Danid lang @ work . .com e Dawid_long&Ework_ com

Slodasn Oles 55 i 5 S ol Sl A S

O gt Cilisis glal B s o C\f;:..u\budj.,\g- B s sty glaslag g, oMbl bl A

&
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Mame | Compleke sudit trail " Save Y Advanced
Ec‘rEVEHt s0LIrCe :." Prewizw _‘@ Generate - ré From~— - L_C!) To- Calumns =
| Trace | Before-after Internal Date w | Server Datshase Login Application Client host | Operation
03/25/2017 11:45:13.977 PM  Goran-PciSQLED165P1  Adventureorks2014  rook Microsoft SQL Server Management  GORAM-PC  Select ~
Y Flter Studio - Query ——
Servers ISE LECT cr.  FROM Sales.CurrencyRate cr 1
Databases 03252017 11:45:04.547 PM | Goran-PolSGLEOIESP1 AdventureWorksZ014  rook Wicrosoft S6L Server Management | GORAM-PC  Select
Studio - Query
schemas
. SELECT ct.
Objerts FROM Person.ContactType ct
Logins Person.BusinessEntityContact bec ON ct.ContactTypeID = bec.ContactTypeID
Client: hosts 03F5/2017 11:45:14.900 PM | Goran-PolSGLEO1ESP1 AdventureWorksZ014 | rook Wicrosoft 561 Server Management | GORAM-PC Select
I Studio - Query
Applications
" SELECT bom.* FROM Production.BillofMaterials bom
Text data
03fF3/2017 11:42:19.050 PM  Goran-PolSGLEOIESP1 AdventureWWorksZ014  rook Wicrosoft S6L Server Management | GORAM-PC  Select
Operations Studio - Guery
1= Expand al SELECT c.” FROM Sales.Currency c
b b DDL 03232017 11:41 56,373 PM  Goran-PolSQLEOIESPL  AdventureWorksZ014  rook Wicrosoft QL Serwver Management | GORAMN-PC  Update
b | DML Studio - Query
b v Query UPDATE [Sales].[Customer] set [Sales].[Customer].[PersonID] = @1,[Sales].[Customer].[StoreID] = @2, [Sales]
b Security
b | Execute 03232017 11:41:26.557 PM  Goran-PolSQLEOIESPL  AdventureWorksZ014  rook Microsoft QL Serwver Management | GORAMN-PC  Select
b | Backup/restore Studio - Query
v | warning SELECT ct.”™ FROM Person.ContactType ct
b v Error
03f232017 11:41: 18,517 PM  Goran-PolSQLE01GSP1 AdventureWorks2014  rook Microsoft SOL Serwver Management | GORAM-PC Selsct
Studio - Query
SELECT a.
FROM Person.Address a
Person.BusinessEntityAddress bea ON a.AddressID = bea.AddressID v
< >
Total events: 179 LT 19 = B
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Y Flter
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Text data

Uperations
IZ Expand

oL

DML

Cuery
Securky
Execute
Backup/restore
Warning

<SS KSR

Errar

Internal

o Save Y Advanced

3. Presview _@‘_ Generate *

ré From= - E‘D Tor == Columns

Date v | Server Database Login Application Client host | Operation

03/23/2017 11:4%13,977 P Goran-PriSQL20165PL AdventureWorks2014 raot Micrasaft SOL Server Management  GORAN-PC foelect A
Shudio - Guery

SELECT cr.” FROM Sales.CurrencyRate cr

3/23/2017 11:45:04,547 P Goran-PriS0L20165PL Adventuretorks2014 oot Microsoft SO Server Management | GORARN-PC  Select
Studio - Guery

SELECT ct.

FROM Person.ContactType ct

Person.BusinessEntityContact bec ON ct.ContactTypelD = bec.ContactTypeID

03/23{2017 11:43: 14,900 P Goran-PriSOL20065PL AdventureWorks2014 oot Micrasoft SOL Server Management | GORAN-PC  Select
Shudio - Guery

SELECT bom.” FROM Production.BillOfMaterials bom

(3/23/2017 11:42:19.080 M. Goran-PO1SQLZ0IESPL AdventureWorks2014 oot Micrasoft SO Server Management | GORAN-PC  Select

SELECT c.” FROM Sales.Currency ¢

03/23/2017 1141058373 P Goran-PrlS0L20165PL Adventuretorks2014  root
UPDATE [Sales].[Customer] set [Sales].[Customer].[PersonID]
I3/23/2017 114128, 587 P Goran-PrS0L20165PY Adventuretorks2014  root
SELECT ct.” FROM Person.ContactType ct

M3/23/2007 114118517 PM Goran-PriS0L20163P) Adventuretorks2014  root

SELECT a.
FROM Person.Address a

Person.BusinessEntityAddress bea ON a.AddressID
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Total events: 179 ECE 119
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MSSQL ‘5eb|: elga_lgg B wuff 5 S ‘6)&5“3_}) ‘ﬁb 575:73

Marme |Logon activity history

B Evert source

o Save Y Advanced

3 Preview En'_ (Generate v

L'c!, From~ - L'c!, Tor == Columns ~

w| Trace Befare-after Inkernal Date w | Server Login | Application Client host | Operation
03(23(2017 11:43:14.900 PM | Goran-Pci3GLZ0165P1 dba  Microsoft SCL Server Management  GORAN-PC  Audit login failed
Y Fitter Studio
Servers | fLogin failed for user ‘dba'. Reason: Could find a login matching the name provided.
Databases V032302017 11:43:12:950 PM | Goran-PA\SGLE0LESPL rook  Microsoft SOL Server Management | GORAN-PC  Audit login Failed
Shudia
Schemas v
o Login failed for user ‘root'. Reasen: Password did match that for the login provided.
CObjects v
Lagins | | 03/23/2017 11:43:100350 PM | Goran-PoiSQLEOLASPL roob | Microsoft SCL Server Management GORAN-PC  Audit logout
Shudia
Clienkt hosts ¥ 3feafz017 1104211350 P Goran-Po\SOLE0LESPT oot Microsoft SOL Server Management  GORAM-PC  Audit login
) Shudia
Applications v
03/23/2017 11:42:09:150 PM | Goran-PoiSQLEOLASPL sa  Microsoft SCL Server Management GORAN-PC  Audit logout
Texk data Shudia
. 03/23/2017 11:41:20:150 PM | Goran-Pc)S0L20065PL 53 Microsoft SOL Server Management  GORAN-PC  Audit login
Cperations Shudin
1= Expand al 03/23/2017 11:41:19:250 PM | Goran-PoiSQLEOLASPL roob | Microsoft SCL Server Management GORAN-PC  Audit login failed
Shudio
' boL Login failed for user ‘root'. Reason: Password did match that for the login provided.
3 DML
b Query 03232017 11:40:15:250 PM - Goran-PciSQL20LESPT 5a Microsoft SOL Server Management  GORAN-PC  Audit login failed
» W] Security Studio
b Execute Login failed for user 'sa'. Reason: Password did match that for the legin provided.
3 Backupfrestore
N Warning 03/23/2017 11:40:12:250 PM | Goran-PoiSQLZ0LASPL test  Microsoft SQL Server Management GORAM-PC | Audit logout
Shudia
E
PR 03/23/2017 11:38:12:250 PM | GoranPC|SQLZ0LGSPT test  Microsaft QL Server Management | GORAM-PC  Audtlogin
Shudio
03/23/2017 1137200350 PM | Goran-PoiSQLE0LASPL test  Microsoft SCL Server Management GORAM-PC | Audit logout
Shudia
0312312017 113715355 PM - Goran-Pc)S0L20LE5PL test  Microsoft SCL Server Management  GORAN-PC  Audit login
Shudio
Tatal events: 12 O 4 i = -
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