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2 Process Explorer - Sysinternals; wwwsysintemnals.com [DESKTOP-BNVF8GS\Apa] - x
Ele Options View Process Find Users Help

H\Gﬂ:”-'d\‘\)(\»o@‘ H“ ‘H__IH HH H\ereynames
Process | CPU| Pivate Btes| Working S FID) Descrton Company Name ~
(=] B} init exe 1472K 1,764 K 604

ervices exe 59481 760K 724

(=l [=]svechost exe: 12.408K 25372K 876 Host Process for Windows Services Microsoft Corporation
W WmiPrvSE exe 16,840 K 19652K 4948
el 036K 34892K
Izl 6,412K 11,056 K
7 MolsoCareWarker exe 122K 19564K 6524
s 157.728K 209.136 K
IrE] 14620K 26,604 K|
= 7272K 9780 K
n T3.828K 98.728 K 7676 PhoneExperienceHost
] 298K 4588 K
e} 4140K  10.108K 8472 COM Surogate
e 8,824 K 13680 K
m 16140K  21.564K
[ 2.096K 5.040 K
IrE] 51,288 K 38,148 K|
= 11912K  18880K
Iz 151 12680 K 35.808 K
m 3528K  15060K
= 20272K 956K
s 21,708 K 42,712 K|

2712K 650K 4356 Windows Securty Heath Host

1600K 8268K 11432
<0.01 8716K 24,260 K 5332 Windows Defender SmartScreen Microsoft Corporation
2292K 12392 K|
5.488K 17.216 K|
el 2.688K 11.472K
=i dihost exe 3704K 17.332K 10376
i 11ac90c08d .| 2343 8.280K 13064K 9300
[ dlhost.exe. 1672K 7.524K 4860 COM Sumogate Microsaft Corporation
[&]suchost exe <001 9.192K 18.248K 1000 Host Process for Windows Services Microsoft Comoration
[&)svchost.exe 2596 K 6.248K 416 Host Process for Windows Services. Microsoft Corporation
[a]svehost exe: 2520K 3.104K 1036 Host Process for Windows Services Microsoft Camporation
[&]svchost exe: 16376 K 16532K 1156 Host Process for Windows Services Microsoft Corporation
[E]svchost exe 2.280K 6.352K 1164 Host Process for Windows Services Microsoft Corporation
[a-]svehost exe: 2480K 9.252K 1312 Host Process for Windows Services Microseft Comporation v

CPU Usage: 48.38% Commit Charge: 28.57% Processes: 156 Physical Usage: 34.02%
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msedge exe 85432K  110616K 8180 Microsoft Edge Microsoft Corporation
msadge exe 14736 K 20552 K 3840 Microsoft Edge Microsoft Corporation
14,300 K

msedge exe y 110616K 8180 Microseft Edge Microsoft Corporation
mssdge exe 394D Microsoft Edge Microsoft Corporation
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I = | ProgramData

Home Share

« v » ThisPC » Local Disk (C:) * ProgramData »
0 Name
# Quick access
Microsoft
Deskto| »
- P Microsoft OneDrive
& Downloads * Package Cache
Documents + Packages
[&] Pictures + regid.1991-06.com.microsoft
J'l Music SoftwareDistribution
Test ssh
m Videos USOPrivate
US0Shared
& Onelrive YiMware
[ This PC WindowsHolegraphicDevices
[] 7B49.4mp
- MNew Volume (D:) @ ddbPFTING.bmp
3 ddbPFTiMNS.ico

# Network

WView

Date modified

1171472022 11:17 AM
10/22/2022 11:15 AM
11/22/2022 2:23 PM
11/6/2022 10:41 AM
12/28/2022 €:58 PM
127772019 1244 PM
77872022 422 AM
10/22/2022 10:39 AM
127772015 12:44 PM
12/12/2022 1:12 PM
12/7/2019 1:22 PM
12/28/2022 7:00 PM
12/28/2022 7:00 PM
12/28/2022 6:59 PM

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
TMP File

BMP File

lcon

Size

14 KB
2,101 KB
15 KB
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LockBit Black

All your important files are stolen and encrypted!
You must find ddbPFTiN9.README.txt file
and follow the instruction!

L © Type here to search oE0 i ~ 4 &8 0°C Grotendeslsbe.. A G T Q)
ot sl il ol e 5 "LOCKBIt Black" l38lzL ab glsie by YU ol 58 b sliy SlSass g9
Js Lol Ul e 5 laws 1, dADPFTING.README.IXE L15 aul Lot 1l oy g3 50, 5 0dudgd Lo
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| = | Test - X
m Home  Share  View [2]

« v > ThisPC > New Volume (D) > Test v o S Search Test

O nName Date modified Type Size
7t Quick access

3 9bqgnVD ddbPFTING DDBPFTING File

1
8 Desitcp * 3 aKpipBT.ddbPFTING 1 DDEPFTING File
¥ Downloads # 3 2luOMu7.ddbPFTING 1 DDBRFTING File
Documents 3 BV2Ifiy.ddbPFTING 1 DDBPFTING File
&) Pictures * [E] ddbPFTING README.txt 1 Text Document
D Music 3 DQwwwv9.ddbPFTING 1 DDEPFTING File
Test 3 eUgjdGuv.ddbPFTiNG 1 DDBRFTING File
B videos 3 FSwX719.ddbPFTING 1 DDBPFTING File
3 HYucCqq.ddbPFTING 1 DDEPFTING File
@ OneDrive 3 icFgbGx.ddbPFTING 1 DDBPFTINS File
3 Thie pC 3 j207tF2.ddbPFTING 1 DDBPFTING File
- 3 JEMPLRk.ddbPFTING 1 DDBPFTING File
= New Volume (D) 3 LMTkhgE.ddbPFTING 1 DDEPFTING File
& Network 3 magpulR.ddbPFTiNG 1 DDBRFTING File
- 3 rdhnolN.ddbPFTiNG 12 Y DDBPFTING File 1,413 KB
& Regshot-x64-ANS|.exe & Application 1298
¥ Regshot-x64-Unicode.exe & Application 134K8
3 SimSvef ddbPFTING 1 DDBRFTING File 227K8
o Test (1).exe o Application 12
T8 Test (hexe 10 Application
o Test (d).exe 11 Application
& Test (Slexe 10 Application
3 uAdxZgo.ddaPFTING 1 DDBPFTING File
3 WrOmMVC.ddbPFTING 1 DDEPFTING File
3 wHPCLZ.ddbPFTING 1 DDBRFTING File
3 Yy IIZmX ddbPFTING 1 DDBPFTING File
3 ZX6Ez2T.ddbPFTING 1 DDBPFTING File v
27 items.
x
A Type here to search ‘{::Ei:s}: i 4B 0°C Grotendeels be...

ol 005 3Ll . AAOPFTING gy 0izoy o6y (cloil 4 ool oiplice LB YU yyguai o 45 jshailan

il "7Char Random String.ddbPFTING" & g ladigas (510Kl (543!

3,18 6,5 .msc .msi .cmd .

(1 MName Date medified Type

3 9W3ROhD.ddbPFTING 272872022 714 PM DDEBPFTIMG File
D ddbPFTING.README. txt 272872022 714 PM Text Document

3 DMBESER).ddbPFTIMNG
3 JNdJhEY.ddbPFTIMNG

f28/2022 T4 PM DDEBPFTIMG File
f28/2022 T4 PM DDEBPFTIMG File

1
1
1
1
3 K59¥oam.ddbPFTiING 12/28/2022 714 PM DDEBPFTING File
3 nAKIBflk.ddbPFTING 12/28/2022 714 PM DDEBPFTING File
3 rTsGYs.ddbPFTING 12/28/2022 714 PM DDEPFTIMNG File
Test.bat 12/13/2022 1:28 PM Windows Batch File
Test.cmd 12/13/2022 1:28 PM Windows Comma...
Test.dll 12/13/2022 1:28 PM Application exten...
[8=] Test.exe 12/13/2022 1:28 PM Application
ﬁ Test.msc 12/13/2022 1:28 PM Microsoft Comm...
ﬁ_.'?:rl Test.msi 12/13/2022 1:28 PM Windows Installer ...
1

3 wUfwclU.ddbPFTIMNG 872022 714 PM DDEPFTIMG File
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@ @l= Manage Recycle Bin ! - X
Home Share View Recycle Bin Tools .

« © 4 @ » RecycleBin »

v O Search Recycle Bin
Name Original Location Date Deleted Size ltem type Date modified
E] P
# Quick access.
Test D 237,709KB  File folder
[ Desktop .
&] Test (1),fif D:\Test K8 JFIFFile
& Downloads =] Test (11jpg Di\Test 1412KB  JPG File
= Documents 5] Test (1).micv D:\Test B MKV File
&) Pictures 5 Test (1hmp4 D:\Test B MP4File
@M= Manage Recycle Bin o - O
Home Share View Recycle Bin Tools .
4 @ » RecycleBin v B Search Recycle Bin
O Name Original Location Date Deleted
# Quick access
I Desktop This folder is empty.

4 Downloads

9 WS o obml 1) Glesd (i, kS golasd (59,0 p90 i 50 05 sl sl o Il

08 oo Sle>l 3 50 |, cmd.exe pioen

| HKGU\SOFTY yByP: |
=

| HKCU\SOFTY Setting: |

P=1 N

HKGU\SOFTV Settings\ZoneMaplNGAsIanet |
HKCU\SOFTY Detect |
*- -
_— HKLMSOF T NTIC SECHTE |

HAS THREAD ’ CREATE PROCESS ——p

15 yshicen o Desktop (cs, ,» ddbPFTINO.README.tXt olsic L 58zl ol alssgl pliy L

HAS THREAD
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~~~ LockBit 3.0 the world's fastest and most stable ransomware from 2019~~~

>>>>> Your data is stolen and encrypted.
If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once your data appears on our leak site, it could be bought by your competitors at any second, so don't
hesitate for a long time. The sooner you pay the ransom, the sooner your company will be safe.

Tor Browser Links:
h i k ad.onion
p://lockbitapt2yfbt jugs 413 onion
http://1 1ohh pbbsywnzsbdguqd.onion
http://i 1 artion
http://i {ralsis
http://lockbitapt72iw55 ggskgSyp75ry7rirtdg: 2artsbqd.onion
http://l i 3 i qgpjpid.onion
h P /) onion
http 2 Sawﬂ«yrldthukSqaxzszkgu]qd onion
Lmks for normal browser:
2d73k 27tquljgxr33xb .onion.ly
http://l jug 413 onion.ly
/N b t onion.ly
hitp: 1/ /\ onion.ly
//lockb f kyd.onion.ly
M!p //lockbnapt72lw55nmnqwmusk;5yp75ry7r|nd¢4m7l42msqu onion.ly
‘qgpjpid.onion.ly
p://lockb by onion.ly
p:// i i 2ise6: 2kgtzjqd.onion.ly

>>>>> What guarantee is there that we won't cheat you?

We are the oldest ransomware affiliate program on the planet, nothing is more imp than our We are not a group and we want nothing more than money. If you pay, we
will provide you with decryption software and destroy the stolen data. After you pay the ransom, you will quickly make even more money. Treat this situation simply as a paid training for your system
administrators, because it is due to your corporate network not being properly configured that we were able to attack you. Our pentest services should be paid just like you pay the salaries of your system
administrators. Get uver it and pay for it. If we don't give you a decryptor or delete your data after you pay, no one will pay us in the future. You can get more information about us on llon Musk's Twitter
https://twi f=live

>>>>> You need to contact us and decrypt one file for free on TOR darknet sites with your personal ID

Download and install Tor Browser https://www.torproject.org/

Write to the chat room and wait for an answer, we'll guarantee a response from you. If you need a unique ID for correspondence with us that no one will know about, tell it in the chat, we will generate a
secret chat for you and give you his ID via private one-time memos service, no one can find out this ID but you. Sometimes you will have to wait some time for our reply, this is because we have a lot of work
and we attack hundreds of companies around the world.

Tor Browser Links for chat:

i} ,‘," pl .onion
h p:/ " onion
http://k j joglp7yd.onion
h P "," b d.onion
http://k 62dni qQ onion
http://l onion
h V-l‘l’. b Y onion
http://k onion
http://k i 7ktowi onion

>>>>> Your personal ID: 935BBFCDD2CICFI60F715F30C852CCOF <<<<<

>>>>> Warning! Do not delete or modify encrypted files, it will lead to problems with decryption of files!

>>>>> Don't go to the police or the FBI for help and don't tell anyone that we attacked you.

They won't help and will only make things worse for you. In 3 years not a single member of our group has been caught by the police, we are top notch hackers and we never leave a trail of crime. The police
will try to prohibit you from paying the ransom in any way. The first thing they will tell you is that there is no guarantee to decrypt your files and remove stolen files, this is not true, we can do a test decryption
before paying and your data will be guaranteed to be removed because it is a matter of our reputation, we make hundreds of millions of dollars and are not going to lose our revenue because of your files. It is
very beneficial for the police and FBI to let everyone on the planet know about your data leak because then your state will get the fines budgeted for you due to GDPR and other similar laws. The fines will be
used to fund the police and the FBI, they will eat more sweet coffee donuts and get fatter and fatter. The police and the FBI don't care what losses you suffer as a result of our attack, and we will help you get
rid of all your problems for a modest sum of money. Along with this you should know that it is not necessarily your company that has to pay the ransom and not necessarily from your bank account, it can be
done by an unidentified person, such as any philanthropist who loves your company, for example, Elon Musk, so the police will not do anything to you if someone pays the ransom for you. If you're worried
that someone will trace your bank transfers, you can easily buy cryptocurrency for cash, thus leaving no digital trail that someone from your company paid our ransom. The police and FBI will not be able to
stop lawsuits from your customers for leaking personal and private information. The police and FBI will not protect you from repeated attacks. Paying the ransom to us is much cheaper and more profitable
than paying fines and legal fees.

>>>>> What are the dangers of leaking your company's data.

First of all, you will receive fines from the government such as the GDRP and many others, you can be sued by customers of your firm for leaking information that was confidential. Your leaked data will be
used by all the hackers on the planet for various unpleasant things. For example, social engineering, your employees' personal data can be used to re-infiltrate your company. Bank details and passports can be
used to create bank accounts and online wallets through which criminal money will be laundered. On another vacation trip, you will have to explain to the FBI where you got millions of dollars worth of stolen
cryptocurrency d through your on Your personal could be used to make loans or buy appliances. You would later have to prove in court that it wasn't
you who took out the loan and pay off someone else's loan. Your competitors may use the stolen information to steal technology or to improve their processes, your working methods, suppliers, investors,
sponsors, employees, it will all be in the public domain. You won't be happy if your competitors lure your employees to other firms offering better wages, will you? Your will use your

against you. For example, look for tax violations in the financial dt or any other 50 you have to close your firm. According to statistics, two thirds of small and medium-sized companies close
within half a year after a data breach. You will have to find and fix the vulnerabilities in your network, work with the customers affected by data leaks. All of these are very costly procedures that can exceed
the cost of a ransomware buyout by a factor of hundreds. It's much easier, cheaper and faster to pay us the ransom. Well and most importantly, you will suffer a reputational loss, you have been building your
company for many years, and now your reputation will be destroyed.

Read more about the GDRP legislation::

|_Data_P _|
Mtps://gdpr.eu/what-ls—gdpr/
https://gdpr-info.eu/
>>>>> Don't go to recovery they are just middl who will make money off you and cheat you.

We are well aware of cases where recovery companies tell you that the ransom price is 5 million dollars, but in fact they secretly negotiate with us for 1 million dollars, so they earn 4 million dollars from you. If
you approached us directly without intermediaries you would pay 5 times less, that is 1 million dollars,

>>>> Very important! For those who have cyber insurance against ransomware attacks.

Insurance companies require you to keep your insurance information secret, this is to never pay the maximum amount specified in the contract or to pay nothing at all, disrupting i The

company will try to derail negotiations in any way they can so that they can later argue that you will be denied coverage because your insurance does not cover the ransom amount. For example your company
is insured for 10 million dollars, while negotiating with your insurance agent about the ransom he will offer us the lowest possible amount, for example 100 thousand dollars, we will refuse the paltry amount
and ask for example the amount of 15 million dollars, the insurance agent will never offer us the top threshold of your insurance of 10 million dollars. He will do anything to derail negotiations and refuse to
pay us out completely and leave you alone with your problem. If you told us anonymously that your company was insured for $10 million and other imp details regarding we would
not demand more than $10 million in di with the agent. That way you would have avoided a leak and decrypted your information. But since the sneaky insurance agent purposely
negotiates so as not to pay for the insurance claim, only the insurance company wins in this situation. To avoid all this and get the money on the insurance, be sure to inform us anonymously about the
availability and terms of insurance coverage, it benefits both you and us, but it does not benefit the insurance company. Poor multimillionaire insurers will not starve and will not become poorer from the
payment of the maximum amount specified in the contract, because everyone knows that the contract is more expensive than money, so let them fulfill the condi p ibed in your contract,
thanks to our interaction.

>>>>> If you do not pay the ransom, we will attack your company again in the future,
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LockBit BLOG x|+ = 3
c © Aot TIchrejugd? g nion w O ¥ £

B W TWITTER > {& HOW TO BUY BITCOIN > @ CONTACTUS >
Lo KA LEAKED DATA

= PRESS ABOUT US > E AFFILIATE RULES > &% MIRRORS »

fiscosaudepe.com.br aristopharma.com thedonovancompany.com maxionwheels.com
BT oo |
Fisco Salide é uma entidade associativa, sem fins 1 part of: 750GB, Personal folders of key A small boutique CPA firm located in Irvine Founded in 1908 and headquartered in Novi.
lucrativos, instituida pelo Sindicato dos employees, all infrastructure\personal California. We provide tax and accounting Michigan, MAXION Wheels wheel manufacturer
Funcionérios Integrantes do Grupo Ocupacional data\accounting, ete. Md. Azharul Islam_6581 services to individuals and their businesses. for passenger cars, light trucks, buses,
Administracdo Tributaria do Estado de 36ab - Senior Executive,Production at Hands on assistance with tax plannina, tax commerdal trucks, and trailers.
© © © ©

agriobtentions.com bavelloni.com westmount.org teknowsource.in
( TR v | EEETTTEE EXNEE e
Founded in 1983, Agri Obtentions, a subsidiary Bavelloni SpA provides glass processing Update : Images from downloaded files | 14TB We are an organization helping our valued
of INRAE. is an independent company specialised technology and services for the architectural, Files | City of Westmount is a government customers run their commercial operations in
in creating and prometing varietal innovations. furniture and domestic appliance and solar administration. It sncompasses an urban forast, India.
Agri Obtentions’ values are sustainable industries. We encrypted the network of this numerous parks, and plavarounds, as well as
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LockBit 3.0 (Black) ,!38lzb 28 Judos

Lowal Juolxs' - 7

ol deles |zl 4 XP Sl 50 Jele i

Windows XP

oS Julss V-F

Obfuscate Tasas 3810 eanscs bawgs o 5l 6 wSsl> gl LOCKBIL 3.0 oolgils s,lidlzl oS

.idata

.idata:
.idata:
.idata:
.ddata:
.ddata:
.ddata:
.idata:
.idata:
.idata:
.idata:
.ddata:
.ddata:
.ddata:
.idata:
.idata:
.idata:
.idata:

reedlAedc
aad41a84C
; BOOL (_ stdcall *TextOutW)(HDC hdc, int x, int y, LPCWSTR lpstring, int c)

aadliad4c
aadliad4c
aad41ra4c
a4 1Ae4C
aa4lAB58
ga4lA858
aad41ha58

gad4lhas4

aad41r854
aa41r854
@a41A853
@a41A853
@a41A858
aad41Aa5c
aadl1hasc
aadl1hasc

5 g0 o)Ll I8zl )L, bakaly )0 3550 iz 4y iu o el o

; Imports from gdi32.dll

extrn _ imp TextOuth:dword
3 DATA XREF: TextOutWTr
.rdata:ee418248)0

; COLORREF (_ stdcall *SetTexttolurj(HDC-hdc, COLORREF color)

extrn __imp_SetTextColor:dword
; DATA XREF: SetTextColortr
HGDIOB] (_ stdcall *SelectObject)(HDC hdc, HGDIOED h)
extrn _ imp SelectObject:dword
; DATA XREF: SelectObjecttr

; COLORREF (_ stdcall *GetPixel)(HDC hdc; int x, int y)

extrn _ imp_ GetPixel:dword
; DATA XREF: GetPixeltr

; int (_ stdcall *GetDeviceCaps)(HDC hdc, int index)

extrn __imp_ GetDeviceCaps:dword
; DATA XREF: GetDeviceCapstr

PUSd (59, 32 45 (G peal S le 4y by e sbhaT)s a5 coul Jlalel oS 5l Lasy 4y by ye YU e

dgd oo 43,5 Sb 8w (ioled axans Slasuie gdI32.dI 5l ooliaul b ans oo lid 1) 0,5 )3
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O5MajorVersion = w@-»05Majorversion;
0sMinorversion = v@-»0SMinorVersion;

if { 0SMajorVersion == 5 && !0SMinorVersion || OSMajorVersion < 5 )
return @;
if ( O0SMajorVersicon == 5 && O0SMincrVersion == 1 )
return 51;
if ( 0SMajorVersion == 5 && O0SMincrVersicn == 2 )
return 52;
if { 0s5MajorVersion == 6 && !05MinorVersion )
return 6@;
if { 0sMajorVersicn == 6 && O0SMinorVersion == 1 )
return 61;
if ( 0SMajorVersicon == 6 &% O0SMincrVersicn == 2 )
return &2;
if ( 0SMajorVersion == 6 && O0SMincrVersicn == 3 )
return 63}
if { 0sMajorVersion == 18 && !05MincrVersion )
return 186;
if { 0SMajorVersion == 18 &% 0SMinorVersion || O0SMajorVersion > @xA )

return Bx7FFFFFFF;
return -1;

v2 = dword_4251F8;

vl2 = dword_4251F8[@] * _byteswap ulong(*al);
vil = dword_4251F8[1] ~ _byteswap_uleng(al[1]);
vie = dword_4251Fe[2] ~ _byteswap_uleng(al[2]);
vd = dword_4251FB[3] ~ _byteswap_ulong(al[3]);
v3 = {unsigned int)dword_4253F8 »>> 1;

while ( 1)

{
vd = v2[4] » dword_4@3116[ (unsigned  int8)va] # dword_482018[BYTEL(v12)] ~ dword_482916[BYTE2{v11)] ~ dword_48251@8[HIBYTE(v12)];
v7 = v2[5] * dword_4@311@[(unsigned _ int8)vi2] ~ dword_4@2D1@[BYTEL(v9)] ~ dword_4@291@[BYTE2(v18)] " dword_48251@[HIBYTE(v1Ll)];
ve = v2[8] » dword_4@311@[(unsigned _ int8)v1il] * dword_4@2D1@[BYTEL(v12)] ~ dword_482918[BYTEZ(v9)] " dword_48251@[HIBYTE(v1E)];
vs = v2[7] * dword_4@311@[ (unsigned _ int8)v18] * dword_4@2D1@[BYTEL(v11)] * dword_4@2918[BYTE2(v12)] * dword_482518[HIBYTE(v2)];
v2 += 8;
if ( 1--v3 )

break;

vi2 = *v2 ~ dword_48311@[ (unsigned _ int3)w5] ~ dword_4@82D1@[BYTEL(vE)] ~ dword_48291@[BYTE2(v7)] ~ dword_4@251@[HIBYTE(vE)];

vil = v2[1] ~ dword_4@311@[(unsigned _ int8)vi] ~ dword_482D1@[BYTEL(v5)] ~ dword_4@291@[BYTE2(vE)] * dword_4@8251@[HIBYTE(v7)];
= v2[2] ~ dword_48311@[(unsigned _ int&)v7] * dword_482D18[BYTEL(vE)] ~ dword_4@82918[BYTE2(v5)] * dword_482518[HIBYTE(vG)];

va = v2[3] & dword_48311@[ (unsigned  int8)vE] * dword_4@2018[BYTEL(v7)] ~ dword 402918[BYTE2(v3)] ~ dword 4@82518[HIBYTE(vS)];

vle

000046D5 sub_&05248:21 (4052D8) w

<

_byteswap_ulong(*vz ~ (unsigned _ int8)dword_4@351@[(unsigned _ intd)v5] ~ dword_4@3510[BYTEL(vEc)] & @xFFe@ ~ dword_4@351@[BYTE2(v7)] & exFFeeee ™ .
_byteswap_uleng(vz[1] ~ (unsigned _ int8)dword_4@351@[ (unsigned _ int8)vE] * dword_4@351@[BYTE1(v5)] & @xFF@@ ~ dword_4@3518[BYTE2(vE)] & @xFFeeel
_byteswap_ulong(v2[2] ~ (unsigned _ int8)dword_4@351@[ (unsigned _ int8)v7] * dword_4@351@[BYTE1(vE)] & @xFF@@ ~ dword_483518[BYTE2(vS)] & OxFFBO&!
t = _byteswap_ulong(v2[3] * (unsigned _ int8)dword_48351@[(unsigned _ int8)v6] * dword_4@3518[BYTEL(v7)] & @xFF@e ~ dword_4@351@[BYTE2(v3)] & OxFFe&
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appeapdd ; Ins/Del : create/delete structure |

aeeaeaae ; D/AS* : create structure member (data/asciifarray)

gaeaaeae ; N : rename structure or structure member

eopaeees ; U : delete structure member

BEBEBEBEEE ; - s e e e e
BEBSBEEEE

cepaeeRe PEB struc ; (sizeof=8x248, align=8x8, copyof 1)

Geeeeaa8 InheritedAddressSpace db ?
eeeeeaal ReadImageFileExecOptions db ?
aeeeeaa? BeingDebugged db ?

gEaaaees anonymous_@ _PEB::$D57935FES756AF9F9BB4AGEEETERALOA 7
eepeeeed4 Mutant dd ? ; offset

@eea0005 ImageBaseAddress dd ? ; offset

28ee886C Ldr dd ? ; offset

AReaaa1e PracessParameters dd ? ; offset

Geeeeald SubsSystemData dd ? ; offset

@aeeeBls ProcessHeap dd ? ; offset

@peaaalC FastPeblLock dd ? ; offset

apeaae2e AtlThunkSListPtr dd ? ; offset

Geeaee24 IFEOKey dd ? ; offset

aEaaae28 anonymous 1 _PEB::39891FB23ACFC45B9D2023E9670FB15584 2
gaaaee2C anonymous_2 _PEB::36F1CADAZGB21CE57AES46TERTI440320 2
@epae838 SystemReserved dd ?

AEEe6634 AtlThunkSListPtr32 dd ?

@aeeea33 ApisetMap dd ? ; offset

sy 3l FastPebLOCK jghaion g PEB 4y by o oS (golowi b l38lzl a5 06 oo onnlice YU pguas ;o

B (ol 3] Sk BVY g5 a5 538,5 aie aa55e; 4y b il Bl6 i 352 o 3] o
bk S OVY Sl 85555 Gla bl 6l Grizred il oo (B 08,958 Zews b1 (hle 9 998 o0 (5,35 5,
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| Test (3).txt + JEMPLhk.ddbPFTING - Compare It! 4.3

File Edit Merge View Options Tools Help Register!
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00000010 03 49 14 28 1F CE DF
00000020 43 €3
00000030 &C €4
00000040 Dl ZA BE 893 9D F6 5C
00000050 31 DD 98 E2 3E 43 AQ
00000060 F3 7D 26 59 B2 B6 B0
00000070 9F EO OD 4D 48 OF 46
00000080 AD 66 46 44 Cl DE 2C
00000090 77 81 €C 87 E3 D1 AR
000000R0 98 6F EQ E3 BE 47 CF
000000BC £8 4D 21 62 E4 EC 47
000000CC 53 22 92 38 32 70 63
00000000 Bl 56 C9 FA FE 4E D3
00000CEC 5E O F1 11 84 &D C5
000000F0 Bl EE 79 39 CF 39 1F
00000100 79 BA F2 &6 74 9E 92
00000110 DE DO RAB 4B 2B E7 4&
00000120 FR 24 BF 5D 03 84 E2
00000130 48 DE 55 79 5B &B EQ
£
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00000000 |22(A%9 40 R FE 08 1E
00000010 27 D8 3F 5D 84 34 SE
00000020 235 E32 12 8B AE 26 33
00000030 DD SE SD BA DA A2 FS5
00000040 5D &0 81 19 53 73 A3
00000050 &3 533 02 8F 07 eE Bl
00000060 B1 94 FO Fe& 01 55 &D
00000070 B1 46 ST 74 25 ET AD
00000080 2F SE CB E4 58 aB 43
00000090 A2 72 19 02 84 2C 9B
000000R0 ©5 57 13 3B 3C 84 A5
000000B0 24 19 &8 DD EB BS 3F
000000C0 EA &3 FT 27 DO F2 T&
000000D0 20 B1 F6 DB 57 41 25
000000E0 2E F32 DT De Be 31 3C
0C00000F0 7C &F BS 07 13 DT 895
00000100 9A AF 46 A9 46 E0 E1
00000110 B2 15 24 DB 73 13 BE
00000120 @O0 52 99 27 TA BD 83
00000130 E1 80 €1 OB A8 6F 04
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00000020 43 &3 53 BB E3 27 Z2E
00000030 BC 64 EB BS 59 R4 3E
00000040 D1 An BE 83 8D Fe& 5C
00000050 31 DD 99 EZ2 3E 43 a0
00000060 F3 7D 26 59 B2 Be BO
00000070 BF EO OD 4D 48 OF 46
00000080 AD 66 46 44 C1 DE 2C
00000090 77 81 &C 87 E3 D1 an
0000000 BB &F EO E3 BE 47 CF
000000BO C8 4D 21 62 E4 EC 47
000000CO 53 22 82 38 32 70 63
000000D0 Bl 36 CB FA F& 4E D3
0C0000ED SE OA F1 11 84 AD C5
0CO000F0 B1 EE 78 38 CF 39 1F
00000100 79 BA F2 A6 74 SE Sa
00000110 DE DO AB 4B 2B F7 4A
00000120 FA 24 BF 5D 03 84 E2
00000130 4B DE 55 789 5B AB EOQ
£
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00000000 |22(a9 40 26 FE 08 1E
00000010 27 D8 3F 5D 84 34 SE
00000020 35 E3 12 9B AE 26 35
00000030 DD SE SD BA DA AZ F5
00000040 SD AD 81 18 53 73 A3
00000050 A3 53 02 9F 07 6E Bl
00000060 B1 94 FO Fe 01 55 &D
00000070 B1 46 37 74 25 ET AD
00000080 2F SE CS E4 58 AB 43
00000080 &2 72 18 02 84 2C 5B
000000R0 ©5 57 13 3B 3C 84 AS
000000BO 24 19 &8 DD EB BS 3F
000000Cc0 EA 63 F7 27 DO F2 76
000000D0 20 Bl Fe DB 37 41 23
0C00000E0 2Z2E F3 DT D& Be 31 3C
0C0000F0 7C &F B3 07 13 D7 85
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(Detection) oLoLL A

Sl el L S o G 15 VSS (sl il 51 ey alslidl; LOCKBIE 3.0 153121 45y) & 55

((EventCode="4688" OR EventCode="1") (CommandLine="*vssadmin* *delete* *shadows*"
OR CommandLine="*wmic* *shadowcopy* *delete*" OR CommandLine="*vssadmin*
*resize* *shadowstorage*")) OR (EventCode="5857"
ProviderName="MSVSS__PROVIDER") OR (EventCode="5858"
Operation="*Win32_ShadowCopy*")
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