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PSS e ol gar searchfiles.exe

Open File - Security Warning ﬁ

The publisher could not be verfied. Are you sure you want to
run this software?

Mame: Ch\Windows'\searchfiles.exe
Publisher: Unknown Publisher

Type: Application

From: ChWwWindows\searchfiles,exe

Run ] [ Cancel

Always ask before opening this file

publisher. *ou should onby run software from publishers you trust.

|@| This file does not have a valid digital signature that verifies its
L
“—*’J How can | decide what software to mn?
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m:l How To Restore Files.txt - Motepad

File Edit Format View Help

Important !!!

your personal id - eZtmdnwGHyDA31VQ

warning: all your files are infected with an unknown wvirus.

To decrypt wour files, you need to contact at big_decryptor@aol. com.

The decoder card is received b¥ bitcoin.

You can buy bitcoins from the Tollowing links://blockchain. info/wallet

Do not try to restore files your self, this will lead to the Toss of files forewver
GUARANTEES!!!

you can send us 2-3 encoded files.

and attach for testing, we will return them to you for FREE
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Hil to restore the files you need to pay a ransom of 2 bitcoins

Owr bitcoin address 12bz7g9GY JRGxLAAneYU 3baX CvdfdhDBua
Encrypt a screenshot of the transaction confirmation

After receiving the foreclosure, we will send you a utility decoder

Here are our recommendations:

If you have no Bitcoin address register hitps://blockchain.info/wallet

fill up your wallet some of the ways

Btcdirect.eu - Good service for Europe

Bittylicious.com - Bitcoins through Visa / MC or through SEPA (EC) transfer
Localbitcoins.com - Here you can find people who want to sell Bitcoins
directly (WU, in cash, SEPA, Paypal u.s.).

Cex.io - buy bitcoins with Visa / Mastercard or Wire Transfer.
Coincafe.com - Designed for quick and easy service. Payment methods:
Western Union, Bank of America, cash by FedEx, Moneygram, as money
transfer

Bitstarmp.net - well known and established Bitcoins seller
Coinmama.com - Visa / Mastercard

Btc-e.com - Bitcoins vendor (Visa / Mastercard, etc.)

If you have not found any bitcoins in your region, try to find them here:
Buybitcoinworldwide com - International Bicoins Exchange Directory
Bitcoin-net.com - Another directory of Bitcoins sellers
Howtobuybitcoins.info - International Bicoins Exchange Directory
Bittybot.co/eu - Directory for countries of the European Union

write to Google how to buy Bitcoin in your country?

big decryptor
big_decryptor@acl com

YYbzYqiGYJRGXLQANneVUYbaXCvifdhDBua

ol 4L 2815 s Jl 0556 J gy S ) 48,5 g Sl e Gib

Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

Summary
Address

Hash 160

Transactions r E

12bz7q9GY JRGxLQANeVU3baXCv4fdnDBua No. Transactions 0

7953ff480ad6daab53f4dcch3al Total Received 0BTC
Final Balance 0BTC
Request Payment Donation Button
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|| 1 4).png id-e2tmdnwGHyDAI1VQ.BDKR 10/12/2018 9:47 PM  BDKR File 200 KB
|| 1 (48).jpg id-e2tmdnwGHyDASIVQ.BDKR 10/12/2018 9:47 PM  BDKR File 329 KB
|| Lpot id-e2tmdnwGHyDASLVQ.EDKR 10/12/2018 %:47 PM  BDKR File 243 KB
|| 2 O'clock Spotlight.ple id-e2tmdnwGHyDAZ1VQ.BDKR 10/12/2018 9:48 PM  BDKR File 23 KB
|| 03_01_layout.mov id-e2trmdnwGHyDAI1VQ.BDKR 10/12/2018 9:46 PM  BDKR File 10,075 KB
|| 4_5854862790426099907 .mpd id-e2tmdnwGHyDAI1VQ.BDKR 10/12/2018 9:48 PM  BDKR File 1421 KB
| 73 - www .farshbooks.mihanblog.com.rar id-e2tmdnwGHyDA31VQ.BDKR 10/12/2015 9:48 PM  BDKR File 985 KB
|| adlink_7582.html id-e2tmdnwGHyDASLIVQ.BDKR 10/12/2018 %48 PM  BDKR File 2KB
|| adsutilvbs id-e?tmdnwGHyDASIVQ.EDKR 10/12/2018 9:49 PM  BDKR File 16 KB
|| analytics,js id-e2tmdnwGHyDASIVQ.BDKR 10/12/2018 9:49 PM  BDKR File 28 KB
|| Applocker.psdl id-e2tmdnwGHyDASIVQ.BDKR 10/12/2018 9:49 PM  BDKR File 3KB
|| AppxBlockMap.xml id-e2trmdnwGHyDAIIVQ.BDKR 10/12/2018 9:49 PM  BDKR File 2KB
|| ar-3A_BitLockerToGo.exe.mui id-e2tmdnwGHyDAIIVQ.BDKR 10/12/2018 %49 PM  BDKR File 10 KB
|| bb.jpeq id-e2trmdnwGHyDAI1VQ.BOKR 10/12/2018 9:49 PM  BDKR File 1,542 KB
|| BEH AARAMLPPt id-e2trmdnwGHyDAIIVQ.BEDKR 10/12/2018 9:49 PM  BDKR File 536 KB
|| berme.doc id-e2tmdnwGHyDA31IVQ.BDKR 10/12/2018 9:49 PM  BDKR File 130 KB
|| bg-BG_BitLockerToGo.exe.mui id-e2tmdnwGHyDASIVO.EDKR 10/12/2018 9:49 PM  BDKR File 10 KB
|_| Block.bat id-e2tmdnwGHyDAZLVQ.EDKR 10/12/2018 %:49 PM  BDKR File 3KB
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PNG .PSD .PSPIMAGE .TGA .THM .TIF .TIFF .YUV .Al .EPS .PS .SVG .INDD .PCT .PDF .XLR .XLS .XLSX .ACCDB .DB
.DBF .MDB .PDB .SQL .APK .APP .BAT .CGI .COM .EXE .GADGET .JAR .PIF .\WSF .DEM .GAM .NES .ROM .SAV CAD
Files .DWG .DXF GIS Files .GPX .KML .KMZ .ASP .ASPX .CER .CFM .CSR .CSS .HTM .HTML .JS .JSP .PHP .RSS
XHTML. DOC .DOCX .LOG .MSG .ODT .PAGES .RTF .TEX .TXT .WPD .WPS .CSV .DAT .GED .KEY .KEYCHAIN .PPS

.PPT .PPTX ..INI .PRF Encoded Files .HQX .MIM .UUE . YZ .CBR .DEB .GZ .PKG .RAR .RPM .SITX .TAR.GZ .ZIP .ZIPX
.BIN .CUE .DMG .ISO .MDF .TOAST .VCD SDF .TAR .TAX ¥« 1 £ TAX ¥+ 1 © \VCF XML Audio Files .AIF .IFF .M TU
.M A .MID .MP T .MPA .WAV .WMA Video Files . "G Y. YGP .ASF .AVI .FLV .M £V .MOV .MP £ .MPG .RM .SRT

SWF.VOB.WMV D .TDM . DS .MAX .0BJ R.BMP .DDS .GIF .JPG ..CRX .PLUGIN .FNT .FON .OTF .TTF .CAB .CPL
.CUR .DESKTHEMEPACK .DLL .DMP .DRV .ICNS .ICO .LNK .SYS .CFG,...

brecyCIe bin LIRS o) L;l_k &UW}QJAS[& %“)J ‘_) J)} &‘F‘ ‘_}ib c)b.e\ CL L)'»’~‘

)J_ALGWﬁbJM)JwQMJOM@LA‘LSLA&bJ_i)ﬂ)l_.,a';).).LS&&JJ?—

PAsS e edalie ) 153lL gl Sl ey Windows i 5,

B ;> ThisPC > Desktop > v & | SearchDeskiop »
Victims desktop.ini How To Restore Sample_Sbbh7840
id-o0kichr-XpA Files.bet cb%adfTafbdeck]
DQun.BDKR bY.exe
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+ Computer b Local Disk (C) » « [ 4 ||[ Search Local Disk (C) S
v Sharewith »  Bum  Newfolder
- Name Date modified Type Size
|| 1.mp# id-e2tmdnwGHyDA3LVQ.BDKR 10/12/2018 9:44 PM  BOKR File 55,442 KB
ies || BOOTSECTBAK id-e2tmdnwGHyDA3LV...  10/12/2018 9:44 PM  BDKR File 10KE
uments || How To Restore Files.it 10/12/2018 944 PM  Text Document 1KB
sic ). DAPro6.6 10/12/20189:50 PM _ File folder
ures 1. Tools 10/12/2018 948 PM _ File folder
205 1. odbgl10 10/12/2018 947 PM  File folder
1. regshot 183 betal_win32_x64 10/12/2018 946 PM  File folder
auter ). TCPView 10/12/2018 946 PM  File folder
al Disk (C:) 1\ pestudio 10/12/2018 946 PM  File folder
). jd-gui-windows-1.40 10/12/2018 945 PM  File folder
ark 1. dnSpy 10/12/2018 945 PM  File folder
). DiskMon 10/12/2018 945 PM  File folder
1. ProcessExplorer 10/12/2018 945 PM  File folder
J. Psiphon3 10/12/2018 9:44 M File folder
J. PED-094 10/12/2018 9:44 M File folder
1. Program Files 10/12/2018 9:44 M File folder
1. Program Files (:36) 10/12/2018 9:44 M File folder
1. Tor Browser 10/12/2018 9:44 M File folder
1 Users 10/12/2018 3:44 PM _ File folder
|11 snapshot_2018-01-28_12-18 10/12/2018 3:44 PM _ File folder
1. apateDNS 10/12/2018 3:44 PM  File folder
)1 MD5_and_SHA 10/12/2018 3:44 PM  File folder
11 Windows 10/12/2018 3:44 PM  File folder
|\ » Computer b Local Disk (C) » Windows » + | 43 ||| search Windows J]
- Open  Bum  Mewfolder
- Name Date modified Type Size
|E] searchfiles.exe 10/12/20189:41 PM _ Application 10KE
ies || bootstat.dat 10/6/2018 202PM  DAT File 66 KE
uments || setupactlog 10/6/2018 202PM  Text Document 31KE
sic | Windowsl Indate.Ina 101272018 %53 PM Text Document 171 KR
1. » Computer » Local Disk (C:) » Windows » ~ | #3 ||| Search Windows
v  [4/Open  Bum  Newfolder - 0 &
. Name Date modified Type Size
| | Temp 10/12/20189:53 PM _ File folder |
ies | inf 10/12/2018 938 PM _ File folder |
uments | | system32 10/12/2018 938 PM_ File folder |
sic 1. Registration 10/6/2018 203PM  File folder
ures )L Syswowsd 10/6/2018 202PM  File folder
| » Computer b LocalDisk (C3) » Users » i O ~ | 43 || Seorch Users 2|
v  Includeinlibary »  Sharewith v  Bum  New folder
- Name ° Date modified Type Size
8 AllUsers 3/2/2018302PM  File folder
ies Default 10/12/20189:46 PM  File folder
“uments & Default User 3/2/2018302PM  File folder
sic 1 Public 10/12/20189:45 M File folder
ures & UB-CERT 10/12/20189:45 M File folder
zos || desktop.ini id-e2tmdnwGHyDA3IVQ.BDKR 10/12/20189:45 M BDKR File 2KB
|| How To Restore Files.bxt 10/12/20189:44 PM  Text Document 1KB
auter
). » Computer » Local Disk (C3) » Users » UB-CERT » = | 49 ||| Search us-cerT J
- []Open  Sharewith v  Bumn  Newfolder ~ [0l @
- Neme Date modified Type Size
| NTUSER.DAT 10/12/20189:58 PM _ DAT File 1,280 KB
ies | ntuser.datLOGL 10/12/20189:58 PM_ LOGL File 256 KB
-uments || How To Restore Files.ot 10/12/20189:45PM  Text Docurnent 1KB
sic NTUSER.DATI016888bd-6c5-11de-BdL 3/2/2018 305PM  BLFFile 64 KB
ures NTUSER.DATI016888bd-6c5-11de-BdL 3/2/2018 305PM  REGTRANS-MS File 512 KB
=05 NTUSER DATI016888bd-6¢6f-11de-Bd1d-... 3/2/2018 305PM  REGTRANS-MS File 512 KB
ntuser.ini 3/2/2018 302PM  Configuration sett... 1KkB
suter ntuser datLOG2 322018 302PM  LOG2 File 0KB
\ Ji '+ Computer » LocalDsk(c) » Ussss » UBSGERT » T ~ | 44 ||| search us-cerT
- = Open Sharewith »  Bum  Newfolder > [ &
. Name Date modiied Type Size
2 Searches 10/12/2018 946 PM__ File folder
ies # Links 10/12/2018 945PM _ File folder
“uments £ Pictures 10/12/2018 9:45PM _ File folder
sic g Downloads 10/12/2018 9:45PM _ File folder
ures 1 Contacts 10/12/2018 9:45PM _ File folder
<0 L+ Favorites 10/12/2018 9:45PM _ File folder
U Music 10/12/2018 9:45PM _ File folder
suter B Saved Games 10/12/2018 9:45PM _ File folder
al Disk (C) & Videos 10/12/2018 9:45PM _ File folder
1| Documents 10/12/2018 9:45PM _ File folder
ork Ju Desktop 10/12/2018 9:45PM _ File folder
AppDatz /2/20183:02PM  File folder
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| 1 » Computer » Local Disk(C) » Users » UB-CERT » AppData » Local » = | 44 ]]| Search Locat 2|
- ] Open Share with ¥ Burn New folder =~ Al @
- Name Date modified Type Size
|| IconCache.db id-e2tmdnwGHyDAZIVQ...  10/12/2018 945 PM  BDKR File 1,758 KB
ies || GDIPFONTCACHEVLDAT id-e2tmdnwG...  10/12/2018 %45 P\ BDKR File 58 KB
uments | How To Restore Files et 10/12/20189:45PM  Text Document 1KB
sic | CrashDumps 10/12/2018 948 PM _ File foldler
ures | Temp 10/12/2018 347 PM _ File foldler
w05 | MSfree Inc 10/12/2018 945 PM _ File foldler
1. Programs 6/12/2018 252 PM  File foldler
suter 1\ dnSpy 6/10/2018 132 PM  File foldler
]+ Computer b Local Disk(C) » Users » UB-CERT » AppData » Roaming » | 43 || Search Roaming 2|
~ [ ]Open  Sharewith =  Bum  Newfolder = 0O @
. Name Date modified Type Size
| 7 jd-gui.cfg id-e2tmdnwGHyDASIVQ.BDKR  10/12/2018 345 P\ BDKR File 3KB
ies | How To Restore Filest 10/12/2018 945 PM_ Text Document 1K8
“uments 1. Blueberry 10/12/2018 348 PM__ File folder
sic 1. Psiphon3 10/12/2018 347 PM__ File folder
ures 1. Telegram Desktop 10/12/2018 347 PM__ File folder
=05 1. PE Explorer 10/12/2018 345 PM__ File folder
| Wireshark 10/12/2018 345 PM__ File folder
auter 1. LogSys 10/12/2018 945 PM__ File folder
al Disk (C) |\ ACavaDecomp 10/12/2018 945 PM__ File folder
1. dnspy 10/12/2018 345 PM__ File folder
ork 1. wonw.shadowerplorer.com 7/23/2018 1147 AM  File folder
. » Computer » Local Disk(C:) » ProgramData » ~ | x| Search ProgramData F:)l
-—— ——
- @ 0pen  Bum  Newfolder = 0 @
- Name Date modified Type size
1. Blueberry 10/12/2018 944 PM _ Filefolder
ies 1. Logsys 10/12/2018 344 PM  Filefolder
uments 1. regid1995-08.com.techsmith 10/12/2018 344 PM _ Filefolder
sic 1 Microsoft 6/0/20181024 PM  Filefolder
ures 1\ TechSmith 3/4/20181128PM  Filefolder
w05 1. Package Cache 3/4/20181128PM  Filefolder
)\ Oracle 3/2/2018410PM  Filefolder
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00004R64 08 00 00 00 21
00004A6D 86 &2 02 00 00
00004276 14 00 00 00 QO
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6/25/2017 11:35:10 AM | 18.8 KB (19247) |

| 0000000 @)

20.3 KB (20783) |

| 000000
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10/14/2018 §:43:57 PM |
Default Profile  Source Only | Targetonly (1) | Changed 12) [

EDIT

¥ owr
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x
+ | web manai.doc id-oXXiArMN-XpADQwn.BDKR vs web manai.docx All - | % | E x
* Type Source [B)  Count foJ Count [B)  Target [8) Count [0) Count [8]
Matched 00000000 16384 4000 00000000 16384 4000
Replaced 00004000 4399 112F 00004000 2863 0B2F
E ‘ %Compare f%checksum | ﬂﬁ Find | QEookrnarks | Duu:iutl ‘
Cursor: 000000AA  Caret: 00000000 20783 bytes OVR MOD READ
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sl absl> Q)ﬁfu‘éu&B;@\:ﬁwoJ@)bé\d{)\m&i\);Séﬁséuufjij)\

how to restore files.txt - elvisimp.rdf - middaugh_keynote.pptx - stoc ' 7" ml_quoc_le.pptx
indogerman ¥+ ) «.pptx - gruenspecht_+ Y1 VY« ) T pptx - waterresourcesag.pptx - proposaltemplates.ppt -
sim_gametheory_to_finance.ppt - writingcompletesarnarrative_ ! ! + ¥.ppt - metac.ppt

:MQL@;k}ﬁﬁ;g\)pdlﬁ\pshadow sl Lb Gl

sc stop VVS

sc stop wscsvc

sc stop WinDefend

sc stop wuauserv

sc stop BITS

sc stop ERSvc

sc stop WerSvc

cmd.exe /C bededit /set {default} recoveryenabled No

cmd.exe /C bededit /set {default} bootstatuspolicy ignoreallfailures

C:\Windows\System " M\cmd.exe” /C vssadmin.exe Delete Shadows /All /Quiet
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HKEY_CURRENT_USER\Software\Microsoft\Command Processor
HKEY_CURRENT_USER\Software\Microsoft\Command Processor\AutoRun
HKEY_CURRENT_USER\Software\Microsoft\Command Processor\CompletionChar
HKEY_CURRENT_USER\Software\Microsoft\Command Processor\DefaultColor
HKEY_CURRENT_USER\Software\Microsoft\Command Processor\DelayedExpansion
HKEY_CURRENT_USER\Software\Microsoft\Command Processor\DisableUNCCheck
HKEY_CURRENT_USER\Software\Microsoft\Command Processor\EnableExtensions
HKEY_CURRENT_USER\Software\Microsoft\Command Processor\PathCompletionChar
HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\System
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\DateTime)\
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\DateTime\\orsa
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\DateTime\\rsa
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\

HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\\ConsentPromptBeh
aviorAdmin

HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\\EnableLUA
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\\PromptOnSecureDe
sktop

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\\searchfiles

HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\\unlock

HKEY LOCAL_MACHINE\Software\Microsoft\Command Processor
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor\AutoRun
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor\CompletionChar
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor\DefaultColor
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor\DelayedExpansion
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor\DisableUNCCheck

HKEY _LOCAL_MACHINE\Software\Microsoft\Command Processor\EnableExtensions
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor\PathCompletionChar
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advapiY'Y.dll ‘ kernelY'Y.dll ‘ kernelY'Y.dll
AdjustTokenPrivileges CloseHandle IstrcmpW
CryptAcquireContextA CopyFileA IstrcpyW
CryptDecrypt CreateFileA IstrlenA
CryptDestroyKey CreateFileMappingA IstrlenW
CryptEncrypt CreateFileW MapViewOfFile
CryptExportKey CreateThread MoveFileW
CryptGenKey GetEnvironmentVariableA | MultiByteToWideChar

GetFileAttributesW
GetModuleFileNameA

RtIMoveMemory
RtlZeroMemory

CryptimportKey
CryptReleaseContext

LookupPrivilegeValueA | GlobalAlloc SetFileAttributesW
OpenProcessToken GlobalFree SetFilePointerEx
RegCloseKey GlobalMemoryStatus SetThreadPriority
RegOpenKeyExA IstrcatW Sleep
RegQueryValueExA IstrcmpiA UnmapViewOfFile

2loy
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RegSetValueExA IstrcmpiW WriteFile

e Input Sample (PID: Yo« +)
o ®lemd.exe /c vssadmin delete shadows /all (PID: YY1+)

» B lyssadmin.exe vssadmin delete shadows /all (PID: YYYA)
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https://www.hybrid-analysis.com/sample/539b0b5d54757e8a2b754ecdc2939eb7cf9db0ed1728e0eca407500222668505/5bbeca3f7ca3e14a4e2a6214#00046713-00003500
https://www.hybrid-analysis.com/sample/539b0b5d54757e8a2b754ecdc2939eb7cf9db0ed1728e0eca407500222668505/5bbeca3f7ca3e14a4e2a6214#00047635-00002260
https://www.hybrid-analysis.com/sample/539b0b5d54757e8a2b754ecdc2939eb7cf9db0ed1728e0eca407500222668505/5bbeca3f7ca3e14a4e2a6214#00047998-00002728
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Ad-Aware

. P x5 .8 |
Arcabit

AVG

BitDefender
Crowd5trike Falcon
Cylance

DrWeb

Endgame
ESET-NOD32
Fortinet

Ikarus

K7GW

McAfee

Microsoft

Palo Alto Networks
Qihoo-360

Sophos AV
Symantec
TrendMicro

VBA32

Webroot

bbb PPPPEPREEPPEPEPEPDPP

;s
Gen:Variant.Ransom.LockCrypt.7
Trojan.Ransom.LockCrypt.7
Win32:0h-A [Heur]
Gen:Variant.Ransom.LockCrypt.7
malicious_confidence_100% (D)
Unsafe
Trojan.KillProc.56620
malicious (high confidence)

a variant of Win32/Filecoder.NPA
W32/Encoder.NPAltrransom
Trojan-Ransom.FileCoder
Riskware ( 0040eff71)
RON/Generic.hra
Ransom:Win32/LockCrypt
generic.ml

Win32/Trojan.872
Mal/EncPk-ZC

Trojan.Zbot
Ransom_LOCKCRYPT.THOIBDAH
TrojanRansom.Encoder

W32.Malware.Gen

"‘J QIJ oJJA

. L

15 L

AlYac Trojan.Ransom.LockCrypt

Avast Win32:0h-A [Heur]

Avira TR/Crypt. ZPACK.Gen
CAT-QuickHeal Trojan.|GENERIC

Cybereason malicious.fa0416

Cyren W32/ Trojan.GFBI-5179

Emsisoft Gen:Variant.Ransom.LockCrypt.7 (B)
eScan Gen:Variant.Ransom.LockCrypt.7
F-Secure Gen:Variant.Ransom.LockCrypt.7
GData Gen:Variant.Ransom.LockCrypt.7
K7AntiVirus Riskware ( 0040eff71 )
Kaspersky Trojan-Ransom.Win32.Encodertr

McAfee-GW-Edition RDN/Generichra

NANO-Antivirus Trojan.Win32.Encoder.fihfaq
Panda Generic Malware

Rising Ransom.Encoder!8.FFD4 (CLOUD)
Sophos ML heuristic

Tencent Win32.Trojan.Raas.Auto

TrendMicro-HouseCall Ransom_LOCKCRYPT.THOIBDAH

ViRobot Trojan.Win32.LockCrypt. 10240

N N Nl

ZoneAlarm Trojan-Ransom.Win32.Encoder.tr
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fer.bin b b

CobghS e 1(ld pam

PRI - 1MV jga Vo pySanl fuy)ls

f1927e7f90416bf39fc7991bbc57e1b3 :MD5

2367249568ca4a34f8824a9313b03d16d1d7c0be :SHA1

539b0b5d54757e8a2b754ecdc293%eb7cfdbled1728e0ecad407500222668505 :SHA256

ENEEEEEEEEN -

Clean

Dangerous:
Mal/EncPk-ZC

Dangerous:
Gen:Variant.Ransom.LockCrypt.3

Dangerous:
Trojan-Ransom.Win32.Encoder.Tr

Dangerous:
Win32/Filecoder.NPA

Dangerous:
Trojan.KillProc.56620

Clean

Dangerous:
Malware

Dangerous:
Gen:Variant.Ransom.LockCrypt.3

Clean

Dangerous:
Trojan.Zbot

4

fer.bin oSl o
gL A wugpaAl
2.3.190.2675 Uigal

9.15.0 sophos
11.00 f_secure
55 kaspersky
45338914 eset
11.0.1.1607061217 drweb
0.99.2 clam_av
1.1.268025.1 comodo
11.0.1.18 bitdefender
212 avast
7.9.0.30 symantec
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