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@ README__@.bt - Notepad =B 2= |

File Edit Format View Help
L ANRAN RANSOMWARE -

Attention! Attention! Attention! Your Files has been encrypted By L_A_N_R_A_N_R_A_N_S_O_M_W_A_R_E

what is encryption?

Encryption is a reversible modification of information for security reasons but providing full access to it for authorized users. To be

Microsoft NET Framework £

But not only it Unhandled exception has occumed in your application. I you click

Continue, the application will ignore this emor and attempt to cortinue. I .
you click Quit. the application will close immediately. ftware) for safe and complete decryption

It is required also to have the speci

Could not find a part of the path
‘C\lsers\cerberos\Desktop\INSTRUCTIONS himl'.

Send 0.5 Bitcoin To @ 1s5UCN6]Ya7BI6T4NZzlY Continue ][ Quit ]

for decrypt your files contact us By Email : lanran-decrypter@list.ru If send 0.5 Bitcoin we will send you the decryption key Lanran pec

It's vour choice

2@\0&%

@__READM Notepad

File Edit Format View Help
LANRAN RANSOMUWARE -

Attention! Attention! Attention! Your Files has been encrypted By L_A_N_R_A_N R_A_N_S_O_M_W_A_R_E

what is encryption?

Encryption is a reversible modification of information for security reasons but providing full access to it for authorized users. To become an authorized user and k

But not only it

It is required also to have the special decryption software (in your L_A_N_R_A N Decryptor software) for safe and complete decryption of all your files and data.

send 0.5 Bitcoin To @ 1sUCN6IYa7B9GT4NZZItXSmUU2WIYXCms @

for decrypt your files contact us By Email :  lanran-decrypter@list.ru If send 0.5 Bitcoin we will send you the decryption key LanRan Decryptor

It's your Choice
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Bitcoin Address Addresses are identifiers which you use to send bitcoins to
another person.

Summary Transactions
Address  1sUCn6JYa7B26t4nZz1X5mul2WSYxCmS No. Transactions 0
Hash 098b818d22572ae711462fe8ac8e07e4902494e7 Total Received 0BTC
160

Final Balance 0BTC

Request Payment

Donation Button

9 "LSLSA 4.9L,0| oL LS)‘KJ‘) 6&&@ LSLG':"‘ 4_’ b .LanRan\'.nO .a\.’j.w._g 6)“l§f) )\ o )‘}ﬁ‘cl.s U'L‘

library v Burn New folder
"5 Libraries UB-CERT
— ‘ System Folder & System Folder
.A‘},__J‘L B -
==| Control Panel r," Recycle Bin
Sl System Folder 2 System Folder
) ods
»  @_ README_ @.¢t @__README__@.tt.LanRan2.0.5
| Text Document 5 File
| 164KB 1.65KB
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+ Victims
—

Organize = Include in library = Share with = Burn Mew folder = - il 0

 Favorites

Bl Desktop

4 Downloads Esi

= Recent Places

test.aac testbmp.lanRan  test.doclanRan2. test.docxlanRan  test.gif.lanRan20  testjpg.lanRan2. test.mibos testmp3.LanRan  testmpd.lanRan

=4 Libraries 5 0.5

< Documents

—.;- Music

k=] Pictures i J
: | b v o
Vid el I
B Ve MPEG QY wav

test.mpeg test.mpg.lanRan  testpdflanRan.  testpptlanRan2. testppbxlanRan2 test.tiff test.txt.LanRan2.0 testwav testuds.LanRan2.0
205 05 05 05 5 5

1% Computer
&, Local Disk (C:)

k"i_- MNetwork

testxlsx.LanRan2,
05

19 items

5 S, eese, bl e oL, O 63 el gl LB Loses sl (5108 e, sla LU

S o My S AL T 5 S s in g e el 2 L

Attention! Attention! Attention! Your Files has beenencrypted By L AN RAN_RANSOMWARE
But not only it
It is required also to have the special decryption software
inyour L A N R A N Decryj

Send 0.5 Bitcoin To

1sUCn6JYa7B9614nZz 11 X5muU2W5YxCmS

It's Your Choice

2uem [
7/20/2018
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R e N e N R e T TR T N A B S ASB . SBAS
» Computer » Local Disk (C:) » Users » UB-CERT » AppData » Roaming »
Organize v [&]Preview v  Sharewith v Print  Bum  Newfolder
r Favorites Name Date modified Type Size
B Desktop ACJavaDecomp 1] img.jpg - Windows Photo Viewer
& Downloads Blueberry
i s pis dnspy File v Prnt ¥ E-mal  Bum v Open -
Hex-Rays
4 Libraries Identities
5| Documents LogSys
& Music Media Center Programs
[&5] Pictures Microsoft Send 0.5 Bitcoin To
B Videos PE Explorer 1SUCN6JYa7B96t4nZz 1X5mull2W5YXCmS
Psiphon3 for decrypt your files Contact us By Email - _lanran-decryplor@iist
1% Computer Sun If Send 0.5 Bilcoin We will send you the decryption key LanRan Decryptor
&L, Local Disk (C:) Telegram Desktop It's Your Choice
WinRAR
€ Network Wireshark
&= imgjpg
_| jd-gui.cfg
= SO .-—t@‘.n 9 ¢ | %
—= imgjpg  Date taken: 4/5/2017 7:08 AM Rating
JPEG image Tags: Add atag Dimensions: 1074 x649

|, Windows uﬁ}&bwﬁbsw)sa_:élij_zﬁ)aﬁdu| s LB o5 nslas 5o

IJt;ngaaMLi.A

v Computer » Local Disk (C:) » Windows »

Organize * Nj Open

. Favorites
Pl Desktop
& Downloads

= Recent Places

- Libraries
3 Documents
.. Music
= Pictures

B videos

Burn Mew folder

Name

| setupact.log

|| bootstat.dat

| WindowsUpdate.log
| Dtclnstall.log

| TSSysprep.log

| PFRC.leg

. [E9_main.log

= explorer.exe

%] twain_32.dII

5 bfsvc.exe

Date modified

3/3/2018 2:31 AM
3/3/2018 2:31 AM
3/2/2018 4:34 PM
10/10/2011 7:06 PM

2/25/2011 ¢ AM
11/21/2010 6:55 AM
11/21/2010 6:54 AM

Type

Text Document
DAT File

Text Document
Text Document
Text Document
Text Document
Text Document
Application

Application extens...

Application

Size

30 KB
66 KB
96 KB
4KB

4 KB

19 KB
4KB
2,805 KB
50 KB
70 KB

Organize v

» Computer
= Open
- Favorites
Bl Desktop

4. Downloads

= Recent Places

. Libraries
3 Documents
‘ Music
&= Pictures

B videos

M Camnter

v Local Disk (C:) » Windows »
Burn Mew folder
Mame

B twunk_16.exe
4 | system.ini
|| WMSysP9.pre
4 | msdfmap.ini
=] Starterxml
2| Enterprisexml
Temp
inf
System32
Registration
Microsoft. MET

Date modified

Application

Configuration sett...

PRX File

Configuration sett...

AML Document
XML Document
File folder
File folder
File folder
File folder
File folder

Size
49 KB
1KE
310 KB
2KB
48 KB
53 KB
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b 9 Music « Pictures 6l_béj‘}_'5ﬁ‘b BEEEE= 2% LgLAJ—Lb )‘j_é‘cl._’ el r[_>u‘ (a O &L

‘)“SJMLSJ‘KJAJ

le=| » Libraries » Pictures »

Jrganize « 7 Open Share with = Slide show
i Favorites
Bl Desktop

& Downloads

Pictures library

Includes: 2 locations

5l Recent Places

4 Libraries 1
@ Documents

& Music

[&=] Pictures

B Videos

MNew folder

8 Computer
&L Local Disk [C)

Burn

Sample Pictures

Desertjpg.LanRa

w [+3 W Seorch Pictures Fe
New folder =~ 0 @
Arrange by:  Folder ~
B L L s s L8 L

Lighthouse.jpg.L
anRan2.0.5

Penguins,jpg.Lan
Ran2.0.5

tsetupd 37.exel
anRan2.0.5

Hydrangeas,jpg.L
n2.0.5 anRan2.0.5

Jellyfishjpg.Lank
an2.0.5

Koalajpg.LanRan

K sd s (6,108 56,5 50 Recycle bin |, Downloads ) 3 b gimes pioean

2ol Ol 3 S Ol 4 L IIzL ol Gt Sl s s ST ST a8 8 s b s b

Sls s g baasly e uile 50 Jlde sla o\)j\wg)b.é\cl{ 548l 1A Klos gl
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C:\Users\UB-CERT\Desktop\CyberSCCP.docx.LanRan2.0.5 C\Users\UB-CERT\Desktop\CyberSCCP.docx

o1 2 (3|24 |5 |k 7|8 0 |1 2 3|4 5 & 7 8 012345678
00000000 |07 58 F2 E7 70 DA 85 924 26 00000132 |00 00 00 00 00 00 00 00 0O =
00000009 |11 29 BC 04 CO D6 AB B6 49 00000138 |00 00 00 00 00 00 00 00 0O @
00000012 |20 55 CB 6B 36 59 18 AA F6 00000144 |00 00 00 00 00 00 00 00 0O
0D000001B |EA E2 36 D4 08 00 A6 D2 D5 0000014D |00 00 00 00 00 00 00 00 00
00000024 |21 75 81 87 c8 16 56 7B C7 00000156 |00 00 00 00 00 00 00 00 0O
0000002D |22 9F 14 21 FF 66 41 7F 0OE 0000015F |00 00 0O 00 00 00 00 00 0O
00000036 |31 F1 Bl C2 3A FB 4D 54 26 00000168 |00 00 00 00 00 00 00 00 00
0000003F |BO DB 53 B2 4E 8F 27 69 D6 00000171 |00 00 0O 00 00 00 00 00 0O
00000048 |D8 F4 89 B1 0A 1F &F 07 F2 0000017A |00 00 00 00 00 00 00 00 00 || ceeecu-.
00000051 |4F 1% D8 00 75 CcO 54 DB F7 00000183 |00 00 00 00 00 00 OO0 00 OO0 || ceeeca-.
0000005A |52 A6 FF A5 F4 19 02 A5 85 0000018C |00 00 00 00 00 00 OO0 00 00 ||eeeeecean
00000063 |OE 1& AC 53 3C 90 &6 7B 91 00000195 |00 00 00 00 00 00 00 00 00 || ceeecn-.
0000006&C |SE 71 RE 6F c2 37 71 Bc 70 0000019%E |00 00 00 00 00 00 00 00 OO0 || ceeec--.
00000075 |SE E9 01 A9 5F E6 1F Cé SA | ™ - 2 000001A7 |00 00 00 00 00 00 00 00 00 || ceeeca-.
0000007E |85 F8 05 BE AE 87 AD 58 6F||....... Xo| 000001BO |00 00 00 00 00 00 OO0 00 OO0 || ceeecn-.
00000087 |0C FB Cé 1C 5B 81 33 4D 7D c..[.3M} 000001B2 |00 00 00 00 00 00 00 00 00 ||t eeeecean
00000090 |76 12 4B B8 E3 F7 25 AO0 EO|wv.EK...%. 000001c2 |00 00 00 00 00 00 00 00 00 |/|---ua----
00000099 |EE E7 2B F7 cé6 7C 8F 15 63 ciFeoll c _ [joooooice |00 00 00 00 00 OO0 00 00 OO0 ||---....-. AN
CyberSCCP CyberSCCP....

.LJ: ULﬁ\ J‘ib @}‘J\J\.EAJJ‘J)LAQJ cb‘}w &UM(&)‘KJAJ)‘M
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File Edit Merge View Options Tools Help Register
=@ H 9] -Q|Fi|polled dlo
e C:\Users\UB-CERT\Deskiop\CyberSCCP docx.LanRan2.0.5 CA\Users\UB-CERT\Deskiop\CyberSCCP docx
00000000 [M7]58 F2 E7 70 DA B5 04 26 11 20 5C 04 CO D6 28 00000000 [50]45 03 04 14 00 06 00 0B 00 00 00 21 00 36 B2
00000010 B6 49 20 55 CB 6B 36 59 18 AA F6 EA E2 36 D4 08 00000010 C2 D B9 01 00 00 97 08 00 00 13 00 08 02 5B 43
00000020 00 A6 D2 DS 21 75 B1 87 CB 16 56 78 C7 22 OF 14 00000020 6F 6E 74 65 6 74 SF 54 79 70 65 73 5D 2E 78 €r
00000030 21 FF 66 41 7F OE 31 F1 B1 C2 3A FB 4D 54 26 B0 00000030 6C 20 A2 04 02 28 A0 00 02 00 00 00 00 00 00 0O
00000040 DB 53 B2 4E BE 27 69 D& DB F4 89 Bl OR 1F 6F 07 00000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000050 F2 4F 19 D8 00 78 CO 54 DB F7 52 26 FF A5 F2 19 00000050 00 00 00 00 00 DO 00 00 00 0O 00 00 00 00 00 0O
00000060 02 A5 95 OE 16 AC 53 3C 90 66 78 91 SE 71 AF &F 00000060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000070 ©2 37 71 BC 70 5E E9 01 A9 5F E6 1F Cb SA 85 F8 00000070 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 0O
00000080 05 BE AE 87 &D 58 6F OC FB C6 1C 58 B1 33 4D 70 000oooso 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .......
00000090 76 12 4B B8 E3 F7 25 A0 EQ EE E7 2B F7 C6 IC 8F 0000DOS0 00 00 00 00 0O 00 00 00 00 0O 00 0 00 00 00 00 .......
00000020 15 63 65 05 OC 87 35 B4 A8 60 CB 93 24 22 F0 ET 000000R0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .......
000000B0 AF DD 21 F7 36 BO 98 44 2C 76 BC 85 EE 84 90 &F 0000DOBO 00 00 00 00 0D 00 00 00 00 0O 00 0 00 00 00 00 .......
000000CO 53 DA 22 32 35 07 BS FD EA 48 93 EF 36 A7 64 33 000oooco 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .......
000000D0 8D 88 64 8C B 54 U8 EO B8 33 FB 78 40 €3 91 OF ..d..T.  [000000DO 00 00 00 OO0 0O 00 00 00 00 00 00 00 00 00 0D 00 .-e-...
000000E0 1C 8D 81 1D 24 5D E9 57 CD 40 53 16 DB 5B 4D 8F 00000CEC 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000000F0 4D 69 BA 46 97 A5 D1 FF DA 55 90 09 OE Cl AD 38 000000F0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000100 71 E4 9E 68 6E 24 43 D1 56 D3 AA 28 40 c4 3 BL 00000100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000110 76 1a 7F 0D €0 7€ CC F2 99 39 8C EC 9C 96 DF 78 00000110 00 00 00 00 00 00 00 00 00 00 00 G0 00 00 00 00 .......
00000120 cC 67 89 DE 98 67 B6 20 B6 CE BS 38 56 01 EO 02 00000120 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .......
00000130 B5 DB 98 57 cC 17 05 F7 78 EA D5 A5 E3 97 82 83 00000130 00 00 00 00 00 00 00 00 00 00 00 G0 00 00 00 00 .......
00000140 00 84 6F 67 50 FF A8 E6 35 BB BC BD EC 56 46 D8 00000140 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .......
00000150 4F 9E 21 9C €9 3F 96 €D 29 81 84 2a B4 BB OC BD 00000150 00 00 00 00 00 00 00 00 00 00 00 G0 00 00 00 00 +-.....
00000160 24 9D 76 37 a4 1F 47 4a EB 70 4E 58 BF 00 D4 &E 00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .......
00000170 23 DO 15 5E 38 07 ED 23 EA 43 E2 DS 2B DA 4A 58 .~ |oocoo170 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 ....... v
4 m ] a | 1 | 2
7/21/2018 3:11:44 PM | 4.9 MB (5158416) | 00000000 (1) | 7/18/2018 10:00:45 PM | 4.9 MB (5154408) | | 00000000 (0)
eady Default Profile | Source Only (1) Target only ~ Changed (20212) ¥ eI v ovR CAPS NUM
“Z . N . . 7 - -
L;)‘JSJ.A))‘J\MJJU L geu (G 0k U"Jg"l" Lgl_a ol sl
£ ]
« | CyberSCCP.docxLanRan2.0.5 vs CyberSCCP.doc |l MR
L
Type Source (&)  Count @)  Count [BJ)  Target [B) Count @)  Count [§)
Replaced 00000000 5154416 004EABTD 00000000 5154408 004EABGE
=
£ = 3 S
g Bt compare | &, Checksum | &R Find | 4y Bookmarks | Output|
[

Cursor: 000001C6  Caret: 0000002E 5154408 bytes OVR MOD READ

S ol ge e L L B s S3L e opl S s

this.InternalSetPrivateBinPath(string.Empty);

/f Token: ex@ceee4D4 RID: 1236 RVA: @x@081142F File Offset: @xeeeled42F

[Obsolete("AppDomain.ClearShadowCopyPath has been deprecated. Please investigate the use of AppDomainSetup.ShadowCopyDirectories
instead. htt go.microsoft.com/fwlink/?1inkid=14202")]

[SecurityPermission(SecurityAction.LinkDemand, ControlAppDomain = true)]

public void ElearShadowCopyPath()
T

this.InternalSetShadowCopyPath(string.Empty);

hHd

// Token: @x@6@004D5 RID: 1237 RVA: @x8881143C File Offset: 8x@e81043C

[Obsolete("AppDomain.SetCachePath has been deprecated. Please investigate the use of AppDomainSetup.CachePath instead. http://
go.microsoft. com/fwlink/?1inkid=14202")]

[SecurityPermission(SecurityAction.LinkDemand, ControlAppDomzin = true)]

public void SetCachePath(string path)

i

this.InternalSetCachePath(path);
¥

// Token: ex@6@2@4D6 RID: 1238 RVA: @x88811445 File Offset: oxee0le4ds
[SecurityPermissicn(SecurityAction.LinkDemand, ControlAppDomain = true)]
public void SetData(string name, object data)
i

this.SetDataHelper(name, data, null);

// Token: @x@6@8@84D07 RID: 1239 RVA: 8xBB811458 File Offset: Ox@0018458
ien(SecurityAction.LinkDemand, ControlAppDomain = true)]
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7ea
701
Ja2
7e3
784
7es
7es
a7
7es
789
71@
711
712
713
714
715
716
717
718
719
728
721
72z

723
EEY

96
97
98
99

1088

101

102

103

104

105

106

107

108

189
118
111
112
113
114

115
116
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=4
e

objectHandle = appDomain.CreateInstance(fullName, fullName2);
inally
if (imperscnationContext != null)
impersonationContext.Undo();
:i‘F (objectHandle == null)
{

AppDomain.Unload (appDomain);

e e ]

tingEnvironment hostingEnvironment = (objectHandle != null) ? (objectHandle.Unwrap() as HostingEnvirocnment) : nullj
(hostingEnvironment == null)

7l

O

-

throw new SystemException(SR.GetString("Cannot_create_HostEnv"));
b
IConfigMapPathFactory configMapPathFactory = appHost.GetConfigMapPathFactory();
hostingEnvironment.Initialize(this, appHost, configMapPathFactory, hostingParameters);
return hostingEnvironment;

// Token: @x@6@B858E RID: 1294 RVA: @x8@@122B@ File Offset: @x0@0112B0
public static AppDomain (string friendlyName, Evidence securityInfo, string appBasePath, string appRelativeSearchPath,
bocl shadowCopyFiles, AppDomainInitializer adInit, string[] adInitArgs)

i
AppDomainSetup appDomainSetup = new AppDomainSetup();
appDomainSetup.fpplicationBase = appBasePath;
appbDomainSetup.PrivateBinPath = appRelativeSearchPath;
appDomainSetup.AppDomainInitializer = adInit;
appDomainSetup.AppDomainInitializerArguments = adInitArgs;
if (shadowCopyFiles)
i

appDomainSetup.ShadowCopyFiles = "true”;

return AppDomain.CreateDomain(friendlyName, securityInfo, appDomainSetup);

// Token: 8xB60@824E2 RID: 9442 RVA: Bx@B@935F8 File Offset: @x@08925F3
[SecurityPermissicn(SecurityAction.Assert, Flags = SecurityPermissionFlag.ControlAppDomain)]
private void CreateAppDomain()

bool flag = false;
RuntimeHelpers.PrepareConstrainedRegions();

try
{
try
i
¥
finally

Monitor.Enter(AutolWebProxyscriptirapper.s_AppDomains.SyncRoot);
flag = true;

b
if (AutolebProxyScriptWrapper.s_CleanedUp)
{

throw new InvalidOperaticnException(SR.GetString("net_cant_perform_during shutdown™});

¥

if (AutoWebProxyScriptWrapper.s_AppDomainInfo == null)

i
AutolWebProxyScriptiWrapper.s_AppDomainInfo = new AppDomainSetup();
AutolWebProxyScriptWrapper.s_AppDomainInfo.DisallowBindingRedirects = true;
AutoWebProxyScriptiWrapper.s_AppDomainInfo.DisallowCodeDownload = true;
NamedPermissionSet namedPermissionSet = new NamedPermissionSet(”_ WebProxySandbox™, PermissionState.None);
namedPermissionSet.AddPermission(new SecurityPermission(SecurityPermissionFlag.Execution));
ApplicationTrust applicationTrust = new ApplicationTrust();
applicationTrust.DefaultGrantSet = new PolicyStatement(namedPermissionSet);
AutoWebProxyscriptWrapper.s_AppDomainInfo.ApplicationTrust = applicationTrust;

}

AppDomain appDomain = AutcWebProxyScriptWrapper.s_ExcessAppDomain;
if (appDomain != null)

{

TimerThread.GetOrCreateQueue(@).CreateTimer(new TimerThread.Callback(AutolebProxyScriptirapper.CloseAppDomainCallback),
appDomain);
throw new InvalidOperationException(SR.GetString("net_cant_create_environment™));

i

»
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117
118
119
12@
121
122
123

124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143

144
145
146
147
148
149
15@
151
152
153
154
155

this.appDomainIndex = AutclebProxyScriptWrapper.s_NextAppDomainIndex++;

Loty

i i

; ¥

| finally

[

: ! AutoWebProxyScriptlirapper.s_ExcessAppDomain = AppDomain.CreateDomain("WebProxyScript”, null,
| : AutoWebProxyScriptWrapper.s_AppDomainInfo);

! H try

ok

: H | AutolebProxyScriptWrapper.s_AppDomains.Add(this.appDomainIndex, AutoWebProxyScriptiWrapper.s_ExcessAppDomain);
: : E this.scriptDomain = AutoWebProxyScriptWrapper.s_ExcessAppDomain;

! | H

| : finally

Lot

| E | if (object.ReferenceEquals(this.scriptDomain, AutoWebProxyScriptirapper.s_ExcessAppDomain))
[

: H E AutollebProxyScriptirapper.s_ExcessAppDomain = null;

: : H H

: : : else

[

Lo try

| H | 1

: E : : AutolebProxyScriptilrapper.s_AppDomains.Remove (this.appDomainIndex);

| H | ¥

[ finally

j : : ; TimerThread.GetOrCreateQueue (@) .CreateTimer (new TimerThread.Callback

: H : : (AutollebProxyscriptiWrapper.CloseAppDomainCallback), AutoWebProxyScriptWrapper.s_ExcessAppDomain);
Lo i

[

.

! ¥

¥

finally

{

. if (flag)

[

: Monitor.Exit(AutellebProxyScriptirapper.s_AppDomains.SyncRoot);

| ¥

+
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// Token: Bx868@8423 RID: 1859 RVA: @x8881539C File Offset: 8xB8e@1438C

internal static byte[] byte[] rgbKey, byte[] rgbWrappedKeyData)

{

int num = rgbWrappedKeyData.lLength >»> 3;
if (rgbWrappedKeyData.lLength % 8 != @ || num <= @)
{

throw new CryptographicException(SecurityResources.GetResourceString("Cryptography_Xml_KW_BadKeySize"));
¥
ICryptoTransform cryptoTransform = new RijndaelManaged

Key = rgbKey,
Mode = CipherMode.ECB,
Padding = PaddingMode.None
}.CreateEncryptor();
if (num == 1)
1
byte[] array = new byte[SymmetricKeyWrap.s_rgbaES_KW_IV.Length + rgbWrappedKeyData.lLength];
Buffer.BlockCopy(SymmetricKeyWrap.s_rgbAES_KW_IV, @, array, @, SymmetricKeyWrap.s_rgbAES_KW_IV.Length);
Buffer.BlockCopy(rgbWrappedKeyData, 8, array, SymmetricKeyWrap.s_rgbAES_KW_IV.Length,
rgblrappedKeyData. Length);
return cryptoTransform.TransformFinalBlock(array, @, array.lLength);

¥
byte[] array2 = new byte[num + 1 << 3];
Buffer.BlockCopy({rgbWrappedKeyData, @, array2, 2, rgblirappedKeyData.length);
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Assembly Explorer > X I

10_DirectorylsRoot_Path =
10_DirectoryMotFound_Path

10_FileExists_Path

I0_FileMotFound_Path

10_FilePathException

10_GetFiles_MullPattern
10_GetParentPathlsRoot_Path
10_SourceEqualsTargetDirectory
10_SpecialDirectoryMotExist
10_SpecialDirectory_AllUserAppData
10_SpecialDirectory_Desktop
10_SpecialDirectory_MyDocuments
10_SpecialDirectory_MyMusic
10_SpecialDirectory_MyPictures
10_SpecialDirectory_ProgramFiles
10_SpecialDirectory_Programs
10_SpecialDirectory_Temp
10_SpecialDirectory_UserAppData
KILL_MoFilesFoundl
LateboundCallTolnheritedCom(Class
LinguisticRequirements
MatchArgumentFailure2

MaxErrNumber

MethodAssignmentl

MissingMember_Memberl etMotFoundOnType2
MissingMember_MemberMotFoundOnType2
MissingMember_MemberSetNotFoundOnType2 v

D355 6,108 50, L My Pictures [ g < sal 6l

// Token: @x17@@e881 RID: 129
// (get) Token: @x@6088222 RID: 546 RVA: @x@908AA28 File Offset: ex@00@9423

public static string EPictures

<
get
i
return SpecialDirectories.GetDirectoryPath(Environment.GetFolderPath
(Environment.SpecialFolder.MyPictures), “"I0O_SpecialDirectory MyPictures");
¥
¥

g M e, Ll SlSCus S48

/f Token: @x17000@82 RID: 13@
/f (get) Token: 8x@6022223 RID: 547 RVA: 9x0000AA48 File Offset: 2x00009443
public static string Desktop

1
get
i
return SpecialDirectories.GetDirectoryPath(Environment.GetFolderPath
(Environment.SpecialFolder.Desktop), "I0_SpecialDirectory_Desktop");
¥
¥

RS 3 4S8 AS e eslital laslbuls ) 6\5})\ s el e 4 (659 L;LM\.?B;\;S)'\J\J-_%\CL o
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mscoree.dll ‘
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acn

110 % | -

mscoree.dll

CorExeMain_

DIFIZL 88 53 LSl S eslizal sls 4 5

// Token: 8xB608041% RID: 1649

[D11Tmport(“mscoree.d11”, CharSet = CharSet.Unicode, ExactSpelling = true, PreserveSig = false)]

public static extern void GetRequestedRuntimeInfo(string pExe, string pwszVersion, string pConfigurationFile, uint
startupFlags, uint runtimeInfoFlags, StringBuilder pDirectory, uint dwDirectory, out uint dwDirectorylength, StringBuilder
pVersion, uint cchBuffer, out uint dulength);

// Token: @x@602041A RID: 1058

[D1lImport("mscoree.dll”, ExactSpelling = true, Preservesig = false)]

internal static extern void Ftrongl\lﬂeToloenFrmPubli:Ke'yi(byte[] publicKeyBlob, uint publicKeyBlobCount, ref IntPtr
strongNameTokenArray, ref vint strongNameTokenCount);

// Token: @x0602041B RID: 1851
[D1lImport("mscoree.dll”, ExactSpelling = true, Preservesig = false)]
internal static extern void StrongNameFreeBuffer(IntPtr buffer);

// Token: @x0602041C RID: 1852
[D1lImport("wininet.dll", CharSet = CharSet.Unicode, ExactSpelling = true)]
TS
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(~) Options Search For: |# All of the Above |~ [All Files -

"

["] Match Whole Words [ ] Case Sensitive Search

Search in GAC assemblies

Match Any Search Term [_] Decompile Resources (eg. XAML)

@, StrongNameFreeBuffer

@, StrongNameFreeBuffer

@, StrongNameFreeBuffer

@, StrongNameKeyGen

@, StrongNameKeyGen

@, StrongNameSignatureVerificationEx
@, StrongNameTokenFromPublicKey
@ WriteByte

@ WriteByte

@ ReadIntbd System.Runtime InteropServices.Marshal
@ ReadInttd ¥z System.RuntimeInteropServices.Marshal
@, StrongNameErrornfo Syster b.Configuration.StrongMNameUtility

System.W

b.Configuration.StrongNameUtility
*% System.Deployment.Application.NativeMethods

# System.EnterpriseServicesInternal.GenerateMetadata

Syster b.Configuration.StrongMameUtility
System.EnterpriseServicesInternal.GenerateMetadata
System.Deployment.Application.NativeMethods

%, System.Deployment.Application.NativeMethods
¥z System.RuntimeInteropServices.Marshal

#3 System.Runtime InteropServices.Marshal

KryptoTrojaner.bin.exe (PID: Yoo¥)

5 1gnRan.exe (PID: Yrr+)
®1 yunsom.exe (PID: Yo¢+)

B notepad.exe %USERPROFILE%\Desktop\@___README___@.txt (PID: }007)
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https://www.hybrid-analysis.com/sample/ee5ebb71405d500052076c8e1885555de9414454839e9c26a2746b1cc97fe7ef/5b391b0f7ca3e179a4035244#00013475-00002552
https://www.hybrid-analysis.com/sample/ee5ebb71405d500052076c8e1885555de9414454839e9c26a2746b1cc97fe7ef/5b391b0f7ca3e179a4035244#00014362-00002320
https://www.hybrid-analysis.com/sample/ee5ebb71405d500052076c8e1885555de9414454839e9c26a2746b1cc97fe7ef/5b391b0f7ca3e179a4035244#00014385-00002540
https://www.hybrid-analysis.com/sample/ee5ebb71405d500052076c8e1885555de9414454839e9c26a2746b1cc97fe7ef/5b391b0f7ca3e179a4035244#00014442-00002556
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Ad-Aware
AhnLab-v3
Antiy-AVL

Avast

Avira

Baidu
CAT-QuickHeal
CrowdStrike Falcon
Cylance

Drweb

Endgame
ESET-NOD32
Fortinet

Ikarus

K7GW

MAX

McAfee-GW-Edition

NANO-Antivirus

Panda

Rising

Sophas AV

Symantec

TrendMicro

VBA32

Webroot

ZoneAlarm

S o Jlad e b Gl |y 015 03 4 lzb nl bl

A TrojenGeneric 21071577

A Win32:Malware-gen
A TR/OropperMsiLGen
A Winz2Tonw
A\ TrojanFuerboos

A nalicious_confidence_100% (W)
A Unsafe

M\ TrojanEncoder10598

A malicious (high confidence)

TEyes. 16070401

a variant of

A ojanDropper Agent.CER

A MSILAgent CERIL

A Worm.MSIL Bladabindi

A Trojen(00adenaci)

A malvare (@i score=100)

A TiGisda A

A DropperGenericl8.35E (CLOUD)
A Troj/Cryptear-M

A Trojengen2

A\ TROJ DROPPERFEFAL

A Hoax.Gen

A WiaTioanGen

A\ Troien-Ransomwin32 Gendnu

AegisLab

AlYac

Arcabit

AVG

AVware

- BitDefender

Comodo

Cybereason

Cyren

Emsisoft

eScan

F-Secure

GData

K7AntiVirus

Kaspersky

McAfee

Microsoft

Palo Alto Networks

Qihoo-360

SentinelOne

Sophos ML

Tencent

TrendMicro-HouseCall

VIPRE

Yandex

Avast Mobile Security

A Troj.Ransom W32.Genlc

A TrojanRansomLanRan

A Win32:Malware-gen

A TroianWin32 GenericlBT

A maliciousoséesd
A
M\ TrojanGeneric 21071577 (8)
A TrojanGeneric 21071577
A TrojanGeneric 21071577

2/ Trojan. SUVH-4420

A T
A o
A Trojan-Ransom.w

132.Gen.dnu

A ArtemisE168392066C6
A RansomMSIL/Ryzerlo.A
A zenericml

A Win32/Trojan.Generic.bac
A static engine - malicious
A revristic

A vini2

A TROJ_DROPPER FBFAL

Trojan.Gen.Ahw

A TrolanWin32 GenericlBT
A TrojanDRAgentiopuTkIFHRCo
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