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Win32:Malwa

(1) HEUR/AGEN 1015447

(1) Heuristic HEU

(E) MSIL/Generic. TTRI ransom

Trojan MSIL Crypt

(1) HEURTrojan Win32.Generic

S

core=
() RDM/Generic.gm

2 Encode

\E) Heuristic

AegisLab

ALYac

Arcabit

AVG

BitDefender

CAT-QuickHeal

CrowdStrike Falcon

Cylance
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Microsoft
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Symantec
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@uv| v Computer » Local Disk (D:) » test » documents - | 5 | | Search documents 2 [
Organize * Include in library « Share with Mew folder = = il |®|
- Faverites Mame . Date modified Type i
=
|| hoeneypot-last.pphx 4/15/2019 1:29 PM PPTX File
o Libraries LI hygien.pptx 4/22/201911:46 AM  PPTX File
3 Docurments || IM-DETECTIONOFMALWAREAPPLICATIONS. pdf.id-C15006EA. [team... 12/2/201912:07 PM  KHARMA File
&' Music || indesx.pdf 11/10/2019 3:38 PM  PDF File
[ Pictures || JobVision MBTI_82394_Abolfazl Aligholivand_13980322 104411.PDF 6/12/201910:44 AM  PDF File
E Videos || MyResume.pdf.id-C15006EA [teammarcyl0@ cock.li].kharma 12/2/201912:07 PM  KHARMA File

OG Homegroup
M Computer

G‘j Metwork

petrol_consumption.csv.id-C15006EA. [teammarcyl0 @ cock.li].kharma
Resume Aligholi.dockid-C15006EA [teammarcyl0@cock.li].kharma
RFC.py.id-C15006E4. [teammarcyl0@ cock.lil.kharma

5] saTFa_zvers
Schedule.docx.id-C15006EA. [teammarcyl0 @cock.li].kharma

RIF Request Letter - VRDC_0.docxid-C15006EA. [teammarcyl0@ cock....

12/2/2019 12:07 PM
12/2/2019 12:07 PM
/2019 12:07 PM
f2/2019 12:07 PM
£2019 10:48 AM
/2/2019 12:07 PM

KHARMA File
KHARMA, File
KHARMA File
KHARMA, File

Office Open XML ...

KHARMA, File

|| software-objectoriented (www.tahlildadeh.com). pdf.id-C15006EA. [te... f2/2019 12:07 PM KHARMA File

L | Train_50.pkl /3/2019 1:27 PM PKL File E
L | wp_the_taidoor_campaign.pdf.id-C15006EA. [teammarcyl0 @ cock.li].... /2/201912:07 PM  KHARMA File

D 4 s /20181217 PM Office Open XML ...

D 6 jumd /2018 10:18 AM  Office Open XML ...

| ] 1:243 Jswes .docx.id-C15006EA. [teammarcyl0@ cock.lil.kharma (2/201912:10 PM KHARMA File
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ALL FILES ENCRYPTED "RSA2048"

All YOUR FILES HAVE BEEN ENCRYPTED!! IF YOU WANT TO RESTORE THEM, WRITE US TO THE E-MAIL teammarcyl0@cock.li
IN THE LETTER WRITE YOUR ID, YOUR ID C15006EA

IF YOU ARE NOT ANSWERED, WRITE TO EMAIL: justbtcwillhelpu@firemail.cc
YOUR SECRET KEY WILL BE STORED ON A SERVER 7 DAYS, AFTER 7 DAYS IT MAY BE OVERWRITTEN BY OTHER KEYS, DON'T PULL TIME, WAITING YOUR EMAIL

FREE DECRYPTION FOR PROOF

You can send us up to 5 files for free decryption. The total sze of files must be less than 10MB (non archived), and fies should not contain valuable information.

(databases,backups, large excel sheets, etc.)

DECRYPTION PROCESS:

When you make sure of decryption possibiity transfer the money to our bitcoin wallet. As soon as we receive the money we wil send you:

1. Decryption program.

2. Detailed instuction for decryption.

3. And indwidual keys for decryption your files.
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| RETURM FILES - Motepad [ = | [EE]
File Edit Format View Help

AT1l your data is encrypted! P
for return write to mail:

teammar cyl0@cock. 11 or justbtcocwillhelpu@firemail. cc
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SetValueKey | HKCU\Software\Microsoft\Windows\CurrentVersion\Rum\C15006EACC

SetValueKey | HKCU\Software\Microsoft\Windows\CurrentVersion\Run\C15006EADD
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@’ HKCU\SOFTWARE \Microsoft\Windows'\CurrertVersiom\Run 12/2/2019 1:05 PM
|| C15006EACC c:\users'tahligarappdata®roamingic15006ea" retum files be 12/2/20191:05 PM
E C15006EADD c:\users'tahligarappdataroaming'c15006eainfo hta 12/2/20191:05 PM
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Description Image Path Life Time Company Owner Command
=ad sa assd 53 ChlsershTahllgar\Desktop'34.exe dg dfsda ghdsf Tahlilgar-PC Tahiil... "C\Users"Tahllgar'\Desktop.34. exe”
Lists the cument unning tasks ~ CA\Windows system32'tasklist.exe ‘ Microsoft Corporat... Tahlilgar-PChTahilil... "tasklist” /v o csv
Lists the cument unning tasks ~ C:\Windows'system32'tasklist exe | Microsoft Corporat... Tahlilgar-PChTahilil... "tasklist” /v o csv
Lists the cument unning tasks ~ C\Windows'system32'tasklist exe ‘ Microsoft Corporat... Tahlilgar-PChTahilil .. "taskdist” /v o csv
Lists the cument unning tasks  C\Windows'system32'tasklist exe | Microsoft Corporat. .. Tahlilgar-PChTahlil ... "taskdist” /v o cav
Teminates Processes CaWindows"system 32 taskkil exe | Microsoft Corporat. . Tahliigar-PC'Tahil... “taskkill” £ /pid 2032]
Microsoft (R) HTML Applicatio... C:\Windows*System32\mshta.exe - Microsoft Corporat... Tahlilgar-PChTahlil... "C:A\Windows*System 32\mshta.exe" "C:MUsersh Tahllgar\Desktop*Info hta”
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