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https://nvd.nist.gov/vuln/detail/CVE-2017-9841
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e JQuery file upload vulnerability — CVE-2018-9206

e ELFinder Command Injection — CVE-2019-9194

e Joomla! remote file upload vulnerability

e Magneto Local File Inclusion — CVE-2015-2067

e Magento Webforms Upload Vulnerability

e CMS Plupload Arbitrary File Upload

e Vulnerability — CVE-2015-7571 and many unregistered

e Multiple vulnerabilities including File Upload & RCE for many plugins in multiple
platforms here

e WordPress TimThumb RFI Vulnerability — CVE-2011-4106

e Uploadify RCE vulnerability

e vBulletin Widget RCE — CVE-2019-16759

e WordPress install.php RCE

e WordPress xmlrpc.php Login Brute-Force attack

e WordPress multiple Plugins RCE (see full list in appendix A)

e WordPress multiple Themes RCE (see full list in appendix B)
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https://null-byte.wonderhowto.com/how-to/exploit-webdav-server-get-shell-0204718/
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https://chrissymorgan.co.uk/2018/11/25/unauthenticated-arbitrary-file-upload-vulnerability-in-blueimp-jquery-file-upload-v9-22-0/
https://www.exploit-database.net/?id=20189
https://www.exploit-db.com/exploits/35996
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1. https://www.imperva.com/blog/crimeops-of-the-kashmirblack-botnet-part-i
2. https://www.imperva.com/blog/crimeops-of-the-kashmirblack-botnet-part-ii/
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