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Organize ~ O Play ~ Share with = Burn New folder =~ [ Q
o Favorites Name B Date modified Type Size
Desktop test (1).apk 12/27/2018 9:47 A..  APK File 9,288 KB
Downloads ) test (1).avi 12/27/2018 947 A..  Video Clip 31433 KB
RecentPlaces 2 test (1).bmp 12/27/2018 9:47 A.. Bitmap image 737 KB
test (1).DAT 12/27/2018 948 A..  DAT File 96,802 KB
- Libraries = test (1).docx 12/27/2018 9:48 A..  Office Open XML ... 177 KB
&5 Documents B test (1).htm 12/27/2018 9:48 A..  Firefox HTML Doc.. 90 KB
L2 Music B test (1).himl 12/27/2018 948 A..  Firefox HTML Doc... 3,048 KB
£ Pictures = test (1)jpg 12/27/2018 9:48 A..  JPEG image 374 KB
£ Videos test (1.mkv 12/27/201810:31.. MKV File 864,500 KB
2. test (1).mp3 12/27/2018 9:52 A..  MP3 Format Sound 4485 KB
1 Computer B test (1).mpeg 12/27/2018 10:31..  Movie Clip 45,740 KB
&> Local Disk (C) B test (1).pdf 12/27/2018 952 A..  Firefox HTML Doc... 4,256 KB
< Soft (B) test (1).ppt 12/27/2018 10:31..  PPT File 578 KB
ﬂ test (1).rar 12/27/2018 10:31..  WInRAR archive 1KB
@& Network test (1).srt 12/27/2018 952 A..  SRT File 93 KB
® test (1).ts 12/27/2018 10:31..  MPEG-2 TS Video 1,015,200 ...
test (2).DAT 12/27/2018 958 A..  DAT File 96,802 KB
test (2).mkyv 12/27/2018 1031 .. MKV File 864,500 KB
2| test (2).mp3 12/27/2018 10:31.. MP3 Format Sound 6,296 KB
test.mkv 12/27/2018 10:02 .. MKV File 307,219 KB
® testmpd 12/27/2018 10:03 ..  MP4 Video 111,221 KB
B cwsavi 1/10/2018 6:41 PM  Video Clip 31433 KB
& cuibmp 6/28/200512:32 PM  Bitmap image 737 KB
st DAT 10/30/2015 8:57 PM  DAT File 96,802 KB
E] cusdocx 11/25/2017 1127 .. Office Open XML ... 177 KB
J)- test (2).mp3 Contributing artists: Sb:&:bgf‘-\val!\r‘lo?xg}KﬁA... Genre: Specify the genre of mu.. Rating: s <7 <5 7 i
bt MP3 Format Sound Album: EIO 3YES - OaeN (M)LkC... Length: 00:09:16
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All yvour files were encrypted by jemd.

Used a AES encryption.

AES a best algorytm. If you - gruja, decryption inpossible

Contact us: rezko@prottykon.mit.edu

<] RN <> << << <>

Personal id:554243455254007C535674527372785A536256715665467C6378734141
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Project2.exe

Entry Point: 000151DC oo [<] EPSection: copE aill |

y FleOffset: 0001450C FirstBytes : 55.88.C.89.0¢ -

« Linker Info: 2,25 SubSystem : \Vindows GUI [E

Flesze: 00019a00h (<] (] Overlay: = no 00000000 @)

% ~

|Image is 32bit executable | RES/OVESS 0% 1992 A

[Boriand Delphik 2.0 - 7.0) 1992 - www.borland.com (san/t| [ ro |
Lamer Info - Hdent - Unpack info F:

i
'

Not packed}, try OllyDbg v2 - www.ollydbg.de or IDA v5 WWW. hex*ay @@
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file help

CCETE

c\users\admin\desktop\proje
il indicators (2/13)
@)Y virustotal (39/69)
> dos-header (64 bytes)
&8 dos-stub (This program m
>
-» optional-header (GUI)
.54 directories (4)
> sections (shared)
> libraries (5)
| imports (47/11/0/1/9)

- =3p exports (0)

~0 tls-callbacks (n/a)
--[d resources (11)
--abe strings (55/13/26/14/1233)
-4p¥ debug (n/a)
E manifest (n/a)
-{28] wersion (n/a)
E certificate (n/a)
-] overlay (n/a)

property value
signature 000004550
machine Intel
| sections B8 |

compiler-stamp
pointer-symbol-table

0x2A425E19 (Fri Jun 19 15:22:17 1992)
000000000

number-of-symbols 0
size-of-optional-header 224 (bytes)
Iprocessor-SZbi‘t true I
relocation-stripped false
large-address-aware false
uniprocessor-only false
system-image false
dynamic-link-library false
|executab|e true|
debug information stripped false
if on a removable media, copy and run from the swap false
if on a Network, copy and run from the swap false

Ll ol jasie VU geas 53 0T g 5 skt b sla ton 3las (S s sdalie o shilea

- c\users\admin\desktop\proje | name (47) group (11)  anonymous (0) type (1) blacklist (9)
- ||Td|:atnrs 2/13) UnhandledExceptionFilter _ - implicit -
2-$] virustotal (39/69) RaiseException _ - implicit x
» ~he
dos-header B4 bytes) |y ) e iticalSection 7 implicit
B dos-stub (This program m LeaveCiiticalS 7 p
- file-header (1un1992) caveCriticalSection Mmphck
. optional-header (GUI) EnterCriticalSection 7 - implicit -
¥ directories (4) InitializeCriticalSection 7 - implicit -
» sections (shared) InterlockedDecrement 7 implicit
» libraries (5) InterlockedIncrement 7 implicit
¥onl FindFirstFileA 6 - implicit x
= exports (0) FindClose 6 - implicit x
o= tls-callbacks (n/a) WriteFile 6 implicit
(34 resources (11) VirtualFree I implicit
ate strings (55/13/26/14/1233) | VirtualAlloc s - implicit -
i debug (n/a) LocalFree I - implicit -
B manifest (n/2) LocalAlloc s implicit
() version (n/3) VituslQuery [ s | implicit
G certficate (va) GetCurrentThreadld 2 - implicit x
L overlay (n/2) GetStartupInfoA _ - implicit -
GetCommandLineA I implicit
ExitProcess [ implicit
RegQueryValueExA _ - implicit -
RegOpenKeyExA I - implicit -
RegCloseKey _ implicit
GetVersion - implicit
WideCharToMultiByte - - implicit -
MultiByteToWideChar - - implicit -
IstrlenA - implicit
IstrcpynA - implicit
GetThreadLocale - - implicit x
GetlLocalelnfoA - - implicit -
RtlUnwind - implicit
LoadStringA - implicit
MessageBoxA - - implicit -

anti-debug (0)  undocumented (0)  deprecated (7) library (5)
- kernel32.dIl
- kernel32.dII

kernel32.dIl
kernel32.dIl
- kernel32.dIl
- kernel32.dII
kernel32.dIl
kernel32.dIl
- kernel32.dIl
- kernel32.dII
kernel32.dIl
kernel32.dIl
- kernel32.dII
x kernel32.dII
x kernel32.dll
kernel32.dIl
- kernel32.dII
- kernel32.dII
kernel32.dIl
kernel32.dIl
- advapi32.dil
- advapi32.dil
advapi32.dil
x kernel32.dIl
- kernel32.dII
- kernel32.dII
x kernel32.dll
x kernel32.dIl
kernel32.dII
x kernel32.dII
kernel32.dIl
user32.dil
- user32.dll

2loy
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CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:

CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
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CODE : 90485B4C
CODE : 88485B4C
CODE : 90485B4C
CODE : 88485B4C
CODE : 90485B4C
CODE : 88485B4C
CODE : 90485B4C
CODE : 88485B4C

:C;uw‘ o.thiﬂ L}Aj Y8 Ve z:}J:kluJ LSLA4;*:) ¢ﬂ3 PL J‘jﬁ‘@ﬂ{ ¢ﬁJ LSA\JF;EZP ftifi ¢f¥

v/ a <><><><><><ﬂemd<><><><><><>
n/a All your files were encrypted by jemd.
n/a Used a AES encryption.

)/a AES a best algorytm. If you - gruja, decryption inpossible

B Contact us: rezko@prottykon.mit.edu

n/a Pe

rsonal id:

n/a Error
V/a Runtime error  at 00000000
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LookupPrivil
1pSystemHame

1pHame
1pLuid

LookupPrivil

egelUaluef proc near

= dword ptr 4
dword ptr 8
dword ptr BCh

; CODE XREF: sub_414368+22)p

jmp ds: imp LookupPrivilegeUaluef

egelalued endp

:C;uﬂ‘ o.LAL:LA kas Jij Ji'%qzj BL) c)\jé‘Cip Lfﬁ‘j;;Cib ?Li:i ¢f&

edx, offset aJdemd ; “<<P{P Jend OO

eax, esi

ecx, [eax]

dword ptr [ecx+3Bh]

edx, offset aAllYourFilesWe
eax, esi

ecx, [eax]

dword ptr [ecx+38h]

edx, offset allsedAfesEncryp
eax, esi

ec®, [eax]

dword ptr [ecx+38h]

edx, offset afesABestAlgory
eax, esi

ecx, [eax]

dword ptr [ecz+38h]

edx, offset aContactUsRezko
eax, esi

ecx, [eax]

dword ptr [ecx+3Bh]

"All your files were encrypted by jemd."

"Used a AES encryption.”

"AES a best algorytm. If you - gruja, de"...

"Contact us: rezko@prottykon.mit.edu™

edx, offset aJdemd ; “<<P{PEC Jend OO

1S o 3lital Jals i 3355 s B 5 s S35 Sl 25 45 ankad 113

aey15212 nov
88415217 noy
00415219 mou
08415218 call
0041521E mou
88415223 noy
88415225 novw
8415227 call
88415220 noy
8841522F nov
88415231 noy
08415233 call
08415236 noy
00415238 mou
a841523D noy
8841523F call
08415242 noy
88415247 novw
88415249 nov
88415248 call
0841524E nov
B04811A8

:804811A8 FindFirstFilea proc
s aa4B11A8

:884811A8 1pFileName =
:884811A8 1pFindFileData =
B04811A8

1 08401108 jmp
:884811A8 FindFirstFilea endp

; HANDLE _ stdcall FindFirstFileA(LPCSTR lpFileMame, LPWIN32_FIND_DATAA lpFindFileData)

near ; CODE XREF: sub_4B4D2C+121Qp

dword ptr 4
dword ptr 8

ds:_ imp_FindFirstFilen

1S e odaline 1) 558 e axd 5 OF 53 5 elilsr bbb a5l aS (6ol 5 gladS ankd s
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ReadFile

; CODE XREF: sub_4B7268+14p

ds:_ imp ReadFile

proc near
hFile = dword ptr 4
1pBuffer = dword ptr 8
nHumber0fBytesToRead= dword ptr BCh
1pHunberOfBytesRead= dword ptr  16h |16 byte
1pOverlapped = dword ptr 14h

) imp
ReadFile endp

CODE:A4@A1188 WriteFile
CODE: 806461180

CODE: 88461188
CODE:-B0461180 hFile
CODE: 88461188 1pBuffer
CODE: 88481180 i crDfButesTol =
CODE: 084681180 |[1pHumber0fBytesWritten=

proc near

dword

CODE XREF: sub_4B3B7C+3F|p
sub_4B3B7C+5ALD

dword ptr &4
dword ptr 8
A .

1
pti-_16h | 16 Byte

CODE: 884811808 1pOverlapped = dword ptr 14h
CODE:-B88481188
CODE:-B840811808 jmp ds:  imp WriteFile

CODE:804011808 WriteFile endp
CODE : 904083BAS loc_ 4O3BAS:
CODE : 804B83BAS
CODE : 98483BAS push
CODE : 80483BA7 lea
CODE : 98403BAE push
CODE : 80483BAC push
CODE : 98483BAE push
CODE : 89483BB3 push
CODE : 98403BES call
CODE : 804B83BBA push
CODE : 98403BEE call
CODE : 89483BCA push
CODE : 98483BC2 lea
CODE : 80483BCA push
CODE : 98483BCY push
CODE : 80483BCY push
CODE : 98483BCE push
CODE : 89483BDA call
CODE : 98483BD5 push
CODE : 80483BD6 call
CODE : 08403BDB pop
CODE : 88483BDC retn

; CODE XREF: sub_403B7C+13Tj
; sub_h@3B7C+1CTj
a ; lpOverlapped

eax, [esp+8+Humber0fByteskritten]

eax ; lpHumberOfBytesWritten

1Eh ; nHumberOFfBytesTolWrite

offset Text ; "Runtime error at fgogoogg
BFFFFFFF5h ; nstdHandle

GetStdHandle

eax ; hFile

WriteFile

a8 ; lpOverlapped

eax, [esp+8+Humber0fBytestritten]

eax ; lpHumberOfBytesWritten
2 ; nHumber0fBytesToWrite
offset dword_483C84 ; 1pBuffer
BFFFFFFF5h ; nStdHandle
GetitdHandle

eax ; hFile

WriteFile

edx
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File Edit View Select Operations Bookmarks NTFS Streams Tools History Window Help

AP test (1)mp3bin X AP test (1)mp3bin X I
0203 040 =]

00000000 0001 0203 0405 0607 0809 0a 0b Oc 0d 0Oe Of T‘ 00000000 00 01 5 06 07 08 09 0a 0b Oc 0d 0Oe Of ol
00000000 .44 33 03 0000 0003 26 22 54 41 4c 42 00000000 .44 33 03 0000 0003 26 22 54 41 4c 42 00 00
00000010 00 55 00 00 Ol £ff fe 28 06 2e 06 34 06 20 00000010 ff 84 dc 6a 01 40 3b b6 fa f0 b9 63 94 07 1le 50
00000020 06 34 06 45 06 20 00 2d 00 20 00 2f 06 48 00000020 06 34 06 45 06 20 00 2d 00 20 00 2f 06 48 06 2f
00000030 06 45 0& 47 06 20 00 28 00 20 00 42 0& 33 06 45 00000030 9a 51 7e la 9d 2c 1d 15 72 f6 &d 72 64 16 63 9f
00000040 06 20 00 28 06 47 06 20 00 27 06 34 0f a9 06 20 00000040 06 20 00 28 06 47 06 20 00 27 06 34 06 a% 06 20
00000050 00 2f 06 cc 06 2f 06 47 06 20 00 41 06 27 06 37 00000050 e3 ch db 48 ab 01 25 f9 62 63 9d cd 66 ed 70 95
00000060 06 45 06 47 06 20 00 29 00 54 50 45 31 00 00 00 00000060 06 45 06 47 06 20 00 29 00 54 50 45 31 00 00 00
00000070 4b 00 00 01 £f fe 53 00 &8 00 61 00 &2 00 &5 OO 00000070 f0 al d5 4b @a a7 90 99 Oe a5 0f 85 35 f4 11 55
00000080 20 00 41 00 76 00 &1 00 &c 00 20 00 44 00 &f 00 00000080 20 00 41 00 76 00 &1 00 &6c 00 20 00 4d 00 &f 00
00000050 68 00 61 00 72 00 72 00 61 00 &d 00 20 00 57 00 00000050 ca 9 a9 98 33 2c 45 cd 74 d0 bl 25 29 Zb (e Se
000000a0 77 00 57 00 2e 00 S50 00 &£ 00 70 00 24 00 4d 00 < | 00000020 77 00 57 00 2e 00 S50 00 &£ 00 70 00 24 00 4d 00
< | 1] » 4 1] »

W aA

Type Offset (Source) Offset (Dest) Size
Matched 0 0 16

Matched 32 32 16

Matched 64 64 16

Matched 96 96 16

Matched 128 128 16

Matched 160 160 16

Matched 192 192 16

Matched 224 224 16

Matched 256 256 16

4

Ready Offset: 00000000 (0) Size: 0x0046109c (4,591,772): 4.38 MB Hex bytes, 16, Default ANSI OVR
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: VirusTotal sblw > 9 5
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Ad-Aware

Arcabit

AVG

BitDefender
CrowdStrike Falcon
Cyren

Emsisoft

F-Secure

GData

Kaspersky

McAfee

Microsoft

Palo Alto Networks
Symantec
TrendMicro

ZoneAlarm

Rl N

Trojan.Generic23263784

Trojan.GenericD162FAZE

FileRepMalware

Trojan.Generic 23263784

malicious_confidence_90% (W)

W32/ Trojan AWZQ-7006

Trojan.Generic 23263784 (B)

Trojan.Generic23263784

Trojan.Generic23263784

HEUR:Trojan.Win32.Generic

Artemis!1F85AC92EGEA
Trojan:Win32/Occamy.C
genericml|

Trojan.Gen2

RansomWin32JEMD.THABAGAH

HEUR:TrojanWin32.Generic

AegisLab

Avast

Avira

Comodo

Cylance

Drveb

escan

Fortinet

Ikarus

MK
McAfee-GW-Edition
NANO-Antivirus
Rising

Trapmine
TrendMicro-HouseCall

AhnLabV3

A Trojan.Win32Genericdlc
A FileRepMalware

A\ TR/ATRAPSGen

A Malwaregs3igadswelerta
A Unsate

A\ TrojanEncoder26910

A\ Trojan Generic 23263784
A W32/Genericltr

A\ Viruswin32DelfInject

A malware (ai score=99)

A BehavesLike Win32Dropperch
A Trojan.Win32 Encoderfifipv
A Trojan.Generic!8.C3 (CLOUD)
A malicious.moderate.ml score

A RansomWin32JEMD.THABAGAH

9 Clean

Dok S e g8 g pg Able oy
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Dangerous

Clean

Dangerous

Clean

Dangerous
Trojan Genenc 23263784

Clean

Clean

Dangerous
Trojan Generic 23263784{0B)

Clean

Clean

Clean

Clean

Dangerous
TR/ATRAPS Gen

Clean

Dangerous
Trojan Encoder26910

Dangerous
Trojan Gen 2

t

woaas

comodo

Gl

bitdefender

fprot

mcafee

clamaw

feecure

avira

sophos

drweb

symantec

2loy



