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| ArcSight SmartConnector !IEI
<L ArcSight ﬁ;ﬂmm Introduction
=¥ Introduction The ArcSight Installer will guide you through the installation of the
chaoose Install Folder ArcSight SmantConnector.

Choose Install Set The first step installs the core ArcSight SmanConnectar

Choose Shortcut Folder compaonents;
Pre-Installation Surnmary then you select the ArcSight SmanConnectoryou wish to configure.
Installing...

ArcSight recommends that you quit all other programs before
Upgrade cantinuing with this installation.

Systemn Restart

Click the 'Mext hutton to proceed to the next window. If vou wantto

Install Complete R ; . R . X X
change something on a previous window, click the ‘'Previous

hutton. To cancel this installation at any time, click the 'Cancel’

hutton.

InstallAmawhera

Cancel Brevious |
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_ElnrcSight SmartConnector !E

. | |
<C ArcSight | fevienpaciars Choose Install Folder
+ Infraduction
= Chaoose Install Falder Flease choose the installation folder. Itis recommended that you
Choose Install Set choose the folder name according to the device that you want to
chonse Shartcut Folder connectto, for example /ciscoids or fchackpointng. If you are
i upgrading from a previous version, please select the folder where
Pre-Installation Summary the ArcSight SmartConnector is currently installed.
Installing...
Upgrade Where Would You Like to Install?
Systern Restart C\Program Files\arcSightSmartConnectors

Install Complete
Restore Default Folder Choose...

InstallAnywhere
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SCArcSight | fiewiespors

« Introduction

« Choosge Install Folder

=» Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...
Ungrade
Systemn Restart
Install Complete

:ElArCSight SmartConnector !El E

Choose Install Set

& 5 Typical
Core SmanConnectors components required to support database,
files, syslog, snmp and other event reporting methods.

I Custom
ﬂ Choose this option to customize the features to be installed.

Installsnywhere

Cancel
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‘i ArcSight ﬁzﬂﬁuklm
Enterprise

Introduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Fre-Installation Summary

L T S Y

Installing...
Uparade

System Restart
Install Complete

Choose Shortcut Folder

Where would you like to create product icons?

(% In anew Program Group: IArcSight SmartConnectors

{~ In an existing Program Group: IJC\-:-: essories LI
= In the Start Menu
(' On the Desktop

(™ In the Quick Launch Bar

= Other:

" Don't create icons

[~ Create Icons For All Users

InstallAnywhere

Cancel
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L ArcSight | HewietPackars

Enterprise

Introduction

Choose Install Folder
Choose Install Set
Choose Shorcut Folder
Pre-Installation Surmmary

[

Installing...
Lpgrade
System Restart
Install Complete

Pre-nstallation Summary

Please Review the Following Information Before Continuing:

Product Name:
Arcsight SmartCannector

Install Felder:
CalsersiadministratonDesktopPSTools

Shortcut Folder:
ChaldsersiadministratonAppDatatRoamingihicrosoftaying

Install Set:
Typical

Kl | i

Installanywhere

Cancel

Install

Previaus |
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20 ArcSight | Heetipackard

Enterprise

Intraduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary

L N A

Installing...
Upgrade
Systermn Restart
Install Complete

[&] arcsight smartConnector ME EE

Installing ArcSight SmartConnector

ArcSight SmartConnectors

SmarConnectors intzlligently collect, process and
manage the transmission of event data to ensure
complete, high-performance information processing.
ArcSight's built-in intelligence helps you filter and aggre-
gate all the events in your enterprise, enabling Smart-
Connectors to delive” only those security events that
meritinvestigation.

Extracting duplicates...

Installanywhere
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J).J‘-;d o3l U:"'LL“" 11 J&LWV.,S& Next;(lO J_i._z) aJJS

Eonnector Setup !E[
. What would you like to da?
< ArcSight
Configure
% Add a Connectar
" Enable FIPS mode
" Enable remote management
Hewlett Packard
Enterprise
< Previous | Cancel
SmartConnector i& ol 10 s
Connector Setup !EI
. Select the connector to configure
<1’ ArcSight
Configure
Type |Amazon Web Services CloudTrail LI
ArcSight FlexConnector JSOM Folder Follower =
ArcSight FlexConnector Multiple DE |
ArcSight FlexConnector Multiple Folder File
Arcsight FlexConnector REST
ArcSight FlexConnector Scanner DB
Arcsight FlexConnector Scanner Text Reports b
Hewlett Packard
Enterprise
< Previous | Mexk = I Cancel

osls sazS Lol g sl 11 IS
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Eonnector Setup B

. . Enter the parameter details
< ArcSight

Configure

Hetwork Port |514
IP Address  [(ALL)

Protocol |UDP

Lo L

Forwarder |False

Hewlett Packard

Enterprise

< Previous | Cancel

b\é‘)‘ L;“Af“‘nb".’, 39,9 12 Jﬁ.ﬁ

S14 15 4l o855 ojled S 3L, |, syslog slaplay <ol I 3 SmartConnector «s S bl
LaSeul Lo S sl 1, S ol |y bbates col 13 a5 (glals &8 1P sl 0l oo S 515
Sl 13 aS ol gl a8 il 1 syl ais slaes IS s 31 SmartConnector All ., S Ol
LS o aledle 13 K3 s o5 5bolen oS Ol UDP 1 IS5 5 ¢ 56 ki s Jlo )l UDP (slaacy
14 o 55 a5 jshilea) o 5 Ol false |, Forwarder s ls 55 S5 5 SR Ol

b only yiled 15 e aes Sl | Next 5 (s)ls 54 s false s true a8 55 558 0 aa>S

Protocol |UDF‘ LI

Forwarder
Raw TCP
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Ll

Forwarder false

i

Forwarder b« 3 ¢4 14 s

Ed Connector Setup [_ (O] ]
B . Enter the type of destination
<I_ ArcSight
Configure

% ArcSight Manager {encrypted)
™ ArcSight Logger SmartMessage (encrypted)
* ArcSight Logger SmartMessage Pool (encrypted)
" MSP Device Pol Listensr
" CEF File
" CEF Kafka
" CEF Syslog
" CEF Encrypted Syslog (UDP)
7 CSY File
7 Raw Syslag

Hewlett Packard

Enterprise

< Previous | Cancel

Sl LB slataie ¢l 15 IS

oS e AL 1S IS s 1) K53 Ll Lol « SmartConnector i L jlaia cl 3 4 sdais
JSCo oS o NEXE 565 S Ol 1 ol a5 05 Ll Manager « Lyl ol )l 3 S okl

S g 03l WLN 16
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Eonnector Setup Bl

Enter the destination pararneters

< ArcSight

Configure

Manager Hostname |
Manager Port 2]

User |

Password |

AUP Master Destination [faise

Filter Out All Events [Faiss

ENJENIEN

Enable Demo CA [False

Hewlett Packard
Enterprise

Cancel

< Previous |

w‘_shjﬁl)\i 29,9 16 JS.Z

LL ool 8443 4S manager o8 s o 5le w3 S 515 |, manager oL L IP ool bl 16 1SKs s
D)U b QM“J\..::;L.{}Q manager s, A\de,’)ls g_)l..«;- ojbjgjéﬂ)gruw.sﬁ J)Uig.:}
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Eonnector Setup - |

Enter the connector details

<[ ArcSight

Configure

Hame ISnortsysIog

Location ftran

DeviceL ocation [Iran

Comment [Test

Hewlett Packard

Enterprise

< Previous | Mext = I Cancel

SmartConnector oleMbl 55,5 17 K&

o s Resources <5, 5> Connector (¢,.8 513 e w5d 0 355 amio cpl 5 &S S
oaxia |, CONNECHOT oL (oS o 5515 NaMe i 53 a5° b . AS o yesls |, ESM (Connectors
S s Ll e 3wl ArcSight =t s> Connector ix s Location L plas (5105 5 S 0
SENbl i o 1) sddobml j 58 sCoONNECtor i 4 axxl o L o Juls SmartConnector .z
18 JS S e 2 Next o S 5,0 Sl g air i o4l 3ol 50 e 55 5 &S
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Connector Setup !E[ E

. Following certificate will be imported into connector trust store:
"ff ArcSight Host/port: 192.163.100.100_3443
Details: CN=192. 168. 100100, OU=ESIM, O=Arcaight, L=05014, ST=C4, C=US
Configure

{* Impart the certificate bo connectar From destination

" Do ot import the certificate to connector From destination

Hewlett Packard
Enterprise

< Previous | Cancel

Laia 3l Jloms asbal cib,s 18 K

Dyl g o3l u,«.:l.u 19 }i«d p—:«sd‘ Next s ”; ‘.)l’d‘ L ds! 4*1;

onnector Setup M=l

. Add connector Summary
1’-:'): Arcsi g ht Following are the added connector details:
Connector Mame [3Snortsyslog), Connector Type [syslog]
Configure

Hewlett Packard
Enterprise

< Previous | Mext = I Cancel
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Connector Setup M=l E3

The Smart Connector is currently installed as a standalone application

< ArcSight

Configure

% Install as a service

i Leave as a standalone application

Hewlett Packard

Enterprise

< Previous | Mext = I Cancel

oty Ol g4 SmartConnector s 20 S

Ods pdgy C&A o ¥ opl ol b) o3 S Ol | “Install as a service” Jsl ay 8 200 s s
55 el Lalitis S3L s esbe] S5 45 oot ol 0ld o O (55, SmartConnector «5 L .

Dph geels il 21 JQ.V.:;SL;ONeth(r:S‘ﬁ‘ I, of S S Lb O sl e
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Specify the service paratneters

<[ ArcSight

Configure

Service Internal Name Jsslag
Service Display Name [5yslog Dagman
Start the service automaticalby IYes LI

Hewlett Packard

Enterprise

< Previous | Mexk = I Cancel

A_,.ﬁwa@»‘)}lsw.ﬁjﬂawgma}'le

“Service Display s ;3 45 b .&Sngbsﬁg@w\)lﬁéw}ﬂ el Ll S el e
sdalis bw‘)ﬂwrw\)‘w.}ﬁ& wﬁ}b)s O rl.s Q‘j...&é\.: .l.:..SL;a JJUName”
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B connector Setup H=] E3
. Install Service Summary
<I_ ArcSight
The Arclight BmartConnector is now configured to run as a service.
Configure
Tou can now start the SmartConnector by

Going to the services application and starting the service:

ArcBight Byslog Dasmontest

Hewlett Packard

Enterprise

< Previous | Mext = I Cancel

RS o (6l aJ..i‘:fl;'d‘ Slekas 5 gladds 22 s

V.u)d»23 J&ZWM}&»)}UW;‘ ‘)Next 4.,..1; chLia ‘Gb‘ o Cl}u‘ g_)LA.:la..JJ‘ LS‘MM}

Eonnector Setup _ (O] =

Would you like to continue or exit?

<_ ArcSight

Configure

" Continue

Hewlett Packard
Enterprise

< Previous | Mext = I Cancel
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_E‘nrcSight SmartConnector !El E

<L ArcSight | lsieapactar Install Complete

Intraduction Congratulations! ArcSight SmartConnector has heen successfully
Choose Install Folder installad to:

Choose Install Set
Choose Shorteut Folder
Pre-Installation Summary Press "Done" to quit the installer.

CAProgram Files\ArcSightSmartConnectors

Installing...
Uparade
Systerm Restart

L O O . T T O

Install Complete

InstallAnywhere

Zancel Previous i Done
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P @ Snarksyslogidown)
T
=7 Our Lab
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SC_Win?_Class{down]
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@ Anortsyslog{running)
ITRC
=7 Dur Lab
SC-syslog-Linux{down)
SC-syslog-win(running)
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=7 tehran

Linux-snork-saf{down)
- modidown)

rnodsecurity(down)
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Unassigned

SmartConnector s Jlas 27 S

dy.a-"u ‘5\.&%5 jJM 3
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[ ArcSight Administration
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Ctri4+-alt+E -

Configure

Delete Connector

Sef as Current Filker

Add to Current Filker
Create Channel with Filker
Send Model mappings now

Send Command

Export Connector Configuration As. ..

Import Connector Configuration...
Integration Commands

Add ta Package

Graph Wisw

Rename

o3ls ile «kzes Active Channel oF Ll 5 s S5 Qoo 5 olajlia Miewer s s

7 Mar 2017 23:45:52 IRST  [ICMP Packet found 192.168.205.188  |192.168.205.1 @ ZF ) 5nort Snort.
152 IRST  [ICMP Packet found 192.168.205.1 192.168.205.188 @2 ) Snort Snort

IRST _[ICMP Packet found 192.168.203.1  |192.168.203.200 |@_Z__[Snart [Sort

7 Mar 2017 23:45:52 IRST_[ICMP Packet found 1521652021 |192.168.202.172 | @ _Z—5nart [Snort
ICMP Packet found 1921682031 |192.168.203.200 | @ _Z ) [Snort [Snort

ICMP Facket found 192.168.205.188 |192.168.205.1 | @ _Z ) 5nort Snort

ICMP Packet Found 192, 168.205.1 192.168.205.166 |@_Z ) |5nart Snart

ICMP Packet Found 192, 166.202.1 192.168.202.172 @ Z _ )|5nort Snort

lUnparsed Event @ F  fsnort ISnort

ICMP Packet found 192,168,203, |192.168.203.200 |@_Z__5nart Snort

Unparsed Event [~ —E T [Snort

ICMP Packet found 1921682021 |192.168.202.172 | @) 5nort Snort

7 Mar 2017 23:45:52 IRST _[ICMF Packet found 192.168.198.1  |192.168.198.58 | @ _Z_Snort [Snort
7 Mar 2017 23:45:52 IRST  [ICMP Packet Found 192,168.205.188  |192.168.205.1 @ Z  )5nart Snart
7 Mar 2017 23:45:52 IRST  [ICMP Packet found 192, 168.205.1 192.168.205.166 @2 )|Snort Snort.
IRST  [ICMP Packet Found 192.168.203.1 192.168.203.200 @2 ) Snort Snort

IRST _|Unparsed Evert: [ —E [Sort

IRST _[ICMP Packet found 1521652021 |192.168.202.172 | @ _Z—5nart [Snort

IRST [ICMP Packet found 1921682031 |192.168.203.200 | @ _Z ) [Snort [Snort

:52IRST_[ICMP Packet found 192.168.205.188 |192.168.205.1 | @ _Z ) 5nort Snort

7 Mar 2017 23:45:52 IRST  [ICMP Packet Found 192, 168.205.1 192.168.205.166 |@_Z ) |5nart Snart
7 Mar 2017 23:45:53 IRST  (http_inspect) NO CONTENT-LENGTH ... |192,166.26,100 192.168.202.65 @3 ) 5nort Snort
7 Mar 2017 23:45:53 IRST  ((http_inspeck) MO CONTENT-LENGTH ... |192,168.26,100 192.168.202.65 @ 3 ) Snort Snort
7 Mar 2017 23:45:53 IRST_[(http_inspect) NO CONTENT-LENGTH .., [192,168,27.100 _|192.168.201.74 | @EL3__5nart Snort
hittp _inspect) NO CONTENT-LENGTH 165.26.100  |192.168.200.74 | @3 —5nort [Snort

hittp _inspect) NO CONTENT-LENGTH 168.24.100  |192.168.200.74 | @3 5nort Snort

hittp _inspect) NO CONTENT-LENGTH 168.26,100  |192.168.200.74 | @ECZ ) Snort [Snort

7 Mar 2017 23:45:53 IRST  (http_inspeck) NO CONTENT-LENGTH ... L 166.25,100 192.168.201.74 @ 3 )5nart Snart
7 Mar 2017 23:45:53 IRST  (http_inspect) MO CONTENT-LENGTH ... L 166.22,100 192.168.201.74 @ 3 )5nort Snort.
7 Mar 2017 23:45:53 IRST  (http_inspect) MO CONTENT-LENGTH ... L 168.24.100 192.168.202.172 @3 ) |Snort Snort
7 Mar 2017 23:45/53 IRST_[(http_inspect) NO CONTENT-LENGTH .., [192,168,26.100  |192.168.202.172 | @IL3__[5nart [Sort
7 Mar 2017 23:45:53 IRST_[(http _inspect) NO CONTENT-LENGTH .., [192,168,25.100 |192.168.202.172 | @3 5nart [Snort
7 Mar 2017 23:45:53 IRST_[{ftp_telnet) Invalid FTF Command 166.198.57 |192.168.23.252 | @S Snort [Snort
7 Mar 2017 2 IRST |(http_inspect) NG CONTENT-LENGTH ... [152,166.26.100  |152.168.202.65 | @2 5nort Snort
7 Mar 2017 23:45:53 IRST  [(http_inspact) NO CONTENT-LENGTH L 166.26.100 192.168.202.65 @ 3 )5nart Snart
7 Mar 2017 23:45:53 IRST  (http_inspect) MO CONTENT-LENGTH L 166.24.100 192.168.202.172 @3 ) 5nort Snort
7 Mar 2017 23:45:53 IRST  ((http_inspect) MO CONTENT-LENGTH ... L 168.26.100 192.168.202.172 @3 ) |Snort Snort
7 Mar 2017 23:45/52 IRST_[Consecutive TCP small segments exce... |192,168,203.62_ |192.168.23.15] | @S |snart Snort
7 Mar M7 23:45:57 TIRST _ |Cnnseritive TOP small senments ryre. 197 1 AR ZN3.AZ 197 1AR. 73181 T Snnrt ISnnrt
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7 Mar 2017 23:45:52 IRST  |ICMP Packet Found
7 Mar 2017 23:45:52 IRST  |ICMP Packet Found
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arcSight Solutions
Downloads
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Showing: ol Channels

=/ Active Channels
—1-[/7 safarzadeh's Active Channels

[ 35h

% | oo =T N4 8
I -] Snort-Tran
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=7 Active Channels
--[=7 safarzadeh's Active Channels
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Delete Active Channel
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Integration Commands 3
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Event Inspector
[#] Active Channel:Last Hour | [] Active Channel:Snort-Tran

Attributes | Filter I Sort Fields I Local Yarisbles I Notes|

= Active Channel
#* Mame
Sub Type
# Start Tirme
% End Time
#* s as Timeskarnp
Time Parameters
Default Field Sek
= Common
Resource ID
External ID
Alias (Display Marne)
Description
Yersion ID
Deprecated
= Assign
Chwner
Matification Groups
= Parent Groups
safarzadeh's Active Channels
[l Creation Information
Created By
Creation Time
Time Since Creation
= Last Update Information
Last Updated By
Last Update Time
Tine Since Last Update

Snort-Iran
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FMow - 2h

FMow

Manager Receipt Time
Evaluate once at attach time
Select a Field Set

QEAF6 TRARDGsV Ik ] veQFw==
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24 Qck 2007 1523018 IRST
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Send Cormmand 3
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Device Location Iran
Wersion 72478310
Comment Test
todel Import User Select a User
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Deprecated [F]
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%C Mew Active Channel @
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Start: Time: $Mowe - 30m - D End Time: |$Mav -

<|Z|

Use as Timestamp: E End Time

Continuously evaluate time parameters (ke $Mow)

@) Ewvaluate time parameters once at attach kime

Filker: Select a Filker - Define...
Fields: Select a Field Set - Define...
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4, Search for:

Line
Scatter Plot
Area

Bar

Stacking Bar

= Grid
Chart

Image Yiewer

3

3

Pie
Stacking Area
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S gei raled 058 (sladis 6151 68 IS

Cogeds Ly lasl gy 55 A O sen ‘m;sda sl | dle JUS SO sl
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| Radar

¥ |Manager Receipt Time 4+ 1|End Time % MName % Attacker Address 3| Target Address & |Priority & Device Vendor % Device Product %
11711 14:52:09 1111 145501 Conneckor Raw Event Statistics @3 )jArcSight ArcSight
11711 14:47:09 11/11 14:53:01 Connector Raw Event Statistics @ 3 )|ArcSight ArcSight
11711 14:42:09 11/11 14:48:01 Connector Raw Event Statistics @3 )|ArcSight ArcSight
11711 14:37:09 11/11 144301 Connector R.aw Event Statistics @ 3 )lArcSight ArcSight
11711 14:32:09 1111 14:38:01 Conneckor Raw Event Statistics @ 3 )jArcsight ArcSight
11711 14:27:09 11/11 14:33:01 Connector Raw Event Statistics @3 )|ArcSight ArcSight
1111 14:22:09 1111 14:25:01 Connector Raw Event Statistics @3 jarcsight ArcSight
11711 14:17:09 1111 14:23:01 (Conmeckor Raw Event Statistics @ T ) lArcSight ArcSight
11711 14:12:09 11/11 14:18:01 Connector Raw Event Statistics @3 )|ArcSight ArcSight
11/11 14:07:09 11/11 14:13:01 Connector Raw Event Statistics @3 )|ArcSight ArcSight
11711 14:02:05 11/11 14:08:01 Conneckor Raw Event Statistics @ 3 )fArcSight ArcSight
11711 13:57:05 1111 14:03:01 Conneckor Raw Event Statistics @ 3 )ArcSight ArcSight
11711 13:52:08 11/11 13:58:01 Connector Raw Event Statistics @ 3 )|ArcSight ArcSight
11711 13:47:05 11/11 13:53:01 Conneckor R.aw Event Statistics @3 )|ArcSight ArcSight
11711 13:142:05 11/11 134801 Connector R.aw Event Statistics @ 3 )|ArcSight ArcSight
11711 13:37:08 1111 13:43:01 Conneckor Raw Event Statistics @ 3 )Arcsight ArcSight
11711 13:32:08 11/11 13:38:01 Connector Raw Event Statistics @ 3 )|ArcSight ArcSight
11711 13:27:05 1111 13:55:01 (Conneckor Raw Event Statistics @ 3 )ArcSight ArcSight
11711 13:22:08 1111 13:25:01 (Conneckor Raw Event Statistics @ 3 )jArcSight ArcSight
11711 13:17:08 11/11 13:23:01 Connector Raw Event Statistics @3 )|ArcSight ArcSight
11711 13:12:08 11/11 13:18:01 Connector Raw Event Statistics @3 )|ArcSight ArcSight
11/11 13:07:05 1111 131501 (Conneckor Raw Event Statistics @ 3 )lArcSight ArcSight
11711 13:02:05 1111 13:05:01 Conneckor Raw Event Statistics @3 )jArcSight ArcSight
11/11 12:57:08 11/11 13:03:01 Connector Raw Event Statistics @ 3 )|ArcSight ArcSight
11711 12:52:05 11/11 12:58:01 Connector Raw Event Statistics @3 )|ArcSight ArcSight
11711 12:47:05 11/11 12:553:01 Connector R.aw Event Statistics @ 3 )lArcSight ArcSight
11711 12:42:08 11/11 12:48:01 Conneckor Raw Event Statistics @ 3 )jArcsight ArcSight
11711 12:37:07 11/11 12:43:01 Connector Raw Event Statistics @3 )|ArcSight ArcSight
1111 12:32:12 1111 12:58:01 (Conneckor Raw Event Statistics @ 3 )fArcSight ArcSight
12277 IR RR Rt Crnnectne B Aaw Feent Statichirs T lAreSinhe AwrSinhk

Line, Scatter Plot, Area, Bar, Stacking <)~ 7 ... Chart s
55 01 Grid 15 ya3 a5 S UK sl Lagls gad ] gl aslsl 53 5505 5 s Bar, Pie, Stacking Area
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Resources | Packages I Use Casesl

[ Reports Chrl+Al+R

Reports | Trends | Queries | Templates | .ﬂ.rchivesl

=/~ Connectors
Zonfiguration Changes
=77 System Health

@ High Wolume Conneckor EPS - Daily
@ High Yalume Connector EPS - Waakly
@ Low Wolume Connectar EPS - Daily
@ Lo
{9 Event Braakdown

T Devices

=77 ESM

i Configuration Changes

Licensing

=77 aystem Health

E EI 77 Events

@ Destination Counts

@ Event Count by Agent Severity

@ Event Count by Source Destination Pairs

[ = YR

ki 5 i 51 (s 18 80

Navigator g ? X | ¥Viewer
Resources | packages | Use Cases| [0 3sh | [2] Snort-Tran | [E] ESM Overvi
EE,Reports Ctrl+al+R w ||| 2] Active Channel: Snort-Iran
[ N = 1| start Time:
Reports | Trend: Templat: Archi
|: rends | Queries | emplates | rc |ves| I
-7 Connectors PR File

-- Configuration Changes

£/ System Health

E Cache

-7 EPS

@ High Yolume Connector EPS - Daily
@ High Walume Connector EPS - Weekly |

Inline Filter:

[11] Lows Yolume Connectar EPS - Daily

Laws Yolume Coreeskas

I Event Breakdown Fun 4 Report...
- Devices Schedule For archiving 3 Report with defaults
=7 ESM
[ Configuration Changes FERIRCEiE Delta Repart...

[} Licensing
E}E? System Health
-7 Events

Start Report \Wizard. ..

Mew Focused Report

Sl e 5 1181 s
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<L Report Parameters
et Parameters

Marne

=] Common Parameters
Report Forrnat
Page Size
Run as User
Ernail ta
Email addresses
Email Format
Email Subject

=l Custom Parameters
SkarkTime
EndTirme
EPS_Less_Than

Walue

hkrwl
Letker [3.5x11 in]
Select a User

m

Send URL
$Reporthane

$Today - 1w

$Today
100 -

[] 5ave Output

I Ok H Zancel H Help J

SIS latie 5 82 IS
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Low Yolume Connector EPS Details

Connector Name Day Average EPS
29 2 F51

25 7.05

26 i

27
28
20
30

Al ConnectorsflrandSnortsyslog

ANl Connectors/Our Lab/S C-syslog-Wrin pri=]

AN Connecorstebran/mod

R
=]
HEEBEEREREREREREREEREAREAEEEREEEEREEEEREEREREEREE

FNE Gl e 84 IS

w‘aMu%&SﬁMM89U85 6&%)5;{.3“)‘;4{).&4&.:

MNavigator B

Resources | Packages | Use Cases
[1f Reparts Chrl+al+R

Reports | Trends | Queries | Templates | Archives
=11 Reporks

= ] safarzadeh's Reports

._r,j safarzadeh's Running Reports

- Shared
5.7 All Reports
<[/ arcsight Administration

753 Connertors

+ Devices

5.7 ESM
+ Configuration Changes
} Licensing
=} System Health

=8 J Events

@ Destination Counts

@ Event Count by Agent Sewverity

@ Event Count by Source Destination Pairs
@ Event Mame Counks

rcSight Prior

@ Source Counts by Event Name
; Time-Based Event Breakdowns
- Top M Activity Reparts

+- ] Resources
-] Skorage

=} User Access
-7 User Sessions

ArcSight Foundation

P
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wrlhale sl g U

<L Report Parameters @

et Parameters

Marmne Walue
=l Common Parameters
Report Format htrl
Page Size Letter [8.5x11 in]
Run as User Select & User
Email ko
Email addresses
Ernail Farmat Send URL
Email Subject $ReportMame
= Custom Parameters
StartTime $Today - 1d
EndTime $Today
R.owLimit 10000
FilkerBy all Events
Save Qukput
| (a4 | | Cancel | | Help |

PN e sl bl s 86 JSa

Events by ArcSight Priority (Summary)

Priority Name Humber of

Events

ASM Databasze Status Change - Critical 10

8 Deactivating the rule Storage Licensing Audit event Detected: CPU usage share 1
56208440 T7E07558 % > threshold 50
Connector Dizcovered or Updated 14
Update Connector Connection Status 7
Update Connectar Caching Status g
Connector Up Ei]
Connector [own 2

7 Connector Caching 2
Connector Still Caching 1
Connector Cache Empty 1
Denial of service event filtering triggered 1
Scheduled execution skipped because previous execution has not ended (Resource 1
Search Index Updater)
Agent iz currently caching events 267
Agent [Snod] heanbeattimeout z
Agent [Snotsyslog] heartbeat timeout 2
Agent [modsecurity] heartbe at timeout z

5 Device Receipt Time from [ubuntul|Sno|Snor] may be incorect - Device Receipt Time 1
iz smaller than Agent Receipt Time (Events ara in the past)
Agent [Linwesnort-zaf] heartbeat timeout 1
Agent [SC-syslog-Linw<] heatbeat timeout 1
Agent [SC_Win7_Class] heatbeat timeout 1
Channel [35h] is empty 1

<4 Ewent archive zettings updated 7
Monitor Event 527052
Connectar R aw Event Statistics 5522
Task successfully remowed 47132
Tazh successfully schedulad G713
ScheduledTas updated 4711
Autivelist entry expired 4036
ASM Databasze Status Change - Hormal 2304

3 Activelist entry added 2045
Database Insert Time - Last Hour 1339
Ewent Throughput 1339
Scheduled tash executed (Resource Search Index Updaten 1332
Sugoessfully executed regular resource search index update 1327
Axtivelist entry updated TE0
Successful Trend-Querny Run 704
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_— Number of
Priority Name Events
Starting Trend Querny 704
Scheduled task executed (AUFP Updaten [=1=1=}
Starting Trend Task 271
Trend Task Ending 271
Database Retrieval Time - Last Hour 267
Database Retrieval Time - Last 24 Hours 130
Database Insett Time - Last 24 Hours 122
Scheduled task executed (PurgeStaleMancSimilarConfigs) 111
Scheduled task executed (Table Stats Updator) 111
Scheduled task executed (Ewents Countf) 111
Scheduled task executed Qfiindowes Events by Ewent and Dewvice) 111
Scheduled task executed (Sortable Fields Updaten 111
Agent Login 101
SessionList entry updated 59
SessionList entry added 54
AddTolist: Suscess il
License Audit 28
Successful SessionList Parition Operation 22
Successful Trend Padition Operation 21
File processing ended: Success 20
File processing starbed 20
Agent updated 16

Archive created
2 Archive schaduled

Archive archival success

RemoveFromList: Failure

RemoveFromList: Success

Activelist entry deleted

Scheduled task executed (Storage Licensing Data)

Scheduled task executed (Connector Total Events - Hourly)
Scheduled task executed (Quendfiewer Queries)

Scheduled task executed (Report Queries)

Scheduled task executed (ArcSight User Login Trends - Hourhy)
Scheduled task executed (Trend Queries)

Scheduled task executed (Connector Average EPS - Last 7 days)
Scheduled task executed (Failed Queries)

Scheduled task executed (Connector Daily Awverage EPS)
Supplemental Archive archival success

Scheduled task executed (ASM Database Free Space)
Successfully executed daily resource search index update

Scheduled task executed (Dependent Resource VWalidator)
Login zucceeded for user name 'safarzadeh’

Ewent Transport F ail Ower
ScheduledTask deleted

ScheduledTask inserted

Group [[ratabaseTableSchemal updated
Group [ScheduledTask] updated

MRk RR R R[R [ R | [o|a|a|o[a|o|[o|o| oo~ |o|e|o
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TR2AT7 o 1My

- ’ Nurmber of
Priority Hame Events

Agent [Snortsyslog] reconnected 2
User updated

z
Channel [35h] query completed 2
UnassignedResourcesGroup [Rule] inserted 1

Content for type [system-zone-mappings] updated to wersion 1
[OO000000000000051012] for Agent 1D [FCG0A0BABCBpG hkimsxs A==

Group [Asset] updated

Agent [SC-suslog-uin] tvpe [suslog] started
UnassignedResourcesGroup [ActiveChannel] inserted
Channel [Snor-lran] got attached

ArcSight Manager Started
UnassignedResourcesGroup [ScheduledTash] inserted

Content far type [system-zone-mappings] updated to wersion
[DDDDDDDDD%r 00[0061012] far Agent I% ][3£r4DTI8EIAEID8m>4cb+284KQ==

Agent [Snortsyslog] type [syslog] started
DatabaseTableSchema deleted

Sla|=|==]=

=

UnassignedResourcesGroup [FieldSet] insertead

Channel [Snort-lran] queny completed
ArcSight User Login
UnassignedResourcesGroup [User] inserted
AttachmentOnlyEroup [Padkage] inserted
Agent [mod] type [sdkmultifoldereader] started
DatabazeTableSchema inserted

UnassignedResourcesGroup [Filter] inserted

Sucocessfully executed weekhy rebuild of resource search indesx
ArcSight User Login Timeout

Group [ActiveChannel] inserted

Uszer Seszsion Timed Out for user name 'safazadeh’'

Channel [35h] got attached

Agent cache empthy

Slala|alalal=al==========

UnassignedResourcesGroup [Fackage] inserted

Content for type [system-zone-mappings] updated to warsion
[DO00000000000005 1012] for Agent I1D [27HAQVBAB DIz NilldvQ==

Successfully updated the resource search index

Rule updated

Group [ActiveChannel] updated

Unable to resobre YAIl AgentsiSite Agents/SELECT_vOUR_MRM_AGENT'

=

Sa=[=

MAF pass 137
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90 JLo) s bl 1 New Report «y 55 5 o5 S SISl 555
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Resources | Packages | Use Casesl
[1g Reports Ctrl+al+R -
Reports | Trends | Queties | Templates | .ﬁ.rchivesl
EIIE? Reports
=
H im »
-
=-[77 sha Schedule For archiving 3
EIE? Mew Report
..
= Start Report Wizard, .,
ir
I d Ot
Integration Commands 3 F
g cked Out
add ko Package toring
Earin
Grid Yiew ! ?
Graph Yiew
e Graup q
- Edit Group
Edit Access Control
=2
Lock Group
Set deprecated flag

New Report «y 38 bl 90 s

91 o) wis 5,05 15 Sl S el Slasiis Attributes o5, 55 5 a5, Inspect/Edit i 4 s

JS2) ol s LB 55 e a3l Jiled OF 3 518 &S B S cpl s s, template oS o

.92
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| @ Report:R_Test | @ Report Editor

Attributes | Template I Data | Parameters | I Nu:ntes|

=l Report
#* Mame |

= Cominon

External ID

Alias (Display Mame)

Descripkion

Wersion ID

Deprecated [E]
=l Assign

Cuner

Motification Groups

uﬁ:ﬂ}f&\-ﬁ:w’ - :3J391 JQ

| @ Repork;R_Tesk | @ Report Editor

Attributes | Template | Data I Parameters I I Notes|

% Report Template:

Simple Table Portrait -
=7 Report Templates

~[i77 safarzadeh's Report Templates
-7 Shared

=-/77 all Report Templates
: ArcSight Adrministration
ArcSight Foundation
ArcSight Salutions
. -7 ArcSight System
----- E’ Actor Conbext Report
-] 1 Chart
=/ 1 Table
i Simple Table Landscape

13

m

B Simple Table Portrait
-] 2 Charts
-] 2 Tables
£
[E

i) 3 Charts
-7 3 Tahles

-

[ Ok H Cancel H Clear ]

AT - LI

AN B ol 92 Js

ERIFEYe 93 W)MT&jMIﬁ QWMO&‘ ;.,Juﬂa_g)&;«
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Texk Attributes

[Header: Header vj

Foaoter: Foater
Footer: Disclaimer

Teuck: Title

Tenck: Subtitle

Text: TableTitle

Fank

Foreground Color
Background Color

Walue

#iF {$Custom. SkartTime == $Zus. .,

left

bop

SansSerif, Plain, 9

.0, 0,0 -
[ 255, 255, 255 -

dol g g Kl Slaseie Ol 93 I3

(94 J.i.&) J‘}J Lm*: cJ}.i C‘J?qu‘ QT )‘ wa‘ Cﬂw\ J‘jg PLY 6‘03‘3 C:.w J.iL; cData 4§J: B

=77 all Queries

[ Arcsight Administration
-1 ArcSight Foundation
- ArcSight Solutions
[}-E Arcsight Swstem
- Class
- Downloads
(-] Personal
E+-IC7 Public
B0 viki

-1 Unassigned

| ] Repart:R_Test | [i%] Report Editor
| Attributes I Template | Data | Parameters I I Notes|
TableZ | [ Chart Tahle1
Drata Source:
Seleck a Query ~ || B queries -
[=- 7 Queries
|77 safarzadeh's Queries
=77 shared

[ oK H Caniel ” Clear ]

SR eal & P! 9 s

5 4o ol (Gl se sle 5 Csv pdf htm) xS CIB ols e (95 |K2) Parameters &5 5 s
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| @ Report:R_Test | @ Repaort Editar

| Attributes | Template | Data| Parameters | 1obs | notes|

Report Parameters

Mame Yalue Use Default

= Common Parameters

Report Format csw

Page Size Letber [8.5x11 in]
Run as User Seleck a User
Ennail b

Email addresses

Email Format Send URL

Email Subject $ReportMame

# Edi... 3 Remove

&J‘)fﬁ‘)‘ a_,’u' wa‘gs J.;—:
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@, Feports

Resources | Packages I Use Casesl

Reports | Trends I Queties | Templates | .ﬂ.rchives|

Chrl+Alk+R -

=1 Reports
-7 safarzadeh's Reports
1£,d safarzadeh's Running Reports
=-I77 Shared
277 Al Reports
- ArcSight Administration
=% ArcSight Foundation
Zarmrman
E-77 Microsoft Windows Monitorir
I_:_} Account Managemenl
=} Account Locked Out
: @ Daily Accounts Locked Ouk
“oo ] Weekly Accounts Lacked Out
Computer ccount Monitoring
Frivileged Account Monitoring
User &ccount Monitoring

%
&
G

Aukhentication

Policy Changes

System Services and Auditing
38 ArcSight Solutions
EH7 ArcSight System

¢ BT Core
-7 Class
NI R _Test
Downloads
=2 Personal

abazari's Reports
adrin's Reparts
h.babaie's Reports
hosseinvand's Reports
m.savad's Reports
panahi's Reparts
safarzadeh's Reports
----- |7 safarzadeh's Running Reports

SC_Admin's Reports
an.khajeddin's Reports
-7 test's Reparts

ey Public

[+ Unassigned

bl sbml A 5,155 96 s

Troubleshooting L LU

4

et b it sl el S o S ot oyl 5 L e plSCs oS g Dl s 2 slsl

[etc/init.d/arcsight_services start manager

cd ARCSIGHT_HOME:;tail -f logs/default/server.std.log

LS o xSl grd (Gl e

:ArcSight Manager ! |

{3 Vb g0 Gl 2l g
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e g e Cond s (o) 2
[etc/init.d/arcsight_services status all
1 s B gre W e g s 3l eslizad LESM 1SS sasme (31506 5l i
/etc/init.d/arcsight_services stop all
:ArcSight Manager s 5
/etc/init.d/arcsight_services stop manager
Sl cl ole SY s
/opt/arcsight/manager/logs
Sl Sl OF G SY s das 55l Manager s S 35l s sl p&s o 5550 5o
/opt/arcsight/manager/logs/default/serverwizard.log
1 g o S ) mees 3 Ol =B o la LB L e s Manager slax L oS 550 )3

ARCSIGHT_HOME>/logs/default/server.std.log
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[1] RepSM Plus Solution Guide

[2] ESM_101_6.9.1

[3] ESM_ArcSightConsole_UserGuide 6.9.1

[4] ESM_AdminGuide_6.9.1

[5] ESM_InstallGuide_6.9.1c

[6] https://marketplace.microfocus.com/arcsight/content/management-center-arcmc
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