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{"domain’
{"domain’
{"domain’
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"avira.com.br", "rdata": ['0.0.0.0"]}
"banco.bradesco”, "rdata": ['198.27.121.241"1}

" "bancobrasil.com.br”, "rdata™: ["193.70.95.89"]}

" "bancodobrasil.com.br”, "rdata": ["193.70.95.89"]}

" "bb.com.br”, "rdata™: ["193.70.95.89"]}

" "bradesco.com.br", "rdata": ["193.70.95.89"]}

" "bradesconetempresa.b.br”, "rdata": ["193.70.95.89"]}

"bradescopj.com.br", "rdata™: ["193.70.95.89"]}
"br.wordpress.com”, "rdata™: ["'193.70.95.89"]}
"caixa.gov.br", "rdata™: ["193.70.95.89"]}
"citibank.com.br", "rdata™: ['193.70.95.89"1}
"clickconta.com.br”, "rdata": ["193.70.95.89"]}
“"contasuper.com.br”, "rdata™: ["193.70.95.89"]}
"credicard.com.br”, "rdata": ['198.27.121.241"]}
"hostgator.com.br”, "rdata": ["193.70.95.89"]}
"itau.com.br", "rdata": ["193.70.95.89"1}
"itaupersonnalite.com.br”, "rdata": ["193.70.95.89"]}
"kinghost.com.br", "rdata": ["193.70.95.89"]}
"locaweb.com.br", "rdata": ["193.70.95.89"]}
"netflix.com.br", "rdata": ["35.237.127.167"]}
"netflix.com"”, "rdata™: ["35.237.127.167"]}
"painelhost.uol.com.br", "rdata": ["193.70.95.89"]}

" "santander.com.br", "rdata": ["193.70.95.89"]}

" "santandernet.com.br”, "rdata": ["193.70.95.89"]}
" "sicredi.com.br”, "rdata™: ["193.70.95.89"]}

" "superdigital.com.br", "rdata™: ["193.70.95.89"]}
" "umbler.com”, "rdata™: ["193.70.95.89"]}

"uolhost.uol.com.br", "rdata™: ["193.70.95.89"]}
"www.banco.bradesco”, "rdata™: ["198.27.121.241"]}
"www.bancobrasil.com.br”, "rdata": [*193.70.95.89"]}
"www.bb.com.br", "rdata": ["'193.70.95.89"]}
"www.bradesco.com.br”, "rdata": ["193.70.95.89"]}

" "www.bradesconetempresa.b.br”, "rdata”: ["193.70.95.89"]}
" "www.bradescopj.com.br", "rdata™: ["193.70.95.89"]}

" "www.br.wordpress.com”, "rdata™: ["193.70.95.89"]}

" "www.caixa.gov.br", "rdata": ["193.70.95.89"]}

" "www.citibank.com.br", "rdata™: ["193.70.95.89"]}

"www.credicard.com.br”, "rdata": ["193.70.95.89"]}
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{"domain™:
{"domain™:
{"domain™:
{"domain™:
{"domain™:
{"domain™:
{"domain™:
{"domain™:
{"domain™:
{"domain™:
{"domain™:
{"domain™:
{"domain™:
{"domain™:

"www.hostgator.com.br”, "rdata": ["193.70.95.89"]}
"www.itau.com.br", "rdata": ["193.70.95.89"]}
"www.kinghost.com.br", "rdata": ["193.70.95.89"]}
"www.locaweb.com.br”, "rdata": ["193.70.95.89"]}
"www.netflix.com", "rdata™: ["193.70.95.89"]}
"www.netflix.net", "rdata": ["193.70.95.89"]}
"www.painelhost.uol.com.br"”, “rdata": [*193.70.95.89"]}
"www.santander.com.br”, "rdata™: ["193.70.95.89"]}
"www.santandernet.com.br", "rdata™: ["193.70.95.89"]}
"www.sicredi.com.br", "rdata": ["193.70.95.89"]}
"www.superdigital.com.br"”, "rdata": ["193.70.95.89"]}
"www.umbler.com”, "rdata": ["193.70.95.89"]}
"www.uolhost.com.br"”, "rdata™: ["193.70.95.89"1}
"www.uolhost.uol.com.br”, "rdata™: ["'193.70.95.89"]}

2] OJ.AT AW @L\»L.w &_))?!A DNS Lg[s'b)j}w )‘ (f"""J aslol o

139.60.162.188
139.60.162.201
144.22.104.185
173.82.168.104
18.223.2.98
185.70.186.4
192.99.187.193
198.27.121.241
200.196.240.104
200.196.240.120
35.185.9.164
80.211.37.41

"AS395839 HOSTKEY"
"AS395839 HOSTKEY"

"AS57043 Hostkey B.v."
"AS16276 OVH SAS"
"AS16276 OVH SAS"

"AS15169 Google LLC"
"AS31034 Aruba S.p.A."

"AS7160 Oracle Corporation™
"AS35916 MULTACOM CORPORATION"
"AS16509 Amazon.com, Inc."

"AS11419 Telefonica Data S.A."
"AS11419 Telefonica Data S.A."

g i) s 3-4

)99 (59 ‘) LQ,J IPLgL(bw)Q—‘ g9 R0 «<° )‘)5 oolaw! £gu D490 ‘) Ls.«al? GLQM‘Q ‘g,))éLo DNS)j).w

St lacoln bgpo Lo pb Canlgs o r:li;.:o Ol glp ams o as DB 0 BRGSO

D9 o oXils )3 gl yo (el

aalol jo a8 il oo plwlid Kcind aliee Colw 19 0o 004y arels 52 L i gm0 6050 b

md5, url, hostname, pishing web api
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42c3c9b4207b930b414dd6bd64335945 http://193.70.95.89 itau.com.br
['http://193.70.95.89/processarl.php’]

42¢3c9b4207b930b414dd6bd64335945 http://193.70.95.89 itaupersonnalite.com.br
['http://193.70.95.89/processarl.php’]

42c3c9h4207b930b414dd6bd64335945 http://193.70.95.89 www.itau.com.br
['http://193.70.95.89/processarl.php’]

4398ceb11b79chf4929d300095923382 http://193.70.95.89/login.php umbler.com
['http://193.70.95.89/processa_1.php']

4398ceb11b79chf49a9d300095923382 http://193.70.95.89/login.php www.umbler.com
['http://193.70.95.89/processa_1.php']

492188f294d0adeb309b4d2dd076f1ac http://193.70.95.89 www.credicard.com.br
['http://193.70.95.89/acesso.php']

492c¢7af618bd8dchc791037548f1f8e6 http://193.70.95.89 sicredi.com.br
['http://193.70.95.89/salvar.php’]

492c7af618bd8dcbc791037548f1f8e6 http://193.70.95.89 www.sicredi.com.br
['http://193.70.95.89/salvar.php’]

5838b749436a5730b0112a81d6818915 http://193.70.95.89 bradesconetempresa.b.br
['http://193.70.95.89/processa_2.php', 'http://193.70.95.89/enviar_certificado_1.php’]

70b8d0f46502d34ab376a02eab8b5ad7 http://193.70.95.89/default.html locaweb.com.br
['http://193.70.95.89/salvar.php’]

70b8d0f46502d34ab376a02eab8b5ad7 http://193.70.95.89/default.html
www.locaweb.com.br ['http://193.70.95.89/salvar.php’]

748322f4b63efbb9032d52e60a87837d http://193.70.95.89/login.html bancobrasil.com.br
['http://193.70.95.89/processar_1.php']

748322f4b63efbb9032d52e60a87837d http://193.70.95.89/login.html bancodobrasil.com.br
['http://193.70.95.89/processar_1.php']

748322f4b63efbb9032d52e60a87837d http://193.70.95.89/login.html bb.com.br
['http://193.70.95.89/processar_1.php']

748322f4b63efbb9032d52e60a87837d http://193.70.95.89/login.html
www.bancobrasil.com.br ['http://193.70.95.89/processar_1.php']

748322f4b63efbb9032d52e60a87837d http://193.70.95.89/login.html www.bb.com.br
['http://193.70.95.89/processar_1.php']

8e94h7700dde45fbb42cdech9ca3acde
http://193.70.95.89/BRGCB/JPS/portal/Index.do.shtml citibank.com.br
['http://193.70.95.89/BRGCB/JPS/portal/Home.do.php']

8e94b7700dde45fbb42cdech9cal3acde
http://193.70.95.89/BRGCB/JPS/portal/Index.do.shtml www.citibank.com.br
['http://193.70.95.89/BRGCB/JPS/portal/Home.do.php']
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97c8abeal6e96fe1222d44962d6a7f89 http://193.70.95.89 www.bradesco.com.br
['http://193.70.95.89/identificacao.php’]

9882ea325c529bf75¢f95d0935b4dba0 http://193.70.95.89 www.bradescopj.com.br
['http://193.70.95.89/processa_2.php', 'http://193.70.95.89/enviar_certificado_1.php]

a80dbfbca39755657819f6a188c639e3 http://193.70.95.89/login.php painelhost.uol.com.br
['http://193.70.95.89/processa_1.php']

a80dbfbca39755657819f6a188c639e3 http://193.70.95.89/login.php uolhost.uol.com.br
['http://193.70.95.89/processa_1.php']

a80dbfbca39755657819f6a188c639e3 http://193.70.95.89/login.php
www.painelhost.uol.com.br ['http://193.70.95.89/processa_1.php']

a80dbfbca39755657819f6a188c639e3 http://193.70.95.89/login.php www.uolhost.com.br
['http://193.70.95.89/processa_1.php']

a80dbfbca39755657819f6a188c639e3 http://193.70.95.89/login.php
www.uolhost.uol.com.br ['http://193.70.95.89/processa_1.php']

abcfef26e244c96a16a4577c84004a8f http://193.70.95.89 santander.com.br
['http://193.70.95.89/processar_pj_1.php’, 'http://193.70.95.89/processar_1.php']

abcfef26e244c96a16a4577c84004a8f http://193.70.95.89 santandernet.com.br
['http://193.70.95.89/processar_pj_1.php', 'http://193.70.95.89/processar_1.php']

abcfef26e244c96a16a4577c84004a8f http://193.70.95.89 www.santander.com.br
['http://193.70.95.89/processar_pj_1.php', 'http://193.70.95.89/processar_1.php']

abcfef26e244c96a16a4577c84004a8f http://193.70.95.89 www.santandernet.com.br
['http://193.70.95.89/processar_pj_1.php’, 'http://193.70.95.89/processar_1.php’]

cf8591654e638917e3f1fb16cf7980el http://193.70.95.89 contasuper.com.br
['http://193.70.95.89/processar_1.php']

cf8591654e638917e3f1fb16cf7980el http://193.70.95.89 superdigital.com.br
['http://193.70.95.89/processar_1.php']

cf8591654e638917e3f1fb16cf7980el http://193.70.95.89 www.superdigital.com.br
['http://193.70.95.89/processar_1.php']

d01f5b9171816871a3c1d430d255591b http://193.70.95.89 www.bradesconetempresa.b.br
['http://193.70.95.89/processa_2.php', 'http://193.70.95.89/enviar_certificado_1.php']

f71361a52cc47e2b19ec989c3c5af662 http://193.70.95.89 kinghost.com.br
['http://193.70.95.89/processa_1.php']

f71361a52cc47e2b19ec989c3chaf662 http://193.70.95.89 www.kinghost.com.br
['http://193.70.95.89/processa_1.php']

fbb4691da52a63baaflc8fc2f4ch5d2d http://193.70.95.89 www.netflix.com
['http://193.70.95.89/envio.php’]

ffd3708c786fbb5cfa239a79b45fe45b http://193.70.95.89 bradescopj.com.br
['http://193.70.95.89/processa_2.php', 'http://193.70.95.89/enviar_certificado_1.php']

17

‘gﬁb ;_Sﬁ

)



wlellbl gyl gl s lzyliy
wiylole bl g jglidulejls

||

GhostDNS <ol (o y

ffecab7ab327133580f607112760a7e2 http://193.70.95.89 clickconta.com.br
['http://193.70.95.89/identificacao.php']

193.70.95.89  "AS16276 OVH SAS"
198.27.121.241 "AS16276 OVH SAS"
35.237.127.167 "AS15169 Google LLC"

L2 100 51 i slo IPL,sT 09227 5 09121 2,6 5| GhoSDNS & by ye oSy olul
@ axg5 b .ol firmware /oL yewse 70 51 oo Jolis a5 (o0 50 787.8) cnl ooty sanlice b e

ML» ugLQ...,o k5'°5 S| QS,M ao}ﬂ ‘5& oKwo @3‘9 Slows aul.a)...w.n IPuu)o] )‘ l.a?.’ Ls’l“"’))f)"

GhostDNS Victims Distribution

- ’
75k
100k

GhostDNS  yluils 8 2595 4 y1gai

iloas Comad 11,925 pducam! IP sla ol slows aslsl jo

BR 91605
BO 7644
AR 2581
SX 339
MX 265
VE 219
US 191
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uUY 189
CL 138
CO 134
GT 80
EC71
GY 70
RU 61
RO 51
PY 38
PA 35
UA 34
HN 33
BG 33

ol o..\.nbw] dLﬁubM <9 Slxao u‘y.c ‘@) s.,«.m...]

28ZE

ADSL2 PLUS

AIROS

AN550602B
BaseDashboard

C3T Routers

DIR600 1

DIR-615 DLINK

Dlink DIR-610

Dlink DIR-611

DLINK DIR-905L

DSL Router

DSL Router - GKM 1220
ELSYS CPE-2N
FiberHome AN5506-02-B, hardware: GJ-2.134.321B7G, firmware: RP2520
FiberLink101
GoAhead-Boa
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GoAhead-Webs

GoAhead-Webs Routers

GoAhed 302

GOTHAN

GREATEK

GWR-120

KP8696X

Link One

Mini_httpd

Multilaser Router

OIWTECH

Proqualit Router

Realtek Semiconductor

Realtek Semiconductor [Title]
Roteador ADSL

Roteador Wireless KLR 300N
Roteador Wireless N 150Mbps
Roteador Wireless N 150 Mbps
Roteador Wireless N 300 Mbps
Roteador Wireless N 300 Mbps [ LinkOne ]
Roteador Wireless N 300 Mbps [Link One]
Roteador Wireless N ( MultiLaser )
Roteador Wireless N [ MultiLaser ]
TENDA

TimDSL

TL-WR740N / TL-WR741ND
TL-WR840N

TL-WR849N

TP-LINK Nano WR702N
TP-LINK Roteador Wireless
TP-LINK Roteador Wireless N WR741ND
TP-LINK TL-WR941HP

TP-LINK Wireless AP WA5210G
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TP-LINK Wireless Lite N Router WR740N
TP-LINK Wireless Lite N Router WR749N
TP-LINK Wireless N Gigabit Router WR1043ND
TP-LINK Wireless N Router WR841N/WR841ND
TP-LINK Wireless N Router WR845N
TP-LINK Wireless N Router WR941ND
TP-LINK Wireless Router

TP-LINK WR340G

TP-LINK WR720N

TP-LINK WR740N

TP-LINK WR741N

TP-LINK WR743ND

TP-LINK WR840N

TP-LINK WR841HP

TP-LINK WR841N

TP-LINK WR940N

TP-LINK WR941N

TP-LINK WR949N

Wireless-N Router

Wireless Router

WLAN AP Webserver

ZNID

SPN e | Ol dlS Cg> Obofwd! 5
2t 90055 Sloyisn Leils 055 Sl s ()8 058 o0 apogi I3l cnl & (ST 5 S5l ol

oy y9u o) (Sl Ol )5 wiored L Sl 08,5 1dS Ol s (2,8 iy DNS g 50 LTas aus

Sl e (58 e G gy 1 (g yiwd (pl pogdle Lanled 0ulal Ol e g JU )9 slp 1y (oelio g
23,5 Sgdune &l s w2l (telnet ssh cog)
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