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"If you see this text, then your files are no longer accessible, because they are encrypted.

Perhaps you are busy looking for a way to recover your files, but don't waste your time.
Nobody can recover your files without our decryption service."
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http://thehackernews.com/2017/05/how-to-wannacry-ransomware.html
http://thehackernews.com/2017/06/windows-10-redstone3-smb.html
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Ooops, your important files are encrypted

Perhaps you sy look or oaUy

e your time. our
ver all your files safe . All you
and purchase the decryption key.
Please follow the instructions:
1. Send $388 worth of Bitcoin to following address:
1Mz7153HMuxXTuR2R1t78mMGSdzaAtNbBUX
your Bitcoin wallet ID and pe al installation key to e-mail
mithl1234 )steo.net. Your pe al installation key:
74£296-2Nx1Gm—yHOQRMWr- aN6-8Bs1td-U2DRui-ZZpRJE-kE6sSN-08t izU-gUeUMa

If you already purchased your key, please enter it below.
Rey:
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3ds, 7z, accdb, ai,asp, aspx, avhd, back, bak, c, cfg, conf, cpp, cs, ctl, dbf, disk, djvu, doc,
docx, dwg, eml, fdb, gz,h, hdd, kdbx, mail, mdb, msg, nrg, ora, ost, ova, ovf, pdf, php, pmf,

ppt, pptx, pst, pvi, py, pyc, rar, rtf, sin, sql, tar, vbox, vbs, vch, vdi, vfd, vmc, vmdk, vmsd,
vmyx, vsdx, vsv, work, xls, xIsx, xvd, zip.
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PSEXEC: %PROGRAMDATA%\dIIhost.dat is dropped and is legit PSEXEC bin
Remote WMI, “process call create \"C:\\Windows\\System32\\rundl132.exe \\"C:\\Windows\\perfc.dat\\" #1”
Log clean, «wevtutil cl Setup & wevtutil cl System & wevtutil cl Security & wevtutil cl Application & fsutil usn
deletejournal /D %c:»
Creates a scheduled task that reboots 1 hour after infection. If task removed before the hour, does not reschedule and can
buy time
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https://twitter.com/kyivmetroalerts/status/879670749149245440
https://twitter.com/kyivmetroalerts/status/879670749149245440
https://twitter.com/kyivmetroalerts/status/879670749149245440
https://www.facebook.com/eugenedihne/?hc_ref=PAGES_TIMELINE&fref=nf
https://blockchain.info/address/1Mz7153HMuxXTuR2R1t78mGSdzaAtNbBWX

ctigkbacibialcdia
dshedetibsl g sqde el

Goldeneye/Petya ,I381 zU ow, o “5_&_,3 Fo3%)

e ¥

VTR Ol
SloolSius ales 45 el el Il ol & Waolias Fogll 51 6,8 i o], s yol> > 4o
WS oS jsbolan aisle Lo, j5,4 CVE-2017-0199 5 MS17-010 & axsi b |, 555 450 (53,
3 SSep pl gl S Jl 0 SMBVL SGg LQJJ.AJWT bug JBlzl ol s

il Jad lizen 5 slo olepinw
Windows XP (all services pack) (x86) (x64) e

Windows Server 2003 SPO (x86) e
Windows Server 2003 SP1/SP2 (x86) e
Windows Server 2003 (x64)

Windows Vista (x86) e

Windows Vista (x64)

Windows Server 2008 (x86 e

Windows Server 2008 R2 (x86) (x64) e
Windows 7 (all services pack) (x86) (x64) e
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Latest security update rollup (install this  Standalone

Froduct if you don't know what to install) update
Windows 10 / Server You're already safe, but you might as well N/A
2016 v1703 update to be safe
Windows 10 / Server .
2016 V1607 KB4022715 (OS Build 14393.1358) N/A
Windows 10 / Server
2016 V1511 KB4022714 N/A



https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
https://nvd.nist.gov/vuln/detail/CVE-2017-0199
http://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022725
http://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022725
http://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022715
http://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022714
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Windows 10 / Server

. KB4022727 N/A
2016 Initial Release -
Windows 8.1 / Server
2012 R? KB4022717 KB4012213
Windows 8 / Server
2012 [ N/A KB4012598
Windows 7 / Server
2008 R2 KB4022722 KB4012212
Windows Vista / Server N/A KB4012598
2008 -
Windows XP / Server
2003 [ N/A KB4012598

CVE- (6 pdycams] 020 oo plis a5 508 0429 (l,S 5l cial Hloliss, 5 51 comsy e Sledlb]

J38ley a5 09l oo Slpiin 5, (pl 5l 0T oo I3 colisl 090 l38lzl ol lawss 2017-0199

st sobite & 55,5 ilois e 5zl oul 4 b asoll ) (6 Sslr c Microsoft Office
L85 SaS 5 Jgo 5l olss e Microsoft Office l58le 5 s

Product Update

Office 2007 KB3141529

Office 2010 KB2141538

Office 2013 KB3178710

Office 2016 KB3178703
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http://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022727
http://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022717
http://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4012213
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/
http://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022722
http://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4012212
http://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4012598
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/
http://www.catalog.update.microsoft.com/Search.aspx?q=KB3141529
https://www.catalog.update.microsoft.com/Search.aspx?q=KB3141538
https://www.catalog.update.microsoft.com/Search.aspx?q=KB3178710
https://www.catalog.update.microsoft.com/Search.aspx?q=KB3178703
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