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Heap
grub.cfg (n Buffer)

insmod part_gpt
insmod ext2
search =-no-floppy --fs-uuid --set=root 12f94e83-3483-44f8-ae7d-66cde6d9e3b

AAAAAAAAAAAANAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAARAAAAAA @
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linux /vmlinuz-5.4.8-48-generic root=/dev/mapper/ubuntu--vg-root ro
initrd /finitrd.img-5.4.8-48-generic

Internal Parser Structure
(with Fixed Buffer Size)
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Heap
grub.cfg (in Buffer)

insmod part_gpt
insmod axt2
search --no-fleppy --fs-uuid --setsroot 12f94e83-3483-44f8-ae7d-66cdB86d96e3b
A AR AR A AR AR A A A AR AR AR A AR AR AR AR R A A A A A A AR
| EEBEEEERBEBBEREBEEBEEBBEEEBEEEBEEERBEEEE 3 BEBBBBEBEBEEEBBEEER JBBBBRBEEBEEBERBBEEEEEEEE BEBEBEEEEBEEEE )
linux fvmlinuz-5.4.8-48-generic root=/dev/mapper/ubuntu--vg-root ro
initrd Jfinitrd.img-5.4.8-48-generic

Internal Parser Structure Fields that Control
(with Fixed Buffer Size)

Destination of Next Copy

Other Critical Structures
(Anywhere in Memory)
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[1] https://thehackernews.com/2020/07/grub2-bootloader-vulnerability.htmI?m=1
[2] https://eclypsium.com

[3] https://www.helpnetsecurity.com/2020/07/30/cve-2020-10713/
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