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% s | test — O X
Home Share View o
T > test v Q| | Search test P
Mame Date modified Type Size
5t Quick access -
Desktop + Dtestapkiocked 11/8/20189:54PM  LOCKED File 9,283 KB
[} .
ownlond . [ test (1).avilocked 11/8/2018 9:56 PM  LOCKED File 31,433 KB
4 Uownloads —
) [&] test (1).bmp 6/29/2005 1202 A BMP File 737 KB
& Documents A 946t (1).DAT 10/31/2015 727 A DAT File 96,802 KB
= Pictures * [ test (1).docxlocked 11/8/2018 956 PM  LOCKED File 177 KB
~- Data (D) € test (1).htm 11/18/2017 718 A HTM File 90 KB
B Music [ test (1).html.locked 11/8/2018 9:56 PM  LOCKED File 3,048 KB
Static [ test (1)jpg.locked 11/8/2018 9:56 PM  LOCKED File 374 KB
test [ test (1).mkv.locked 11/8/20189:55PM  LOCKED File 864,500 KB
[ test (1).mp3.locked 11/8/2018 9:56 PM  LOCKED File 4,485 KB
4 OneDrive [ test (1).mpeg.locked 11/8/2018 9:56 PM  LOCKED File 45740 KB
% This PC [ test (1).pdflocked 11/8/2018 9:56 PM  LOCKED File 4256 KB
[ test (1).pptlocked 11/8/2018 9:56 PM  LOCKED File 579 KB
& Network [ test ()rarlocked 11/8/2018 %56 PM  LOCKED File 1KB
[ test (1).srtlocked 11/8/2018 9:56 PM  LOCKED File 93 KB
[&] test (1)ts 11/1/2010 5:00PM TS File 1,015,200
[ test (2).mp3.locked 11/8/2018 9:56 PM  LOCKED File 6,296 KB
[ testmkvlocked 11/8/2018 9:56 PM  LOCKED File 307,219 KB
[ crwsmpeglocked 11/8/20189:56 PM  LOCKED File 45740 KB
[ crwspdfilocked 11/8/2018 9:56 PM  LOCKED File 4256 KB
[] crspptiocked 11/8/2018 9:56 PM  LOCKED File 579 KB
[ crwirarlocked 11/8/2018 9:56 PM  LOCKED File 1KB
22 items =
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Hs{eFtthdik - bakfiles@protonmail . com

{tErtthil - 3EZGS8PA39PbBeiljsGYjSSaRHNICXKDRQ

#=A411ID

AEERIRE
OghHS2irPZEyUryqWIMesUwlyy@8eeGaRyHd1lbm7pFsxtwzICZIprligwrX9nBUc2ZgngsoQwL
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All your important files(database,documents,images,videos,music,etc.)have been encryptedland only we can decrypt!
To decrypt your files,follow these steps:

1.Buy .18 Bitcoin

2.5end ©.18 Bitcoin to the payment address

3.Email your ID to us,after verification,we will create a decryption tool for you.

Email:bakfiles@protonmail.com

Payment:3EZGS8P439PbBeiW]jsGYjSSaRHN9CXKDRQ

Your ID:

0ghHS31irPZEyUrYqWIMe8Uwlyy@8eeGBRyHd1bm7pFsxtwzICZIprigwrXonBuc2gngsoQul /hgCcvC7GLBavU7AWk+IiyVGbzblxtwtbkkcHkvUiven
HLZFgU60iIhVsoUuAZAgS+xWKTFK6/wQekPgG+18C2UzrzA2+59hemTwB95Hyo4y3PsRqxZtzReNbpWS8jaMD46EOQFk3rgWZ5QqPOKELIR2L3+/he/PFc
|9/U'FNHSir‘dMXlXen/+KJZRTnyFT1kE/GcgFNA'F1gaBNBdw+NCutbhUjSZtkBQ?AXU?weSijCCsSpNZNxhsz EDO@1an25anGEBIWNEZOOLW==
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Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

Summary Transactions

Address 3EZGS8P439PbBeiWjsGYjSSaRHNICXKDRQ No. Transactions 0

Hash 160 8d226b7e3a24c02180f73b6dd4c4dad35195a8a3 Total Received 0BTC
Final Balance 0BTC

Request Payment Donation Button
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All vour important files are

#What happened?

All your important files(database,documents,images,videos,music,etc.)
encrypted!and only we can decrypt!

To decrypt your files,you need to buy the decryption key from us.We a
who can decrypt the file for you.

#Attention
Trying to reinstall the system and decrypting the file with a third-party
in file corruption,which means no one can decrypt your file.(including

to decrypt the file yourself,you do so at your own risk!

Fl I_ k #Test decryption
IESLOCKET e proof,you can email us 3 files to decrypt,and we will send you the
to prove that we can decrypt your files.

TR .

--= 1 decrypt
ToUrIR, 18 Bitcoin

Email § 0.18 Bitcoin to the payment address
Payment our ID to us,after verification,we will create a decryption tool
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rngcryptoServiceProvider =
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name list)

(name);

(name) ;

) ol enlaul W VSS st v e J'.’.J IS axlas

startInfo As P rtInfo Pro nfo("¢ ;" min
g o = Proce
= startInfo }
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: VirusTotal sblw 9 5

4 306 VirusTotal alelu 5 34 50 15810 d’jﬁ IS u""T W5l s, 50 £V slaws Lo ol J= s

Ad-Aware

AhnLab-v3

Antiy-AVL

Awvast

BitDefender

Clamav

Cybereason

Cyren

Emsisoft

eScan

F-Secure

GData

Jiangmin

K7GW

Malwarebytes

Mcafee

Microsoft

Palo Alto Networks

Qihoo-360

Sophos AV

Symantec

TrendMicro

VBA32

ZoneAlarm

bbb PPPPPRDEDDRERPPEDDPD
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Generic.Ransom.WCryG.B6ETOC46
Trojan/Win32.0ccamy.C2715883
Trojan|Ransom]/M5IL.Crypren
Win32:Malware-gen
Generic.Ransom.WCryG.B6E7IC46
Win.Ransomware.Generic-6545091-0
malicious. 125818
W32/Trojan5IDG-5916

Generic.Ransom. WCryG.B6ET9C46 (

Generic.Ransom.WCryG.B6E7IC46
Generic.Ransom.WCryG.BEETIC46
Generic RansomWCryG.BEETAC46
Trojan.MsIL.kilk

Trojan ( 0053be6E1 )
Ransom.Crysis

RDN/Ransom
Ransom:MSIL/BlackHeart!MTE
generic.ml
Win32/Trojan.Ransom.5a0
Mal/Ramsil-T

Downloader
Ransom_Crypren.RO01CORIR1E
TrojanRansom.MSIL.Crypren

HEUR:Trojan-Ransom.M5IL.Crypren.gen

AegisLab

AlYac

Arcabit

AVG
CAT-QuickHeal
CrowdStrike Falcon
Cylance

Drweb

Endgame
ESET-NOD32
Fortinet

Ikarus

K7AntiVirus
Kaspersky

MAX
Mcafee-GW-Edition
NANO-Antivirus
Panda

Rising

Sophos ML
Tencent
TrendMicro-HouseCall
Webroot

Alibaba
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Trojan.MSIL.Generic.4!c
Trojan.Ransom.Flecoder

Generic. RansomWCryG BEETSC46
Win32:Malware-gen
Trojan.YakbeexMSILZZ4
malicious_confidence_90% (W)
Unsafe

Trojan.Encoder.26402

malicious (high confidence)

a variant of MSIL/Filecoder.LK
MSIL/Crypren FAZAltrransom
Trojan-Ransom.FileCoder

Trojan { 0053be6B1 )
HEUR:Trojan-Ransom.MSIL.Crypren.gen
malware (ai score=100)
RDM/Ransom
Trojan.Win32.Ransom.fimewu
Trj/Gdsda.A
Ransom.Crypren!8.106C (CLOUD)
heuristic

Win32.Trojan.Raas.Auto
Ransom_Crypren.ROOTCORIRTE
W32 Trojan.Gen

Clean
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Dangerous
Mal/Ramsil-T

Clean

Clean

Dangerous
a variant of MSIL/Filecoder.LK trojan

Dangerous
Generic. Ransom.WCryG. B6E79C46

Clean

Dangerous
Trojan.Encoder.26402\nScanned

Dangerous

Dangerous
Win.Ransomware.Generic-6345081-0

Dangerous

Dangerous
Downloader

i
£

ougpg

sophos

comodo

kaspersky

eset

fsecure

]

drweb

avast

clamav

bitdefender

symantec

R



