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Y70 Cryumnocs € MOHM KOMMNbIOTEPOM?

Bawu BaxHbie (hains! 3awndpoBaHbl. MHOTME 13 BaWMX OKYMEHTOB,
cororpacdui, Buaeo, 6a3 aaHHbIx W APYrux Bainos Honblue He NOCTYNHLI,
NOCKONLKY OHKM Dbink 3alwndpoBaHbl. He TpaTbTe CBOE BpeMA Ha NOKCK cnocoba
BOCCTAHOBNEHUA (hainos. HIKTO He MOXET BOCCTaHOBTL BalwM (hainb!.

Mory n1 2 BOCCTaHOBHTL MOM (hainbI?

Her Mens 308yT Mapk Llykepbepr, u A 3awndpoBan sawm (ains!, He COXpaHaa
HAKAKHX KTIOYeR WhposaHiA. 5 LeHIO, YTO Bbl BLINONHAETE MOIO NPOrpammy,
NOTOMY 4TO Bb! NO3BOMMNN MHE Pa3PYWHTL GoNblue Ku3Hed

What Happened to My Computer?

Your important files are encrypted. Many of your documents, photos, videos
databases and other files are no longer accessible because they have been
encrypted. Do not waste your time looking for a way to recover your files. Nobody
can recover your files

Can | Recover My Files?

No. My name is Mark Zuckerberg and | have encrypted your files without saving

any encryption keys. | appreciate you executing my program because you have
allowed me to ruin more lives.

"Asquirrel dying in front of your house may be more relevant to your interests right
now than people dying in Africa "
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ZIWNaGIUCxgPZVZQ.Text
YTO CAYYMNOCE C MOMM KOMMLITEpOM?
Bawn BaxHbie (ainsl sawmpoeanbi. MHorwe w= Bawux ackymednToe, (QoTtorpadui, euge Baz paHHEX M ApyTMX Gonb He A0CTYMHBI,
NOCKONbKY ©HW Bbini sawuppoeaubl. He TpaTeTe ceBoe eBpema Ha nouck cnocoba poccTaHoenenua Qainoe. e T BOCCTAHOBMTHL BalM
dann .

Mory nu A BOCCTaHoBATE Mou (anns?

Het. MenAa 30ByT Mapk Uykepbepr, n A 3awuppoBan Bawn (ainui, He COXPaHAA HMKAKWX KAKHed wHQPOBaHWA. A LEHIW, YTO Bl BHIMNOAHASTE MO0
nporpamMmMy, MOTOMY 4YTO Bbl NO3BOMMAW MHe pa3pywuTe bonb

What Happened to My Compu

Your important files are r . Many of your document
because they hav en e d. Do not w e your time loo
fi

Can I Recover My File

No. My name Mar <erber I have encrypted your files without saving any encryption keys. I appreciate you executing
program be you have allowed me to ruin more lives.

"A squirrel dying in front of your house may be more relevant to your inter right now than pecople dying in Africa."
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AckHyjsYZLwpcMxw
System;
System.10;
System.Security.Cryptography;

svchost

[1 gUCGnMNbBGBDWHAF )

=|CipherMode. 2
= PaddingMode
v();
| ();
MemoryStr: MemoryStream() ;
CryptoStream CryptoStream(memoryStream, .RkpXnl CuNPC n or(), CryptoStreamMode. s
cryptoStream. HAF, 8, gUC DWHAF .
cryptoStream
result = memoryStream.ToA

(CryptographicException ex)
result =

result;
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NLtONtrhWFCQATKC X
System;
System.Collections.Generic;
System.IO0;

svchost

nLtONtrhWFCQdTKC

folderPath = . .SpecialFolder

G qjRKFVR(folderPath);
folderPath2 = . -SpecialFolder

G r1qjRKFVR(folderPath2);
folderPath3 = . -SpecialFolder

G YJqjRKFVR(folderPath3);
folderPath4 = . .SpecialFolder

G qjRKFVR(folderPath4);
folderPath5 = . .SpecialFolder

G qjRKFVR(folderPath5);
folderPath6 = . -SpecialFolder

JqjRKFVR(folderPathg);

r1q3RKFVR( OUIdMpuGOAVVbgsX)

> enumerable = . (OUIdMpuGOAVVbgsX, "*.*", SearchOption
text enumerable)

[]1 gUCGnMNbBGbDWHAF = . (text);
yjsYZLwpchxw ackHyjsYZLwpcMxw = ) ZLwpcMxw() ;
[]1 bytes = ackHyjsYZLwpcMxw.KRh PkEstTL(gUCGnMNbBGbDWHAF ) ;
(text);
(text +|".

acebook", | bytes);

(Exception ex)




=le Ublg glis g eulbliyl eyljg

2loy

&

whplele Ublg 5 gUs ¢ lojLu

S 0 eslial Ol 3l GU S ol ped 4 (ghadku s Alsuls 5l lazs FBLocker )bé‘df

mscoree.dl| \

‘ _CorExeMain

PSS e bl gl S ba I nl S e e ol

svchost.exe

HPCOR-RE S WE,

53 0bse b B0l 30 gl D5 5 DNS el 3553 4655 o a0 a8 SC315 oo 2 Sl g

2 is FBLocker Sl 31l b 5 ol LSl A (gubads

Z&Luu

i 3L VirusTotal $belo 3 54> 50 S5l 5T 5 s s 1V 5l a, e 88 sl ol Jb> s
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Antiy-AVL

Avast

K7AntiVirus

Sophos AV

TrendMicro-HouseCall

VIPRE
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Trojan.GenericKD.30770853
Trojan/Win32.FileCoder.C2503615
Trojan|Ransom)/Win32.AGeneric
Win32:Malware-gen
TR/Crypt.fkm.kweyv
Trojan.GenericKD.30770853
malicious_confidence_1009%: (W)
W32/Trojan.VIHZ-5367
Trojan.GenericKD.30770853
Trojan.GenericKD.30770853
Win32.Trojan-Ransom.Filecoder.P@gen
Trojan ( 0053166f1)
Trojan-Ransom.Win32.Gen.irn
malware (ai score=597)
Artemis!Trojan
Trojan.Win32.Encoder.forhnh
Trj/GdSdaA

Mal/Generic-S

Ransom.Gen
Ransom_FBLOCKER.THEABAH
Trojan.Win32.Generic!8T

Trojan.Gen!bZPQXIjjuD0

AegisLab
AlYac

Arcabit

AVG

Baidu
CAT-QuickHeal

Gylance

ESET-NOD32

Microsoft

Palo Alto Networks
Qihoo-360

Sophos ML

TrendMicro

0l 2

W32.Troj.Ransom.Filecoder!c
Trojan.Ransom.FBLocker
Trojan.Generic.D1D586AS
Win32:Malware-gen
Win32.Trojan.WisdomEyes. 16070401....
Trojan.Genasom

Unsafe
Trojan.Ransom.FBLocker (A)

a variant of MSIL/Filecoder.NF
MSIL/Filecoder.NFitr
Trojan-Ransom.FileCoder
Trojan ( 0053166f1 )
Trojan.Dropper.Generic
Artemis! 1833AAEC4050
Trojanm:wWin32/0Occamy.C
generic.mi

Trojan.Generic

heuristic
Ransom_FBLOCKER.THEABAH
Trojan.MSiL.gen.a.1

W32 Malware.gen

Trojan-Ransom.Win32.Gen.irn
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