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\drupal-7.57 v ‘\drupal-7.58
Name Name
4= includes 4= includes
_1 bootstrap.inc 1 bootstrap.inc
1 request-sanitizer.inc

I 1 modules I+ 1 modules
p 3 profies [» L3 profies
[ [ Sites [ [ sites
I [ themes I» 1 themes

_1 CHANGELOG.txt _] CHANGELOG.txt
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use Drupali\CoreZHttp\TrustedHostsRequestFactory;

use DrupaliCore\Installer\InstallerRedirectTrait;

use DrupaliCorellLanguage‘language;

+use Drupali\Core\Security\ReguestSanitizer;

use Drupal\Core\5ite\Settings;

use Drupal\Core\Test\TestDatabase;

use Symfony\CmfiComponent\Routing\RouteObjectInterface;
BE -542,6 +543,12 @@ public function loadlLegacyIncludes()
* {@inheritdoc}

*/

public function preHandle(Request Frequest) {

+ J// Sanitize the request.

+ $request = RequestSanitizer::sanitize(

+ frequest,

+ {array) Settings::get(RequestSanitizer::SANITIZE_WHITELIST, [1).
+ {bool) Settings::get(RequestSanitizer::SANITIZE_LOG, FALSE)

+ )i

$this->loadlLegacyIncludes();

Cawl 0uls adlsl 15 sleas L core/lib/Drupal/Core/Security/RequestSanitizer.php L o
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a Sehitellss, Sget_samitized_keys
¥ string persesters (GET)) % teploce(’, ', Sget_
T canl
Srequest replace| equest-wall(), Semitelict, Spout camitizes keys)).
($log_
triggnr_err priste ‘Potantially wndade keys resoves from request DOdy parameters (POST): S4°, lesiods . Spes
ckie sanitized ey
$request replace( ¢ stripOengernusvaluss($request-scookies-1all(), Satmldtwlint, $Stockie sanitized hepn
¢ ($log aanitized _weys &5 [wwpty(Scockie_senitized keys)
~igper_» rlaprist#{ '‘Fotentislly wmanfs keyy reroves from cockis parsmeters: N ivplogal', ", Srcokie_sanitizec
wepty(Spet_sanitized_weys) oty Spost_sanitizec_keya) pepty(Scookie_sanitized keys))
eguest - roverridedlobs
Srequest- rattributes e 3 )
Sreauest )
($1input, Snhitelist, o Ssanitized weys) |

Sinput)) {

($input 21 Ske Svalue

¢ (Puey M Shey[0) - in_nrray(Skey, $Sahitelist, ThE))
v¢Sinput [ Suey
Ssanitized _keys[) Skey,
Sirput{Skey) tat strioDangerouaValues(Sirout[Skey ), Senitelist, Saanitizec keys});

$input;
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+ protected static function stripDangerousValues($input, array $whitelist, array &S$sanitized_keys) {
4 if (is_array($input)) {
+ foreach ($input as $key => $value) {
- if (Skey l== "' 8& $key[0] === ‘#' && lin_array(Skey, Swhitelist, TRUE)) {
- unset($input[$key]);
. $sanitized keys[] = $key;
' )
4 else {
+ $input[Skey] = static::stripDangerousValues($input[Skey], Swhitelist, $sanitized_keys);
T \
+ ¥
- }
" return $input;
+
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