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| for (inti=0; i< _connectURLs.Count; i++)
{
sb.Length = 0;
sb.Append(intend2);
if (i==0)
{
sb.Append("base.ConfigureProxy(this.GetType(), ");

| sb.Append(“);");
3
| else

{

// Only the first location is used, the rest are commented out in the proxy
sh.Append("//base.ConfigureProxy(this.GetType(), ");

sb.Append(");");

}
textWriter.WriteLine(sb);

}
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0:000> 1mvm httplo! |GGG ing0officedpng

start end module 2oxo
T0b70000 70b78000 httplol imgOofficedpng (deferred)

Image path: httplOO_uuguofficetlpng .dll
Image name: httpl00 imglofficedpng.dll

Has CLR image header, track-debug-data flag not set

Timestamp: Thu Aug 24 23:21:28 2017 (599EEEF8)
CheckSum: 00000000

ImageSize: 00008000

File version: 0.0.0.0

Product version: 0.0.0.0

File flags: 0 (Mask 3F)

File 0S: 4 Unknown Win32

File type: 2.0 D11

File date: 00000000.00000000

Translations: 0000.04b0

InternalName: httplOC_imgOoffice4png.dll
OriginalFilename: httpl00 imgOofficedpng.dll
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# lResuIt Pro... Host URL Body C... Content-Type P.. Comments
E4 8 200 HTTP 91.219.... /img/office.png 1,065 image/png SOAP WSDL response
El10 200 HTTP 91.219... /img/word.db 3,007 hta response
E11 200 HTTP 91.219.... /img/left.jpg 1,383,424 image/jpeg malware
23750 )18 p e )3 1380

%appdata%\Microsoft\Windows\OfficeUpdte-KB[ 6 random numbers
].exe

Process Name PID Operation Path Result
o4 Explorer EXE 2464 Qff Process Create C'\Program Files\Microsoft Office'Office 14\WINWORD EXE SUCCESS
|W WINWORDEXE 3596 &5 Process Creale  C\Windows'Microsoft NET'Frameworkw2 0 50727\csc.exa SUCCESS
B csrsS axe 376 §F Process Create  C\Windows'system32iconhost exe SUCCESS
1 | csc.exe 972 Q¥ Process Create  C\WindowsiMicrosoft NET\Frameworkw2.0.50727\cvtres exe SUCCESS
[WWINWORDEXE 3596 QF Process Create C\Windows\System32imshta exe SUCCESS
Hmshta exe 3108 Q¥ Process Create  C\Windows\System32\WindowsPowerShellv] O\powershell exe SUCCESS
B | csrss axe 376 Q¥ Process Creale C\Windowsisystem32iconhost axe SUCCESS
£¥ powershell axe 2868 ¥ Process Craale C\Windowsisystem32\taskkil exe SUCCESS
Hmshta.exe 3108 £F Process Create  C\Windows\System32\WindowsPowerSheliv1 (powershell exe SUCCESS
B | csrss exe 376 Q¥ Process Create C\Windows'system32'conhost exe SUCCESS
Emshta exe 3108 Q¥ Process Create  C\Windows!System32\WindowsPowerSheliv] O\powershell exe SUCCESS
B | csrss axe 376 R Process Create C\Windows'system32iconhost exe SUCCESS
Mmsina exe 3108 Q¥ Process Create C\Windows\System32icmd exe SUCCESS
B csrss exe 376 &Y Process Create  C\Windows'system32iconhost axe SUCCESS
Fmshita exe 3108 QY Process Create  C\Windows\System32\WindowsPowerShellv1 0\powershell exe SUCCESS
W | csrss exe 376 Q¥ Process Create  C\Windows'system32\conhost exs SUCCESS
&N omd exe 584 &Y Process Creale CProgram Files\Microsoft Office!Office 14\WINWORD EXE SUCCESS
ﬂ@!a.m 3108 QY Process Create  ClUsersilest7AppDataiRoaming MicrosolfiWindows\OfficsUpdte-KBE88330 axe SUCCESS
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