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» Victim Files Search Victim Files
Organize v Include in library v Share with v New folder b4 n| 0
¢ Favorites Name ’ Date modified Type Size =)
htestamr.id-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018 421 PM  CMB File 6KB
i Libraries htest.asd.id-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018421PM  CMB File 6KB
htest.bat.id-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018 421 PM  CMB File 6 KB
Al your files havd| & Computer htest.bin.id-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018 420PM  CMB File 6KB
Write this ID in thil htestbmp.id-72440BCB.[paymentbtc@firemailcclcmb  8/10/2018 420 PM  CMB File 6k8
Th Case Of 00 ais & Network htest.cab.id-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018421PM  CMB File 517 K8
You have to pay for| | htest.datid-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018420PM  CM 513KB =
htest.doc.id-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018 420PM  CMB 517 KB
I htest.docx.id-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018 420PM  CMB File 16 KB
l htest.exe.id-72440BCB. firemail.ccl.cmb 8/10/2018421PM  CMB File 6KB s, etc.) |
htest.frm.id-72440BCB.[paymentbtc@firemail.cc].cmb 8/10/2018 4:20 PM CMB File 52 KB 3
htest.ico.id-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018 421 PM  CMB File 517 KB
i htestpg.id-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018 4:20 PM 6KB
Drocmoninen | htestmdb.id-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018 420PM  CMB File 615 KB T
I htest.mkv.id-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018 4:20 PM 52 KB
i htestmov.id-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018 4:20 PM 6KB
i htestmovl.id-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018 421 PM  CMB File 6 KB
htest mp3.id-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018 420 PM  CMB File 7,842K8
Hizy Z:m. e . htestmpg.id-72440BCB.[paymentbtc@firemail.ccl.cmb 8/10/2018 4:20 PM 52 KB &
® Do not ren 26 items
o Do not try §i| , J
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All your files have been encrypted!

TcpLogVi

TcplogVie..

Startior

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail paymentbtc@firemail.cc
Write this ID in the title of your message 72440BCB

In case of no answer in 24 hours write us to theese e-mails: paymentbtc@firemail.cc

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we wil send you the decryption tool that wil decrypt all your fles.

Free decryption as guarantee
Before paying you can send us up to 1 fie for free decryption. The total size of fles must be less than 1Mb (non archived), and fies should not contain valuable information. (databases,backups, large excel sheets, etc.)

il

How to obtain Bitcoins
The easiest way to buy bitcoins is LocalBitcoins site. You have to register, dick 'Buy bitcoins', and select the seller by payment method and price.
https://locabitcoins.com/buy bitcoins
Also you can find other places to buy Bitcoins and beginners guide here:
hitp:// coindesk. h buy-bitcoins/

Attention!

e Do not rename encrypted files.
o Do not try to decrypt your data using third party software, t may cause permanent data loss. Il
e Decryption of your fies with the help of third parties may cause increased price (they add their fee to our) or you can become a victim of a scam.
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FILES ENCRYPTED - Notej e ) e

File Edit Format View Help

all your data has been Tocked us A
You want to return?
write email paymentbtc@firemail.cc
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paymentbtc@firemail.cc 7:24 PM (52 minutes ago)
which your country ?

paymentbtc@firemail.cc 7:34 PM (42 minutes ago) -
tome |«

0On 2018-08-11 17:52, IEMwrote:

Greetings!
I'm an email operator. I'll try to answer all your questions and help you to decrypt files.

At first answer the questions below, please
1. How many computers with local disks are encrypted?
2. How many external hard drives or NAS are encrypted?

3. Write your ID (check the name of files or warning window)

o 7:41 PM (36 minutes ago)
I'm from Iran
paymentbtc@firemail.cc 7:47 PM (29 minutes ago) -

tome [~

Yeoul, GLJ_'C.L.AJ;,;)N' S Jeesl 55l Olpe 1) 55 s 3l adbe>Dle LB oS slatlea
o S o S o s Sl o S el 63505 S (S Sy Al ) G T Y
03,5 Cj_lm o g2 A 3 4nls] s .>>)§ Jaze \FtuZaws4 L FxtusgHKjLwWYVYUeglUZKQ U.UJ
P!

Cllod 3o, Jowo sla SKus b bl sl 4 )

Culleds 50, NAS L JU oSt s jla slaws 4 Y

asls * YANIY 0 BTC Jslae 281,508 sliws 08U J g S cpl s § O Sla oo o b

Summary Transactions

Address 1FtuZaws94LE6FxtusgHKjLw2V2UegbUZKQ No. Transactions 14 dlif

Hash 160  a362d9f683d983c537a75fa80e0b36b7a651515f Total Received 0.38012065 BTC ol
Final Balance 0.00154256 BTC ol

Request Payment Donation Button
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& Sy SIS 15 31L ol Process Monitor i3l 5 b S o b ey g waxg L

sl g 3o (3l a1 s LIl sl b e OF 3550 s 45 A83 o kS 1y 5

%’rocessMoQ@' T - Sysi
File Edit Event Filter Tools Options Help

EHIRBE v AS E &5 EEDN

Time of . Process Name PID Operatio Path Result Detail

1 Sample_5b6d3c47b8ebb50a6130794d.exe.exe HKLM\SOF TWARE\MicrosoftWindows\CurrentVersion\Run\Sample_5b6d3c47b8ebb50a6130794d exe.exe Type: REG_SZ, Length: 120,
42147.9... |8 | Sample_5b6d3c47b8ebb50a6130794d exe.exe 2772 HKCU etiings\ZoneMap\UNCASsintranet SUCCESS Type: REG_DWORD, Lengtt
421479... |81 Sample_5b6d3c47b8ebb50a6130794d exe.exe 2772 @ Reg! HKCU Setings\ZoneM Detect SUCCESS Type: REG_DWORD, Lengtt
4:21:479... |01 Sample_5b6d3c47b8ebb50a6130794d exe.exe 2772 @ HKCU tings\ZoneMap\UNCAsIntranet SUCCESS Type: REG_DWORD, Lengtt
4:21479... 11 Sample_5b6d3c47b3ebb50a6130794d exe exe 2772 @, RegSetValue HKCU\Software|MicrosoftWindows\CurrentVersionlintemet Settings\ZoneMap\AutoDetect SUCCESS Type: REG_DWORD. Lengtt

1 Sample_5b6d3c47b8ebb5026130794d exe.exe: 2772 " iRegSetValue
Sample_5b6d3c47b8ebb50a6130794d exe exe " \RegSetValue

HKLM\SOFTWARE \MicrosoftWindows\CurrentVersion\Run\C:\Windows\System32\info hta SUCCESS Type: REG_SZ. Length: 82. ]
HKLM\SOF TWARE MicrosoftWindows\CurrentVersion\RuniC\Users\UBCERT\AppData\Roaminglinfo.fta SUCCESS Type: REG_SZ. Length: 106,

= =3 Sl e ;315 info.hta rUAu.J_Q; R N T e ‘J‘JA‘CL.‘&:'“?.“A

Ji B <=U oo
C:\Windows\Systemrv

Sample_obdrcévbaebbo-atir.vaid.exe C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp

C:\Users\User\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup
Info.hta C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp
' C:\Users\User\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup

Cils 35> 5o Dharma L3 sls aseis )5 5035 JA‘J’LCL-’ el hled J s oS info.hta |1

53 el glulis LB WinvY/Filecoder.Crysis ¢U L ESET 3R s d s L g 0 5Slen

D] o 63l &'Lu J{.b u—ﬁ‘ L§|j:'>"° 5o, J‘ifa:
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. The total size of files must be than 1Mb (non ar
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Type Source [
Insert.. 00000000
Match... 00000039

finseres 00000239

Match... 00000412
finseres 00000612
Match... 00000743
Repla.. 00000843
Match... 000AA440
finsere 0oonAC.
Match... 00DAAC...
Repla.. 00DABAQ..
Match... 000D37...
finsere™ 000Dz ..
Match... 000D4027
Repla.. 000D482..
Match... 000F29FA
Repla.. 000F2A23
Match... 00073122
Repla.. 000F3145
Match... 000F380D
Repla.. 000F3835
Match... 000F4DSC
Repla.. 000F4D93
Match... 000FB059
Repla.. 000FBO7E
Match... 000FD419
Repla.. 000FD442
Match... 0010181A
Repla.. 00101838
Match... 00102997
Repla.. 0010298F
Match... 00104C6D

Count @ Count [%/

57
512
473
512
305
256
695293
2054
78
2054
164665
2054
78
2054
123341
41
1791
35
1736
40
5415
55
25286
37
9115
41
17368
33
4444
40
8878
40

39
0200
0109
0200
0131
0100
O0DASEBF...
0806
4E
0806
00028339
0806
4E
0806
0001E1CD
29
O6FF
23
oecs
28
1527
37
62C6
25
2398
29
4308
21
115C
28
22AE
28

Target [%
00000000
00000000
00000200
00000200
00000400
00000400
00000500
000ASBFE
000AAT04
000AAT04
000AAS...
000D2444
0ooD2C...
0ooD2C...
000D3450
000F12C8
000F12F1
000F206E
000F2091
000F26EB
000F2713
000F36B6
000F36ED
000F922F
000F9254
O00FAETA
0O00FAE43
000FF3A2
000FF3C3
001006A3
001006CE
001029CC

Count @
0

512

0

512

0

256
693246
2054

0

2054
162618
2054

0

2054
122488
41
3453
35
1626
40
4003
55
23362
37
7110
41
17759
33
4832
40
8961
40

Count [&
0o

0200

0o

0200

0o

0100
000AS3FE
0806

0o

0806
00027B3A
0806

0o

0806
0001DETS
29

0D7D

23

063A

28

OFA3

37

5B42

25

1BCE

29

455F

21

12E0

28

2301

28
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Sample 5b6d3c47b8ebb50a6130794d.exe

o cmd.exe "C:\Windows\system32\cmd.exe"

* mode.com
= vssadmin.exe vssadmin delete shadows /all /quiet

. .Ef;LSA

L aS e B> 501y 59405 VSS 53 542 90 (gl ge Dharma (.cmb) )\J-A\CL_ Sl S0l

L 5 vssadmin.exe Jul 3 G b 511 LS cpl Sllzl 55 S arlpe IS0 b la Ll G1s S50 sl 3

A e ol vssadmin delete shadows /all /quiet | g5 gl =

Sl Kl ko
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javascript:show_tab('process_2000');
javascript:show_tab('process_1028');
javascript:show_tab('process_2124');
javascript:show_tab('process_2228');
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4 L3 VirusTotal

(55/66)

Detaction Details
Ad-Aware
AhnLab-V3
Antiy-AVL

Avast

Avira

BitDefender
CAT-QuickHeal
CrowdStrike Falcon
Cylance

Drweb

Endgame
ESET-NOD32
F-Secure

GData

Jiangmin

K7GW
Malwarebytes
McAfee

Microsoft

Panda

Rising

Sophos AV
SUPERANtiSpyware
TACHYON
TheHacker
TrendMicro-HouseCall
ViRobot
ZoneAlarm
AVware

Clamav

eGambit

Palo Alto Networks
Yandex

Symantec Mobile Insight

Last analysis

: VirusTotal sble =4 &

MLdl_w).) ))J-)A)‘J.‘)‘J._a &T} D3R &T-\-\)‘ )0 00 J‘Mﬁb' ‘Jl?")J

S o e o b S 1 0T 03 IBIEL cpl bl

2018-08-10 11:38:02 UTC

Community score  -57

Community °

A TrolanRansomCrysisE AegisLab

A Trojan/Win32.Genasom.R213980 ALYac

A Trolan/Win32AGeneric Arcabit

A Win32:Malware-gen AVG

A TR/Dropper.Gen Baldu

A Trojan.Ransom.Crysis.E Bkav

A Trojan.Mauvaise SL1 Comodo

A malicious confidence 100% (D) Cybereason

A Unsafa Cyren

A Trojan.Encoder.3953 Emsisoft

A malicious (high confidence) eScan

A\ 2 variantof Win32/Filecoder Crysis P F-Prot

A TrolanRansomCrysisE Fortinet

A Win32 Trojan-Ransom.VirusEncoder.A Ikarus

A\ TrojanCryprenic K7AntiVirus

A Toan(00s331801) Kaspersky

A Ransom.CrysisGeneric MAX

A\ Ransom WWID50F69FOD3AT McAfee-GW-Edition

A Ransom:Win32/Wadhrama NANO-Antivirus

A TiGdsdan Qihoo-360

A Trolan RansomCrysis!1 ABAA (CLOUD) SentinelOne

A Troj/Criakl-G Sophos ML

A Ransom.Crysis/Variant Symantec

A\ Rransom/W3Zcrysis 94720 Tencent

A Trojan/Filecoder Crysis| TrendMicro

A Mal Crysis VBA32

A Trojanwin32Ransom94720F Webroot

A Trojan-RansomWin32.Crusis.to Avast Mobile Security

@ Clean Babable

o ean cMc

@ Clean Kingsoft

@ Clean VIPRE

o ean Zoner
Trustiook

GoocoocorprPPPPPPPPPPPRPPRPPRPPPPPPP

O‘ 55 engines detected this file
O SHA-256 c2ab289cbd2573572c39cac3f234d77fdf769e48a1715a14feddaeaBae9d9702
:v‘ File name Sample 5b6d3c47b8ebb50a6130794d.exe

L File size 925 KB

Troj.Ransom.W32.Crusistpcs
Trojan.Ransom.Crysis
Trojan.Ransom.Crysis.E
Win32:Malware-gen

Win32 Trojan WisdomEyes. 16070401
W32RansomeDNZ Trojan
TrojWareWin32.Crysis.0
malicious.0d3a73
W32/Trojan|LHO-9216
Trojan.Ransom.Crysis.E (B)
Trojan.Ransom.Crysis.E
W32/Wadhrama.B

‘W32/Crysis L!trransom
Trojan-Ransom.Crysis

Trojan ( 005331801 )
Trojan-RansomWin32.Crusis.to
malware (al score=81)
BehavesLike.Win32ZRansom.nc
Trojan.Win32 Filecoderemdnxn
HEUR/QVM20.1.172F Malware.Gen
static engine - malicious

heuristic

Ransom.Crysis
Trojan-RansomwWin32.Crysis.a
Mal_Crysis

TrojanRansom.Crusis

W32 Ransom.Gen
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(stajl asnami)

Sample_5b6d3c47b8ebb50a6130794d.bin : Jus oL

CalighS Y1 b par

PUIE - IVAY 5lape 19 tpSl 2u,b
d50f69f0d3a73c0a58d2ad08aedac1c8 :MD5
¢25ff1bb2ea3e0804ab3f370ad2877b0b7¢c56903 :SHA1

c2ab289cbd2573572c3%cac3f234d77fdf769e48a1715a14feddaeaBaedd9702 :SHA256

C L L B

Sample_5b6d3c47b8ebb50a6130794d.bin ySwl azuis

Sl a2 wesraAT ad wsspecT
Malware: . 231902675 Uigaly
Ransomware.Win32.Crysis.Arena
Dangerous: §142 sophos
Troj/Criakl-G
Dangerous: 11.0 f_secure
Trojan.Ransom.Crysis.E
Dangerous. Kaspersky
Trojan-Ransom.Win32 Crusis.To
Dangerous 5.3.38301 esel
Win32/Filecoder.Crysis.P
Dangerous 0.1.16070¢ drweb
Trojan.Encoder.3953
e — HI” o
Dangerous: ii 112 comodo
TrojWare.Win32.Crysis.D
Dangerous: 11.01.18 bitdefender
Trojan.Ransom.Crysis.E
Dangerous. avast
Win32:Malware-Gen
Dangerous: 79030 symantec
Ransom.Crysis

wlaiz Vlgegry syl
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