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= | test

Home Share

o

5F Quick access

Yk » test

m Desktop
& Downloads

£ Documents

LR S S

= Pictures
¢ OneDrive

= This PC
& 3D Objects
m Desktop
£ Documents
& Downloads
B Music
= Pictures
@ Videos
% Local Disk (C3)
- Data (D2)

¥ Network

19 items

View

Name

IJ Decrypt.tut

Ij test (1).apkmalwarehunterteam
IJ test (1).avi.malwarehunterteam
IJ test (1).omp.malwarehunterteam
[ test (1).DAT.malwarehunterteam
IJ test (1).docemalwarehunterteam
IJ test (1).htm.malwarehunterteam
[ test (1).html malwarehunterteam
IJ test (1) jpg.malwarehunterteam
IJ test (1).mkv.malwarehunterteam
Ij test (1).mp3.malwarehunterteam
IJ test (1).mpeg.malwarehunterteam
IJ test (1).pdf malwarehunterteam
Ij test (1).pptmalwarehunterteam
IJ test (1).rar.malwarehunterteam
IJ test (1).srtmalwarehunterteam
[ test (1).ts.malwarehunterteam

IJ test (2).mp3.malwarehunterteam

Ij test.mkv.malwarehunterteam

1item selected 300 MB

Date modified

12/2/2018 6:00 PM
12/2/2018 5:.00 PM
12/2/2018 5:.01 PM
12/2/2018 5:01 PM
12/2/2018 5:.03 PM
12/2/2018 5:03 PM
12/2/2018 5:03 PM
12/2/2018 5:.03 PM
12/2/2018 5:03 PM
12/2/2018 5:26 PM
12/2/2018 5:26 PM
12/2/2018 5:27 PM
12/2/2018 5:27 PM
12/2/2018 5:27 PM
12/2/2018 5:27 PM
12/2/2018 5:27 PM
12/2/2018 5:53 PM
12/2/2018 5:53 PM
12/2/2018 6:00 PM

v O
Type

Text Document

MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...
MALWAREHUNTE...

Search test

- O

1KB

9.288 KB
31,433 KB
737 KB
96,802 KB
177 KB

90 KB
3.048 KB
374 KB
864,500 KB
4,485 KB
45,740 KB
4,256 KB
578 KB
1KB

93 KB
1,015,200
6,296 KB
307,219 KB

X
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| Decryptixt - Notepad — O X

File Edit Format View Help

hll your files have been encrypted with Delphimorix!
Encryption algorythm a RC6, safe and fast algortythm!

And: RC6 encrypts with RC5, RC5 encrypts with IDEA!

Nobody, you can't recover your files without our decryption
service.

Its a ransomware, coded with Borland Delphi 7.

Ransomware tactic - decrypt all your files quickly and easily before
paying to our Bitcoin wallet.

wallet: jhdshuidshhdhifsofjsf - 999999.5 BTC
(99999999999999999 triillion

dollars)

Before paying contact with our mail:
ya_chainik!@protonmail.com

Don't close the window, or you don't decrypt FOREVER!
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mailto:ya_chainik!@protonmail.com
mailto:ya_chainik!@protonmail.com
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:ﬁ DelphiMorix! Green

Allyour files hawe been encrypted with Delphimaorid
Encryption algorsthm a RCE, safe and fast algortythm!
And: BCE encrypts with RCE, RCE encrypts with IDEA
Mobody, you can't recover your files without our decryption
sarvice.

lts & ransormware, coded with Barland Delphi 7]
Ransomware tactic - decrypt all wour files quickly and easily before
paying to our Bitcoin wallet.

Wallet jhdshuidshhdhifsofjsf - 3939395 BTC
(93999999959999994 triillion

- o dollars)

Delphimorix! Before paying contact with our mail:
ya_chainikl@protonmail.com

Don't close the window, oryou don't decrypt FOREWER!

ARSI AL S

|Y0ur 1D |c]ouxxIBFgJflew. By 1 wmyls9uJI{vE+K}9bkkLbRa5WEDPpYR:V#| Okay, please close

Or. if you buy a key. enter in textbox and press to Decrypt!
|Enterthe kel Before enter the key, press to Decrypt, and Delphimarix! starts a decryption process

Okay, I'm enter the key, and i'm ready to start the Decryption process!
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CODE : 00403168
CODE : 0040316A
CODE : 0040316F
CODE : 00403170
CODE : 00403172
CODE : 00403173
CODE : 00403174
CODE : 00403177
CODE : 00403178
CODE : 0040317D
CODE : 00403180
CODE : 00403186
CODE : 00403188
CODE : 0040318E
CODE : 00403194
CODE : 00403198
CODE : 0040319A
CODE : 0040319C
CODE : 004031A1
CODE : 004031A2
CODE : 004031A8
CODE : 004031AD
CODE : 004031AF

push o]

push 80h

push ecx

push o]

push edx

push eax

lea eax, [esit+48h]
push eax

call CreateFilen

cmp eax, OFFFFFFFFh
jz loc_Y40328E

mov [esi], eax

cmp word ptr [esi+i4], 6D7B3h
jnz loc_403257

dec word ptr [esiti]
push o]

push dword ptr [esi]
call GetFileSize

inc eax
jz loc_Y40328E

sub eax, 8lh

jnb short loc_4031B1
xor eax, eax

< ReadFile w0 .ol ol osliial L1 05,5 &S > (gl ; SetFilePointer U 5 YU uS axdad aalsl s

CODE

il ol oslinul SetFilePointer sb LS b Olo jon LB 05,5 gl g Ll (<l

:004031B1 loc_H4031B1:
CODE :
CODE :
CODE :
CODE :
CODE :
CODE :
CODE :
CODE :
CODE :
CODE :
CODE :
CODE :
CODE :
CODE :
CODE :
CODE :
CODE :
CODE :
CODE :
CODE :

00403181
004031B3
004031B%
0o4031Be
004031B8
004031BD
004031BE
004031CY
oo4031C6
004031C8
004031CA
004031CB
004031D0
004031D6
004031DT
004031D9
004931DE
004031DF
O04O31ED
004031EE

push
push
push
push
call
inc
jz
push
mou
push
push
push
lea
push
push
call
pop
dec
jnz
Xor

; CODE XREF: CODE:004031ADTj

0]

0]

eax

dword ptr [esi]
SetFilePointer
eax

loc_H0328E

o]

edx, esp

0]

edx

&0h

edx, [esit+14Ch]
edx

dword ptr [esi]
ReadFile

edx

eax

loc_H0328E

eax, eax

el ol eslinal B s i 8 gl g e 5 IS 4kl
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loc_H403094:
CODE : 00403094

push
lea
push
push
mov
push
mov
push
call
test
jnz
call
jmp

; CODE XREF: unknoun_libname_25+nTj
0] : lpOuerlapped

eax, [esp+10h+Number0fBytesliritten]

eax : lpNumberOfBytesliritten
esi : nNumberOfBytesTollrite
eax, [ebx+14h]

eax ; lpBuffer

eax, [ebx]

eax : hFile

WriteFile

eax, eax

short loc_4030B3

GetLastError

short loc_H4030B5

L g 03 500 w351 (g1 5 SetEndOfFile @U 3l eslatu! o SetFilePointer GU sdme Gl 3 L cole s

CODE:004031F9 loc_H#031F9:
CODE: 004031F9
CODE:004031FB
CODE :804031FD
CODE: O04031FF
CODE : 00403200
CODE:00403202
CODE: 00403207
CODE : 80403208
CODE : 6040320E
CODE:00403210
CODE : 80483215
CODE: 00403216
CODE:00403218

push
push
sub
push
push
call
inc
jz
push
call
dec
jnz
Jmp

1 ew) ol onlaiul oJ.«.fSJ'A) LSLAJ.LL‘B “ JE.'»J)}A

; CODE XREF: CODE:004031FHTj
2
0]
eax,
eax
dword ptr [esi]
SetFilePointer
eax
loc_H40328E
dword ptr [esi]
SetEndOfFile
eax
short loc_40328E
short loc_403257

edx

1Cew] ol onlaiul LAJ.:L% C).’ CJL:)J Ls‘j" ‘J"l'.’ J‘l) IS axled ol u.a:>=..la CU )‘

CODE: 00403257 loc_HO325T7:
CODE : 00403257
CODE : 00403257
CODE : 0040325D
CODE : 0040325F
CODE : 00403261
CODE : 00403266
CODE : 00403268
CODE : 0040326A
CODE : 0040326D
CODE : 0040326F

cHip
jz

; CODE XREF: CODE:0040318Ef;
; CODE:004031EAT]

word ptr [esi+4], OD7B1h

short loc_H03276

si]
call GetFileType

test
jz
cmp
jnz
mou

eax, eax
short loc_HO0327A

eax, 2

short loc_H403276

dword ptr [esi+20h], offset unknown_libname_25

L Pl f e @n) sl 05 Slad Ll po I BIAL il el s 8 S i s oS shailes
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loc_H246TF :

CODE : 004246A3

mou
call
call
not

push
mov

push
call
push
mov

push
call
pop

retn

; CODE XREF: Graphics::TCanuas::CreateBrush(uoid)+2DTj

eax, [ebx+14h]
sub_423B4C

@Graphics@Color ToRGB$qqr15Graphics@TColor ;

eax

eax ; COLORREF

eax, [ebx+i]

eax ; HDC
SetBkColor

1 ; int
eax, [ebx+y]

eax ; HDC
SetBkMode

ebx

Graphics::ColorToRGB(Graphics::TColor)

Q)Hﬁ)ﬁ@)\ oJLﬂJ.«.»\L:¢J:.: &b}WW)ﬂ)—,m“é_g)f)‘jﬁ\Cb 6“‘3"CL°J’“~V'3‘1"‘5

CODE : 0O45E861

push
push
mov
mov
test
jz
push
call
mov
test
jz
cmp
jz
push
call
test
jz
push
call
test
jz
push
call

25
ebx
esi
ebx, eax
eax, [ebx+30h]
eax, eax
short loc_HSE866
eax ; hllnd
GetLastActivePopup
esi, eax
esi, esi
short loc_HSE866
esi, [ebx+30h]
short loc_HSE866
esi : hlind
IsllindowVisible
eax, eax
short loc_HSE866
esi : hlind
IsllindowEnabled
eax, eax
short loc_HSE866
esi : hlind
SetForegroundilindow

v.:_..m“.w DeSktOp ‘\";’j:’. LSLAJ{D .k.d_‘) ¢v_ibjs o)u\ )‘Jﬁ\cl.’ U'i‘ LSL.’.}'.’. J:l?u LJ’:“’” 6\&‘ PL 45))12.;“

CODE : 0O4ECBE4
CODE : 0O4ECBES
CODE : 0O4ECBET
CODE : 0O4ECBES
CODE : 0O4ECBED
CODE : 0O4ECBF2
CODE : 0O4ECBF3

CODE : 0O4ECBEY sub_4ECBEY

CODE : 0O4ECBF3 sub_4ECBEY

proc near ; CODE XREF: sub_HECBF4+37lp
push ebx

mov ebx, eax

push ebx

call SHGetDesktopFolder

call @Comobj@0leCheck$qqrl ; Comobj::0leCheck(long)
pop ebx

retn

enhdp

by o IS andad S o Bl LS s 511 355 (18 e, a1 0L S ey ke SR

S o odalie anlsl 5 1 ol a
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push
mou
mov
call
push
call
cmp
shb
inc
pop
retn

&

@System@RLStrToPChar$qqrx17System@AnsiString

ehx

ebx, eax
eax, ebx
eax
DeleteFileA
eax, 1

eax, eax
eax

ehx

; lpFileName
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L Lo b ol 5l ad g SO i ametd & bgy o gl aolsl 53 1S 0 (65108 50, 15 555 Jais ) 50

S oo il 1 O Wl 45

S5 Hex Editor Neo

File Edit View Select Operations

2A-EERE PM .

Bookmarks

NTFS Streams  Tools
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History Window Help
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B hld Dtestm.mk\a in X bl Dtest (1).mkv.malwarehunter... X\
_g 00000000 | 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d O= Of 7' 00000000 | 00 01 02 03 04 05 06 07 08 09 Oa 0b Oc 0d 0= Of 7‘
9 || oocoocoo | Bl 45 df a3 a3 42 86 81 01 42 £7 81 01 42 £2 81 [lEmes ooooooao | JBlas 4f 31 52 62 22 5c e 13 57 33 £6 93 ce 23 [BeRIR
% || cooooo1o | o4 42 £3 81 08 42 52 88 6d 61 74 72 £ 73 6b 61  .BO . 00000010 | 77 21 00 ek 57 19 3b 6c 9= a6 9= Te =6 90 35 46  w!.EW
= ooocoo20 | 42 87 8104 42 85 81 02 18 53 B0 67 01 00 00 00 B .E 00000020 | =4 bS5 &0 e7 €8 10 76 08 35 e3 25 dd 55 Se 6d £0 &n'gé
B 00000030 | 34 ¢3 cc b4 11 4d Sb 74 af 4d bb 8c 53 ab 84 15 4AI-. 00000030 | £b 25 fa 16 d7 85 al bb 45 02 B8e 5d 75 46 62 46 O8d.x
_g 00000040 | 49 a% 66 53 ac 82 10 03 d4d bb 8¢ 53 ab 84 16 54 Iefs 00000040 | =a 2f b0 b2 45 da 91 3f 76 bS aa 6d £3 b3 b6 ef &/°°E
o || 00000050 | ae €b 53 ac 82 10 c7 4d bb 8= 53 ab 84 lc 53 bb  ®k3-, 00000050 | 85 35 87 41 af 11 ed 4f 89 77 b 9f 99 ee cd €a  .S5fA
T || 00000060 | 6b 53 ac 84 34 o3 Se ef ec 4F oo 00 00 00 00 00 kS-.d 00000060 | B4 11 a5 24 a7 b8 al 80 bec a7 e7 0a 52 ce 98 01 ,.¥5§
I Wl ooooog70 | o0 00 00 00 00D OO 00 00 OO0 00 OO 00 0O 00 00 00 00000070 | bl 2d 46 78 bd £7 e6 85 44 db 69 16 b6 d3 e7 9c +-Fx~
"\g 00000080 | 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00000020 | £ Oa d4d 9c af c0 81 ad 16 9 a3 78 53 ec 9£ 00 i.Me
5 || ooooooso | oo oo 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..... 00000080 | o0 cé 58 13 33 dd db 89 68 3f 20 b4 =9 99 40 0a AEK.3
= || ooooooao | @0 00 00 00 OO0 OO 00 00 00 00 OO0 00 00 00 00 00  ..... 00000020 | DS 91 44 46 52 b7 2d 98 be 7d 37 36 b2 45 aa 9 ®'DFR
§ 000000b0 | 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00  ..... 000000b0 | 45 a4 b6 32 55 el a3 c9 7 84 de 03 42 cd bc 02 Ing20
Z || ooooooco | 0o 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 ..... 000000cd | 82 84 7d 8= ba el Ta £3 &f bc d5dé Sb 7d Te el ,,.}E°
é. 00000040 | 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00  .u... 000000d0 | bf 1f 5 Oc £4 52 7a 04 54 20 =5 ae 8c bf 74 £1  :.h.8
% || oooooo=0 | 00 00 00 00 00 OO 00 00 OO 00 00 00 00 00 00 00  ..... 00000020 | fe df Sb £6 80 Oc bé 33 93 30 b8 fb 54 e3 18 €8  pB[5E
2 || oooooofo | oo 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 00  ..... v | oo0000£0 | a9 59 e2 Sb &b 24 37 22 9f 49 8d 8b 8c lc 55 01  e¥E[« ¥
&) < > < >
@
% File Comparison
O | ok o [ B | [ (had]  (Fapé] |
N I o [
[o:]
% Type Offset (Source) Offset (Dest) Size
=
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: VirusTotal sblw 9 5

4,306 VirusTotal <lsle 53 54 50 15810 L;uT‘j T d:ﬂ'\‘\ Slayse by slaw L Lol Jl- s

Ad-Aware

AhnLab-V3

Arcabit

AVG

BitDefender

CrowdStrike Falcon

Cyren

Emsisoft

ESET-NOD32

Fortinet

Ikarus

K7GW

McAfee

Microsoft

Panda

Rising

Sophos AV

Symantec

TrendMicro

Webroot

2l

Trojan.GenericKD.31366334

Malware/Gen.Generic.C2852210

Trojan.Generic.D1DESCEE

FileRepMalware

Trojan.GenericKD.31366334

malicious_confidence_90% (W)

W32/GenBl.EEEBTZEB!Olympus

Trojan.FileCoder (A)

awvariant of Win32/Filecoder.NTK

W32/Generic. NTK!tr

Trojan-Ransom.FileCoder

Trojan ( 00541e781 )

Artemis!EEEG72EBOAGD

Trojan:win32/Zpevdo.B

Trj/GdSda.A

Ransom.Crypmod!8.DAZ (CLOUD)

Mal/Generic-5

Trojan.Gen.2

Ransom_Crypmed.ROOZCOWKP18

W32.Trojan.GenkD

S o e o b S 1 0T 03 IBIEL cpl bl

AegisLab

AlYac

Avast

Avira
CAT-QuickHeal
Cylance

DrWeb

eScan

F-Secure

GData

K7AntiVirus
Kaspersky
McAfee-GW-Edition
Palo Alto Networks
Qihoo-360
SentinelOne
Sophos ML
Trapmine
TrendMicro-HouseCall

ZoneAlarm

N -

Trojan.Win32.Crypmod.4lc

Trojan.GenerickD.31366334

FileRepMalware

TR/FileCoder.fcray

Trojan.Crypmod

Unsafe

Trojan.Encoder26774

Trojan.GenerickKD.31366334

Trojan.GenerickKD.31366334

Trojan.GenericKD.31366334

Trojan (005412781 )

HEUR:Trojan-
Ransom.Win32.Crypmod.gen

BehavesLikeWin32.Dropper.th

generic.ml

Win32/Trojan.Ransom.709

static engine - malicious

heuristic

malicious.high.ml.score

Ransom_Crypmod.ROOZCOWKP18

HEUR:Trojan-
Ransom.Win32.Crypmod.gen

»
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S o b o b B 1 0T e IBIEL cpl plulid

ol gl

Rl 4z w9 BT
Dangerous “ hitdefender
Ei:g.itztfr Win32/Filecoder NTK trojan “ eset
Clean comodo
Dangerous ) “ P
Trojan.GenerickD 31366334
Clean sophos
Clean fprot
'?raoﬁg:,.rgrl::cherQG?M “ drweb
Dangerous
Trojan.Gen.2 “ symantec
Dangerous “ avast
Dangerous
Trojan.GenericKD.31366334(DB) “ escan

R



